SENTINEL SERVICES JUMPSTART

MULTI-FACTOR
AUTHENTICATION FOR

MICROSOFT APPS

Multi-factor authentication is a process in which users are prompted during the sign-in
process for an additional form of identification, such as a code on their cellphone or a
fingerprint scan. If you only use a password to authenticate a user, it leaves an insecure
vector for attack. If the password is weak or has been exposed elsewhere, an attacker
could be using it to gain access. When you require a second form of authentication,
security is increased because this additional factor isn't something that's easy for an
attacker to obtain or duplicate. Azure AD Multi-Factor Authentication works by requiring
two or more of the following authentication methods, something you know, typically a
password. Something you have, such as a trusted device that's not easily duplicated, like
a phone or hardware key. Something you are - biometrics like a fingerprint or face scan.
Azure AD Multi-Factor Authentication can also further secure password reset.
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Scope of Work Details
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Discover and Design: Four (4) Hour POC Definition Workshop = \ / Mw@
e Define business outcomes, analyze current environment, @ ’_ﬁﬂ oot
and design customer blueprint for Microsoft MFA deployment

Analyze current Active Directory / Exchange / 0365 . i
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Review Microsoft licensing requirements s i
Review security requirements g
Identify Line of Business Applications for MFA
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Deploy/ Implement:

e Sentinel to configure Microsoft MFA
e Sentinel to configure Microsoft Authenticator App / Conditional access
e Sentinel to provide Proof of Concept up to (10) users and (10) Microsoft applications

Demonstration: .= leif)‘:fg‘:fner
e Sentinel to validate and demonstrate Microsoft MFA

e Sentinel to provide high level overview for administration and
maintaining MFA within the organization for Microsoft Apps

$9,720 for services and Project Management (Additional costs for licensing / devices)

DOES NOT include Microsoft MFA Licensing
DOES NOT include remediation of any existing configuration issues or compatibility requirements
MFA for only Microsoft Applications

Contact your account
manager to set up your
jumpstart!
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