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BOT MANAGER
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What do bots mean to you?

WHAT WE HEARD
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What we hear from others

THE BOT PROBLEM

Bot traffic
• Performance

• Costs

IT impacts

Web experience
• User engagement

• Sales revenue

Competition
• Customer relationships

• Sales opportunities

Marketing
• Stolen content

• Web analytics

• SEO

Security
• Web fraud

• Speed to insight

• Supporting business

Business impacts

Bot traffic
• Performance

• Costs
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GIFT CARD

SIGN IN BAG

A different way to think about

THE BOT PROBLEM

SIGN IN BAG

LOGIN CREATE ACCOUNT

Fraudsters

SIGN IN BAG

3rd partiesPartners

Competitors Fraudsters
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Legitimate users Allow / monitor

Partners & 3rd-parties

Slow

Competitors

Serve alternate

Fraudsters

Block

Signal to origin

?Unknown

©2017 AKAMAI |  FASTER FORWARDTM

Bot management requires

A FRAMEWORK

Better manage BUSINESS and IT IMPACTS of bots as a cloud-based service
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To manage bots

WHAT YOU NEED

Detection

Categorization

Management

Visibility
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Randomized
user agent

Browser
impersonation

Session
replay

Full
cookie
support

JavaScript
support

Browser
fingerprint
spoofing

Recorded
human

behavior

Rate limiting

Multiple 
IPs Low 

request 
rate

Single
IP

Evolving bot landscape

DETECTION
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IP blocking

HTTP anomaly detection

Browser fingerprinting

User behavior analysis

Simple Sophisticated



©2017 AKAMAI |  FASTER FORWARDTM

Grow revenue opportunities with fast, personalized 

web experiences and manage complexity from peak 

demand, mobile devices and data collection.
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Grow revenue opportunities with fast, personalized 

web experiences and manage complexity from peak 

demand, mobile devices and data collection.



©2017 AKAMAI |  FASTER FORWARDTM

Bots defy easy

CATEGORIZATION

Most solutions approach the bot problem as a SECURITY problem

Good bot
(Whitelist)

Bad bot
(Block)
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A security approach does not manage the entire BOT SPECTRUM
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Bots defy easy

CATEGORIZATION

Google

FraudsterAuthorized partner

3rd-party service

Content aggregator

Competitor
And does not account for UNKNOWN bots
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A more flexible approach manages bots based on their IMPACT on you

Increases findability

Incurs financial loss

Supports business /

may impact performance

Helps manage website / 

may impact performance

Diverts visitors and

reduces marketing ROI

Reduces sales revenue
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GOOD BAD
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International airline

CASE STUDY

50% bot traffic

FROM TO

DEPART RETURN 1 ADULT

Round-trip One-way Multi-city

Santa Clara
Premium economy round-trip from

$500*

London
Premium economy round-trip from

$1,000*

Singapore
Premium economy round-trip from

$2,000*

Latest flight deals from Cambridge

50% bot traffic

FROM TO

DEPART RETURN 1 ADULT

Round-trip One-way Multi-city

Santa Clara
Premium economy round-trip from

$500*

London
Premium economy round-trip from

$1,000*

Singapore
Premium economy round-trip from

$2,000*

Latest flight deals from Cambridge

Global Distribution

System (GDS)Serve from cache

FROM TO

DEPART RETURN 1 ADULT

Round-trip One-way Multi-city

Santa Clara

Premium economy round-trip from

$500*

London

Premium economy round-trip from

$1,000*

Singapore

Premium economy round-trip from

$2,000*

Latest flight deals from Cambridge

Consumers
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Login / credential abuse
Serve incorrect username/password to fraudsters

SIGN IN BAG

LOGIN CREATE ACCOUNT

Airline
Serve cached content to reduce GDS costs

Retailer
Serve fake prices to control price scraping

Financial services
Manage performance impact of aggregators

Partners
Slow bot traffic f/partners during business hours

How other organizations implemented

MANAGEMENT

$

Online media
Prevent content aggregators f/diverting visitors

Event ticketing / hype sales
Serve cached availability to 3rd-parties using bots?

Performance
Serve alternate origin to improve performance
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U.S. News and World Report

CASE STUDY

• Challenge

– 3rd-parties scraping and repurposing rankings content 

from www.usnews.com, diverting potential visitors to 

3rd-party sites and impacting ad revenue

• Benefits

– Prevent scraping to protect digital advertising revenue

– Gain visibility into bot traffic and reduce overhead

– Manage bots without sacrificing caching or requiring 

infrastructure changes

http://www.usnews.com/
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Total Page Requests

Humans

1,118,197

Total

1,204,041

Good bots

47,270
Whitelisted

3,591
Bad bots

34,984

Actions Taken

 Allowed

 Blocked

Detection Method

 Request rate

 Request header anomaly

 JavaScript check failed

 Known bad bot
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How to think about

VISIBILITY

Visibility needs to support your STRATEGY

Example 1: Example 2:
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Example 1: Example 2:

Visibility needs to support your STRATEGY
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How to think about

VISIBILITY
Black box
• Easy to configure

• Reports actions taken but no ability to verify

High-level statistics

• Good for identifying infrastructure 

and network requirements

• Responding to security events or 

implementing strategy requires 

greater granularity
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Visibility needs to support your STRATEGY

How to think about

VISIBILITY

Example 1: Example 2:
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Online retailer

CASE STUDY

Challenge: fraud-related losses from bots checking gift card balances

Large hourly spikes in attempts

Attempt to blend in 

with normal traffic 

after business hours

Continuous activity at all times
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Achieving desired outcomes

AKAMAI DIFFERENCE

Ability to manage bot traffic on the Akamai 

CDN before it reaches your website, 

offloading your origin infrastructure

The latest technologies that can detect the 

most sophisticated bots today even as they 

evolve to avoid detection

Real-time intelligence from visibility into bot 

traffic interacting with many of the largest web 

presences around the world

Ability to manage wide array of both good and 

bad bots and customize response based on 

your business and IT goals

Granular visibility / reporting allows you to 

analyze your bot traffic and implement your 

bot strategy without being a black box

Security experts who can help implement 

and tune your bot management strategy and 

respond to security events
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THANK YOU



©2017 AKAMAI |  FASTER FORWARDTM

Named Akamai 

Solution Expert

Seasoned 

practitioners with deep 

visibility and threat 

landscape knowledge

Introducing 

READINESS AND RESPONSE SERVICE

Designed for organizations that want guidance on their bot strategy, to 

close security operation gaps, and have peace of mind they’re covered 

to efficiently manage incidents and focus on their business.

Implementation

Services

Resources to implement  

configuration changes 

regularly

Advisory 

Services

Strategic recommendations 

based on in-depth reviews 

of your bot traffic and 

configurations

Security Event

Management

Prioritized SOC support 

and mitigation for 

security events
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Advisory Services

Security Service Review 3x/year included

Implementation Services

Non-emergency configuration assistance (9-5 M-F) 24 hours/quarter

Named Akamai Solution Expert

Named expert with knowledge of the threat landscape 

and your security and business challenges

Included

Security Event Management

Emergency response line (24x365) Included for observed bot related security events

Emergency configuration assistance (24x365) Included for observed bot related security events

Security event recap Included, sent via e-mail after observed bot 

related security events

SERVICE ENTITLEMENTS
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Grow revenue opportunities with fast, personalized 

web experiences and manage complexity from peak 

demand, mobile devices and data collection.
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ATTACK CAMPAIGN
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 Number of login attempts

16,359 login attempts

Login attempts

12,936 members in botnet

123,909 unique accounts targeted

167,039 total login attempts
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Legend 1
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 Number of IP addresses
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IP

1191 IP addresses made only 1 login attempt over the 24-hour period

1 login 4 logins

36% of IP addresses made 4 login attempts or less

DETECTING BOTS – SINGLE SITE
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 Number of IP addresses

331 IP addresses made only 1 login attempt over the 24-hour period

1 login 6 logins

4% of IP addresses made 6 login attempts or less

DETECTING BOTS – MANY SITES
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12,936 members in botnet

123,909 unique accounts targeted

167,039 total login attempts
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ATTACK CAMPAIGN
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login attempts

204,398
login attempts

16,359
login attempts
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BUY CREDENTIALS

FRAUDSTER

VERIFY CREDENTIALS

BOTNET

Username

Password

LOGIN

Username

Password

LOGIN

Username

Password

LOGIN

LOG IN

CUSTOMER SITE

Shopping

Accounts

Data

FINANCIAL GAIN

END USER ASSETS

CREDENTIAL ABUSE ACCOUNT TAKEOVER

Leaked

credentials

CREDENTIAL ABUSE
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Bot Manager Premier

OVERVIEW

DETECT

Mobile apps

Browsers

Other API-

based clients

User behavior
analysis*

Reputation*

MANAGE

Advanced
actions

Conditional
actions

Machine

learning

Data 

scientists

Origin
protection

24x7 SOC*

Granular visibility into bot traffic

Integrated management 
interface

*Optional
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Premier vs. Standard

IMPROVED DETECTION
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Online retailer

CASE STUDY

Challenge: credential abuse attack peaking at 130k requests per hour
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120000

140000

 Human  Bot

Mitigation enabled
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Protecting against credential abuse

AKAMAI DIFFERENCE

Ability to manage bot traffic at the Akamai 

edge to offload your website infrastructure 

and application development team 

The latest technologies that can detect the 

most sophisticated bots today even as they 

evolve to avoid detection

Ability to manage wide array of both good and 

bad bots and customize response based on 

your business and IT goals

Granular visibility / reporting allows you to 

analyze your bot traffic and implement your 

bot strategy without being a black box

Machine learning tailored to credential abuse 

to better identify human behavior from bot

and minimize false positives (under 0.3%)

Real-time intelligence from visibility into bot 

traffic interacting with many of the largest web 

presences around the world


