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KSA's Leading Digital Transformation Enabler



Who Are We?

Over 20 years ago, NourNet started as one of the first
Internet Service Providers (ISP) in the region. We've
witnessed the growth and development of digitization in
Saudi Arabia from the start. This allowed us to transform
from an ISP to KSA's Leading Digital Transformation

Enabler.




Mission

To empower every business in the Kingdom VISION d__19)™
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with robust digital services to help

journey to meet Vision 2030 goals. o

Vision
To be the leading and trusted Digital

Innovation and Transformation partner

In the region.



| Our Journey

1998 - 2008

* Launched ISP operations

» Launched E-VPN services

* Won Bayanat (Data Network) license
» Setup Nour Global

+ Setup 1st Data Center in Riyadh

+ 20— 80 employees

* Over 500 customers

* Over 10 partners

2013 - 2018

* Launched Managed IT Services

* Launched Cloud Security Services

* Launched Tier-3 Data Center

* Launched SAP HEC & Oracle PCA
based Cloud

+ 120 - 300 employees

* Over 1500 customers

* Over 35 partners
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2009 - 2013

« Launched Managed Internet Services
» Setup 2nd Data Center in Dammam

« Launched Cloud Infrastructure

« Launched Internet Security Services
« 80 - 120 employees

* Over 1000 customers

* Over 20 partners

2019 - Present

* Launched Managed SD-WAN
* Launched Managed SOC

« Launched Managed NOC

* Launched Security 360

« 300 - 450 employees

* Over 2000 customers

* Over 50 partners



| NourNet Today!

KSA's Leading Digital Over 2,000 Corporate Strong
Transformation Enabler Customers Partnerships
Having started as a corporate Internet + 3 of the top 5 banks Strong expertise on
Service Provider (ISP) in 1998, NourNet 15 of top 20 insurance multiple cloud platforms
has today become KSA’s Leading » over 50% retailers

Digital Transformation Enabler + 800+ SMB customers

« Growing number of government organizations
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Well-rounded Carrier-Neutral
Services Data Center
Portfolio of converged ICT services 4,500 m2, tier-3, houses a host of

backed by 1st class support public & private sector customers



| Well-Rounded Services

We are very proud to have hundreds of engineers and experts serving more than

2,000 clients across 10 industries with:

‘ Managed Services
let us take over your routine
system maintenance tasks and &
upgrades 8 &
° Data Center Collaboration
Saudi Arabia’s first carrier-
neutral triple-tier data center

° Cloud
Cyber Security

We have all the best cloud
services under one roof Q"‘Q

Connectivity

Connectivity

KSA's fastest, most extensive,
and highly redundant IP network

Cyber Security

DDoS mitigation, email security,
WAF, SOCaas$, endpoint Security,
and more

Collaboration

Streamline your work and
survive the digital revolution



Managed
Services
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Managed Services

Don'’t let your IT team spend 80% of their time
to fix maintenance problems and upgrade
outdated applications. Adopt professional
managed services that activate
automatic upgrades for your
system, protect your data,
and resolve downtime

Issues with ease.



NourNet Managed Services

« Managed Servers Support « Managed NOC + Managed Public Cloud * Managed SOC * Managed IP Telephony
« Managed Storage « Managed LAN (Routing, « Managed Private Cloud + Managed DDoS « Managed Audio Call
* Managed Backup Switching) + Managed laaS * Managed NGFW Conferencing
* Managed Database « Managed WAN « Managed PaaS * Managed Web Security + Managed Video
* Managed Exchange « Managed Wi-Fi « Managed DRaaS « Managed Email Security Conferencing
- SAP Basis Support « Managed Voice - Managed BaaS * Managed FWaaS * Managed Digital Events
« Azure Infrastructure « Managed VPN « Managed Storage as a * Managed IPS
Management Service * Managed IDS
* Infrastructure Monitoring * Managed WAF
and Management * Managed PAM
+ IT Service Management * Managed MFA
(ITSM)

* Resource Augmentation
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NourNet Data Centers

¢ 3 strategically located data centers providing secure,
redundant access to data stored within KSA.

® Our triple-tier data center is the first carrier-neutral data
center in Saudi Arabia. Located north of Riyadh, this
4,500 m2 data center hosts thousands of public &
private sector clients and has the capacity of 450 racks.

® This robust infrastructure makes it one of the most
scalable, reliable, and adaptable data centers in Saudi

Arabia.




Tier-3 Data Center

¢ State-of-The-Art Facility

® Carrier Neutral
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Why NourNet Data Center
e 5| Services?

Secure access to applications, from any location, over

any network for all authorized persons

Data center backhauling by fiber from Multiple Telcos
Flexible and customized services offering

Business continuity workspaces

In-Kingdom setup, Saudi company
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. NourNet Cloud Services

Saudi Domain Select a Saudi domain name that reflects your
brand and makes you stand out on the Internet.
DNS service with the fastest response time,

DI LD unparalleled redundancy, and advanced security.

Secure web hosting services with flexible packages

LR and 99.9% uptime commitment.

N % URNET

The most reliable email service in KSA that is
compliant with NCA and SAMA regulations.

Driving Digital Innovation

EaaS

Access top-tier virtual servers, storage facilities
laaS and networking capabilities to run your
business operations with ease.

Connect to our robust and native cloud platform to
PaaS test, develop and deploy your business applications
seamlessly.



. NourNet Cloud Services

NourNet cloud backup as a service hosted in
BaaS NourNet public cloud helps protect your important
data and applications from harm.

Protect your data and ensure business continuity
DRaaS during disasters with NourNet Disaster Recovery as a
Service.

Add extra advanced layer of security, including

FWaaS access controls such as URL filtering, Advanced
Threat Prevention, IPS and DNS Security. N @ U R NEI-

Driving Digital Innovation

NourNet LBaaS offers the scalability, feature depth
LBaaS and security required to enable resilient delivery of
a wide range of applications.

Detect fraudulent interactions and intercept all HTTPS

iAEEs requests before they reach to your web application.

Build your Hosted Private Cloud with our next-

CEEE generation dedicated servers based on HCI model.



Microsoft Cloud Services

NourNet is a tier-1 Microsoft Cloud Solution Partner, it offers managed hosting

services on Azure, helping customers in migration, integration and support.

Office 365 Microsoft 365 Microsoft Azure Microsoft Exchange



Networking

Get access to virtual cloud
networks, Fast Connect, Load-
balancing as well as VPNs and

DNS.

{

Storage

Install and expand your

operations by Accessing block

. Oracle Cloud Services

[
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Computing
You can use virtual machines,

Windows, Linux VM, and

Container Cloud Services.

Database

The Oracle Database Cloud

Services also include SQL

ORACLE

servers on VM, DB2, MongoDB,
Oracle on VM, and PostgreSQL.

volumes and object storage.




AWS Cloud Services

Whether you're looking for compute power,
database storage, content delivery, or other
functionality, NourNet helps you migrate to
AWS cloud to build sophisticated
applications with increased flexibility,

scalability and reliability.




Connectivity

Driving Digital Innovation
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g@&, Connectivity Services

Get high-speed, stable and secure connectivity to keep every platform

In your business connected with NourNet Connectivity Services.

Internet S SR ., r4 re.v3 ' Direct Connect

X Ny,
\\\\\“\ L L IP VPN 23 4 SD-WAN -
. o ‘ ‘ ‘/\ v :
R ‘é.'ﬁj; e\ -~
X :"- € M\\\\\l{\\ |

Express Route



Redundant Internet Gateways

Internet Gateaways

STC Mobily ITC Atheeb

NOURNET INTERNET BACKBONE
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other provider
In Saudi Arabia
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The Big Picture

Internet Gateaways

Services
STC Mobily ITC Atheeb
Network Monitoring
Data Center NOURNET INTERNET BACKBONE
Internet
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Cyber Security
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Cyber Security

NourNet brings an experienced and well-trained team
of security experts that will examine your IT
Infrastructure in detall to identify the risks
faced by your application, data, and networks
from a wide range of security vulnerabilities.
Our cyber security experts provide
the best-in-class services to keep
your organization safe and
complied with NCA/SAMA

regulations.



360° Security Fabric
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iIncluding networks, cloud infrastructure,

data, applications, and employees.




=) 360° Security Fabric
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GRC Programs

Comprehensive cybersecurity assessment

based on international and local standards

such as NCA, SAMA, IS0, etc.

(Y
Red Teaming

Improve your asset’s
and personnel’s readiness through a

realistic security incident

drill that can target your organization.

Vulnerability Assessment

Identifies all potential vulnerabilities that

could be exploited in an enterprise

including systems and networks.
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Phishing Test and Cyber
Security Awareness
Testing employees through phishing
campaigns while helping businesses

implement a comprehensive and

effective security awareness program.
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Penetration Testing

Test your web application, IP
address or move ahead with a

red team engagement.

Managed Detection
and Response (MDR)

Make informed decisions by
investigating, hunting, responding to,

and remediating infrastructure attacks.



@ 360° Security Fabric
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SOC as a Service

Proactive monitoring of infrastructure
activities 24/7, installing necessary

patches and creating timely reports.

AE

User and Entity Behavior
Analytics (UEBA)

Detect the slightest anomalies and
prevent a minor phishing scheme from

escalating into a massive data breach.

Digital Forensics and Incident
Response (DFIR)

Contain critical security incidents and
conduct forensic analysis to find out
the attack root cause and help in

resolving the attack impact.

Threat Intelligence

Monitoring the threat landscape,
brand reputation and IP leakage while

providing aggregated threat feeds.

Security Orchestration and
Automation Response (SOAR)
Automate repetitive tasks,
investigate and respond to

security incidents in seconds.

&

Brand Protection

Detect online abuse, analyze, and
prioritize it on a global scale, and
implement effective strategies to

safeguard your brand.



=) 360° Security Fabric

Network Detection and
Response (NDR)

Monitoring of organization’s network
by collecting all traffic while using behavioral
analytics and Al to detect and respond to

threats and anomalous behavior.

¢

Web Application Firewall (WAF)

Protect your web applications by filtering
and monitoring HTTP traffic between a

web application and the Internet.

=

Endpoint Detection and
Response (EDR)

Prevent malware infection, detect, and
defuse potential threats, and automate
response and remediation with

customizable playbooks.

&

Secure Web Gateway (SWG)

Enforce granular policies and prevent
threats from accessing web applications
by screening web and internet traffic at

the application level.
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DDoS Protection

Prevent any hardware
crashes, sudden network
slowness or unavailability of

your online services.

Mobile Device Management (MDM)

Monitor, manage and secure
employees’ devices that are deployed
across multiple operating systems

being used in the organization.



=) 360° Security Fabric
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Cloud Sandboxing

Inspecting unfamiliar files for
advanced threats such as zero-
day campaigns and tackle
malware that can trick traditional

sandboxing solutions.
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Data Privacy

Reduce security risks by applying
multiple techniques from encryption,

screen water mark, anti-copy and more.

|

Data Loss Prevention (DLP)

Ensure that sensitive data is not
lost, misused, or accessed by

unauthorized users.

|

Content Disarm and
Reconstruction (CDR)

Processes all incoming files, deconstructs

them, and removes all elements that do

not match firewall policies.
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Email Security

Premium quality filtering of incoming
and outgoing emails to protect users
from spam, malware, viruses and

phishing activities.
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Multi Factor Authentication
(MFA)

Protect Applications by verifying user
identity before granting access with a
simple, streamlined login experience for

every user and application.



360° Security Fabric
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Identity Access Management
(IAM)
Securely control access to your
organization’s resources by
managing users and allow or deny

their permissions.

Privileged Access Management
(PAM)

Manage, monitor and control the
activities of privileged users in an
enterprise network. It ensure
protection through access
management, password policies,

suspicious activity detection, etc.
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(23] collaboration Services

Transform your business entire

collaboration environment and

empower your employees with the

best tools through NourNet

collaboration services.
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Audio Call
IP Phone :
Conferencing
With NourNet IP Phone Increase employees’

Services, you don’t need any  productivity by allowing them to

specialized hardware, All you collaborate at anytime from

need is an Internet connection anywhere using NourNet Audio
to make your calls. Call Conferencing Services.

Video
Conferencing

NourNet can help you
arrange different types of
online meetings using the

best video conferencing
technologies to enhance
collaboration.

Digital Event
Management

Engage and interact with
clients in your virtual events.
by relying on NourNet latest
Digital Event Management
Services.
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Government & Semi-Government
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| Banking
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| Insurance
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THANK YOU

N@URNEF R, 92 0000 987 &8 www.nour.net.sa K marketing@nour.net.sa
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