ICAM and Zero Trust with
Microsoft Entra ID.and Saviynt

OCG Federal, Saviynt, and Microsoft's Identity, Credentials, and Access
Management (ICAM) solution propels federal agencies toward Zero Trust security
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Build Identity, Credential, and Access
Management (ICAM) processes that
enable a Zero Trust security model.

Executive Order 14028 requires federal agencies to move
toward a Zero Trust architecture to better secure federal

assets and data.

CHALLENGES

Adversaries, whether nation-states,
criminal, or thrill-seekers, are
aggressively targeting government
agencies. Attackers target Federal
ICAM systems to assume the identity
of federal users. From there they can
exfiltrate data or disrupt critical
operations via unfettered access to
government systems.

IDEAL SOLUTION

Leverage an ICAM-focused Zero Trust
security model to prevent breaches
and protect the entire IT ecosystem.
An effective solution should include a
single identity model, least privilege
access, multi-factor authentication,
conditional access, and risk-based
identity analytics.

DESIRED OUTCOMES

The solution from OCG Federal
leverages Saviynt and Microsoft
Entra ID to align agencies with the
latest guidance and requirements set
forth by the federal government.
Benefits include improved
compliance, identity governance,
and security.
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SECURE SENSITIVE DATA

Protect data and infrastructure
from breaches by granting access
to only the right users, at the right
time, for the right data. Capabilities
include MFA, conditional access,
and more.
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ICAM and Zero Trust with
Microsoft Entra ID and Saviynt

With the combined capabilities of Microsoft and Saviynt, along
with implementation services from OCG, we enable federal
agencies to build ICAM processes that move agencies towards a

Zero Trust Maturity Model.

EFFICIENT USER
ONBOARDING

By leveraging a single identity
repository enterprise-wide you can
streamline provisioning and
deprovisioning across on-
premises and cloud environments.

RISK-BASED CONTROLS

Focus security, compliance, and
management efforts on identities
that pose the most risk to your
organization. ldentify security
signals quickly and improve the
user experience.
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OCG Federal, Saviynt, and Microsoft
Entra ID provide a fully integrated
ICAM solution

OCG Federal partnered with Microsoft and Saviynt to provide the solution for an effective ICAM
program based on a Zero Trust security model.

Microsoft via Microsoft Entra ID provides the foundational Identity & Access Management (IAM) layer

natively integrated with Azure Government Cloud to meet the appropriate compliance requirements.

Saviynt natively integrates with AD to provide Identity Governance and Administration (IGA). OCG
Federal provides expert implementation and integration services.

Zero Trust Approach Visibility Efficiency

Provides continuous monitoring Insight to access levels by Automate provisioning and de-

and performs a risk analysis in each individual and application. provisioning tasks.

access request prior to granting
access.
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