Kompira Cloud
SonarFa2—hFU7Ib

I . .
=~ fixpoint
R T W IR

ver.4



Fa—FJ7IVASE

« Sonarz Sk 9 AL TADLROH T, ERIEHRZINET 5 X

HERTWFa—rJ)T7IVEGRVYET



A=

oSOk W=

SonarMDi&hK

AN—AEBgET 5

ksocketDdtw 7y 7

AF v ZRTLTHS

THOY MERERELTAF ¥ CEBEMREIELT
AF¥ v LIERZAPITEIST 5




1. SonarDi&kk

Sonarl¥”Z 27 FHH—EXTY,

\ BEDY 777 RH—ERITMAT.
ksocketE WD Y 2 —IbZES WS IBEFORAHY X T,

IE CHDETIE. SonarO A GEFEICHERLTEETL LD,



SonarDFE X

RAT/MIRYP

% ksocket - Kompira cloudfEl&
HEiwebsocket THEHTIRREE 55 5

SSH

|WinRM |
Linux Server

Windows Server outbound 443

¥

Kompira )

cloud

SNMP Linux Server

4—| Windows Server | QP ANCT i ni -t - an = N
WbB TT—J 1k

L3Switch
L2Switch...
others




AXF1—bFU7IVTEIIRE T S8R

fixpoint¢t P9

o

Kompira )

cloud

outbound 443

CentOS 7.5

CentOS minimal Install
Memory: 1GB

Disk: 20GB
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ksocketAOw FODIERLE F— 7 > F1T (2)
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ksocketDtv 77w 7 (1)

« ksocket 2o >AO— K

« LT &Y m#EDksocketZEF
https://blog.cloud.kompira.jp/entry/downloads

« ksocket1 > A ~—1JU
- f—/\LElCksocket7 7 IVZBEL. LTDAT Y F%S

$ tar zxf ksocket-linux-64-20190510.0.tar.gz
$ sudo ./ksinstall
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$ sudo ./ksinstall

(B&)

Please confirm or refill the ksocket installation directory (Prefix):
Prefix (ksocket installation directory): /opt/fixpoint/ksocket
Please confirm informations below for connecting to your space in the Kompira cloud:
Bix LI AN—ADURLZ AF]

Host (e.g. fixpoint.cloud.kompira.jp): xxxxxxxx.cloud.kompira.jp

Token (https://seminarhoge.cloud.kompira.jp/preference/ksocket/ksockets): F390or7A71NQmnv2GaeZ3yidEo/80YgGT38f+thQ2

Installing ksocket into /opt/fixpoint/ksocket ...

Kompira cloud E &7 LT

ksocket F — X =FF)%& AN
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ksocketDtzv 77w 7 (2)

(B&)

Installing ksocket service/daemon ...
Registering ksocket service/daemon ...

Creating uninstaller ...

Creating uninstaller as /opt/fixpoint/ksocket/uninstaller.sh ...
Making the uninstaller executable ...

Thanks for installing ksocket, Fixpoint. Inc.
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JOT =
lo 00:00:00:00:00:00 127.0.01 255.0.0.0

2]
lo 00:00:00:00:00:00 :1 e - £ - ffff. 7. fff/ 128
enpls3 08:00:27:d1:a0:76  10.10.0.107 255.255.0.0
enpls3 08:00:27:d1:a0:76  feB0::ab70:cYee:6142:eb7e%enpls3  fiff.ffff fiff.ffff../64
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ksocketDi%E

« ksocketDEREZEE - £EIT 5

$ cd /opt/fixpoint/ksocket
$ sudo ./bin/ksocket config
$ sudo ./bin/ksocket config

$ sudo ./bin/ksocket config

<--- REHEHZINTCRTI S
loglevel <--- loglevelDIEE%#FRTRI 5

loglevel DEBUG <--- loglevel®IEH7%DEBUGICZEEE

HlEOIHEATNEKLSICTS

T74IV P TCRBEEETNTOEEADL.
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ksocketDE{E

sudo systemctl status ksocket <---- ksocketDIREEAFESRT %
sudo systemctl start ksocket <---- ksocket%ZicHEIg %

sudo systemctl stop ksocket <---- ksocketZ{EIET S

sudo systemctl restart ksocket <---- ksocketZHBicgNd %

 ksocket configCIEEEH LIBE. RMICEBEBHLETT
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G741

« ksocket®

/opt/fixpoint/ksocket/var/log/ksocket/ksocket.log

$ cd /opt/fixpoint/ksocket

$ tail var/log/ksocket/ksocket.log

2019-01-11T11:
2019-01-11T11:
2019-01-11T11:
2019-01-11T11:
2019-01-11T11:
2019-01-11T11:
2019-01-11T11:
2019-01-11T11:
2019-01-11T11:
2019-01-11T11:

31
31
32
32
33
33

:47+0900
:47+0900
:48+0900
:48+0900
:48+0900
:48+0900
34:
34:
35:
35:

50+0900
50+0900
51+0900
51+0900

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

ksocket.
ksocket.
ksocket.
ksocket.
ksocket.
ksocket.
ksocket.
ksocket.
ksocket.
ksocket.

connection.
connection.
connection.
connection.
connection.
connection.
connection.
connection.
connection.
connection.

Kompira cloud & ksocketh BRaEIREED &

websocket
websocket
websocket
websocket
websocket
websocket
websocket
websocket
websocket
websocket

=X

.

AL

:_heartbeat:
:_heartbeat:
:_heartbeat:
:_heartbeat:
:_heartbeat:
:_heartbeat:
:_heartbeat:
:_heartbeat:
:_heartbeat:
:_heartbeat:

151
158
151
158
151
158
151
158
151
158

Heartbeat
Heartbeat
Heartbeat
Heartbeat
Heartbeat
Heartbeat
Heartbeat
Heartbeat
Heartbeat
Heartbeat

ping
pong
ping
pong
ping
pong
ping
pong
ping
pong

send with timeout 30 seconds
has received. Wait 60 seconds
send with timeout 30 seconds
has received. Wait 60 seconds
send with timeout 30 seconds
has received. Wait 60 seconds
send with timeout 30 seconds
has received. Wait 60 seconds
send with timeout 30 seconds
has received. Wait 60 seconds
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AWS / Azure Tksocket=EHh 9154

« AWS
kmdﬂb(/lh-)ihk4?l?
EREYT B

Alcxy LC. AWS REST APIOD
ReadOnlyAccesst&PR % E

« Azure
« Service PrincipalZ{ER% L. Azure REST APIDReadertEfR % E T Z2HNEHDH
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/opt/fixpoint/ksocket/etc/ksocket/azure.toml

KUELWEREREISksocket FF 2 AV FEBBLTCRETWL
https://blog.cloud.kompira.jp/entry/downloads
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CentOS 7.5
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777377 MERDEGE (1)

e ksocketlIIATORRKIC KB 7 7 RIS L TUNE
« SNMP (v2c/v3)
« SSH
« WinRM

c 7HUY MERERET ALY M

/opt/fixpoint/ksocket/etc/ksocket/credentials
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777137 MERDEGE (2)

* TAHIYMERET « LY b DFERY (FIHAIRRE)

/opt/fixpoint/ksocket/etc/ksocket/credentials/
— snhmp
— 999-default.toml
— 999-example.toml.skeleton
— ssh

L— 999-example.toml.skeleton
— winrm

L— 999-example.toml.skeleton

snmp (v2¢) publicaX 2 =7 1 DERE%E
T74#IVFTEBRELTWS

c 1DDT7HIY MERSEICIDDtomI 7 7L IVEERLET
. skeleton [IFXEDEETHFDOHIE L TERHRELTWAEZ=Z—T71Ib
s FILWAHY Y MERAEREIHEEIF. FZ—T77410FAE—LTERRLEL &S
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777777 MEERDEETE (SNMP v2c)

$ cd /opt/fixpoint/ksocket/etc/ksocket/credentials/snmp

$ cp 999-example.toml.skeleton 100-test.toml

$ vi 100-test.toml

includes = ["10.10.0.0/24", ir]cludes: 7hoYV I"I%#EE’E'B%&OMPT FL R

"10.20.0.0/24" ] ksockethP AF + > TIP7 FLAZRDIFfc&E. TTICEENT

WNIET7 AV MEERZFERLTT 7E€A9 % (%)

port = 161

[authData]

community: "public snmp@:lE:L:?-»r%

& )

(%) includeslcs&E LTcIP7 FL A I AN TIcksockethr S AF v > LICWW S DIF T GHEWT EITEFELTLIREL,
FIZIE 110.0.0.0/8] LEWVWTEH., TDRY bT—0FXTlcksocketh 7 7 AT 50T TlEH Y £ A,

i‘r_\_c;l_uge%t;._ [0.0.0.0/0] ¢ ETHE. BOD2FIARXTDIP7 RLATZDT7 AUV MERZFERT 51 OEMK
/3 o
33



77770 7 MEHRDEZE (SNMP v3)

$ cp 999-example.toml.skeleton 200-v3test.toml
$ vi 200-v3test.toml

includes = ["10.10.0.0/24",
"10.20.0.0/24" ]

port = 161

[authData]
username = "snmp-user"

authProtocol = "usmHMACMD5AuthProtocol"”
authKey = "your-password"

privProtocol = "usmAesCfbl28Protocol”
privKey = "priv-password"

$ cd /opt/fixpoint/ksocket/etc/ksocket/credentials/snmp

AN E/NRT — FDIEE

authProtocollCIZATFTDOWT b %IEE

GEEE LEWES:  "usmNoAuthProtocol”
MD5%Z{FER Y 5154 "usmHMACMD5AuthProtocol"
SHAZ{ER T 5154 "usmHMACSHAAuthProtocol"

EBILARENRT— FDIEE
privProtocol IS IZ AT DWW N Z15E

iE21t%E L5 ULES: "usmNoAuthProtocol"
DESE{ER T 5184 "usmDESPrivProtocol"
AESE(ERT 5154 "usmAesCfb128Protocol"
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7717 Y MEERDERFE (SSH) (1)

e NNAT—FOJA4DIFE

$ cd /opt/fixpoint/ksocket/etc/ksocket/credentials/ssh
$ cp 999-example.toml.skeleton 100-test.toml
$ vi 100-test.toml

includes = ["10.10.0.0/24"]

port = 22

[account] sshigfid 21—H4A, INXAT—F
username = "john"

password = "passwelrd"
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77177 MEHRDERFE (SSH) (2)

BT FIVOTA T DIEE

$ cd /opt/fixpoint/ksocket/etc/ksocket/credentials/ssh
$ cp 999-example.toml.skeleton 200-keytest.toml
$ vi 200-keytest.toml

includes = ["10.10.0.0/24"]

port = 22

[account]

username = "john"

[[account.clientKeys]] BI7AIVDINAEINA T L—XEIBE
filename = "../../id_rsa.common" #7714 IUixksockett—/\ICBEE T S
passphrase = "pasufureezu"
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77707 MMEHRDEE (WinRM) (1)

« WinRM: Windows Remote Management
« WindowsIZX L TYUE— M7V RAT BIRICERT 514

+ WinRMI& 7 7 # U b TIREZH T L e, Windows(77 7 £ R
ENBM) TRET DREN B ET

https://blog.cloud.kompira.jp/entry/manual/winrm-settings




77737 7 MEHRDERE (WinRM) (2)

//$ cd /opt/fixpoint/ksocket/etc/ksocket/credentials/winrm
$ cp 999-example.toml.skeleton 100-test.toml
$ vi 100-test.toml

includes = ["10.10.0.0/24"]
WinRM%Z 77 # ) b THRET % £5985K— h ZERHT S

port = 5985
authMethod = NSy \
[account] "basic" "ntlm" "credssp” DWITNHZFIRTES
username = "john" FlicZkEbYbEirniEntimZRELE L&D
password = "password"

S
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BHDT NV MERZRET S

ssh

— 100-testl.toml
— 200-test2.toml
— 300-test3.toml
— 999-example.toml

« BHDtoMI 7 7L IVHEETS5E. 7 71IVADEEIBEICT7 7 A 1TL. 771X
ICRRIILTIcECATRTLET

£®%%\MT®&OEEVTLE%L$?
100-testl.toml D7 AV > b 2E>Tssh7 7 A5i179 %

« 200-test2.toml D7 AV b ZEFED>Tssh7 7L AEHITT 5

« 300-test3.toml D7 AV b EFED>Tssh7 VL AFHITT 5

« 999-example.toml D7 AT bEED>Tssh7 V2 AHTIT 5
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curlaA< Y FICc K BAPIZETT (1)

« Xy FU—U—K%ZAPITHF I 54|

Kompira cloud £ C¢17 L 1zAPI

=2 U XFHERERE

$ sudo yum install epel-release
$ sudo yum install jq
$ curl -s -X GET -H "accept: application/json" -H "X-Authorization: Token IqyzDqV+9Her3+FfgXAQye
4P4adksgpYgZz/0QzP1" "https://xxxxxxxx.cloud.kompira.jp/api/apps/sonar/networks" | jq .
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$ sudo yum install epel-release

$ sudo yum install jq

$ curl -s -X GET -H "accept: application/json" -H "X-Authorization: Token IqyzDqV+9Her3+FfgXAQye
4P4dksgpYgZz/0QzP1" "https://xxxxxxxx.cloud.kompira.jp/api/apps/sonar/networks" | jq .

{

"offset": 0,
"limit": 30,
"total": 1,
"items": [

{

"networkId": "d75664e2-c921-4c91-8abc-3b52c9184449",

"displayName": "KcF a2 — b U777 Jbxxxx",

"configuration": {
"0c84549d-556a-4d14-8376-1831e599864b": {}

}s

"createdAt": "2019-01-23T04:06:00Z",

"createdBy": "1c31d@ef-78d1-471f-a3b6-97aadbf8b4fd",

"updatedAt": "2019-01-23T04:10:13Z",

"updatedBy": "1c31dOef-78d1-471f-a3b6-97aa0bf8bafd",

"lastScanSucceededAt": "2019-01-23T04:17:02Z",

"numberOfNewNodes": 5,

"numberOfStableNodes": 0,

"numberOfOutdatedNodes": ©



curlaA< Y FIc K BAPIET (2)
« HBXY NT—UD/—F—E%ZAPITTHUE T 54

$ curl -s -X GET -H "accept: application/json" -H "X-Authorization: Token IqyzDqV+9Her3+FfgXAQye
4P4dksgpYgZz/0QzP1" "https://xxxxxxxx.cloud.kompira.jp/api/apps/sonar/networks/de538204-1184-450
2-a5ea-c56625a7b506/managed-nodes”

« %/ — FEHZAPITEIS I 54l

$ curl -s -X GET -H "accept: application/json" -H "X-Authorization: Token IqyzDqV+9Her3+FfgXAQye
4P4dksgpYgZz/0QzP1" "https://xxxxxxxx.cloud.kompira.jp/api/apps/sonar/networks/de538204-1184-450
2-a5ea-c56625a7b506/managed-nodes/a7¢32742-d172-4b56-a671-e3582e8559d1"
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APIRF a2 X b

P14 P THRRY BT EHTES

- £ TDAPIIF K-

« https://cloud.kompira.jp/docs/apidoc

= Rybo—4

Q J—FEE

FAl=/)R5
APIE+2 XY hR—J%

Tv bO—0% 1

v hI—4 A BAtTr Y RTRE TR =

T=F—2019
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