Connect Meeting Room Architecture

. Remote Managed Services
* SO 270001 compliant

» Security testing and training

4—— Premier Partner —»

1] Office 365

- o8

@ C ontinuant.

"
onfidently Connected

CSP Partner Center + Specialized department to administrate customer facing connectivity

+ Continuant dedicated VLAN request for a segregated AV network

+ Specific ports and protocol request

Exchange and Teams Online Remote Access Application Engineer
3 + Safeguarded from unwarranted employee access through HR procedure
| » ServiceNow password management
s Customer DMZ for Continuant
Il Meeting R i ;
g Room Private Network .
! ! Connection Through a Secure Access Server
I ;g;ngoteh Bcpcess Protocols: |
= [ . o . . ,
Fl 235 30th Client — | » Continuant engineering and device administrator roles configured for access
: Eth1 Internal communication only r-———=—-* [t ] I : i ; ; i i i At
: Between AV Gevces conected {5 AV | & Ewp;:g;;tsirgi ey + Utilizes Continuant active directory and multifactor authentication
switcl L [ 1 . .
| ] — & T request + Device access audit, updates, and health check monthly
| Access controlled by persistent routes | flbi] No other internal
: | corrg;ﬂgnication required * No information stored on the secured access server
on
| |
A
f. | Customer AV Network —
' v
| 443 - outbound calendar services i i
| 44375061 - Teams Mestings - s Protected Meeting Environment
I
I
I
I
|

g + Systematic device updates and management
+ DMZ request for secure access server

Teams Compute Display Teams Controller Teams Soundbar




