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| . Web Security Needs

Web hacking is making the cyber world too noisy

80%of all cyber hacking 170% of ransomware
Incidents are caused by websites attacks are distributed via
being attacked websites

Wannacry (ransomware) infected
300,000 PCs in 150 countries
on May 12, 2017

Insecure Deserialization Securlty Misconfiguration
Failure to Restrlct URL Access Insufficient Transport Layer Protection

One in 13 of the world's websites is malicious

X Source: Security News(https://www.boannews.com/media/view.asp?idx=55170)
Computer World(http://www.comworld.co.kr/news/article View.html|?idxno=49509) °
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||. Web Security Issues

Web hacking cannot be solved with a single security product

Web Attack ‘

@ 90%o0f hackers install WebShell to use

them later

Malware

Websites

QL) Take control of web servers by cyber
attacking insecure website

Hacker

3) Spreads malicious codes such as
ransomware through website in own control
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||. Web Security Issues

Freedom from Web Security issues Is not free

@ Market Status

7

There are so many kinds of
security solutions

N
8

Web security solutions
require specialized knowledge to u

\

Many web security solutions
on the market, but not for SMEs

X SME: Small and medium enterprise

E
8
S =
gzsg;

X Source: 2017 Information Security Survey Report (Ministry of Science and ICT, Korea)

(F;) F1Security

4

@ Problem
Make customer choice difficult and n
Increase system complexity 8
Many companies do not have f;
Information security experts
\ =

Security solution is too expensive Ss
to majority of SMEs
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Il. The emergence of Unified \Web Security Service

We develop a solution to prevent, detect and respond to web hacking

Websites

k Prevention
Web Attack <F ) WebCastle ) Web Application Firewall
1 5UC ) Detect and prevent web attacks

Detection

Hacker . Anti- Web Shell
F7)) WSFinder
Detect and remove malware
*  WebShell
Response
s ) 4 | EESSREE
Websites Malware Scanner Malware

Detect malicious links that
redirect users to download malware
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Il. The emergence of Unified \Web Security Service

We provide all-in-one web security solution with one platform

Fp') F1Security
UWSS: Uunified Web Security Service

Conceptual
expansion and refinement

/ F::RTINET \ 4 Fy) WebCastle (&) wsFinder (H)YWMDS @G “"FDeteclur\

UTM Packaging Products (&)
s Web Application firewall
- . . :
:_:_: ﬂ ﬂ s Anti-WebShell detection
Qmm" IDPS Anti-virus s Website Malware scanner

«» Website Forgery Detection etc.

* UTM: Unified Threat Management, k
IDPS: Intrusion Detect Prevent System
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Il. The emergence of Unified \Web Security Service

Give our customers the freedom of web security

@ Problem

7

Make customer choice difficult and
Increase system complexity

Many companies do not have
Information security experts

Security solution is too expensive
to majority of SMEs

\
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@ Solution

7

Packaging the Security Products
Needed for Web Security

Intuitive web-based Ul user
experience in one platform

Reasonable pricing with software
and cloud-based system
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V. Features of Unified Web Security Service

Excellent information security product and technology
designated by the Ministry of Science and ICT of Korea

- - e o 93 ARE §4 ARRE 7% AES A 2 @74
X g a5 T4 B Lol 45 0
G e - HIE X}& I-KOREA4o A melg el ‘Eaasiy, Avded BA7HE BEsh]
axpArimmo = cymi=o| eI AR BYY sxUHYE HY ]2 = . i = p .
Al 2019-004 & Lo e L o L e e T i i s i B &WE’."‘I‘M@I
BEYA (2009 10 18(3) W8] 1017, 120038 BES FA)7) ulghid. | Ao B A HolE o BEsir)l s ‘Avo]Agol
WEGA | 2019. 10. 17.(%) 0900 | FEHEAM ELE R | (2ol 2sioly, AQUEAS 7Mew § AHIES WASE
5 P — (- -
T AREIT|EE XA HEAY | gETOuazeun) | REA [9IE TRI0UAL6AD) BT S WM HEAN TR, DT T
a4 FRIE A ES By © 5 8)(061-820-1249) AT gx7]2e Heste] HAWE ee] We e ‘Slo|AEHE

20(s}e)7)7) 2= EY 0|},
IDIESSE, MI|I=(66UH0H 2T s -SR] J|HE

L $4 AREIEEY B FAom B WA wokAul s

201949 24 MEHS J|& HE 5H A o ool AR 7& - AFel WP AAF AR HIEFN FeF
2 BURIANEFE AYSAY AT A: ol ZUA 2l - WA JISINLMED) A RS BY NS HNMD X2 - (www.msitgok) % F=ALALEH ¥ (www kisaorkn) &

i 109 18YE) 318 dFHo|rh

3. & A A: AEA] AT SR 143 5, KIST H-1 952AB )
O #erledBgiseda A7, o8 wrdss)c @y,

Fat e A Aoz, Faate]ade], FelZ A e, Fdel]7] O AFE 7% - AFolAEs B71FE5F A doo ‘4 FRBE
PR EAge) AFOl W WE, Alszl wel gAeh ol 44 SEETE NG FREE A7EE WE S5 FREE 71€ - AF AABXG AQet3zt Fog o yolv, 2o e Rl
ANNE = AR g 7€ AF LR AR (Ras 29 FThL WITh gaQEl Ul Edo] AREE 7|4 AL 98 FWse §

o 28z 25]A% S5 ARRE 7% S0 AYATE A=A AE, AFAL 5 Al AYse S 7HA S ¢A Ao

T sl ARBE AN71Q9) Ve s WFalol T, HYAE,

BEPFE RN TS T e

AFNERED) T ALHE A== FEEE 24 44 [ #7138 285 AR HAARE AR 5 3378 457
Zleiskat gleh Ud 4 AREI V& - AF A9 ALY 89 55

B8 248 N7ES B3 ABEE dX7|Ye] A&FHow

S M FEERE T
' AR 5 d=5F A 2 AlFe|ckrebn wEch

O 48 @ AE7h} el So8 FHY 94 JUNE A%
HASIAE G A g0l i AT, S, A7HsA
AAbE B3, 434 B AN e 5AHEG) IR, ¥
Hold, AFAF@AN, FHE #P $5 FuUE Je - A
50| A4 =3k [E2] 20190 2% YEES 7% -AE AW AL

SFTEREFEFLAPTOEPTEF e P F R TR e

sEESEeEes

e A e e A T e B T S e e 0”

X Excellent information security products and technologies are
described in the "Information Security Industry Promotion Act.” @
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V. Features of Unified Web Security Service

Detection and analysis of malicious code distribution on 4 million website

Business Summary

MCF (Malicious Code Finder) Operation Business
For all Korea website a day (4M Websites/day)

Business item

Malware Analysis & Distribution Detection
Treatment support business

ordering organization

Malware distribution response Activity through web

Response report of Periodic Report
mass detection (Stat’s, Trends)

Response report of Report of
media report Issue response

KISA dissemination deletion malware g icEseminaton sk
Detection Treatment Analysis Block
e
System automatic detection | Treat stop by site Analyse malicious scripts Block foreign
Outside detection Treat distribution site Compose distribution structure | distribution site
2017.1.1 ~ C-TAS, Google, MS, etc | Send treat guide letter Analyse malware Block foreign

Abstract

Detect malwares, Prevent distribution
through web and respond early

(F;) F1Security

Webhard, Free SW
detect Forgery

Update check domain

- Domestic domain selection
- Check domestic domain connection

Webhard, free SW

- Update checking object information

Investigae
CS(Customer Satisfaction)

System malfunction Mgt.

- 2017 new introduced system
stabilization

- First reporting, recover in 1hour

Create detection pattemn
Check command control server

- Affair capability analysis

capability reinforcement

- Stable personnel offering
- Manage affair satisfaction &

encouragement

information leakage site
Block foreign
command control site

Project Mgt. / Support

- Security management
- Schedule production item Mgt.
- Education and couseling




V. Features of Unified Web Security Service

Yearly 5,000 websites vulnerability checking and treatment support

Yearly 5,000 websites vulnerability checking
Web security support business of SMB

Business Summary

Business item

web vulnerability diagnosis and
web security tool supplement business

ordering organization

web \
vulnerability
diagnosis

KISA

Business Period

2017.1.1 ~

WHISTL

Abstract

Perform web vulnerability diagnosis,
web shell detection, web firewall supplement

(F;) F1Security



V. Features of Unified WWeb Security Service

Host-based Software + Cloud Central Management System + SECaaS

o m mm mm m mm mm m mm mm mm mm o mm mm m mm mm mm mm mm mm mm mm mm e e mm e M e mm e M mm M M e M e M M e M mm e e e M e e mm M mm e e e mm mm M e e e e mm e e e e e e o e = ey,

F;) WebCastle F;) WSFinder F;) WMDS @ WFDetector
(Web Application Firewall) (Anti-WebShell) @ (Web Malware Scanner) (Website Forgery Detection)

53
\ Central Event Message Remote Scanning - Web Forgery Detection Scanner
P Admin - Web Malware Detection System

Policy PvmmomngJ
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Internet

v

(F1-WebCastle)

C B (F1-WebCastle)
Company A (F1.WSFinder) ool / (F1-WSFinder)
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V. Features of Unified Web Security Service

UWSS provides various values to customers as a differentiator

and managed
> Customized service according to customer choice

Integration service

Server
construction cost
reduction

Provides an integrated central management platform in the cloud
X Customer Server Construction / Operation Cost Zero

Immediate . _ _ o ,
. ) . Available immediately after downloading / installing Agent software
installation operation

Monthly -
. Reasonable monthly subscription
spending

Integrated operation management through a single management

Operation .
website

man.agement X Contract / management of multiple products through a single
efficiency window (work efficiency)

. Increased security management convenience such as integrated
User convenience .
dashboard and integrated report

Disability
Web access
guarantee

No impact on customer web access due to platform or agent failure

Hacking
Secure platform

Since the cloud platform does not bypass and store any web traffic,
information leakage does not occur even if the platform is hacked.

(F;) F1Security

Differentiation factor Similar products

Provides a comprehensive web security solution that can be integrated

Purchase of individual products, Convenience is reduced by managing

each individual product

Management server purchase and construction, operation cost is
required

SECaaS (Proxy method) requires time to change / apply DNS

Provided just on-premise configuration, Only some individual products
are provided as monthly subscriptions

Provide individual product management system

Not provided, individual product dashboard / report

SECaaS (Proxy method) also stops accessing customer websites in case
of service infrastructure failure

SECaaS (Proxy method) analyzes / stores all web traffic bypass in the ser
vice infrastructure (possible), Traffic information can be leaked in case
of infrastructure failure
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V. Key Contents of Unified \Web Security Service

Customers can select 3 service types according to environment and needs

Web server (quantity)
Target
Web domain (quantity) 1 1~4 1~10

WEBCastle (Web Application Firewall) o o o

WSFinder (Anti-WebShell) n/a o) o
Service

Provided WFDetector (Web forgery detection) o o) o

WMDS (Web Malware Distribution detection o) o) o
) (Max 50 pages) (Max 500 pages) (Max 5,000 pages)

WebShell Analysis Support n/a n/a o
Web Malware Analysis Support n/a n/a o

Dedicated Technical Team Support n/a n/a o

Technical
Support

Agent Installation Support n/a o) o)
Security Policy Setting Support n/a o o
Email Feedback 8 hours 4 hours 2 hours

Phone Response n/a n/a o

(F;) F1Security @



V. Key Contents of Unified \Web Security Service

All-in-one web security service through cloud central management system

Web
Application
Firewall

Software Agent

Main Contents

* OWASP Top 10 web application attack detection and blocking
X Detection-only mode, blocking mode selectable
« User-defined rules, handling IP / Domain exceptions, Parameter Block

Anti-WebShell
Web nti-WebShe

Software Agent

» WebShell detection and quarantine (+3,500 detection patterns)
X Regex, Hash, URL, SSDeep, obfuscation Algorithm
* Real-time detection On / Off, manual inspection setting, white-list registration

security

) Detection of
service

web malware
distribution

Remote Scanning

» URL detection via malware and distribution sites (+175,500 detection patterns)
* Periodic and manual inspection settings, Path Depth / Sub Page Link /
Navigation Page settings

Web page
forgery
detection

Software Agent,
Remote Scanning

» Web forgery detection by agent or agent-less method
XSupports precision detection using both methods

Installation and
setup

Integration
service

Central
management

Logging and
notification

system

my page

Cloud

« Agent download, registration, security policy setting and change

* Integrated dashboard and integrated report lookup

» Security event history logging and real-time email notifications such as
detection, blocking, and quarantine

« Search, registration and change of user, service type, billing information, etc.

F7') F1Security



V. Key Contents of Unified \Web Security Service

Provides an intuitive visualization of the overall web security status at a glance

Analysis Period : last time 24 hour Refresh Period : 10 minutes Security Risk Level : [JJJ Danger Caution [ Safety

Overallweb securty status

Integrated Dashboard

Web Application
Hrewall Status

Web Malware
Distribution Detection
Status

(F;) F1Security

@ Dang Successful web attack, signs of incidents Cautio Web attack
No Sign of web attack, but occurs incidents
of Individual
’———————————————————————————————————\
I Web Hacking Attack Protection {with WebCastle) I
N o e e
’———————————————————————————————————\

ket Malware Distribution Protection (with WMDS)

|

|

|

1
|

1

“

through correlation analysis

d attent I safety o sign of web attack and security incidents

Web S ity §
’———————————————————————————————————\
I Web Forgery Protection (with WFDetector) I
N o e

Web Forgery
Detection Status

Anti-\WebShell
Status




V. Key Contents of Unified \Web Security Service

of service contract / usage status, security policy setting,
detection and blocking history

Integrated reportin

F;) F1Security
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2.2. Monitoring Status

Contents

F1-UWSS

1. Overview

2.2.1. Daily detection and blocking events by Total

2.2.1.1. Daily detection (Total)

1.1 General Information
1.2, Service Contract Status

13, Service System Status

1.4, Web Security Status

1.5, Web Security Configuration Status

2.1, Summary
2.1.1. Genersl Informatian
2.1.2, WebCastle Status

¢ 2.1.2. Total number of security events

2. Web Hacking Attack Detection & Blocking [WebCastle) ...

) FSecurity

2.2.1.2. Daily blocking (Total)
Contents

Username 2.1.4. Web Server & WebCastle Status
-
2.2. Monitoring Status 2. WebShell Detection & lsclstion (WS-Finder] ...
2020.02.01 ~ 2020.02.29 2.2.1. Daily detection znd blacking events by Total 31 Summary
2.2.1.1. Daily detaction (Total) i-i-;-f&”?’?”’:;““"
. ) E inder Status
2.2.1.2. Daily blacking (Total) 3.1.3. Toral number of security events
2.2.2. Detaction and blocking events per domain 3.1.4. Web Server & WS-Finder Status
2.2.2.1. Total number per domain ExS y;rvl\tnurlrv‘s:mus et [
2.1, Daily detection and isolation events by Total
2.2.2.2 Top 10 events [Total) 3.2.1.1. Daily detzction (Total)
3.2.2. Detection and isolation evants per domain
Cauti 3.2.2.1. Total numbar per domain . e A . trer s
aution 3.2.2.2. Top 10 events (Tatal) TR
3.2.2.3 Top 10 events (Server 1)
3.22.4 Top 10 events (Server 2)
This report s confidential with the users asset information 33. Management Status
Ploace refer 10 the foloming notes for the repart management 3.3.1, WebShell detection pattern
33.L1. Number of update
1 prohitits any outfloves 3.3.1.2. Daily update
2 inted or repriatad withoet permission 3.3.13. Updated pattarn dascription
1 forbidden to be viewsd except by secority afficers aad ralated personnel
a-
Confidential [Ee— P —— e —— ) Fisecurity
Confidential T ERTIAST e serriy o b —_
Fy) Fl1Security
Confidential Temem  gemesgrsceyel  wensame ) FiSecurity
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VI. Reference

F1Security's web security solution with many domestic usage records

6,600+ web Application Firewall, 1 7,000+ Anti-WebShell
4 000,000+ web Malware Distribution Detection

_ 1101 NNNNN ::l--

MSSP/CSP/ISP Government Enterprise
(for end-customers) (for public service) (for suppliers)
we
¢ SHINSEGAE 1&C .

T — X KISA QI 5o Ltak & KrCERT CJ . |
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Thank youl!

We can help make your website more secure




