g ® COUCHDROP

Learn how comprehensive Couchdrop is and how it can support your secure
data transfer requirements.

Platform Support

Platform
Google Drive (consumer)

Google Workspace

Dropbox (consumer)

Dropbox Business

OneDrive (consumer)

0365 SharePoint Online

SharePoint on-premises

Egnyte

Box

Citrix Sharefile

Windows File Servers

Integration
All files

Users
Shared Drives

All files
Shared Content

Users
Team Drives

Team Spaces
All files

OneDrive Business users
SharePoint Document

Libraries

Users
SharePoint Document

Libraries

Users

Shared Folders

Users

Shared Folders

Users
Shared Drives

Inboxes

Network Attached Storage

Data on local systems

Data on remote systems

(UNC path supported)

SFTP/FTP

4

v

Automate

v

v

Inboxes

v

v
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Platform Support Continued

Platform Integration SFTP/FTP Automate Inboxes

OSX . Network Attached Storage v v v
Data on local systems

Data on remote systems

Remote SFTP/FTP . All files v 4 v
Nasuni - Allfiles v v/ v
Panzura . Allfiles v 4 4
Amazon S3 . All files v v v
S3 compatiable . Allfiles v 4 v
Azure Files . Allfiles v 4 v
Azure Blob . All files v v v
Google Cloud Storage - Allfiles v v v
Wasabi . Allfiles v 4 4
Backblaze . All files v v v
Filebase . Allfiles v v v
BiFrost Cloud . Allfiles v 4 4
[Drive Cloud . All files v v v
BoomSync - Allfiles v v v

Features and Plans

Product Basic Standard Enterprise

Core Offerings

Fully managed and hosted, no software or server provisioning 4 4 v
Bring your own storage platform v v v
Couchdrop secure hosted storage (backed by Amazon S3) 4 4 v

Cloud SFTP - Turn your cloud storage info o fully functioning SFTP server.
SFTP, FTP, FTP/S, SCP, RSync and S3 Support

File transfer users

User root folder isolation

IP firewalling

Disabling of insecure protocols (i.e. FTP)

D D N N N NN
D D N N N NN
D D N N N NN

Username and password authentication
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Features and Plans Continued

Product Basic Standard Enterprise
Cloud SFTP Continued

Username and key authentication 4 4 v
Username, password and key authentication 4 4 v
Bring your own hostname 4 4 v
Static IP Available with dedicated infrastructure

Automate - Automatically exchange files or take action on files

No-code scheduled automation v v
Automatic file expriy v v
Scheduled actions (move, copy, delete, decrypt on a schedule between systems/platforms) 4 v
PGP encryption/decryption 4 v
File compression 4 v
File renaming 4 v
Inbound and outbound webhook trigger 4 v
Notifications 4 v
APl access (manage Couchdrop via [SON API) 4 v
Inboxes - Secure file retrieval and sharing through web portal or email

Secure web pOI’TO| (receive files through a upload portal that requires credentials) 4 v
Anonymous web upload portal (secure file retrieval through a simple drop portal) v v
Email file retrieval (pull email attachments direcly info your storage platform) v v
Form data collection (collect additional data with your file uploads to be used to sort or take action on the files) v v
Automate (automate actions on the files based on data collected from the web form) v v
Custom branded portal (brand Couchdrop's portals with your own branding. Additional pricing applies) 4 v/
Secure shared links (securely share files from your storage with full auditing and control) v v
Inbox and shared link expiry 4 v

Password shared links v v
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Features and Plans Continued

Product Basic Standard Enterprise
General

Email alerting v v v
Webhook alerting v 4 v
Azure AD SSO and SCIM 4 4
Okta SSO and SCIM 4 v
2FA v 4 v
Global firewall controls v 4 4
Advanced file operation permissions and control v 4 v
Compliance and Security

Comprehensive auditing (exportable via CSV and webhooks) v 4 4
GDPR data processing agreement (DPA) v 4 v
HIPAA compliance with BAA (additional pricing applies) 4 v
Encryption in-flight and at-rest v 4 4
Shared link expiry and password global enforcement v 4 v
User expiry v 4 v
Public infrastructure v v v
Enterprise

Dedicated infrastructure (POP) v
Premium support v
Malware and antivirus scanning 4

For more information visit couchdrop.io or email sales@couchdrop.io



