Cymetrics

A comprehensive and agile cybersecurity SaaS

' AR Cymetrics



About Cymetrics

Service Overview

e Level 1 EAS
« Level 2 VAS
e Level 3 PTS

EAS Use Cases

Client Examples

' AR Cymetrics




About Cymetrics




Cymetrics was founded in 2021 and is a part of
OneDegree, a leading FinTech company with
presence across Asia Pacific. The company is

1ISO27001 and ISO27017 certified, and it is a Microsoft
Gold-certified partner.

@ The team consists of security experts with
professional training and holds security certifications
such as CCSP, CEH, CISA, CISSP, and CPSA.

@ Cymetrics offers proprietary cyber risk assessments
and SaaS platform solutions.

@ We have in-depth experience in providing
comprehensive cybersecurity assessment services
and work with clients in government, finance,
insurance, healthcare, manufacturing, as well as e-
commerce industries.
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Cymetrics Found Latest Vulnerability on WordPress and Received CVE-2022-0720 (Mar

2022)

A Vulnerability on WordPress booking service
plugin impacted over 40,000 websites

CVE-2022-0720 CVSS 6.3
CVE-2022-0709 CVSS 5.3
CVE-2022-0825 CVSS 6.3
CVE-2022-0837 CVSS 5.4
CVE-2022-0919 CVSS 6.3
CVE-2022-0920 CVSS 5.3
CVE-2022-27862 CVSS 9.8
CVE-2022-27863 CVSS 5.3

L R 2 I R R N R -

Ref : https://wpscan.com/vulnerability/435ef99¢-9210-46¢7-80a4-09cd4d3d00cf

References

CVE

CVE-2022-0720

Classification

Type
OWASP top 10

CWE

Miscellaneous

INCORRECT AUTHORISATION

A5: Broken Access Control

CWE-863

Original Researcher

Submitter

huli of Cymetrics

huli of Cymetrics

Submitter website

Verified

WPVDB ID

https://cymetrics.io
Yes

435ef99¢-9210-46¢c7-80a4-09¢cd4d3d00cf
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Cymetrics Disclosed ASUSTek Vulnerabilities and Received Nomination on Hall of fame
(Oct 2021)

Hall of fame

We would like to thank the following people have made responsible disclosures to us, They were very first reporters to notified qualifying vulnerabilities which

consented to be fixed by ASUSTek Computer Inc. Thank you and congratulations for demonstrating your technical skill, secunty knowledge, and responsible

behaviar.
20V
— 5 Mobile Laptops Displays / Desktops Motherboards / Components Networking / 1oT / Servers Accessories
October 2021:
ASUS Product Security Advisory
- H W take every care to ensure that ASUS products are secure in order to protect the privacy of our valued customers. We constantly strive to improve our safeguards
W
2 ' |_ u ll I:F rom C-’ m Et rlCS_."IDrI E'DE'Q rEE] for security and persenal information in accordance with all applicable laws and regulations, and we welcome all reports from our customers about product-related
security or privacy issues, Any informatian you supply to ASUS will anly be used to help resclve the security vulnerabilities or issues you have reported. This process
3. Kandarpdave Dave o orpriee / yousuply v ° Y v ? °

may include contacting you for further relevant information.

4, Rakan Abdulrahman Al Khaled

5. Sabarinath Panikan

6. Efstratios Chatzoglou, University of the Aegean, Georgios Kambourakis, European Commission at the Eurcpean Joint Research Centre, and Constantinos Kolias,
University of ldaho

1. Catalpa from DBappSecurity Co. Ltd Hatlab.

8. Yao Chen{@ysmilec) of 360 Alpha Lab

How to report a security vulnerability or issue to ASUS

Ref : https://www.asus.com/content/ASUS-Product-Security-Advisory/#header2021
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Cymetrics Found Critical Security Flaws on Glints, A Famous Online Talent Recruitment
Platform in Singapore (July-Dec 2021)

* JOBS COMPANIES BLOG EN w SIGN UP LOGIN FOR EMPLOYERS —>
glints

. A Cymetrics Tech Blog Archive Tags About
Explore 5000+ of new jobs posted monthly!

Story Of Critical Security fIaWS l Q Search for jobs 9 Taiwan ] m
found in Glints

#postsEn  #Security

“ = huli

w 08 Feb 2022 We've helped We've empowered Explore

2022-02-10: Update title from "How | hacked Glints and your resume” to "Story of 2 681 140 4 4 5 3 5 8 994
] L) ] L]

critical security flaws | found in Glints”

Young Professionals To Discover Companies Worldwide To Build Hot Opportunities Posted Monthly
.Gllnts is a job search platform based |nlSmg.apore,and they just got a 20M Their Dream Careers successful Teams
investment last year, they have a team in Taiwan as well.
Timeline :

InJuly 2021, | found Glints bug bounty program so | spent some time on it, and |

found 4 vulnerabilities in total in the end. X .
® 2021-07-09 First vulnerability report

The vulnerabilities | found could have: e 2021-07-09 Glints replied and they are checking
e 2021-07-13 Glints confirmed the vulnerabilities and working on the fix

1. Stole every applicant’s personal information, including name, phone, birthday, e 2021-07-14 Second vulnerability report

resume, and email

. Lo . - e 2021-87-20 Glints replied and only one vulnerability is fixed, others still fixing
2. Stole every recruiter's personal information, including name, job title, team

i ® 2021-08-18 | sent an email to Glints to check the latest status, no response
* 2021-08-31 | sent an email again, no response
® 2021-09-09 again and still no response
® 2021-09-20 | opened an issue on their bug bounty program repo, no response
® 2021-10-04 Glints replied to my email and said that they will get back to me
tomorrow, but | got no response
* 2021-10-20 | sent a follow-up email
* 2021-10-26 | tweeted about the vulnerability without details because it's still not
Ref : https://tech-blog.cymetrics.io/en/posts/huli/how-i-hacked-glints-and-your-resume-en/ fixed, then | got a response from a co-founder at Glints
® 2021-10-27 Glints asked me for payment detail

® 2021-11-11 | received part of the bounty and sent an email to ask the status of
vulnerabilities
e 2021-11-11 Glints replied and confirmed that all issues are fixed

® 2021-12-07 | received bounty in full .
' AR Cymetrics


https://tech-blog.cymetrics.io/posts/huli/how-i-hacked-glints-and-your-resume/

Cymetrics Service Overview



. Comprehensive In-Depth Assessment

Level 1 : Exposure Assessment as a Service (EAS)

Our analysis of cyber intelligence and the target company’s digital
footprints will give you a broad overview of the risks and exposures
within the organization. Simply provide a domain/IP and our online

assessment will give you a report in 15 minutes.

Level 2: Vulnerability Assessment as a Service (VAS)

Detect vulnerabilities before hackers do. Based on the most up-to-
date cyber intelligence, our VAS tool will automatically scan for

vulnerabilities and manage the cybersecurity exposure for companies.

Level 3: Penetration Test as a Service (PTS)

Put your security to the test with simulated hacking by a team of

experienced cybersecurity experts.
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Level 1
Exposure Assessment as a Service (EAS)



. Categorize Exposure Assessment as a Service (EAS)

@ Security Rating Service (SRS) @ T Vendor Risk Management Tools

- A data-driven, objective, and dynamic assessment - Used for Third-Party Risk Management (TPRM).
of an organization's security profile based on

publicly available information. - Understanding third-party risk posed by supply chain,

Th : : third-party vendor, and business partner relationships.

« The report can help companies understand their
strengths and weaknesses and improve their - Always up-to-date. Replace time-consuming vendor
cybersecurity posture. risk assessment techniques such as questionnaires,

- Created by a trusted, independent security rating on-site visits, and penetration tests with automated
platform, making them va‘ouable as an objective methods.

Indicator of an organization's cybersecurity
performance.
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Cymetircs EAS gathers and analyzes public sources and digital
footprints for specified domain of an organization to be tested

..In non-intrusive approach, and

...assigns a security score based on proprietary rating
methodology.




. Cybersecurity Made Easy with Cymetrics EAS

@ SaaS-based, it is lightweight and agile.
@ Non-intrusive, with no impact on service.
@ Easy-to-use, quick-to-get-cyber-started.

@ Speedy. Get your assessment report in 15 minutes.

() Cost-effective, saving time and money.
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. EAS — Customer Portal Overview

. raws @
.-Cymetrlcs v

Dashboard
Home Improvement progress
‘ MEEE - I
Scan
https://member-api.breeze.com.tw/register
Reports ABCDE
Score @ - — Exposures @ Compliance @
Settings

Email
e - DMARC
issues @ Web -
* Web Application
= :
Credential
- Credential Leakage
Scan on 29 Mar 2022 IS0 27001 GDPR  PCIDSS NIST CSF

Ava

Exposure Trend @ Domain Assets @ Risk Matrix ©

Assessed Domain Complexity

e member-api.breeze.com.tw L ° o o

.o * breeze-app-api.breeze.com.tw M “ Q o
27 * breeze-assets.breeze.com.tw

items - preeze-backend.breeze.com.tw H u o

Risk

M H
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. EAS — Assessment Report Overview

Executive Summary

This Exposu re Assessment [EAS) report comprehensively detectsyour digital assets' exposures and
weaknesses in cybersecurity. Cymet rics usesa dynamic weighting algo rithm to conduct cybersecurity
ratingsto helpyou im provethe visibility of your corporate assets’ oy berseowr ity expo sures and
weaknesses. The service aloo assists you in managing your cybersecurity risks and enhanc ing ey ber
defen ses efficienitly.

Drrerieentirin (_Cyhersm rity R:t'mgs_)
seope Frr e kpeh poridby HTRE mdr L rmran
C I rearsbili o oo np S VIS publinhad by sha
- AT Waxiorad Inframrucmars A 4ot ory Comm = a4 INLAD ), adpar
drEin peigh siacsor dng o tha paka
infrmadon, and d it s dar anging from high 5 ke
Sean Date infe Skl 4, B, €, 0 and £
002 fSep (18 ABCDF
—
B  ExternalService Remnote Dontrol Dadab ase Aemote Servioe B ackiist
C Weab WD Server Wen Bonatonn Certificate Do aln
B Email Evnall] Seraioe & DMARC SPF
C | Credential i
A+ | Cloud Security Dol Starage

i e o o v S rt N (v i P i o R e e i i s et i ). S P e e i e
s e T et ofe et wizais e ol as ity wl ] ey fremtime e m, T ek le dalws g mwdll reandTind i Ma e tra g ot

farttima

I i A’ o rar By A i B G e v el i e o ke ol i v i b e e

Issue Summary

T here are 23 vulnerabilities found in thisscansession, including 4 high-risk, @ medium-risk, and 10 bow-
riskvulnerabilities. We recommend paying great attent ion tot e high and medium risk vulnerabilities
listed. They are relatively easy for hackers to exploit and may provide total control of yvour digital assets
to hackers. Details of vl nerabi lities are a5 below:

Discovered Vulnerabilities

T'he risks are quant ified according to their likelihocd of occurrence and the potential damage. Risk
factors arecombined to forman overall risk i ndes, 3 llowi ngyou to prioritize your remediation activities
accordinghy.

High Risk Medium Risk Low Rigk

4 9 10

Vulnerability Com parison Chart

‘Wulnerabil ity Co mparison Chart

|ssue Gain or Loss Last Scan g
High +4 0
Medium +9 i}
Low +10 0

@) etemalservice | Remote Control | Public VNC Service €

We detected thatyour server exposes a publicWNC [Virtual Network Computing) service. An
adversary can login to the server and execute arbitrary commands to exfiltrate sensitive
dataif access control is misconfigured.

Suggestions

Tao mitigate this vulnerability, we suggest the following:
+ Maove the WMC service into the intermnal network

+ Aocess theWNC service via VPN to prevent unautharized usage

Targets

Ip203.148.161.22

Related Compliance Items

150

13.1 Ketwor k Secur ity Management
9.4 System andapplication access cont ol

PCID5S

&. Develop and maint ain secure systems and applic at lons.
10 dentify and authenticate accessto system components.

NISTCSF

PR.AC-1: dentities and credent ials are managed for authorized devices and users
PRAC-3: Remote access & managed
PR.PT-3: Access tosystems and assetsiscont rolled, |nco rporating the principle of least functio nality
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. EAS Rating Methods

« Assessed based on the ATT&CK framework by MITRE and the CVSS scoring system published by NIAC.
« Dynamic adjustment to rating weights according to real-time risk information and external
environmental factors.

. Exposed data
. impact

Useful data for
. attacking

Obvious and
. useful data for
. attacking

- A lot of useful
. data for
. attacking

Motivation of
. attacking

Limited data Few data
Almost no Low probability

: Very high
. probability

: Probability of
. attacking
: successfully

Hard to succeed Low probability
: . to succeed

: Possible to
. succeed

: High probability
: to succeed :
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EAS Assessment Areas Overview

Dermeriinta (cybersecurity Ratings ) External

Scope e Service

o, oot e e e L £ SN

e tagme g agtoheren et

%ran Date mte Shevels A B C D, andF

2022/ Sep /18 iB CDF
« Remote Control « Web Server « Email Service
« Remote Service « Web Application + DMARC

B External Service Remote Contral Database Remote Service @ Blacklist N Database ° Certificate ° SPF

@mh « Blacklist « Domain

Web Server © Web Application @ Certificate Domain

B Email © Email Service @ DMARC o SPF

| . Cloud
@ Credential ¢ E;‘;ﬂ:g:“ Credent|a|

Cloud Security # Cloud Storage

Security

« Credential Leakage « Cloud Storage
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Common Use Cases For EAS

' AR Cymetrics



. Common Use Cases For EAS (1/3)

@ Easy for Cyber Starters @ Shorten existed exposure period
« Mostly for SMEs. « Suitable for clients who conduct regular security
« There are no entry barriers. assessments. . _
. Allow partners to approach clients « Same budget, but with more testing frequency.
easily. « Use EAS to perform a quick check.
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. Common Use Cases For EAS (2/3)

@ Manage IT (Domain) assets @ Quick and up-to-date cybersecurity posture
« Suitable for all clients. « Suitable for clients with CISO.
« Minimize risk of security exposure  Provides CISOs with a simple and
for domain assets. understandable rating that can be presented to
: key stakeholders including C-Suite and board
« Recommended for domains that

. . members.
provide external service to

undergo regular EAS.
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. Common Use Cases For EAS (3/3)

' Benchmarking and comparison ' Third-Party Risk Management (TPRM)
to industry peers

- Suitable for all clients. « Suitable for all clients.

 Provides context about what « Raise awareness on cyber risk management of
security controls or mitigations is supply chain.
required for your organization to

« Understand third-party risk (e.g., vendor,
business partner relationships) and determine
their cybersecurity posture.

Invest in.

 Independent assessment for M&A purpose.

' AR Cymetrics



Level 2
Vulnerability Assessment as a Service (VAS)



Vulnerability Assessment as a Service (VAS)

Scope : https://www. .com/
Scan Date:2021/02/02

Industry: Healthcare

Your Company

Vulnerabilities discovered

These risk are quantifies according to their likelihood of occurrence and the potential damage if they
occur. Risk factors are combined to form an overall risk index, allowing you to prioritize your remedi—
ation activities accordingly. lssues were sort by risk level.

High Risk Low Risk

2 1

Integrate complex scanning tools on Saa$S
to perform issue verification automatically.

Assessment report is also generated
automatically, with suggestions for
improvement of vulnerabilities.

Web & System Vulnerability Assessment

Attack vectors are updated quickly (monthly
update for average)

Receive the report within 3-6 hours in
average.

Report in English (Localized version can be
made available, at additional cost)

. AR Cymetrics



. Website Vulnerability Assessment b)) OLASP

« Use of OWASP ZAP and
Vulnerability Scanner developed by
Cymetrics, which combines OWASP
TOP 10, CWE, and CVE compliance
standards with the latest security
Intelligence.

* Items tested correspond to the
OWASP Top10 2021. (Once the
official website is updated, the
most recent content will be used
for testing.)

Open Web Application
Security Project

A01:2021 Broken Access Control

A02:2021 Cryptographic Failures

A03:2021 Injection

A04:2021 Insecure Design

A05:2021 Security Misconfiguration

A06:2021 Vulnerable and Outdated Components
AQ07:2021 Identification and Authentication Failures
A08:2021 Software and Data Integrity Failures
A09:2021 Security Logging and Monitoring Failures
A10:2021 Server-Side Request Forgery

' AR Cymetrics



. System Vulnerability Assessment

« Tenable Nessus Professional is used and
assessment covers multi operating systems, Operating System
malwares and network devices, providing
timely updates to users.

Common Application
Vulnerability 12

* Items tested correspond to the latest l[aunched

content in Common Vulnerability Exposure
(CVE).

Weak and guessable

Web Applicati
PRAEALon username/password

Insecure and
misconfiguration of
system

Port Scan

. I Cymetrics



1.3. Summary of Results

Table 1 © Summary of risk information

=:0
@ 1&22 ( cP:Z

1.2. Scope
Date: 2022/08/08-2022/08/08

ll -
Bate i

Ipact  Explaiabisty

Report Template of Vulnerability Assessment

{f Common Vulnerability Scoring System Calculator

Base Scores

il 3 interp
Score and the Temporal Sco

Environmental Overall

VS5 Base Score; 5.6
mpact Subscore: 4,7
Expioitability Subscore: 0.8

&0

a0 1 L
20 1 [ 0
oo - | o

Envirenmental

CV'55 Temporal Score: 4.7
CWSS Environmantal Score; 4.5
Madified Impact Subscore: 3,1

Cverall CVSS Score; 4.5

wadified Iiogact voral

Table 2 ¢ Risk Calculation Metrics

Risk level | Score Description
13 Vulnerabilities that are less likely to be exploited or attacked do not require immediate

Total: 1 domain (only 1 target detected website)
Number Risk Name Risk Level
VASO1 Misconfigured Headers @ Missing CSP Med%um Name Target
VASO02 Misconfigured Headers @ X-Frame-Options Medium e e :
VASO03 Cross-Domain File Inclusion @ Javaseript Low - Mps:/ /oW, pecon
VASO4 Misconfigured Headers @ Missing X-Content-Type- Low
Options 1.example access url:

Summary of Results

Example Domain

This domain is for use in illustrative examples in dogements, You may use this

domain in literatura without prior coordination ar asking for permission

More information.

Testing Scope

remedial action.

Important information is revealed that. combined with other identified risks. It

0 recommended to continue to observe and plan for improvement.

2.8 There are known weaknesses or vulnerabilities. there is a high possibility of being
exploited and aftacked. it is recommended to take immediate corrective action.

9-10 There are known weaknesses or vulnerabilities, and the high probability directly affects the

operation of the system, and it is recommended to take immediate comrective measures.

Definition of Risk Matrix

37
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Comprehensive & Clear Risk Description

2.3, Risk Description

For each issue found, the following items Number [ VSOl
Risk Name Misconfigured Headers : Missing CSP

WI” be ||Sted OUt' Risk Level

Medmm
. k Risk Type OWASP A05:2021-Security Misconfiguration
o RI SK hame Target example

https:/wanw example com

° RiSk |eve| hﬂps:.-'Z.-"\i.’\t'\t'.&:gmlple.com-‘favicon.ico

Scope https:/faranw example com/robots et
. https:/fwanw example com/sitemap xml
° RI S k ty p e https://www.example.comy/

Content Security Policy (CSP) is an added layer of security that
helps to detect and nutigate certamn types of attacks. including
o S CO p e Cross Site Scripting (XS5) and data injection attacks. These

attacks are used for everything from data theft to site
defacement or distribution of malware. CSP provides a sef of

b RI S k d e S C rl pt I O n Description standard HTTP headers that allow website owners to declare

approved sources of content that browsers should be allowed fo

C load on that page — covered types are JavaScrpt, CS5, HTML
> ReC O m m e n d a tl O n frames, fonts, images and embeddable objects such as Java

applets, ActiveX, audio and video files.

® M O re I n fo r m atl O n (If a ny) *Ensure that your web server, application server. load balancer.

etc. 1s configured to set the Confent-Security-Policy header, to

aclueve optimal browser support ©  'Content-Secunty-Policy'

Advice
for Chrome 25+, Firefox 23+ and Safan 7+, X-Content-
Security-Policy' for Firefox 4.0+ and Internet Explorer 10+, and
N-WebKit-CSP' for Chrome 14+ and Safari 6+
More Information

38
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Level 3
Penetration Test as a Service (PTS)



. Penetration Testing as a Service (PTS)

ek  Cymetrics PTS refers to OSSTMM by ISECOM (Open
Application Source Security Testing Methodology Manual) for

structure.

« During initial reconnaissance stage, Cymetrics

Injection Server

adopts in-house integrated scanning tools (both
EAS & VAS), decreasing the man day cost on data
collecting phase, and as a result, more attention

could be focused on the actual simulated attack.

« Rich experience in websites, systems, and APPs.

' AR Cymetrics



2.3. Penetration Testing Details

Report Template of Penetration Testing

The penetration testing findings, POCs, and explanations are described below.

Table 6 : Fisk Assessment and Details

Table 5 : Tested Items and Fesults

Index Severity Risk Attack Vulnerability
) ) Impact
Score Complexity | Popularity
Web01 High ) 3 3 3
Web02 High g 3 3 3 _
Web03 High 9 3 Table 3 : Fisk Assessment
- ) Score Attack Complexity Vulnerability Availability Impact
Web(4 High ) 3 * * *
- - 1 Difficult Fare Light
Web(3 High g 3 ) ) )
- 2 Medium Medinm Medium
Web0d High ) 3 ) ..
= 3 Simple Common Critical
Web07 High ) 3
Web(8 High g 3 Table 4 : Eating Indicators
Severity Score Details
S f R It 1 14 Less likely to be attacked or exploited. Does not require immediate
ow
ummary of Results nitgation
Important information was exposed. May cause damage when
Medium |5~7 | combined or chained with other vulnerabilities. Should continually
follow-up and make appropriate remediation plans.
) High nisk of being attacked or exploited. Requires immediate
High 8- o
mitigation.

Definition of Risk Matrix

Category ) )
Category Lvl Tested Item Evaluation Results
Lyvesionl
Clond Services Misconfiguration Pass
Access Control Pass
Libraries and Dependencies Pass
Website Misconfiguration Pass
Website Access Control Pass
Configuration |File Processing Pass
Management |[Directory Crawling Pass
Path Traversal Pass
Management Portal Pass
HTTP Protocol Pass
User Encrypted Sensitive Data Pass
Authentication |User Account Enumeration Pass
Web Websocket Management Pass
Application Session Management Pass
Cookie Attributes Pass
Session Data Update Pass
Connection  (Session Variable Passing Pass
Management [CRLF Response Pass
MATID Pass
Fedirection Pass
Flequest Forgery Pass
CSEE Pass
Directory Traversal Fail (Web01)
User Website Authonzation Pass
Authonzation

Access Control

Fail (Web(2 ~ 03)

Testing Scope

. AR Cymetrics




Comprehensive and clear risk
description

For each issue found, the following items
will be listed out:

« Risk type

« Risk name

 Risk level

« Related CVE/CWE
« Scope

« Risk description

« Recommendation
« Walkthrough

Findings Index | Web(1
Testing Item | Web Application - User Authonzation - Directory Traversal
Finding Local File Inclusion via Path Traversal
Penetration _ .
Puint https:/uat-example company com/apl/vesion?/example
oiny
Severitv High
CWE-98: Improper Contrel of Filename for Include Fequire Statement
CWE in PHP Program
CWE-23: Felative Path Traversal
Mitigation Web Application
Level
The APT accepts the input parameter lang” which 15 used to construct
the path of a json file on the server. The parameter is not sufficiently
Tssue checked for invalid characters, thus an attacker can access arbitrary json
Description files on the server using the °../" notation to traverse directories. This
allows us to read configuration files and gan knowledge of the system,
technology stack, and environment vanables.
The source code of this fimetion looks like ths:
return $this-= sendlsoni]
I
We can see that the frequest[lang”] parameter 1s directly embedded into
_ the constructed path without any input validaton. We can also see
Walkthrough

from debugging messages that the cumrent path is:

e

Therefore, we can read any json file on the server 1f we know its
location. For example, we can read the composer json file under

K
with

A Cymetrics



EAS Advantage (1) - Strengthen SPF & DMARC testing against
Phishing attack

« SPF & DMARC are configured to prevent phishing il =
attacks. It can identify whether emails were sent by a
trusted email server.

« |f SPF & DMARC is not well configured, attackers can
send phishing mails to mail inbox easily.

« Cymetrics EAS not only check whether SPF &
DMARC is configured but identify whether the
settings is correctly configured or not.

' AR Cymetrics



. EAS Advantage (2) - Subdomain takeover testing

 Threats of subdomain takeover can give cyber attackers full control of those
domains, leaving a door open for phishing attacks and that would cause
significant damage to the company's reputation.

C 0 A RLZE | http://news.carrefour.com.tw/test/index.html ® @® @ https://tv.u-mall.com.tw X +
N mEmEs v Projects + Dashbo... 11‘ Projects - Jira Swagger Ul «» Zeplin - Projects é C (v https;//tv_u-ma”_com,tw
Owned by Cymetrics .
y &Y. Owned by Cymetrics

POC for subdomain takeover POC for subdomain takeover

' AR Cymetrics



Client Examples



EAS Case Study - LEJU
Leading data analysis platform for real estate industry

Em&iith FE Al Clud DevOps EX- &g~ 43 - ITEXPLANED QE=2

%! BAFXStEn EEHZRTE  FRER 2FEF (BUWSRE IV WEF T)

@A Cymetrics AERIHAIEE, RUBEANEE BU8E  « Why Cymetrics EAS
BRFEE
e =  Cost effective compared to other vendors.
7; « Quick : Get a report within 15 mins.
« Agile: Follow recommendation ladders and fix
Fy e issues in each sprint.
 Professional : Give precise recommendation.
s - Package adopted
« 6 times/year for 1 FQDN.
Ref :
% i https://www.ithome.com.tw/pr/153272?utm_source=FB&utm_medium=news&utm_campaign=_Lejulf
v bclid=IwAR3J2i5nbgS1elhOz10optp2gobZUauk_p3tVvgpM6JpEKVALmwHP6fvbcMU
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https://www.ithome.com.tw/pr/153272?utm_source=FB&utm_medium=news&utm_campaign=Leju&fbclid=IwAR3J2i5nbgS1eIhOz1optp2gobZUauk_p3tVvqpM6JpEKVALmwHP6fvbcMU

EAS Case Study — HR SaaS Provider
A cloud-based HR management platform

IT Staff : Less than 5.

Requirement

« Need to have an independent assessment by . >
a third-party to assure their clients to that the
solution’s security meets the prospect or {:}
client’s security requirements.

Why Cymetrics EAS

« On Demand : Perform EAS on request by their
client.

Package adopted (9
« 4 times/year for 4 FQDNs.

. AR Cymetrics



EAS Case Study — Manufacturing (Aerospace)
A company delivers aircraft maintenance solutions to airline partners

IT Staff : Around 10+

Requirement

« Aware that exposed data could possibly be used and lead to cyber attack. Thus, they
started to manage exposure assessment from official website.

« Cybersecurity level of supply chains and vendors will be planned next.

Why Cymetrics EAS
« Cost effective compared to other SRS vendors.
« EAS customer portal is easy to understand.
« Reportin Chinese language is a plus.

Package adopted
« 12 times/year for 1 FQDN.

. AR Cymetrics



EAS Case Study — One of the largest insurer in Taiwan

Sufficient IT resources and has a CISO position.

« The re-seller partner of Cymetrics won the project
case by adding EAS as a value-differentiation
item and won positive feedback from the client.

Package adopted
1 time/year for 1 FQDN.

' AR Cymetrics



EAS Case Study — MSSP Partner
The leading cloud-based partner for AWS services in Taiwan

Background
« Lots of new clients transfer infra from on-premise to cloud, thus cybersecurity matters.
« Existing MSP service is hard to generate extra income.

Requirement
- Establish a department for expanding cybersecurity business and generate income.

Why Cymetrics EAS
« Agile and flexible for partners to utilize.
« Bundle EAS and package it as an add-on service to existed clients.
« Use EAS to for lead generation and nurturing with new SMB clients.

Package adopted
« 100 EAS license/year as MSSP partners.

. AR Cymetrics



EAS Case Study — Top 5 P&C insurer in Taiwan

Target
« Selling cyber insurance to potential clients.

Pain point
« Cybersecurity questionnaire is not able to present the real and up-to-date risk of the clients.
« Security Score Card is not user friendly and readable for non-cyber staffs.

Why Cymetrics EAS
 Cost effective compared to other SRS vendors.
« Simple and quick index can assist insurance company to know the risk of client directly.

Collaboration Model
« Cymetrics offers demo reports for client approach for cyber insurance introduction.

« Insurance company buys and uses Cymetrics EAS report to do preliminary assessment for
potential clients on their official website, payment pages, or important external services.

. AR Cymetrics



EAS Case Study — Reinsurer (1/3)

 Target
« Sell cyber insurance service with Cymetrics EAS.
« Pain point
« Difficult to identify clients' cyber risks
« Difficult to quantify clients' cyber risk protection level
No cyber risk baseline
No risk prevention advice/suggestion to clients
Questionnaire...too long? Not useful?
No manpower/tool to monitor latest cyber risks and environment

. AR Cymetrics



EAS Case Study — Reinsurer (2/3)

« Why Cymetrics EAS

. . . . High
« Risk assessment across 5 dimensions with
160+ areas within 15 Minutes High Risk e ) B Critical Risk
(25% more) (50% more) (50% more)
 Quantifies information security levels and 3
: . E Medium Risk High Risk Critical Risk
com pl lance ratl ngs é (10% more) (25% more) (50% more)
« Prepare indicative cyber insurance quotation Low Risk Medium Risk High Risk
. . . (100) (10% more) (25% more)
according to risk matrix
Low High

Industrial Risk

' AR Cymetrics



. EAS Case Study — Reinsurer (3/3)

 Benefits for Reinsurers
« Easy to identify clients' cyber risks
 Easy to quantify clients' cyber protection level
 Pre-set pricing table (if agreed by UWs)
« Solid Mo cyber risk baseline among stakeholders
« Specific Mo loss prevention advice/suggestion to clients
« No questionnaire needed...
« No cost of manpower/tool to monitor cyber environment.

. AR Cymetrics



Any questions ?



Contact Us
eric.fang@cymetrics.io

fENin B B Y


https://tech-blog.cymetrics.io/
https://www.facebook.com/cymetrics/
https://tw.linkedin.com/company/cymetrics
https://mobile.twitter.com/cymetrics
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