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About VENZO

Different specialties.
One




About VENZO

Our domains of

Strategy & Execution

Focus on setting a direction for digital
solutions and ensuring that the receiving
organisation is well equipped and
capable of driving value from
digitisation.

This includes

* Formulating strategies

* Mapping and aligning people,
processes and technology

» Creating implementation and
adoption plans

» Anchoring the change rightfully in the
organization
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Automation & Al

Focus on growing revenue and
improving profitability through data
insights and a more streamlined data
estate supporting business operations.

This includes

* Al & Machine Learning

* Business intelligence including data
automation and process mining

» Power Platform incl. Power
Automate, Power Apps, Power Bl &
Virtual Agents

* Azure DevOps & ML OPS

* Integration Services & APIs

* Cloud Automation & Governance

@d

Digital Life & Cloud

Focus on delivering business critical
services through a scalable and
compliant application landscape in a
modern digital work environment.

This includes
» Cloud Architectures & Applications

» 24/7/365 Cloud managed services &

support

» Cloud Infrastructure Support

* Cloud Optimization, Automation &
Governance

» Data Analytics and visualization

* Migration planning, execution &
support
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Trust & Security

Focus on making cyber security tangible
& actionable for the business through
advisory on proactive security
investments and monitoring of
initiatives.

This includes
» Security and risk governance
* Managed detection and response
+ Identity and access management
* Rent a Hacker
+ Compliance &

Information Protection



About VENZO

Bridging tech & advisory with a

We are pragmatic problem solvers
who are passionate about people

and organizations yet focused on
reducing complexity and driving

fast benefits.

» Digital Strategy

» Transformation roadmap

» Data strategy & qualification

» Business process excellence

* Program and project management

« Organizational Change management
* Technology Adoption

* ITSM & Life cycle management

* IT Regulatory & Compliance

« End-of-life assessment and execution

Business

VENZO

Technology

VENZO_

perspective

Application re-factoring

Agile and Azure DevOps
Integration and automation

Al & Machine Learning

Data reporting & visualization

Data warehousing & analytics
Cloud infrastructure

Incident and problem management
Operations and monitoring
Endpoint management

We are a Microsoft-centric
technology powerhouse, who
specializes within cloud
platforms, digital products and
modern work.
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Trusted Microsoft for 15 years

Partner Awards
Micr i
PC ()tSOft 2020 Partner of the Vear Winner MlcrOSOft 2017 Partner of the Year Winner
-a.r ner Denmark Partner Denlmark- 2622
B2 Microsoft B Microsoft « Secu rlty Partner
2021

» Security Partner
e Customer Success Partner

HE Microsoft EHE Microsoft Wl Microsoft HHE Microsoft HE Microsoft 2020

BN solutions Partner B solutions Partner B solutions Partner BN solutions Partner Solutions Partner

Data & Al Digital & App Innovation Infrastructure Modern Work Security * Modern Wo rkplace Partner
Azure Azure Azure

Specialist Specialist 201 7
Specialist Specialist Adoption and Change

Low Code Application Microsoft Windows Virtual e ity and & * Modern Desktop Partner

De ment Desktop Calling for Microsoft Teams

Modernize Endpoints

2016
« Modern Platform
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Areas of discussion > Qutcome

Ingestion & Indexing Storage & resillience Seach & Engage

Proof of Concept

Governance & Tooling
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Approach and
Archive Data e
Platform

We don’'t give answers.

Unless we explore questions first.



Data platform

Example: Data Platform

Data Sources

[

i Analytics Platform

Delta Lake Synépse

1 ¥ ' r
! H : Enrichment of data in each stage : : l \; @
! H i for actionable insights, : ' H 8 :

: > ! dashboards, and reports of ' > | Power Bl Synapse SQL Database !
i ! [ business metrics : F R T R D P R R S S ST S S T iy &
i : : ; Analytics
|
P b e e 0 bl f 000000 geesceccmressssscsecssomssemmesmoscsccessmenss —

!

é e

Cleaned Enterprise

A & Eé é 88

Azure ML Cognitive Services
Line of Business

1.2 Data Products J

1. Analytics Platform

a. Access & Consumption

: CoE
l __________________________________________________ : —

© ®

Monitor Purview Key Vault
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Source data moves its raw data layer
into the Delta Lake's raw layer on a
fixed time interval.

The Delta Lake is a parallel computing
and storing unit, which will clean and
transform the data using Spark
Continuous to prepare it for analytical
work.

Data products are created for the
business units. A data product can be
anything from a Power-BI report to a
machine learning model, performing
continuous predictions.

To ensure compliance, we implement
proper logging and monitoring of all the
systems above.

Sensitive password and tokens that our
services need are handled in the Key
Vault.



Data platform

Data Archive: Data Platform

Archive Data Lake

)
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Data Immutable to ensure data
guality and protection.

Parallel computing for data
ingestion. Easy ingestion to
data sources.

Automatic life cycle
management of data.

Data can be made
guarriable with SQL through
Azure Synapse

10



Data platform VENZO_

Example: Data Ingestion from Source to Platform

synapse On-premises VM to integrate to
: the on-premises data source.
pipeline . .

. Linked services to conncet to

: each data source and archive

: o N o storage.

: copy activity Enrich with meta data copy activity

Pipeline made from drag and drop
Archive Storage interface. Fast and easy to
develop.

3ql Data source on perm

Data is saved in archive mode for
minimal cost.

BB B R B W B BB B B B B S B B B EE BB IR B BB BB E S B R EEE B EE R R

% ® s 8w ® s s 8w s Beos s E EE B R R EEE SR EE S EEEEEEEEEEEEEEEEEEEE R

linked service

self hosted integration run time
on premise vm 11
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Automatic indexing of data

Classify & Extract Explore & Assess
Documents Il___________________———————————i i— _________________ |
I I I
| \ | | |
- . | | |
' |
—_— | — —_
| | % | :
Unstructured | Classify type of Extract key-value pairs : L I Search engineering content | Business
Dat | document from document | Digitalized I through knowledge mining | Analyst
ata : (Computer Vision) (Azure Form Recognizer) | Documents : (Azure Cognitive Search) |
T | L]
o |9 L
Your content dﬁ Azure Cognitive Search Query ams Your app
‘ — Q Full indexing > < requests 1. Collects user input
‘ Refresh indexing Indexing Indexes and <« Query . 2. Formulates and sends requests
1 g i h . »
(in the cloud or Al enrich engine other structures engine Query 3. Handles responses
behind a firewall) enrichment > responses a result set

a single document



Azure

CONTOSOITD] INVOICE
Invoice; D

INVOICE DATE: i |

pue paTe: D700

CUSTOMER NAME: EIT ST T Ty
service perion: [T - [T
cusTOMER 1p: CICITT

BILLTO: SERVICE ADDRESS:

FERTIR
Eedmond WA, 98052

[ sawesperson [ p.0. numeer REQUISITIONER | SHIPPEDVIA | £.0.8.POINT [ TERMS
e Z . . |
[ oame |nmmus DESCRIPTION ary | um PRICE TAX ‘muum
[rerpives s e w1 T - T |_._.‘_1‘L:|‘ I
[ ceicrinduns W roc: W rreman T | 11} | STV N | | ST
|-.-r|: - M A Y+ B8 s : um1 T |

— SUBTOTAL St

SALES TAX EZD
ToTAL Emm
PREVIOUS UNPAID BALANCE Exm

AMOUNT DUE EID

THANK YOU FOR YOUR BUSINESS!

REMIT TO:

[FERT

Mew York. NY. 10001
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Values Result Code

. AmountDue #1

610

BillingAddress #1

123 Bill 5t, Redmond WA, 98052

@ BillingAddressRecipient #1

Microsoft Finance

@ CustomerAddress #1

123 Other 5t. Redmond WA, 98052

. CustomerAddressRecipient #1

Microsoft Corp

. Customerld #1

CID-12345

. CustomerMName #1

MICROSOFT CORPORATION

. DueDate #1

2019-12-15

. InvoiceDate #1

2019-11-15
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Data governance
and security
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What i1s Microsoft Purview Studio?

Microsoft Purview is an & Do B B e 7 ;
Azure resource for admins to ¢ g
gain an overview of data B i -

within an organization and for o Mowedsea ooy

end-users to use this X waidson gy

revenue infermation
overview for business value —
purposes. Built on Apache sty B
AtIaS. Name 0 CustormerRevenue_Oct2020.csv
. . & Order A Revenue o L
This constitutes B percnt s '
Revenue2(20
and Data B sieoterensr O,
1 B ProductCatego VRN S030C ST how-to guides, and
Ad O ptl 0 n = SSMMumbe Asset 10 days ago references, etc g

Asset 1 month ago
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Reference Architecture

Microsoft Purview Studio is hierarchically situated on coas Multi-cloud bower Bl

the top of infrastructure zones or directly peered to them On-Premises  applications

in order to retrieve metadata. A common scenario for

organizations in the pharmaceutical sector is to have a >

non-production and production environment (sometimes Arure hetive v
Directory

with associated GxP / Non-GxP environments).
Segregation is possible and multi- or cross tenant

O\ 2 O 2

Microsoft Purview Microsoft Purview

functionality is similarly available. N o od ue o et
Again, emphasis on the fact that Purview is an overlay A
to data already existing within the organization.
Test Production
Azure Azure
Cosmos DB
, Cosmos DB ’,

ﬂ—-— SQL Server n—' SQL Server
&y oo — T

Azure Azure
I. » Synapse :; S}Fn?p?e
Analytics @ Analytics

@

Other Sources
@ ADL, Storage Account, S5QL Managment,

Data Factory




Data Governance

Automatically apply labels
to data

Create custom labels, that are applied upon
scan to resources — tagging sensitive and
secret data.

Glossary

Create common definitions, synonyms and
thesaurus for descriptions surrounding data.
Ensures common data understanding.

Data Lineage

See where data lives, where it is
transformed and what it is turned into

What can we do with Purview Studio?

Data Adoption

Data Catalog and Insights

Discover data across the entire data estate
depending on end-user's exact use case.

Self-service access
policies

Ask for viewing access to data

automatically, with minimal time-to-decision.

Common Data
Understanding

Ensure that your datasets follow the agreed
upon data schematics

VENZO_

17
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Example: Labeling in the Microsoft Purview Data Map

Automatically apply sensitivity labels to data in the Microsoft Purview Data Map

9 B € X B

Create labels Register asset Scan asset Classifications found Labels applied

18
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Example: Labeling in the Microsoft Purview Data Ma

Automatically apply sensitivity labels to data in the Microsoft Purview Data Map

W Lompliance Managar

& Deta classification . B
Information pl’otectlon 7% Remeve fram navigation
' Data cannectars
A Alerts Onverview Label policies  Auta-labeling
b Repens (T You can revm craata sansitheity labals with privacy and aceess canteol sattings for Taams SharePeint sites, and Micrssolt 355 Groups. To do this, yoa must frst. complate thasa stegs to anabla the feature.
= poicies Ser 77 " areusmed to classify email messages, documents, sites, and more. Whan a labal is appiied {automatically ar by tha user), the content or sita & protacted based on the settings you
che SrER AR e voy can create labels that encrypt files, add content marking, and control user access to specific sites, Learn more about sensitivity labels
Solutions 2 Publishlabel {3 Refresh Microsoft 365 compliance
Catalog [ rder seope Created by ®
B 2pp governance o Rarsanal i p-lowest File Enail Cantass Admin
B A Choose sensitive info types Clase
g Pubsic T File i Cantase Admin
B Content ssarch
General Pz Fit, Cantaso dmin 5 sowh
earc

[ Communication compliance

3 Confiderrial P Fiie Emo Cantaso Admin
(3 Data loss prevention 209 items -

3 Highly Confidentia HE Fite Emai Cantase Admin
[ Data subject requests Name

Secret i 12+ highest Fiie,Email Schematized data assets Angus Mactregar

eDiscove k3
& o ABA Routing Number

T Infarmation gavernance

[2 Information protection

Argentina Natianal Identity (ONI) Number
Argentin Unique Tex Identification Key (CUIT/CUIL)
Australia Bank Account Number

Australia Driver's License Number

Australia Medical Account Number

Australia Passport Number

Australia Tax File Number

Australian Business Number

m Cancel
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Example: Labeling in the Microsoft Purview Data Map

Automatically apply sensitivity labels to data in the Microsoft Purview Data Map

Data catalog

Data map

Glossary

insights

Management

« Data cataleg

Search results for *

Filters

W Clear Collapse all
[ azure Tasle starage

[ sporte

[ =il s
[ stasc

[ aaure Degicated $GL Foal ifarm

~ Classification
[0 credit Card Nurnizer a
[[] U Debit Card Mumiber (15 ]
[ wndia Unicyue Identification i
[ £mei acdres:
[ us. Saeial Security Mum
[ 17 fcddress

~ Seemare

» Contact

= Label
B secret
[ Highty canfidertialicartass £T¢ (G
[] corfidentialan Emgloyees [ ]
[ sighiy carfidertialas Employess (@)

~ Glossary term

Shawing 1-25 aut af 50 results

‘i ProductSalesReport {
B Fower Bl Dataset

hatps:fapp porwe

oups DA000000-1234-

{ Secret }

I ProductSalesReport

O Power BI Dataset

hatps:ifapp. pewerial com roups00000000-1234-1234-1234-000000000000/ datasets |

ProductSalesReport | &
i Fower Bl Rspart

hitps:app powerl com groupss

Users.csy [ 5
n 1 53 File
hr-department,/Users.cov

! \
ProductSalesReport | J
h Fowor Bl Ropart

-_—

hatps:app. powe b com/groups00000609- 1234-

B NewHire DATA json (Secet)
O Azure Blob Path
hatps:puryi

SalesData [ Secrst )

Page [ 1 | ofz | Nests

)-1234-1234-12;

Sort by

&

0000000000 datasetss 1 4
E Data catalog

@ Cata map

|| Glossary
IDONDO000000 datasats 1 @ In:ighﬁ

B Management

3400000000000/ dat e

cartaschlob blos.corewindows. netfilosuserdataMewHire_DATA json

Refeuance o

Data cataleg > Search results ™

Sales Force Expense Cards.xlsx

[ Azure Bleb | Blab

&

v () Refresh [0 Defete

Overview  Properbies Lineage Contacts Felated

Asset description

Mo description far this asset

Upiated on Aug

<119, 202

[ waofso L

1112 AM UTC by Comtoss Admin

Classifications (3)

4 Cradin Card Misnber £ Inca Unigue kentification (Aadhaa

& laparess My Mumger - Parsona

Fully qualified name

https:fpueniewContosobleb. blab care windows netyFiles/ sensitive, Credit CardMumbery SalesForceExperseCards . xhix

Hierarchy

E priarvienCarntas ol

Blab Conta

O Sales Force Expense Cards xlse

Gloszary terms

h

glassary terms f;
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Example: Request access to data sets

Create custom access grant scripts, with minimal time-to-decision.

When data access request is submitted

l

)| start and wait for an approval

L

If no

If yes
Check data source registration for data use governance
Data use governance Condition
I yes if no
Grant access Create Task and wait for task completion

iiarland wait for an approval
pproval

e Condiion

Control

P Croctetask and wait for task completion
Task

Send email notification
Notification

(Check data source registration for data use governance

Microsoft Purview Action

Py Grantaccess
Microsoft Purview Action

® 06 & 6 0 ©

E Send reject email notification

B® Microsoft Azure

o Action required

—lp

Approve or reject the Azure Purview request for
https://sasexploration001.blob.core.windows.net
/mockdataraw/MOCK_DATA_health+cc.csv

Required action: Approve or reject the following Azure Purview request.

Item: https://sasexploration001.blob.core.windows.net/mockdataraw
/MOCK_DATA_health+cc.csv

Requested By: Simon Stenroos Lorentzen

Date submitted: April 29, 2022 11:28 UTC

View all requests and approvals in Azure Purview. Open Purview Studio to learn
more.

This email is generated from an unmonitored alias. Please don't reply.

fy @ in

Privacy Statement

Microsoft Corporation, One Microsoft Way, Redmond, WA 98052

B Microsoft

21
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Resources by compliance state !

M 242 - Compliant
M 0 - Exempt
20 - Non-compliant

Non-compliant policies (O

53m

out of 257

Tl Compliance state T, Resource comp

%X Non-compliant 13% (2 out of 14

X Non-compliant 13% (2 out of 14

VENZO_

Securing
Infrastructure

VENZO recommends that organization use the Microsoft best practice framework (Cloud-
Adoption Framework) as the guiding principle for cloud-based infrastructure. This best
practice inherently focuses on segregation of duties, accesses and infrastructure. Security is
thus a built-in principle of the architecture.

Policies Least Privilege Principle

Strict deployment policies should be applied When resources are deployed, they are

on the supporting infrastructure. This ensures deployed with the minimal required privilege
that resources/infrastructure is not able to be needed to fulfill the task at hand. Additionally,
deployed without applying to the secure managed identities that support resource
principles that the organization has agreed should be assigned directly to resources in a
upon. limited privilege scope.

Policies that are non-compliant can be
audited, reworked and exempt if necessary.
However, nothing is left to guessing.

22
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Check data source registration for data use governance

J

Data use governance Condition

If no

Create Task and wait for task com

action Add an

E Send email notification

Add an action

VENZO_

Securing Access

Data access in Purview Studio seeks to combine easy-of-use and reduced time-to-resolve,
whilst ensuring that authorization and authentication processes are not left behind.

Authorization (Granting access)

Smart Authorization is enabled by creating
automatic grant workflows on data and
infrastructure (as shown in Azure Purview
demo). Authorization structure follows native
Azure Role-Based Access Controls (RBAC).

Authentication (Securing the access grant)

Validate users’ access. When a user tries to
log into a system, the system needs to verify
that the person is who he or she claims to be.

All transmissions during authentication are
encrypted to prevent theft of the
authenticating information. MFA is likewise
enforced upon authentication attempts.

23
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Froaucidadiesseport i ~=-'=

330 om0/ QHUpADIDDND0- 12341241234 00000000000 s 125 SeC u r i n g Dat a.

T Data Security within Microsoft Purview Studio seeks to ensure data encryption becomes a
standard and that data accessibility is limited using said encryption. Sensitive data should be
treated as such and by combining capabilities, we ensure that this is possible.

ProductSalesReport |

()

I'l

4 Power Bl Beport

ES V00 PO O COMGIron

ProductSalesReport | Secre

4 Power Bl Repart

MLES /200 00w Com/Qroups/ON00000- 1234

L UL

NewHire DATA json

Y Azure Dlob Path

httes e asaimpalil ol b lals moed taie d aie mad Mlas
tos fiouirnvewnnring i ‘ ‘ o

Labelling

Automatically labelling based on custom
rules allow for any data types (either by
pattern or dictionary) to become marked as
“Secret”, “Sensitive” etc. This automation
assists in automatically assessing one's data

estate — even at scale.

Data Masking and Data Encryption

Transparent data encryption encrypts
databases, backups, and logs at rest without
any changes to your application. Without
access to the databases, data cannot be
read unencrypted.

Data Masking offers the possibility of
segregating specific tables, rows or columns
of data to select users and/or roles. This can
become necessary to enforce sensitivity
labels.
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Alerts ()
W Adh d
STATUS CATEGORY SEVERITY APP USER NAME POLICY
‘ OPEN ‘ CLOSED | Select risk categ... v ‘ ‘ ‘ | [ 1] ‘ Select apps... v ‘ Select users... ~ ‘ Select palicy... ~ |
Alert Status Resolution type  Severity Date v
Stale externally shared files OPEN — Low 10/11/20, 3:01 PM
# Stale externally shared files & Dropbox- test16 & Difile_namez3..
Subscriptions Unique classifications Sources Files Tables
7 40 302 945K 1,125
Top sources with classified data (last 30 days) Count of sources Top classification categories by sources
Amazon $3
400
199 Financial [
Azure SQL
300 64 rersonal [
§ Azure Blob Sto. ,
3
-i 200 28 Government [ N
z Azure Files
3 1 securty |
100 -
Miscetianeous | NN
0 T
Mar 1 Mar 8 Mar 15 Mar 22 Mar 29 0 50 00 150 200

Count of sources

View more
M Amazons3 [l AzuresQL [l Azure Blob Storage [l Azure Files few mor
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Monitoring & auditing

We create infrastructure to host data products and data models. However, we also want to
ensure that when data is extracted, applied, transferred or changed, that we know what
happened, and where it moved to. Additionally, we want to ensure that if unwanted data
sharing occurs, that it be blocked, and alerts be raised.

Where is our data? Where did it move?

Using Data Lineage, we are able to see
where Data moves (within scope of scanned
infrastructure), when it leaves the realm of
Azure into excel reports and the likes, we
want to extend the functionality by securing it
similarly with retention and sensitivity labels.

Who accessed what, when and why?

With active monitoring and sensitivity labels,
we can create a direct correlation between
logs and actions.

25



Wrap up & Next steps

* Q & A/ Discussion
 Definition & scope of Pilot/PoC
* Dependencies

* Timelines

VENZO_
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VENZO assisted accelerating the
data-journey of a transforming
pharmaceutical company

Background

The fully integrated bio-technology company was on a
journey from going from a limited number of
customers products to multiple of each.

Hence, this resulted in increased need for data, more
structure, governance and transparency in order to
fully utilize data & insights as a strong value-driver.
The company was looking for a partner who could
strategize, plan and deliver on a data & architecture
roadmap, while ensuring data literacy and adoption in
Line of Business.

This information is RESTRIC

VENZO'’s role

VENZO designed a roadmap for the customer, with
clear direction in a formalized and adopted data
strategy. To this, VENZO rolled out a plan for
implementing a data quality & governance structure
and proposed a future data architecture design,
mapped to selected use cases.

With a three-step plan, VENZO discovered, designed
and developed a plan for how to realize and embark
on the data journey.

Output

v’ A data strategy, including a governance framework
and operating model with roles & responsibilities to
be aligned with DnA teams and Line of Business
(with a hybrid model suggested)

v Target architecture and co-creation of fully GxP
qualified data platform

v" MVP designed and delivered within first month of
partnership

v’ First data products incl. Bl reports for selected line
of business and GxP data product



‘ Need Process

Our Logistics client executed on a 1. Clarification of required insights
M&A-strategy to expand their
business geographically. With a new 2. Goal-setting for the Data-model

Eating M&A'’s for breakfast: company acquired on a monthly
1 the data complexity and report on deployment pipelines
VE N ZO g ettl n g d ata u n d er financial and logistical data across
control 1 month of newly an and hand-over to daily
The client wanted to build an efficient operations
warehouse, so management quickly
could compare performance across

basis, The client needed to manage 3. Design of delivery model and

acquired companies. 4. Implementation of delivery model
ac q u | red com p an | es model for integrating data into a data

all companies in their portfolio.

Deliverables Results and value add

VENZO delivered v" Integration of new source systems
shortened from 6 to 1 month
+ Team of data engineers and
analysts to handle integration of v' Data model optimized to report
data more accurately on financial

* Agile delivery designed for results across acquired companies
accelerated execution

+ Standardized end-to-end v Several integration activities
integration process; from the deal automated
is signed to the

» Continuous development of data
warehouse to meet changing
reporting demand




Need Process

The CFO of the global infrastructure 1. Prototype development
company struggled to get a full
overview of train utilization including 2. Scoping workshop

VE N ZO ass | S t ed g I (@) b al kilometers driven, vehicle capacity,

and goods transported. The overview 3. System integration.
' is instrumental for the financial
In f r aSt r u C t u re C O m p an y forecast at the company and hence 4. Agile development practice with 3
used on both an operational and iterations in 6 weeks with

i n O pt| m | Z| n g th E| r IO g | Stl C strategic level. prototyping and redefinition.
forecasting

"_‘I'l’"ain Key Figure}\\-—, k
w«-
Deliverables Results and value add

VENZO delivered v’ Better forecasting: Complete data
driven overview.

» Data-integration from 5 systems to

one source of truth. v' Better variance analysis: Ability to

find root-causes through data.

Year to Date

Figures Actual Budget Difference % ActuallY | Figures Actual Budget Difference % Actual LY
-

+ Dashboard views for daily
operation and strategic v Optimize train utilization
optimization.
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