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CYBER SECURITY

Digital Signing as a Service:

Remote Signing Service

HIGHLIGHTS

A high assurance signing service for
document & signature applications

With the explosion of remote business, trust in electronic
documents has become paramount. Qualified Electronic
Signatures are becoming the new standard for agreements and

approvals.

An electronic signature is an electronic indication of a person’s
intent to agree to the content of a document or a set of data to
which the signature relates. Like its handwritten counterpart in
the offline world, an electronic signature is a legal concept

capturing the signatory's intent to be bound by the terms of the

signed document.

The Adacom Remote Signing Service is a cloud-based
solution integrated into web applications that allows to
securely generate legally binding digital signatures on
documents without carrying the burden of managing digital
certificates and signing keys locally. Our responsibilities
include ensuring that signing keys remain under the sole

control of the owner with a high degree of confidence.

KEY FEATURES & BENEFITS

Remote Signature services that allows fast integration of
legally valid digital signatures into your existing systems
and processes.

Our Remote Signing & Validation Service allows individuals to
sign from any device via an app or a browser

The service is based on globally recognized PKI technology

and CSC remote signing protocols.

STRONG SECURITY AND VALIDATION EVIDENCE

Trusted by Adobe

Timestamping: We provide a Trusted Timestamping Service
in order to reinforce data integrity and non-repudiation in the
tracking, storage/archive, or submission of electronic records.
Our Timestmap Service is fully compliant with the
requirements of the IETF RFC 3161 & 5816 specifications on
Time Stamp Protocols (TSP) and ETSI Standards (EN 319
401v2.2.1, EN 319 421v1.1.1)

Learn more at pki.adacom.com

Qualified Signatures a : We provide the highest trust level
for a digital signatures. Higher-levels provide greater trust

and non-repudiation. Learn more at EUROPA.EU

ADACOM is part of the European Union Trust List (EUTL). All

our digital certificates regarding document signing are natively

trusted by Adobe Reader and Adobe Acrobat.


https://pki.adacom.com/repository/en/audit/
https://esignature.ec.europa.eu/efda/tl-browser#/screen/tl/trustmark/EL/VATEL-099554476
https://esignature.ec.europa.eu/efda/tl-browser#/screen/tl/trustmark/EL/VATEL-099554476

ADACOM Remote Signing Service

KEY FEATURES & BENEFITS (CONTINUED)
Quick integration

The Adacom Remote Signing Service is deployed in the cloud, and
relies on the CSC (Cloud Signature Consortium) remote signing
protocol, to communicate between your enviroment and the

Adacom service.

We provide integration support for our partners’ signing
applications:

Adobe Sign

L]

DocusSign Cloud

Signinghub

Secure signing process

Only a hash value (fingerprint) of the document is sent to our
Remote Signing Service.The documents intented for signature will
be saved at your application and will not be exposed to third
parties.

ARCHITECTURE

WHAT IS INCLUDED IN THE SERVICE

A user portal for certificate
management.

Our public timestamping and
OCSP/CRL services

A Qualified Remote Certificate or Seal

Access to our maintenance and
support services

User's details are verified prior to the issuance of their signing certificate. They get access to a user portal, allowing them to manage their certificates’ lifecycle

and access their signing logs.

- € Manage Digital Certificates —|

Document Application
(e.g. Adobe Sign / Signinghub)
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