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Reduce your attack surface and eliminate persistent threats

CGl is recognized as a Leader in the
IDC MarketScape Canadian Security
Services 2022 Vendor Assessment .“CGl
maintains one of the biggest security
teams in Canada, and one out of CGl's
nine SOCs (security operations center)
worldwide is in Canada,” writes Yogesh
Shivhare, research manager at IDC
Canada. “The company leverages its
national and global security capabilities
to offer a one-stop shop for end-to-
end solutions to support customers’
ecosystems across the value chain.
CGil can bring together multidisciplinary
teams to deliver complex digital
transformation projects for clients with
integrated security.”

Backed by over 25 years of quality services
delivery, CGI helps companies in the
government, healthcare, manufacturing,
telecommunications, transportation, financial,
utilities, and retail sectors transform their

IT operations to the Azure Cloud.

Migrating IT functions to Azure makes sense
for different reasons. Among other advantages,
Azure brings powerful capabilities to the

table, including a comprehensive range of
powerful Azure-native security tools, such as
Defender, to establish a trusted environment
with balanced and managed security services
for your critical assets. At CGl, we can help you
ensure that you have implemented those tools
correctly and have the capacity to maximize
their value and protect your business.

300+

Cyber experts Canada-wide

1,800

Cyber experts globally

25 years

Of experience providing cyber services

9

Security operations centers worldwide



Managed Microsoft Defender Security Services

The modern way of working
requires a distributed hybrid
infrastructure. This comes with
additional security challenges

of an expanded attack surface.
The Microsoft 365 Defender
products is a cloud native XDR
solution that enhances detection,
prevention, investigation and
response to cross-domain attacks.

CGl’s security consultants will assess your
environment setup and implement Microsoft
365 Defender security products. Configuring
Microsoft 365 Defender products will reduce
your attack surface and eliminate persistent
threats. Microsoft 365 Defender will integrate
threat detection data and prevent cross-
domain attacks.

Our security
operations center
(SOC) will provide

24/ 7/365 monitoring

and investigation of

INncidents and alerts

IN Microsoft 365
Defender.

CGlI's managed security services will
integrate the Microsoft 365 Defender
products in your environment across:
identities, endpoints, email and
documents, SaaS apps, as well as
protecting your infrastructure with
Microsoft Defender for Cloud.

Identities

e Azure AD identity protection
¢ Microsoft Defender for identity

Endpoints

e Microsoft Defender for Endpoints
¢ Microsoft Endpoint Manager

Email and Documents
e Defender for Office 365

Cloud Apps
¢ Microsoft Defender for Cloud Apps

Infrastructure
e Defender for Cloud



Select your service tier with Managed Microsoft Defender

Start your security journey with our “Essential” tier; by onboarding Defender for As part of the “Premium” tier CGI security consultants will implement attack surface
Endpoint to protect workstations and servers. reduction (ASR) rules to harden your endpoints and will enable cloud protection
features for your hybrid infrastructure (servers, databases, storage and containers),
protection of your on-premise identities with Defender for |dentity.

With the “Advanced” tier you can add an advanced threat protection to your email
and cloud apps, protect Azure AD identities and threat hunting service that will allow
an early detection of hidden threats and identify weaknesses.
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We have your day-to-day covered

Managed security services will
make sure you have the optimal
best practices implementation of
Microsoft 365 Defender and it will
help reduce time of detection and
fatigue from the explosion of alerts.




What can you expect?

CGl will use industry consulting best practices and its quality
framework to identify existing gaps to implement the following:

e Setup and configure Defender 365 based on best practices and recommendation
¢ Provide orientation and documentation and assess any user impact.

¢ Manage and remediate detection through integration with our managed security
services security operations centers

Due to the broad range of each client’s needs, scale

and complexity, we work with clients to understand their
requirements and provide a firm quote for scope, effort/duration
and cost that will ensure their business needs are met.

Contact us for a quote...
canadacybersecurity@cgi.com
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About CGl

Insights you can acton

Founded in 1976, CGl is among the largest IT and
business consulting services firms in the world.

We are insights-driven and outcomes-based to help accelerate
returns on your investments. Across hundreds of locations worldwide,
we provide comprehensive, scalable and sustainable IT and business
consulting services that are informed globally and delivered locally.

About CGl’s cybersecurity services

For more than 25 years, CGl has been helping organizations

across the globe achieve the most appropriate and effective levels
of protection for their changing business. Through our team of
1,800 cybersecurity professionals, nine security operations centers,
and two certification and test labs, CGl provides a diversity of
services including strategic and technical cybersecurity consulting,
engineering and architecture, advanced Managed Security Services
and Incident Response. With CGl, public and private sector
organizations gain a powerful and dynamic cyber force multiplier.
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