Inspira

Inspira: MXDR Service

Identity & Access Management | Endpoint Management | Threat Management | Compliance & Privacy Management

© 2023 Inspira Enterprise | All Rights Reserved



Inspira Cybersecurity
in a Snapshot
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Goal

Become Cybersecurity
Service Provider of Choice

Mission

Become a Trusted
Partner by bringing
iSMART2 (Intelligent

| Simplified |
Measurable | Adaptive |
Risk Based | Threat
Centric | Tailored)
Cybersecurity for
Resilient Business of
Tomorrow
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12+

Years of
Experience

50+

Industry and
Domain
Specialists
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THE NEXT

Inspira is one of the Largest
Emerging Companies

1500+

Security

Inspira

550+

Active Clients spanning 10+

Professionals Countries
Cyber Fusion
Centers
Recognitions
TOP 250 FORRESTER Cyber Security Awards

2021 EDITION

Inspira ranked 31st in

2020 & 54th in 2021

Finalist 2020

2020 Strong Performer: MSS Winner in category of
Cybersecurity Provider >150 practitioners

Cybersecurity & Risk Service Provider with Global Scale and Delivery
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Automation Platforms
and Accelerators

10+
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Alliances and Cyber Innovation Packaged Market Offerings
Security in-the-Box, Integrated Cyber Threat
Management, Threat & Vulnerability
Management in-the-Box, Secure Cloud-in-the-
Box, Digital CyberX Risk Management-in-the-Box,
I-AM-DIGITAL-in-the-Box

Partnerships

Centers




Making A Mark, The World Over
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Global HQ: Mumbai,
India

\} America HQ: Dallas,
- Texas

MEA HQ: Dubai, UAE

. Asia Pacific HQ:
" Singapore

Cyber Fusion Centers
— India, Dubai,
Philippines, Dallas




Inspira

How Inspira helps

Inspira’s Cyber Resilient Microsoft Security Services
Help me with discover what | Help me to get from here Help me do it
need to there

Leverage our Consulting & Leverage our experts to Onboard Inspira Advanced Specialised Skills Comprehensive MXDR
Advisory Services. transform and modernize with Customer SOC Analysts/IR to support KPI driven Services
security. the desired outcome. delivered 24X7.

Captive CFC CokE Services. MXDR Services
Manage with v Platform Intelligence-
Customer Team. Enhancements, Driven Cyber

Defense.

Microsoft Microsoft
Security Security

Consulting & Modernization & v SOARaaService.

Advisory Transformation v Custom
Services. Services. r Integrations.
Captive SOC Services CoE PS Services MXDR Services

Consulting & Transformation Services Managed Services




2= Microsoft Cyber Security Challenges Inspira

Email Security & Web Endpoint Security Credential (IAM, Onprem AD, MFA, SSO) Cloud & SaaS (Cloud Sec/ CASB)
Proxy

101010
Phishing Open Brute force account or use POIIOC:POI
mail attachment stolen account credentials
Attacker accesses Exfiltration of

data

sensitive data
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Attacker collects reconnaissance &
configuration data

Click a URL Exploitation Command User account is
and Installation and Control compromised
n VAN O]
Browse Attacker attempts lateral Privileged accountu Domain
a website movement compromised compromised

Credential/Privilege Accounts (PAW/PAM/IAM/SIEM/Identity Protection, Identity Monitoring)
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Multi-OEM Solutions creates Islands of Intelligence
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Limitations on Al
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No Cross-domain No Coordinated active Lack of Inbuilt SOAR,

threat hunting protection from threats | gcks V|S|b|||ty to Attack flow ngher TTD/TTR Lacks consolidation on Alerts Limited Playbooks



Endpoint Cloud

Identity
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Malicious Payload @ SaaS Security Events C /l\ Y Data Exfiltration Alerts
Abnormal Activity

Monitoring & Abnormal Activity —
—-|= Post Delivery Events R ; : l:; .
W\ Vulnerability, Security & o ry > User Risk & Anamoli [\n} Data Corruption
Compliance )V( Monitor Legacy AD T -
= Hybrid Workload A Attack Surface BEC Incidents =y| Security Posture & & Data Dump/Leak
cram = Compliance Risk
—i—  Security Events N\ p

TRUE XDR powered with INSPIRA MXDR Services

Inbuilt Native Threat Intelligence

Powered with Al + Automation + Response

Threat Signals O 9 Investigation O 9 Automated response

Unifying cross-domain signals built-in Al, Automation & Response helps to deliver advanced Multi-

stage Attack Detection and Response.

Unified Single Pane of Visibility, Configuration, Management, Triage, Hunting & Response

Inspira




Realizing Value quickly

Detection Rules

NRT

Scheduled
FUSION

Microsoft Security

ML Behavior
Analytics

Threat Intelligence

—
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Data Connectors

Out of Box

Custom Data
connectors

Syslog
TAXII
Threat Intel

Workbooks

Resource specific
workbooks

CISO Dashboard
SOC Dashboard

Customer specific
workbooks

Threat Hunting

Threat hunting
queries

ANOMALI TI Feed
UEBA

Pro-active Hunting
ML Notebooks
Watchlists

Playbook

Automation Rules

Enrichment
Playbooks

Triage Playbooks

Investigation
Playbooks



Inspira
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. . DEFENDER FOR M365
AZURE & M365 LIGHT HOUSE Microsoft Sentinel
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