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Installation guide

Install Email Meter Enterprise on your Microsoft 365 domain

Before starting

Email Meter Enterprise needs to be installed on your domain.

This means installation needs to be performed by an administrator — or by a user with
enough permissions to do this in the Microsoft 365 admin center.

Step 1

Install Email Meter on your Microsoft 365 domain

Click the following link to go to the Email Meter Enterprise application on the Google
Workspace Marketplace.

2" Email Meter Enterprise application -

You'll be redirected to a Microsoft 365 login page.

Sign in using a global admin account (or a user with a license and privileged
administrator role) and accept the permissions on the consent screen.

B8 Microsoft
dev@365.emailmeter.com

Permisos solicitados

Revisar para su organizacién

M Email Meter Enterprise
ShuttleCloud Corp #
Esta aplicacion quiere:
\ Leer los perfiles completos de todos los usuarios
\~ Leer correo de todos los buzones
v Read domains

v Iniciar sesién y leer el perfil del usuario

Si acepta, esta aplicacion tendra acceso a los recursos
especificados para todos los usuarios de la organizacion. No
se le pedira confirmacién a nadie mas para que revise estos
permisos.

La aceptacién de estos permisos implica que permite a esta
aplicacion usar sus datos, tal y como se especifica en las
condiciones de servicio y la declaracién de privacidad. Puede
cambiar dichos permisos en https://myapps.microsoft.com.
Mostrar detalles

¢Le parece sospechosa esta aplicacién? Haga clic aqui para

informar de ella.

You'll be automatically redirected to an Email Meter page that confirms the
installation.

That's it! Email Meter Enterprise is now installed on your domain.

Limiting access to specific mailboxes

You can restict Email Meter’s access to specific mailboxes by using mail-enabled
security groups and an ApplicationAccessPolicy.

To do it, you can follow this guide or Microsoft’s official documentation here.

Step 2

Fill out the onboarding form

Once the application is installed, you'll need to fill out the onboarding form.

> Email Meter onboarding form -

DM Email Meter Your dashboard
Measure your team’s email activity &

() Dashboard
{:O} Settings

® Help Summary / Weekly by default

® woyers

< Back

Tracked mailboxes

Which mailboxes do you want to track?

You can also update a .xIs or .csv file with all the mailboxes. Download the template here.

Upload the tracked mailboxes CSV/XLS

X, Click to choose a file or drag here

In the onboarding form, you will be asked to provide information such as the
mailboxes that need to be tracked, the users that need access to see email
statistics, the level of access they should have, business hours, timezone and other
relevant settings.

Our team will be automatically notified and will start building your custom email
statistics dashboard.
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Limiting permissions to
specific mailboxes

Step 1

Create a Mail-enabled security group

Log into your Microsoft 365 admin portal and click on Groups - Active.

Microsoft 365 admin center

i oups
M Home
ind ¢
KL Users h
aboration
AR Teams & groups N content, :
. iddress. It
| Active teams & groups @ to appear
Deleted groups
Shared mailboxes
B2 Billing he
ﬂ S, on list

Choose Mail-enabled security on the secondary navigation menu.

Microsoft 365 admin center £ Search

Home > Active teams & groups

Active teams and groups

Microsoft Teams supports collaboration through chat, calls, and online meetings. The teams
add are collections of people, content, and tools. Groups are a collection of people, and are
you only need a group email address. It can take up to an hour for new distribution groups
mail-enabled security groups to appear here. To see them immediately, go to Exchange adn
center

Learn about Microsoft Teams

Microsoft 365 Distribution list Mail-enabled security Security

\

A, Addagroup | Export () Refresh

Click on Add a group to create a new group.

Microsoft 365 Distribution list Mail-enabled security Security

Add a group (Shift+A+QG)

R, Addagroup | Export () Refresh

Name T Email
[:] security_test_group security_test_group@365.emailmeter.co

On the following screen, select Mail-enabled security group. Then, select the
name, owners and members that you desire.

Choose a group type

Choose the group type that best meets your team's needs. Learn more about group types

O Microsoft 365 (recommended)

Creates a group email to collaborate. You can also add Microsoft Teams for group conversations, files, and
calendars.

O Distribution

Creates an email address for a group of people.

%Mail-enabled security
A distribution list that can also be used to control access to OneDrive and SharePoint.

O Security

Controls access to OneDrive and SharePoint and can be used for Mobile Device Management for
Microsoft 365.

Once created, you can click into the just created Mail-enabled security group and
click on “Members” to choose the members that you want to add to the security
group. Those will be the only mailboxes that Email Meter will be able to get data

from.
< X

Add members
£ Search for a member
dJ Display name
o @
- @
- @
0 @

Step 2

Create an ApplicationAccessPolicy

Now you’ll need to create an ApplicationAccessPolicy to limit Email Meter access to
the specific mailboxes you’ve added to the Mail-enabled security group.

> Read more about this on Microsoft's documentation -

Connect to Exchange Online PowerShell
For detailed instructions, please read:

> Microsoft’s documentation on connecting to Exchange Online PowerShell.

Create an ApplicationAccessPolicy

In PowerShell, run the following command, replacing the arguments for
PolicyScopeGroupld, and Description.

New-ApplicationAccessPolicy -Appld
e7e4dbfc-0461-4074-9b3b-2ae8f144f59b -PolicyScopeGroupld
securitygroup@yourcompany.com -AccessRight RestrictAccess -
Description "Restrict this app to members of the Mail-
enabled security group.”

Test the newly created application access policy

Once this is done, you'll be able to easily test that the policy is restricting access to
the members in the Security Group by running a PowerShell command.

Just replace the argument for Identity, and run the following command:

Test-ApplicationAccessPolicy -Identity
exampleuser@yourcompany.com -AppId
e7e4dbfc-0461-4074-9b3b-2ae8f144f59b

Before starting

Changes to application access policies can take longer than 1 hour to take effect in
Microsoft Graph REST API calls, even when Test-ApplicationAccessPolicy shows
positive results.
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What Microsoft Graph permissions
does Email Meter request?

In order to ingest email to generate email statistics, Email Meter connects using the

Microsoft Graph API.

This page lists the permissions that Email Meter requires and provides information
on what each permission is used for.

Permission Display String

Mail.Read Read mail in
all mailboxes

User.Read.All Read all users'
full profiles

Domain.ReadAll | Read-only

Description

Allows the app to read mail in
all mailboxes without a signed-
in user.

Allows the app to read the full
set of profile properties,
reports, and managers of other
users in your organization.

Allows the app to read the
domain list.

Used for

Reading email headers in
user’s mailboxes to
generate email statistics.

Getting the full name and
profile picture of users.

Setting the default domains
that are considered as
internal on the email metric
calculations. This can be
manually customized later.

Although Mail.Read gives the app permission to read the body of our emails, none of
Email Meter's systems read, process or store the body or attachments of emails. The
only information that we analyze are the email headers which contain data such as:

from, to, subject and date. Please get in touch if you want more details about this.

Email statistics for data-driven teams

emailmeter.com

© 2023 Email Meter

Page 3

M Email Meter


http://emailmeter.com

