
W HAT THREATS DOES TRUSTD STOP?

MANAGE MOBILE RISK W ITHOUT INVADING EMPLOYEE PRIVACY

Trustd  is a g round-breaking  Mob ile Threat  Defence p lat form  that  g ives IT team s d irect  insigh t  
in to the th reats affect ing  em ployees? m ob ile devices. It  com bines the Trustd  app  that  p rotects 
Android  and  iOS devices and  the cloud-based dashboard  that  p rovides im m ediate visib ilit y and  
analysis of m ob ile-borne th reats. You can dep loy Trustd  as a standalone MTD, or in teg rate w ith  
an  EMM such as Microsoft  In tune.

Every personal and  business-ow ned m ob ile device is a gatew ay to sensit ive business data. 
Mob ile-borne th reats rose 1,400% betw een 2016 and 2020 and w ith  m ob ile phones and tab lets 
now  used for a m ix of personal and  business act ivity, t hey are a lucrat ive and  easy target  for 
at tackers.  Trustd 's p rivacy-f riend ly, ligh tw eigh t  security app  for iOS and Android  b locks m ob ile 
th reats before they can  harm  your business. 

User-f riend ly m ob ile security for iOS and 
Android  phones and tab lets to alert  adm ins 
and  gu ide users to rem ed iat ion .

Ph ish ing  p rotect ion  ensures that  users, 
devices and   data are p rotected  against  
m ob ile ph ish ing  and m alicious con ten t . 

Device update alert s iden t ify vu lnerab le 
devices, w h ile the Trustd  app  rem inds and 
gu ides users to patch  their OS. 

W iFi p rotect ion  to alert  users and  adm ins to a 
com prom ised WiFi netw ork and  act ive 
Man-in -the-Midd le at tacks. 

Device health  m on itoring  supports Zero Trust  
cond it ional access and ensures security 
policy-com pliance. 

Un ique AI-pow ered  protect ion  against  
m alw are and  ph ish ing  that  ou tperform s other 
vendors' ou t -dated  detect ion  m ethods.

Deep Learn ing  m alw are detect ion  p rotects 
you f rom  m odern  Android  m alw are, like 
spyw are and Trojans. 

Em ployee privacy-f irst  design  m eans h igher 
adopt ion  rate, happy em ployees, and  you 
sign if ican t ly reduce the risk of a data b reach. 
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App  t h reat s (Android )

- Malware apps
- Know n and unknow n threats
- Screen record ing
- Leaky apps
- Cam era/Microphone access
- App perm ission abuse

Netw ork  t h reat s (Android  & iOS)

- Man-in -the-Midd le at tacks
- Ph ish ing
- Malicious proxies
- Malicious web scrip ts
- Unsecured WiFi
- Weak WiFi security

Device t h reat s (Android  & iOS)
- OS exp loits
- Vu lnerab le conf igurat ion
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