Security Assessment Case Study — Azure

Roadmap of Prioritized Findings - Inmediate

* Problem

«  The Customer knew there were gaps in security configuration cross their various
workloads but were unsure where to start and what things were the most critical to focus
on first.

« Currently there were no common patterns were defined for analysis and assessment of

workloads for security standards that they were having trouble defining.

- They wanted to ensure new workloads and critical data was secure and easily managed o

by moving to an Infrastructure as Code deployment model.
- Solution

+ Spyglass provided a review of their Azure environment for security best practice Security Domain Summary
configuration and patterns for their cloud architecture as well as configuration of
workloads that are deployed.

+ Reviewed and discussed moving to Infrastructure as Code deployment module to
improve security and standardization and how to evolve practices over time.
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+ The Customer received a breakdown of most important recommendations rated on risk
based analysis.
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- Detailed recommendations which contained actionable items to jumpstart remediation
and given a roadmap for planning purposes.
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