Kovrr

Cyber Decisions. Financially Quantified

Proprietary & Confidential. 2023 All Rights Reserved. © Kovrr Inc.

Member of
Microsoft Intelligent
Security Association

B Microsoft



Proprietary &




| KOVRR
. All Global oba et Fantty Quai.
Allianz @)  Alion: Globa

Corporate & Specialty

The most important global business risks for 2022

Click on the bars in the chart for further details

Cyber incidents

Business interruption

Natural catastrophes

Pandemic outbreak

Changes in legislation and regulation
Climate change

Fire, explosion

Market developments

Shortage of skilled workforce

Macroeconomic developments
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The Challenge Unable to articulate their Cyber Exposure in
financial terms

Enterprise Boards, CRO's and CISQ's struggle Unable to justify their cyber budget requests
, . with an expected ROI
to understand and communicate their

business's exposure and resilience to cyber

risk. Unable to be confident they have the right

level cyber insurance
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The criticality of Financial Quantification

Unites all stakeholders

Board

CEO

CFO

CRO

CIsO
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The criticality of Financial Quantification

Unites all stakeholders

Board

CEO

CFO

CRO

CIsO

Across all decision areas

GRC

Insurance

Cyber Security
investments

Services & Programs
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The criticality of Financial Quantification

Unites all stakeholders

Board

CEO

CFO

CRO

CIsO

Across all decision areas

GRC

Insurance

Cyber Security
investments

Services & Programs

For all use cases (Mitigate, Transfer, Accept etc)

Board Reports

Regulatory & Compliance

Capital Management

Cyber Insurance

Self Insurance

Budgeting

Investment Prioritization

Investment ROI

TPRM

M&A

Cyber Security Training and Awareness
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A technology company that enables CISO's & C-Suites at the world's largest Enterprises
and (Re)insurers to Financially Quantify their cyber risk, On Demand. As it evolves.

MACC Eligible & Transactable on the Microsoft

IP Co-Sell Ready Commercial Marketplace

Member of MISA (Microsoft Intelligent Security Participant in the Microsoft for Startups
Association) Pegasus Program
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Why we're the leading in Financially quantified cyber risk management technology

B Trusted by the world’s leading largest Enterprises (Inc. Fl, Retail, Hospitality, PE, Health,
Manufacturing) representing over quarter trillion dollars in revenue.

I Trusted by the world’s largest insurers to analyse there cyber portfolios and the entire cyber insurance
market

B Trusted to be in MISA and one of Microsoft Top 250 Strategic Security partners and the ‘Preferred
solution’ on the Microsoft Commercial Marketplace
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KGVRR

Cyber Decisions. Financially Quantified.

Transforming the world’s cyber security data into financially quantified cyber risk

management decisions.

A scalable on-demand cyber risk management technology that connects and transforms a business’s cyber data

into:

Integrate Cyber Security & Asset Data

Financially Quantified Insights

SIEM

Endpoint Solutions

) =

GRC data —

- —
Run New Quantification

Cloud Security Data

On Demand Insights
EDR / XDR

More...

Proprietary & Confidential. 2023 All Rights Reserved. © Kovrr Inc.

Executive Cyber Decisions

Justify budgets to the Board

Prioritize Cyber Investments based on ROI
Optimize and reduce Cyber Insurance
Capital Management Allocations

More...
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KOVRR

Cyber Decisions. Financially Quantified.

Analyze the Posture of Complex Enterprises At Any Level

ﬁ Group & Subsidiary
Company Structure

Insurance Enterprise
Intelligence intelligence Sensitive Records

Industry Benchmarks

Cyber
Intelligence
Microsoft Intelligent
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UVRR

Cyber Decisions. Financially Quantified.

Integrate External Attack Surface, Internal Asset Data and Threat Intelligence data

BB Microsoft
B Security

Global Threat
intelligence

SIEM

R

External Attack
Surface

More...

@
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\

Insurance Enterprise
Intelligence intelligence

Cyber
Intelligence
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Cyber Decisions. Financially Quantified.

Continuous validation from global insurance portfolios and Claims at scale

\

Insurance Enterprise
Intelligence intelligence

Cyber
Intelligence
Microsoft Intelligent
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Cyber Decisions. Financially Quantified.
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Cyber Decisions. Financially Quantified.

Automatically integrate both

External Attack Surface data & Internal Asset data
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UVRR

Cyber Decisions. Financially Quantified.

Visualise your Enterprise’s Exposure to Cyber Risk
Understand the Posture at as Asset Based level

Acme IL Sphere First Time Setup

Security Controls

The following questions refer to your entity's security posture. These inputs will allow us to give
you better recommendations regarding your cybersecurity investments.

Asset Groups

Employees Endpoints You can set specific settings to different asset groups.
Infrastructure
Cloud Add Security Profile
Security Profiles
Security Profile 1 All Asset Groups v A
Damage Types

What outage duration will cause a material impact on the company?

How long does it typically take to restore your critical business operations
following a network interruption?

CIS Controls

Please select what implementation group your organization has obtained for each CIS control.

Are you using a different framework? Download Mappings

Basic

CIS CONTROLS 1-6

€IS Control 1 - Inventory and Control of Hardware Assets ‘

Not Implemented IG1 1G2 1G3 1Don’t Know Not sure?

€— Previous Step: Infrastructure Next Step: Damage Types —> Me':T]ber of .
Microsoft Intelligent
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UVRR

Cyber Decisions. Financially Quantified.

Communicate overall exposure and the main drivers of financial loss

Average Exposure Low Exposure Loss
$39,119,400 $357,400 @
The average of the 10,000 simulated years. There s a 98% chance that the company will suffer a loss that will

exceed $357,400 in the next year from cyber events.

Total Annual Cyber Risk Exposure
Exposure to Loss by Yearly Probability

Annual Exposure Business Impact Scenarios

100%

60%

40%

20%

0%

0 50.0M 100.0M 150.0M 200.0M 250.0M 300.0M 350.0M 400.0M 450.0M

High Exposure Loss

$449,772,700 @

There is a 1% chance that the company will suffer a loss that will
exceed $449,772,700 in the next year from cyber events

Business Impact Scenarios

Average Low Exposure Loss 98% High Exposure L

Ransomware s  SNEED
Extortion 43,286,600
Business

Interruption $20,363,900
3rd Party

Service $988,700
Provider Failure

3rd Party °

Liability $898,300
Data Theft & -
Privacy $2,248,900
Regulation & -
Compliance $11,3

Proprietary & Confidential, 2023 All Rights Reserved. © Kovrr Inc.

Business Impact Scenarios

Average Low Exposure Loss 98% High Exposure Loss 1%

Ransomware &  SEEED
Extortion $3,286,600
Interruption $20,363,900
3rd Party

Service $988,700

Provider Failure

3rd Party L
Liability $898,300
Data Theft & -
Privacy $2,248,900

Regulation &
Compliance $11,333,100
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KOVRR

Cyber Decisions. Financially Quantified.

Understand the Impact of Cyber Attacks and 34 Party Service Provider Failures

Business Interruption Ransomware & Extortion Regulation & Compliance
$20,363,900 $3,286,600 $11,333,100 . . .
Average Quantied Loss Average Quantifed Loss Average Quantied Loss 3rd Party Service Provider Failure
$988,700
Average Quantified Loss
See More
= .
o 3.5M
3rd Party Liability Data Theft & Privacy

Damage Types

Lostincome Bl Recovery Expenses

55 vera Loss
| \\ Public Relations Repairment

Damage Types Damage Types Damage Types

LegalDefense  Settlements
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UVRR

Cyber Decisions. Financially Quantified.

Detailed Insights into multiple cyber events types that could cause severe losses

Ransomware & Extortion Annual Risk Exposure  Tail Events

$3,263,100 Ransomware

ARansomware attack was carried out by exploiting a vulnerability in PostgreSQL (DB).

Average Quantified Loss
Event Type Systemic

Event Cause Attack
5101:300 550’003’000 Technologies Impacted Postgresgl (DB)

Low Exposure High Exposure Duration 67 hours

®

Probability Probability Ransomware

An attack using ransomware targeted Acme1 via Phishing.

Events in which a hacker infiltrates into a computer system
and threatens to commit a malicious act unless a ransom fee Event Type Specific
is paid. The scope extends to extortion payments made and Event Cause Attack
expenses incurred in responding to those demands. . .

Technologies Impacted Not Applicable
Duration 69 hours
Damage Types

Nephilim Ransomware
An attack of the ransomware 'Nephilim' targeted Acmel exploiting an OS vulnerability.

Event Type Specific
Event Cause Attack
Technologies Impacted Ubuntu (0S)
Duration 53 hours
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UVRR

Cyber Decisions. Financially Quantified.

Financially Quantify the ROI of cyber security control investment decisions

CIS Controls Recommendations Data Recovery Capabilities
Missing CIS controls increase the severity of events which increases the exposure business impact loss. Learn MoreC? The peocesses and fools used to properiy badk up crilicatinonmation with & proven
Usinga different framework? Download Mapping methodology for timely recovery of it.
B ded Current Implementation Group CIS Category
Cis Control A:“I‘;';"“‘“ e Average effect 4 Highest effect
s Foundational
10. Data Recovery Capabilities -$504,169 (1.52% 1) - $805,952 (0.18% 4) Recommended Action Most Affected Event type
Ransomware
6. Maintenance Monitoring And
intenance Monitoring - §541,566 (138% 4) - $811,469 (018 %)
Analysis Of Audit Logs Max Effect on High Exposure Year
- $805,952 (0.18 % )
20. Penetretion Tests And Red -$347,911 (089% 4) -$546,725 (0.12% )
Team Exercises
Test ROI
17. Implement A Security s TestROI
" verage Annual Loss v
Awareness And Training -$344,496 (0.88% v) -$578,375 (0.13% ) Average Annual Loss v
Program How much will it cost the organization to complete the action?
How much will it cost the organization to complete the action?
14. Controlled Access Based On 230000 usp e &
-$294,247 (075% ) -$529,221 0.12% )
The Need To Know ~
Mitigation Cost -—
T 150000 usp | (@R
19, Incident R Aiid ROI Ratio
. Incident Response An Expected Savings h .
-$291,174 (0.74% v) - $456,644 (0.10%
Management $ IREEY $ i $594,169 296%
Net ROl === Mitigation Cost [ ]
el $150,000
4. 1l f i i
Rkaedy -$251,162 (064% <) - $450,757 (0.10%) . ROI Ratio
Administrative Privileges Expected Savings
| sz 296%
Safeguards to Implement Asset Type
13. Data Protection -$248,087 (0.63% +) - $419,998 (0.09 % ) Net ROI )
Ensure Regular Automated - $444,169
BackUps a
8. Malware Defenses -$245,067 (0.63% 4) - $381,161 (0.08 %)
Perform Complete System i
3. Continuous Vulnerability Backups
-$189,877 (0.49% 4) -$303,458 (0.07 %)

Management Member of

v Microsoft Intelligent
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Cyber Decisions. Financially Quantified.

Financially quantify cyber insurance & risk transfer options

Insurance Terms Stress Testing

Annual Exposure  Loss Drivers Breakdown

Dedutctible
$100K Limit

$100M
100%

80%
60%

40%

20%

_______._o________a_____________

0%

20M 40M 60M 8o0M 100M 120M 140M 160M
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180M

Highlights

o There is a 5% probability that annual losses
will exceed the aggregate Limit.

o There is an 98% probability that annual
losses will exceed the deductible.

° Average annual risk loss is falling above the
deductible.

o The current limit is under the estimated 1%
high exposure ($153,000,000).

° The current deductible is under the
estimated 98% low exposure ($371,000).
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Cyber Decisions. Financially Quantified.

Prioritize Cyber Insurance coverage based on potential impact

Insurance Terms Stress Testing

Annual Exposure

Business
Interruption

3rd Party
Service
Provider
Failure

Business Impact Scenarios

Deductible $500,000

¥

100.0M

Data Theft &

Privacy

150.0M
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- -~ Limit $10,000,000

3rd Party Regulation & Ransomware &
Liability Compliance Extortion
200.0M 250.0M 300.0M

350.0M

Highlights

o There is a 18% probability of Business Impact events
breaching the event insured limit

e There is a 40% probability of Business Impact events
exceeding the event deductible

e There is a 2% probability of Contingent Business Impact
events exceeding the event deductible

o There is a 4% probability of Extortion events breaching the
eventinsured limit

e There is a 5% probability of Extortion events exceeding the
event deductible

o There is a 1% probability of Liability events breaching the
eventinsured limit

o There is a 16% probability of Liability events exceeding the
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Cyber Decisions. Financially Quantified.

Insights into Third Party Service Provider Risk

Quantification for CloudComms Inc. [ Zexport )

R —
Quantification Date: 13 Nov 2022

Risk Overview  Financial Exposure =~ Recommendations  Risk Transfer ~ Third Party Risk  Quantification Explained

Third Party Risk Report Third Party Service Providers

Third Party Risk: Annual Financial Exposure @ How are these results calculated?
$o0 $74,900 $3,250,100 The company’s third party risk is calculated by taking into

account events solely involving third party service
LOW EXPOSURE LOSS (D AVERAGE ANNUAL LOSS HIGH EXPOSURE LOSS (D providers. This includes events occurring in the company

caused by an exploitation of a provider weakness as well
as events effecting the provider that can impact the
company. Attritional events are excluded from this

calculation
Top Third Party Service Providers Third Party Exposure vs. Overall Exposure
Based on Average Yearly Loss Based on Average Annual Loss
@ How my input affects the results?
Hosting $62,122 $1,224,800 94%
Assets Criticality
Your input shows that the criticality of your cloud asset
Microsoft 365~ CHEG_—— groups is equal compared to infrastructure asset groups.
$46,707 The severity of events associated with third party service
providers may therefore be as high as other types of
events.
$33,432 100%
5%
Fastly CDN - 50%
$8,307
25%
0% —————————————————
PowerDNS ™Y $74,900 Infrastructure Cloud
$3,076
- Number of Data Records
Total Exposure Third Party Difference Your input shows that 98% less data records are stored in Mermberof
Exposure your cloud asset groups compared to infrastructure asset . .
groups. This may lead to a decrease in severity of events Microsoft Intell |gent
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