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Disasters, they happen. Be prepared!




IT Disasters, they happen. Be prepared!
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How to prepare?
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Start Planning

5 basic steps to business continuity planning

Step 1: Risk Assessment - Defining the probability of a risk occurring
Step 2: Business Impact Analysis (BIA) - RPO and RTO

Step 3: Plan Development - Get involved!

Step 4: Plan Implementation - Discuss, organise and educate

Step 5: Plan Testing & Maintenance - Test, Test, Test!

When in doubt, always ask the “what happens if” question
“In preparing for battle | have always found that plans are useless, but

planning is indispensable”
Dwight D. Eisenhower

34th president of US 1953-1961 (1890 - 1969)



http://www.quotationspage.com/quotes/Dwight_D._Eisenhower/

So what can you do about IT?
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IT Disaster Recovery and the Cloud

Choose a reputable company!
There are over 100" s cloud providers - which one?

* Credentials - 1IS027001 a benchmark (amongst others)

« Datacentre Tier - 1,2,3, 3+,

* Due diligence - ask to see their Disaster Recovery Plan!

* Regulatory Compliance - l.e. PCI-DSS (Ccard transactions)
« Beware the broker! - not every Cloud has a silver lining ®

Remember, you can delegate authority but not responsibility!




Differing levels of IT continuity
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Back Up to and Restore from the Cloud - Online backup

Applications and data remain on-premises, with data being backed up into the
cloud and restored onto on-premises hardware when a disaster occurs.

In other words, the backup in the cloud becomes a substitute for tape-based
off-site backups.

Back Up to and Restore to the Cloud - Cloud based DR

Data is not restored back to on-premises infrastructure; instead it is restored
to virtual machines in the cloud. This requires both cloud storage and cloud
compute resources. The restore can be done when a disaster is declared or
on a continuous basis (pre-staged).

Pre-staging DR VMs and keeping them relatively up-to-date through scheduled
restores is crucial.




Differing levels of continuity Cont..
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Replication of Virtual Machines in the Cloud - Cloud to Cloud

For firms that require aggressive recovery time (RTO) and recovery point
objectives (RPOs), as well as application awareness, replication is the data
movement option of choice. Replication to cloud virtual machines can be used
to protect both cloud and on-premises production instances.

In other words, replication is suitable for both cloud-VM-to-cloud-VM and on-
premises-to-cloud-VM data protection

The benefits provide important features for disaster recovery:
* VM startup can be easily automated, lowering recovery times

* Virtualisation eliminates hardware dependencies, potentially lowering
hardware requirements at the backup site.

* Application agnostic state replication software can be run outside of the
VM, treating it as a black box.




enter DR as a service (draas)




DRaaS feature advantages
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DRaaS feature advantages




How it Works ?
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What We Deliver ?
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Disaster Recovery as a Service (DRaaS)

* Meet Stringent SLA
* RPO Near Zero to Mins/ RTO Few Mins to Hours

* Customer Dash Board to Monitor Services
* Guaranteed Recovery No Special Skills Required.
*  Encryption Supported & 100 % Software Driven Solution.




Our Approach for DR
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A unique service
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Disaster Recovery as a Service (DRaaS)

° Higher level of resiliency with hosted technology

* Caters for natural disasters as well as technology failure

* Incorporates the technology that suits your business agility
°* Remove or add resiliency as your business dictates

° You can still keep your existing office IT arrangements




NOW THE SALES BIT...
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The TMSPL Continuity Service

* Point and click replication and DR VM creation

* ALL data and systems are replicated over two datacentres (Tier 3+ and
Tier 3)

* Instant, near instant recovery objectives (SF/HA DR technology)
* Disaster Recovery Planning (and DR) as standard

* 1S027001, ISO 9001, and PCI-DSS (pending)

* Unique invocation service

* 100% track record for recovery

And we are experts in virtualisation - From 2009!




AND THE FUTURE?
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The TMSPL Continuity Service

TMSPL implements new “Stealth Technology” military grade!

Creation of Cloud Standard

SSD for “instant on” access and performance

First hosting provider to create the Financial Cloud Community

100% track record for recovery




Get in Touch:
divyesh@tmsolutech.com
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