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Microsoft Managed Defence

and Response (MDR]) Service
Where speed is the essence
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Cyber crime pays, and it pays quickly. It is now estimated that the time between a workstation being infected
and it being compromised is less than two hours. With users working from home and a decentralised office and IT
model, this is of greater concern than ever before, which is why your choice of Endpoint Detection and Response
technology is important.

Microsoft Defender for Endpoint and Microsoft Defender for Cloud provide best-in-breed threat intelligence for
workstations and servers, as highlighted both in Foresters and Gartner’'s 2022 quadrants.

Having the best technology doesn't necessarily mean that the solution is providing everything you need to be
Cyber Safe, which is where Performanta’s team of architects, engineers, analysts and threat hunters come in.

What does Performanta MIDR do?

Orchestrated monitoring 24x7 Response Threat Hunting
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Configuration maintenance Cost effective

How quickly can we enable the service?

As long as Defender for Endpoint or Defender for Cloud has been deployed, Performanta MDR can be up and
running within as little as a week.. If Defender for Endpoint or Defender for Cloud haven't been deployed,
Performanta consultants and architects are more than happy to help.




What are the key elements of the service?

SOAR (Security Orchestration, Automation and Response])

As is the nature of Cyber Security, the ability to identify and mitigate threats quickly is of the utmost importance.
It is critical that as many elements as possible are automated to provide our security analysts with the largest
window to mitigate a threat before it can proceed to the next step in the kill chain.

Performanta's SOAR solution undergoes constant development to ensure it is suitable for both current and future
threats and compromises as and when they evolve.
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24x7 Response

Cyber criminals don't sleep and there is evidence that their preferred times are those antisocial hours where

the rest of the world are asleep or relaxing. Performanta understands this, which is why we make sure that our
response is the same and our analysts are ready and waiting, whether it is a wet Wednesday afternoon in April or
ten to midnight on New Year's Eve.

Configuration Maintenance

The world evolves, cyphers are breached, and new malware techniques are developed and pushed out from new
BotNets. Microsoft constantly changes and adapts their solutions to meet these new threats, introducing new
technologies and settings to help organisations mitigate against risk. Whilst some controls can be automatically
deployed through patching, a number of setting and configurations need to be deployed at an organisational level
as otherwise it could cause impact to business. Performanta’s MDR service can help by advising and implementing
controls in line with your organisation’s needs.

Why Performanta?

Founded in 2010, Performanta is a leading Microsoft Solutions Partner for Member of

both Modern Work and Security, with Security Specialisations Identity Microsoft Intelligent mE Mi it
and Access Management, and in Threat Protection. Performanta became Security Association ] SO.Lf{,?fS’a,me,
one of the world's first FastTrack Ready Security Partners (FRSPs) and B¥ Microsoft Viegrrn Wik

joined the Microsoft Intelligent Security Association (MISA], placing
Performanta firmly as a leader in the cyber security space. Performanta
has also achieved Microsoft verified MXDR solution status.
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As an award-winning Managed Cyber Security Services Provider, BE Microsoft Solutions Partner

Performanta has been pioneering cyber safety, working tirelessly to

achieve two things for our clients: lowering the risk and limiting the

impact of a successful cyber attack. We work with large and small Wl \icrosoft
clients across the world and are experts in cyber security and cyber u entiy and Access
safety. Our Microsoft Consultancy, Managed Sentinel SOC and MDR FastTrack Management
teams are experts in their fields, and our services are essential to our Threat Protection
customers in today's world where cyber threat is greater than ever. Partner
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