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Windows Management Experts Inc.

Windows Management Experts is a leading rapid and responsive
Microsoft solution integrator that helps direct customers and partners
realize the full benefits of their existing Microsoft investments through
a number of solutions in the areas of M&A migration services, Power
Platform, Endpoint Management, Microsoft Security & Compliance and
Azure services. In our practice we found that roughly 30% of our clients
use only 40% of the overall features with the licenses they are already [ .-
paying for. The value we provide is in closing that gap so the full = Y b

realization of the Microsoft technology stack is captured, adopted and EM% { agement Experts
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{81 WME Helps You Maintain Your Security-Related Certifications

® Though Azure and Microsoft 365 already offer comprehensive compliance offerings that can help organizations
meet their regulatory requirements, WME security assessment offerings provide a much-needed boost to your
compliance-related risk handling, improvement to cybersecurity posture, and sensitive data protection.

® Plus, organizations need some strong professional backing to be sure of their vital assets' ultimate safety and
earn/maintain their widely acclaimed security standards. At WME, we are proud of our “Secret Sauce” Security
Assessments based on the latest security best practices and some WME-exclusive techniques.

® We also use customized & propriety tools to help organizations with their own security perspective and automate
their systems to have their entire infrastructure reach a level of compliance so that they can adhere to any crucial
security-related certifications.

® We also use some native tools provided by the hyper scalers and have a unique AD Automation blueprint that we
create for your security auditors so that they can run future security assessments on their own.

® We also assist your organization get/maintain 120+ plus compliance certifications for Microsoft Azure and Microsoft
Office 365. Moreover, we provide you with ongoing support to help your team comply with these standards. We
deliver all these services by conducting regular audits, building comprehensive dashboards with user-oriented
metrics, and training your employees on security best practices.

{81 Some Examples of Compliance Certifications:

SOC 2 Compliance: We provide NIST Compliance: We help you CSA ISO compliance: We help
a detailed assessment of your implement the NIST (National organizations obtain CSA (Safety
Azure and Microsoft 365 Institute of Standards and standards in Canada) STAR
environments to identify potential Technology) Cybersecurity certification; an independent

SOC 2 (Systems and Framework to improve your assessment of their cloud security
Organization Controls 2) organization's overall controls. This would demonstrate
compliance gaps. We then work cybersecurity posture. This would to their customers and partners
with your team to implement the include implementing encryption, that they have taken the
necessary controls to close these access control, and incident necessary steps to protect their
gaps. response controls. data.

And 100+ more
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Windows Management Experts
Microsoft Security Assessment

{81 What We Provide

Identify any malicious users or activities in the environment.

Perform a thorough review of all configurations within M365 and Azure.

Assess risk factors related to user access controls, application vulnerabilities, and system security settings.
Ensure proper data governance policies are in place.

Provide recommended best practices and other areas to be reviewed to secure your services.
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The time frame for completion is one week with reporting to the delivery team approximately five days.

{81 What We Do

1.  Collect data - Define data collection process.
a. Consultant direct access to environment and will install and run scripts to collect data.
b.  Consultant executing the tasks with customer “over the shoulder” monitor.
C. Customer executes the steps with technical consultant oversight.
2.  Collate data - Technical consultant will parse, consolidate, and organize data for analysis by the tools.

Create report — a multiple excel spreadsheet will be create provide a comprehensive view of all the components in the
environments along with noted risks in a high, medium, and low ranking. Report includes recommendations on what
needs to be done to accomplish various certifications (Zero Trust, HIPAA, SOC2, etc.)

4.  Review report and finding — this includes 1-2 hours review of the findings and a discussion of potential next steps or
action the customer may want to take based on the review.

5. Remediate any agreed upon and discovered critical or high-risk intrusions or settings/configurations that were
discovered and reported in the scan/findings.

fﬂ What You Get

1. A multi-tab Excel workbook with results of scans and list of security risk and comprehensive recommendations
2. A one-to-two-hour review of the Findings Report

{81 What it Costs

1. Single Security Scan and Findings Report costs $5000.
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