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Accelerate the deployment of the Microsoft 
Zero Trust Foundation solutions for your M365 
tenant to ensure secure access to your cloud 
investments.

Azure AD and Conditional Access is at the heart of the 
Microsoft Zero Trust User Access model. When enhanced by 
Intune (Device/App Compliance policies), you can apply the 
right access controls when needed to keep your 
organization secure and stay out of your user's way when 
not needed.

The pillars of Microsoft Zero Trust (Defend against 
Threats) are:

KiZAN will assist your organization with deployment of the 
Microsoft Zero Trust Foundation for your M365 tenant. This 
solution will help ensure you have the appropriate controls 
in place to ensure your users and device are protected 
when accessing the M365 cloud.

Zero Trust:
Defend Against Threats

Deliverables:

Complete Zero Trust Defend Against Threat 
planning session

Verify Zero Trust Defend Against Threat 
pre-requisite configurations are in-place
• Azure AD Connect with Seamless SSO and 

Hybrid Azure AD Join
• Azure App Proxy
• MFA and SSPR with AD password Protection
• Intune tenant for Mobile Device, Application  

and Windows device management

Set up the evaluation and pilot environment for:
• Defender for Identity (max of 10 Domain 

Controllers)
• Defender for Office (max of 5 policies)
• Defender for Endpoint (max of 100 endpoints)
• Defender for Cloud Apps (max of 5 policies)

Conduct Pilot deployments/validation of each   
M365 Defender Workloads

Duration = Approx 7 weeks
Cost = $82,000

Threat Protection

Verify explicitly

Use least-privilege access

Assume breach
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