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KiZAN will assist your organization with 
deployment of the Microsoft Zero Trust 
Foundation for your M365 tenant.

This solution will help ensure you have the appropriate 
controls in place to protect your users and devices when 
accessing the M365 cloud.

Microsoft Entra and Indentity are at the heart of the 
Microsoft Zero Trust User Access model. When enhanced by 
Intune (Device/App Compliance policies), you can apply the 
right access controls to increase security posture while 
reducing unnecessary hurdles for your users.

The pillars of Microsoft Zero Trust Foundation (Identity and 
Device) are:

Zero Trust Foundation
Accelerate the deployment of the Microsoft Zero Trust Foundation solutions for 
your M365 tenant to ensure secure access to your cloud investments.

Zero Trust Foundation Deliverables:

Complete Zero Trust Foundation Workshop 
and planning session

Complete Zero Trust Foundation pre-requisite 
configurations
• Azure AD Connect with Seamless SSO and

Hybrid Azure AD Join
• Azure App Proxy
• MFA and SSPR with AD password

protection for all standard users
• Configuration of phishing-resistant

authentication for up to five (5) highly
privileged accounts

• Intune tenant for Mobile Device,
Application, and Windows device
management

Pilot deployments for 75 users/devices for 
Azure AD and Intune workloads

Zero Trust Principles

Verify 
explicitly

Use least 
privileged 

access

Assume 
breach
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