== Microsoft

How effective is multifactor
authentication at deterring
cyberattacks?

Lucas Augusto Meyer Sergio Romero Gabriele Bertoli
Al for Good Lab Identity Security |dentity Security
Tom Burt Alex Weinert Juan Lavista Ferres
Customer Security & Trust Identity Security Al for Good Lab

This study investigates the effectiveness of multifactor authentication
(MFA) in protecting commercial accounts from unauthorized access,
with an additional focus on accounts with known credential leaks. We
employ the benchmark-multiplier method, coupled with manual account
review, to evaluate the security performance of various MFA methods
in a largedataset of Microsoft Azure Active Directory users exhibiting
suspicious activity. Our findings reveal that MFA implementation offers
outstanding protection, with over 99.99% of MFA-enabled accounts
remaining secure during the investigation period. Moreover, MFA
reduces the risk of compromise by 99.22% across the entire population
and by 98.56% in cases of leaked credentials. We further demonstrate
that dedicated MFA applications, such as Microsoft Authenticator,
outperform SMS-based authentication, though both methods provide
significantly enhanced security compared to not using MFA. Based on
these results, we strongly advocate for the default implementation of MFA
in commercial accounts to increase security and mitigate unauthorized
access risks.



Introduction

In the past decade, prominent identity
providers such as Microsoft, Google and
Okta have increasingly adopted risk-based
authentication, also known as challenges, to
enhance security against unauthorized access.
These challenges utilize various passive signals
to identify anomalous login attempts, including
IP geolocation, deviceand IP address reputation,
and the interval between login attempts. Upon
detecting irregular login patterns or receiving
a user's request to change their password,
identity providers issue a challenge requesting
supplementary forms of authentication to
grant access to the protected resource [1].

Supplementary verification methods can be
classified into three categories, also called
factors: knowledge (something the user
knows), possession (something the user has),
or inherence (something the user is). When an
authentication scheme requires a secondary
factor of authentication, it is referred to as
two-factor authentication (2FA). More broadly,
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multifactor authentication (MFA) encompasses
authentication methods that require users
to present two or more factors to the
authentication mechanism [2].

Although there is a lot of variability on factors
required to authenticate consumer accounts,
companies such as Microsoft and Okta that
provide authentication services to enterprises
primarily require a possession verification
method, sending a code to a device that the
user possesses [3]. Various methods exist for
code generation and delivery, including SMS,
dedicated mobile applications like Microsoft
Authenticator, or  authentication-specific
devices such as Yubikey [4]. To use these
supplementary authentication measures, users
must pre-register them with their accounts.
However, the increased friction of pre-
registering and frequently verifying a code
on a secondary device can potentially reduce
adoption and increase account lockouts [5, 6].

Previous Research and Our Contribution

Prior research has investigated the efficacy of
multi-factor authentication (MFA) challenges
for consumer accounts, such as the Microsoft
Account (MSA) and the Google Account,
and found that 1) MFA challenges are highly
effective in preventing account compromise, 2)
some types of additional authentication forms
are more effective than others at preventing
account compromise, and 3) there are trade-
offs between prevention effectiveness, ease of
adoption, and ease of use [5, 7, 8, 9]. Recently,
the continued effectiveness of MFA has been
called into question [10, 11].

Consumeraccounts are pervasive and primarily
grant access to free services, including personal
email, media personalization, and instant

messaging. In contrast, accounts provided by
enterprises and governmental institutions to
their workforce and customers often grant
access to different types of data and resources,
suchas paymentinformation, servers containing
aggregated financial data, and computational
resources. These commercial accounts often
rely on protection from commercial identity
products like Microsoft's Azure Active
Directory (AAD) and Okta's Workforce Identity
Cloud, although some large providers, such as
Amazon, use their own in-house solutions [3].

During our measurement period, commercial
accounts constituted approximately one-
third of the total accounts in use within a
given month. Unlike consumer account users,



who directly register with authentication
providers, commercial account users must
register with an intermediate layer known as
the tenant administrator, typically their own
institution. For instance, a university professor’s
account is provided by the university itself,
even when the authentication services are
ultimately performed by an identity provider
like Microsoft. The tenant administrator, the
university in our example, is responsible for
registering and maintaining accounts, defining
security policies, including which resources will
require MFA and the type of MFA to be used,
and delivering first-level support [12].
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Although consumer account data may
occasionally hold value, gaining access to
commercial accounts is generally more
valuable [13]. Consequently, bad actors may
dedicate more time and resources targeting
commercial accounts, which may result in MFA
having different effectiveness for commercial
accounts.This paper focuses on evaluating
the effectiveness of security solutions applied
to commercial accounts and comparing these
findings to previous research conducted on
consumer accounts.

Methodology and Data

Our goal is to determine the effectiveness
of MFA in preventing account compromise in
the population of commercial accounts. It is
generally not possible for an authentication
provider to obtain the exact number of account
compromises in a population without resorting
to sampling and manual reviews. When users
detect an account compromise, they may simply
change their passwords and not notify their
administrators. Even when the administrators
are notified, they may choose not to notify the
authentication provider. Therefore, methods
that rely on the authentication provider
using reported account compromises will
result in an undercount of the actual rate.
On the other hand, it is cost-prohibitive for
an authentication provider that has billions
of accounts to manually review all suspected
compromises. Therefore, we have to rely on
sampling methods.

To achieve our goal, we obtained a list
of active Microsoft Azure Active Directory
users that had their account reviewed due to
suspicious activity between April 22, 2022, and
September 22, 2022. Some accounts had MFA
configured, and some did not. If the account

had suspicious activity and had MFA configured,
a challenge was automatically issued. A sample
of the sessions was retroactively reviewed
by a specialized team that examines account
logs and determines whether a compromise
occurred or not. If a compromise was detected,
the account was sanitized, and the user notified.

To estimate the proportion of compromised
accounts in the whole population, we use the
benchmark multiplier method [14], commonly
used in epidemiological research in situations
where individuals tend to underreport the
actual frequency of an event. The benchmark
multiplier method requires two datasets:
one, the benchmark, has a complete and
accurate count of the event being studied
for a subgroup of the population. The other
dataset is a representative sample from the
population, used to estimate the proportion of
the population represented by the benchmark.
The reciprocal of that proportion is called the
multiplier.

In our case, the benchmark is the set of
accounts that were manually reviewed by
the account specialists. For this dataset,



we have the exact numbers of accounts
compromised. Our benchmark is divided into
two MFA categories (MFA enabled and MFA
not enabled). To connect the benchmark with
the total population, we obtain a random
sample of accounts of the whole population
for each category and calculate the proportion
T of accounts that are in our benchmark and
have been compromised.

Using the methodology laid out in [15], given
a benchmark of size N, and the probability ft
for members of the representative sample
to be in the benchmark, we can estimate I\AIM
the number of accounts compromised in the
population as
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For each category, following [16], the
proportion ttis distributed i~ B(x + 1, n + x + 1),
where n is the size of the representative sample
and x is the number of members of that sample
that share the benchmark’s characteristics. In
addition, even if N and T are unbiased, N is
a biased estimator of Ny because of its non-
linearity with respect to 1t. Therefore, following
[16], we use a bias-corrected estimator:

(1-T1)

A S

Tt n Tt

AWe use a Monte Carlo simulation to estimate
N, for each category. We run each simulation
1,000 times. Our 95% confidence intervals are

- N, based on the 2.5% and 97.5% percentiles of the
Ny B N 1,000 simulated estimates. The estimates for
m the proportion 1 are in Table 1.
Results
Category T (95% Cl) (a) (b) (c)
With MFA 2.20% - 3.01% 1,525 59,414 0.0079%
Without MFA 0.18% — 0.26% 15,195 7,085,925 1.0071%

Table 1: Results with and without MFA

Our results are shown in Table 1, where (a)
is the number of compromises measured in
the benchmark, (b) is the median number of
compromises estimated in the population,
and (c) is the median percentage number of
compromises estimated in the population.

According to these estimates, the median
estimated compromise rate of MFA accounts
is 0.0079%, which means that MFA accounts
have a protection factor better than 99.99%
for commercial accounts, in line with estimates
previously found for consumer accounts.

We also calculate effectiveness as the
proportion of risk reduction, using the same
formula used to calculate vaccine effectiveness.
A member of the population treated with MFA
has an estimated median risk of 0.0079%, while
a member of the population not treated with
MFA has an estimated median risk of 1.0071%.

Therefore, the risk reduction of using MFA is

treatment
RR=1— — =1 —

no treatment

0.0079%
— =99.22%

1.0071%



Another way of measuring the effectiveness
of MFA is calculating the ratio of account
compromises coming from accounts with and
without MFA enabled, as shared by Microsoft
in the 2020 RSA conference [17].

Using the median estimate of
compromises in our data, we find that
1 59,414

— Gomesam = 99.17% of the compromised
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accounts did not have MFA enabled. This is
slightly lower than the number found in 2019
by [17]. However, between 2019 and 2022, we
have observed the adoption of MFA to have
increased by over 400%.

Accounts with Known Leaked Credentials

In 2019, Google published a study about
consumer accounts that found that challenges
and MFA prevented 100% of automated
attacks, 96% of bulk phishing attacks, and
76% of targeted attacks [5]. These percentages
were calculated for a subset of accounts for
which an attack was known to have happened,
and therefore not directly comparable to our
figures above.

We obtained a sample of 128,000 accounts
that had their passwords leaked between
April and September of 2022. Users were
immediately notified. We retroactively studied
those accounts for 30 days prior to the
discovery of the credential leak. Reviewing the
accounts manually, we found 7,861 accounts
that had MFA and for which we could confirm
that attackers used the passwords to try to
obtain access to protected resources. For those
accounts, we found that MFA prevented 98.6%
of the attacks.

For this sample, we were able to analyze the
specific type of MFA used and its performance.
The detailed results are in Table 2. Similar to
[5], we find that SMS was 40.8% less effective
than Microsoft Authenticator, a mobile
application specifically designed for multi-
factor authentication.

MFA Type Failure rate
Authenticator OTP 0.99%
Authenticator Notifications 0.97%
SMS 1.66%
Total 1.44%

Table 2: Results with and without MFA



Conclusion

In this research, we have conducted the first
analysis of the effectiveness of multifactor
authentication (MFA) in securing commercial
accounts. By leveraging the benchmark-
multiplier method and manually reviewing a
sample of potentially compromised accounts,
we have found that 99.99% of accounts with
MFA enabled remained protected throughout
the investigation period. Our findings further
demonstrate that implementing MFA leads to
a 99.22% reduction in the risk of compromise
across the entire population, and a 98.56%
reduction even in cases where credentials have
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been leaked. These results for commercial
accounts are similar to the results reported in
previous studies for consumer accounts.

In addition, our study finds that dedicated
MFA applications outperform SMS-based
authentication, although both methods are
significantly more effective than not employing
MFA at all. In light of these findings, we strongly
advocate for the default activation of MFA in
commercial accounts to bolster cybersecurity
measures, as already required by many
institutions [18].
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