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What is

KlayyTech
Security Radar

It's Based on Microsoft Sentinel
with a lot of custom features as
follows:

 Security information and event
management (SIEM)

 Security orchestration,
automation, and response
(SOAR) with a lot of automatic
response.
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Collect data
by using data
connectors

Microsoft sources like
Microsoft 365 Defender,
Microsoft Defender for
Cloud, Office 365, Microsoft
Defender for loT, and more.

Azure service sources like
Azure Active Directory,
Azure Activity, Azure
Storage, Azure Key Vault,
Azure Kubernetes service,
and more.
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Description

The Al Vectra Detect connector allows users to connect Vectra
Detect logs with Microsoft Sentinel to view dashboards, create
custom alerts, and improve investigation. This gives users more
insight into their organization's network and improves their
security operation capabilities.
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Connectors
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Microsoft Azure £ Search resources, services, and docs (G+/) : 7 10b|35-.

Home > Azure Sentinel > Azure Sentinel >
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Multi-Factor Authentication Gaps

Use this workbook to identify sign-ins and apps that are not protected by Multi-factor
authentication requirements.
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Create Custom
interactive reports
by using workbooks =

Overview — saedworkbooks = Templates = Updates

Analytics Efficiency

Microsoft Sentinel allows you to e -- e
create custom workbooks across ¢ S
your data. Microsoft Sentinel

also comes with built-in o
workbook templates to allow
you to qUICkly gain inSightS - "p 4 ,5;2;ﬁzﬁz‘;::;zfgg,_j::j;ii“ﬂ"
across your data as soon as you R o
connect a data source Ry —

View template Save
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Correlate alerts into
incidents by using
analytics rules

To help you reduce noise and
minimize the number of alerts you
have to review and investigate,
Microsoft Sentinel uses analytics to
correlate alerts into incidents
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Bl 1ncident ID: 203443
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Description
Identifies authentication methods being changed for a privileged
account. This could be an indicated of an attacker adding an auth
method to the account so they can have continued access. Ref
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2. Microsoft Sentinel | Analytics
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Analytics rule wizard - Create a new scheduled rule

Custom analytic rules

seneral Set rule logic | Incident settings Automated response Review and create

Define the logic for your new analytics rule.

Rule query
Any time details set here will be within the scope defined below in the Query scheduling fields.
e
SecurityAlert ._
| where ProviderName == 'MicrosoftNetworkProtection' and AlertType == 'AnomalousNetworkTraffic' |

View query results >

Alert enrichment



Custom created rules

* Login to disabled account

* Account lock

* Failed logins for the same account more than 5 times in an hour
e Signing in using single factor authentication
* Signing in outside geographical location

* Suspicious access to sensitive servers

* Sign in outside of working hours

* Deleting server logs

* Unusual DNS quires

* Failed SQL database access attempts

e Unusual VPN logins



Home > Microsoft Sentinel
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Incident investigations

i& Login with single factor authentication

Incident

IHigh

Severity

New

Status

& Unassigned

Owner

© This is the new, improved incident page (currently in preview). You can use the toggle to switch back.

High v New v
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saaed-defender
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Alert product names
® Microsoft Sentinel
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Creation time
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Automation

To send email whenever
incident is created

* Microsoft Sentinel | Automation

Selected workspace: ‘saaed-defender’
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A
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, No automation rules were found
4 Content hub (Preview)
& Repositories (Preview) What is it?
B Community Automation rules allow you to centrally manage all the automation of incident handling. Automation
rules streamline automation use in Microsoft Sentinel and enable you to simplify complex workflows
Configuration for your incident orchestration processes.
ws Workspace manager (Preview) How does it work?

i Data connectors Automation rules are triggered by the creation of incidents. You can set conditions to govern when
actions will run, based on the incident and entity details and on analytics rules. You can also set the

© Analytics order of actions and the rule's expiration time.
& Watchlist
s Automation What does it do for you?

M conri. o } Automate incident r m 1 Triaaer nlavbooks for
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