I Why CMMC Managed Security Solutions?
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DIB
Focused

Summit 7 is the #1
Managed Service
Provider / Managed
Security Service
Provider for the DIB

02

24/7 US-
based
Support

Summit 7’s staff of
US Citizens with
Background Checks
is always prepared to
respond to your
needs
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Cloud
Security
Support

We provide strategy
and roadmap planning
for the shifting cloud
journey and ever-
changing compliance
landscape
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Security
Monitoring
Actively monitoring

systems and security
devices in scope

<
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Microsoft
Premier
Support

We can work directly
with Microsoft on
your behalf to
create/escalate
support tickets with
Nno minimum contract
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Support for the
natural capturing,
identifying, and
dividing of
responsibilities
between customers
and providers
required for CMMC
2.0 compliance

I\SUMMIT7



Leveraging The ES and Azure

e MXDR — Managed Extended Detection and Response

e Azure Sentinel

Summit 7 leverages the e Eeudiioh oS
M365 E5 and Azure GOV * B2B Collaboration

* Defender for Endpoint

to configure the robust * Defender for Identity
suite of Purview and . Sl
Priva to enable these e
fu N Ct | ons. e Purview Microsoft Information Protection

e Azure AD Information Proxy

« Defender for Cloud Apps
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4 GUARDIAN
for Microsoft 365
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Service Descriptions
10 Supported Users each with a Windows Endpoint and a Mobile Device

Azure Active Directory/Active Directory Management

Certificate Management and Renewal (Intune Mobile Apple)

Change Control Board Management

Endpoint Antivirus Management

Exchange Online, SharePoint Online, OneDrive, and Team Management
Intune Device Management

IT Asset Management

IT Policy Management

IT Procurement Support

IT Vendor Management

Microsoft 365 Compliance Advisory

Microsoft 365 Backup and Recovery (requires AvePoint)
Microsoft 365 Workload Administration

Service Desk Support

System Security Plan (SSP) and Plan of Action and Milestones (POA&M)
Management

Virtual CIO
Windows Endpoint Patch Management

Windows Endpoint Software Installation/Removal




Service Descriptions

Azure Server Management (Quantity 3) — Antivirus, Backup, Operating
System, Patching

z G UA R D IA N Azure Firewall Management (Quantity 1)
A Azure Active Directory/Active Directory Management
fo r AZ u re Azure Compliance Advisory

Azure Network Management

Certificate Management and Renewal (ADFS, Web Application Proxy)

Change Control Board Management

IT Asset Management

IT Policy Management

IT Procurement Support

IT Vendor Management

Service Desk Support

System Security Plan (SSP) and Plan of Action and Milestones (POA&M)
Management

Virtual CIO
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Service Descriptions

Azure Sentinel Notification Refinement and Improvement

AVIGILANCE

Cyber Threat Intelligence and Integration

Incident Response Initiation and Management

Intrusion Detection

Security Command Function

Security Operations Reporting and Dashboards

Security Posture Monitoring

Tabletop Exercises and Evaluation

Vulnerability Management with Enhanced Patch Management

IMPORTANT: Proprietary and confidential. Copyright © 2023 Summit 7 Systems, LLC. All rights rese ASUMMIT7




96% Customer Service Satisfaction

4.8 (1.3K+ ratings)

[ GUARDIAN+
A\ VIGILANCE
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