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HARMAN Managed Detection and Response service

24x7 Alert Triage | Threat Intelligence | Proactive Threat
Hunting and Containment

HARMAN Managed Detection and Response (MDR) service is a cloud-native security information and event
management (SIEM) and security orchestration, automation, and response (SOAR) solution; powered by Microsoft®
Sentinel, also known as Azure® Sentinel. It is designed to help organizations detect, investigate and respond to security
threats across their entire IT infrastructure.

Harman’s MDR Services — Powered with Microsoft Azure Sentinel

Managed Detection and Response Services

Global Cyber Defense Centres
Shared | Dedicated | Multi-Tenant

Cloud Native SIEM

Opex Model — No upfront investment

Cloud Scale Data Collection

Scalability & Seamless integrations

Security Analytics

Detect sophisticated threats with AI/ML , Reduce Noise

Automation
In Built SOAR capability

Rules | Logs Compliance Knowledge Base

Enabling 2417 security operations to identify and prevent breaches



MDR Services with Microsoft Sentinel - NextGen SIEM Capabilities

* Seamless integrations with : ﬁ:’g:::i{::}i;‘;m::timﬂng + SOAR playbooks

Microsoft solutions « Customized Rules * Integrations with Other Security
* In Built Data connectors for ) . Soluti

I * Proactive Threat hunting olutions

arge number of Log Sources X : L

» Investigate with workbooks * SOPs & incident Response

* Standard log formats S o Playbook

supports o _I’I:Eductllon I|r|1' False positives aybooks
. 0 reat Intelligence

Log Management . UEBA

~ 1,

Ty, o

Advanced Security Operations - End-to-end visibility across enterprise
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Harman’s Cyber Defense Centers

[SOC Analysts, Threat Hunters]
Resolver Groups
- Threat Hunting
24xTx 365 S_ncu_nty Alert T . Content development
. Monitoring Automation
Support Functions SLA & KPI

Delivery Excellence

MDR Transformation Services - Journey to a NextGen SIEM

SOC Assessments Build MDR Solution

Harman’s SOC assessment services help customers to measure Harman’s expert pool of SOC Architects and SMEs design and
and baseline maturity of SOC before migrating to Microsoft implement Microsoft Sentinel based MDR Services.

Sentinel SOC.

What we do What we do

* Assess SOC Architecture ,People & Process * SIEM design & architecture

* Develop SOC Maturity Models * Configure Data connectors

* Define Azure Sentinel MDR Target Model * Configure Analytics Rules

* Build Playbooks
* Build Dashboards




By utilizing HARMAN MDR service, organizations can streamline their security operations, enhance threat detection
and response capabilities and gain better visibility into their overall security posture.

© 2023 HARMAN International | services.harman.com About HARMAN
Digital Transformation Solutions (DTS)
HARMAN'’s Digital Transformation Solutions (DTS) is a strategic business unit dedicated in blending the physical and digital to
make technology more dynamic in order to serve the ever-changing human needs. Our team of over 7,000 employees, spread
across |2 countries in 45+ locations, with their expertise across hardware, software, and industry domains are constantly
delivering cutting edge technology solutions to over 200 clients globally. HARMAN DTS aims towards helping customers deliver
a holistic experience to their customers — through the convergence of digital, cross channel user experience, cloud, mobility,
insightful data, and internet-of-things backed by scalable underlying IT platforms. Healthcare,
Communications, Industrial, Software, Retail and Hospitality being our key focus verticals, we have made significant investments
into this space. Leveraging our global delivery approach, IPs, platforms and people, we deploy next generation technology
platforms across industries, offer cost savings and deliver innovative solutions to help our clients on their digital journey. To know
more, please visit https://services.harman.com

About HARMAN

HARMAN (harman.com) designs and engineers connected products and solutions for automakers, consumers, and enterprises
worldwide, including connected car systems, audio and visual products, enterprise automation solutions; and services supporting
the Internet of Things. With leading brands including AKG®, Harman Kardon®, Infinity®, |BL®, Lexicon®, Mark Levinson® and
Revel®, HARMAN is admired by audiophiles, musicians and the entertainment venues where they perform around the world.
More than 50 million automobiles on the road today are equipped with HARMAN audio and connected car systems. Our
software services power billions of mobile devices and systems that are connected, integrated and secure across all platforms,
from work and home to car and mobile. HARMAN has a workforce of approximately 30,000 people across the Americas, Europe,
and Asia. In March 2017, HARMAN became a wholly-owned subsidiary of Samsung Electronics Co., Ltd.
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