E N V E | L Enveil for Microsoft Azure:
Secure Collaboration with Sensitive Data

ENCRYPTED VEIL

Enveil allows organizations to securely process their most sensitive workloads, fundamentally transforming
the scale and timeframe for migrating key workloads and processes to the cloud environment. Enveil
enables third parties to securely and privately collaborate without sacrificing security.

PERFORM TRUSTED COMPUTE IN UNTRUSTED LOCATIONS™

Enveil's business-enabling capabilities for secure search, sharing, and
collaboration protect data while it's being used or processed - the 'holy grail' ENABLING SECURE

of data encryption. Leveraging breakthroughs in homomorphic encryption, @ SEARCH
Enveil enables organizations to securely search, cross-match, and derive @

insights from data sources without ever revealing the contents of the search

or analytic or compromising the security or ownership of the underlying data. ; c SHARING

Whether performing searches or analytics on data within an organization's

walls, seeking information from a third-party data provider, or driving revenue 0-80 COLLABORATION
by securely monetizing data assets, Enveil's ZeroReveal® solutions ensure
nothing is exposed during the entire processing lifecycle.

for intelligence-led decision making

rlﬁ Enveil completely changes the cloud security paradigm by never
decrypting anything during processing in the cloud environment.

p-

SEAMLESS. SCALABLE. SECURE.

The Azure-Enveil solution allows organizations to utilize the flexibility,
efficiencies, and cost savings of the Azure platform with the secure
confidence of Enveil's Data in Use protections.

DATA
SECURITY
TRIAD

Enveil guarantees safe usage of Pll, PHI, or other sensitive
data in the Cloud because the data - and any interactions
with it - are never exposed.
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Enveil integrates with existing at-rest and in-transit data
security solutions, acting in a complimentary capacity via
standard APIs.

Enveil enables Multi-Cloud and Hybrid Cloud Utilization
by allowing enterprises to simultaneously federate secure
workloads to hybrid and multiple cloud environments.

Enveil deploys easily without requiring changes to existing
infrastructure, allowing users to seamlessly transport the
data to the Cloud and avoid patchwork solutions.
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DATA AT REST DATA IN TRANSIT

“Enveil eliminates a security blind spot by ensuring data remains encrypted while in use. The company's X

ability to close this security gap and protect Data in Use at scale addresses important requirements —g

for both the government and broader commercial market.” I_Q_E
— Steve Bowsher, Managing Partner, In-Q-Tel
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E N V E | L A pioneering data security company
protecting Data in Use

ENCRYPTED VEIL

Enveil provides the first scalable commercial products to protect data when it's most valuable - when it is
being used or processed. Whether performing searches or analytics on data you own, seeking information
from a third-party data provider, or driving revenue by securely monetizing your data assets, Enveil's
ZeroReveal® solutions ensure nothing is ever revealed during the entire processing lifecycle.
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CLOSING THE LAST GAP IN DATA SECURITY

Enveil protects Data in Use to enable previously impossible
business functionalities for intelligence-led decision making. By
remaining focused on securing data during processing, Enveil
complements at-rest and in-transit encryption to fill a gap in the
overall data security landscape, safeguarding sensitive data

while still enabling the value attained through access and usage.

PUTTING ENVEIL TO USE FOR YOU

Full Lifecycle Security at Scale - First and only
scalable commercial solution to enable a ZeroReveal®
security posture, ensuring the content of the
interaction, the results, and the data itself are always
protected.

Not Intrusive - The capability does not require any
changes to a system architecture, data storage format
or technology, or application code.

Trusted Compute in Untrusted Locations - Military-
grade encrypted search extends the boundary of
trusted compute into untrusted locations.

Keep Your Keys — Keys never need to leave the owner's
custody even when processing data outside your walls.

Never Decrypt - Search terms and the associated
results remain encrypted during processing whether
within in the Cloud, on prem, or anywhere in between.

Enveil is the only Data in Use security
company to achieve NIAP Common Criteria
security certification, used by organizations

in 28 member countries to assess and certify

security solutions. This milestone verifies
fcommoncrieria  ENVEIL'S capacity to provide nation-state

level protection in the global marketplace.

Enveil fundamentally changes the paradigm of secure data usage, enabling unmatched business capabilities and opening the door to untapped

use cases across verticals

Secure Data Secure Data @ Continuous
Collaboration Monetization &y Monitoring =

Insider Secure Cloud Edge/loT
Threat Processing @ Compute

Enable secure Monetize data Reduce liability Keep insider Confidently process Never reveal
and private data assets and realize and enhance data threat monitoring sensitive workloads/ intellectual
sharing and new revenue governance by encrypted data in the Cloud property, or Pll
collaboration to sources without enabling secure throughout the with Enveil's Never when searching
enhance intelligence- compromising watchlist tipping processing Decrypt security third-party data
led decision making. privacy or security and alerting lifecycle. posture. sources

ABOUT ENVEIL Enveil is a pioneering data security company protecting Data in Use to enable secure search, sharing, and
collaboration. Powered by homomorphic encryption, Enveil's privacy-preserving ZeroReveal® solutions allow organizations

to securely use third-party data assets without revealing the contents of the search itself or compromising the security/
ownership of the underlying data. Founded by a seasoned team of US. Intelligence Community alumni, Enveil is
revolutionizing data security by addressing a Data in Use vulnerability that people have been chasing for more than 20 years.




