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An Overview



The reality of SMB today

1 Harvard Business Review,  ‘Collaborative Overload’
2 Strategic Analytics, Global Mobile Workforce Forecast, 2015-2020,
3 Small Business Trends, CYBER SECURITY STATISTICS – Numbers Small Businesses Need to Know

37% of the global 

workforce is mobile2

43% of cyber-attacks

target small business3

43%

50% more time in 

collaborative activities1

50%

https://hbr.org/2016/01/collaborative-overload
https://www.strategyanalytics.com/access-services/enterprise/mobile-workforce/market-data/report-detail/global-mobile-workforce-forecast-2015-2020#.WVKIF-mQw2w
https://smallbiztrends.com/2017/01/cyber-security-statistics-small-business.html


One solution, 
designed for your 
business

Achieve more together

Always-on security

Anywhere it matters

Simplified for business



Microsoft 365 Business Premium: One subscription for 

Productivity + Security + Device Management

$20 PER USER/MONTH

Data Loss Prevention

Email + Device Threat

Protection

Archiving & Litigation Hold

Device & App Management    

,,,across PCs, Macs, iOS & Android

Email Filtering

Windows Defender Antivirus

1 TB File Storage

50 GB Cloud Email

Archiving

Data Loss Prevention

3rd party 

products
(bought separately, expensive, 

& hard to integrate)

Email

Email Threat Protection

Device Anti Virus

Email Filtering

Teams & Skype for Business

Productivity Software

Storage

Online Chat & Meetings

Device Management

Microsoft 365
(comprehensive and 

integrated)

Office (Word, PowerPoint, Excel, 

Outlook, Onenote, Access)

Information Protection



What is Microsoft 365 Business 

Premium? 

An integrated solution bringing together best-in-class 

productivity tools, security and device management

A holistic set of business productivity and collaboration tools

• Word, Excel, PowerPoint, Outlook, OneNote, Publisher, and Access

• Exchange, OneDrive, Skype, Teams, SharePoint

• Business apps from Office (Bookings, Outlook Customer Manager, MileIQ1, 

Listings1, Connections1, Invoicing1)

Enterprise-grade device management and security capabilities

• App protection for Office mobile apps 

• Device management for Windows 10 PCs

• Consistent security configuration across devices

• Protection of company data across devices

• Windows Defender, always-on and up-to-date

Simplified device deployment and user setup
• Single admin console to setup and manage users and devices

• Auto-installation of Office apps on Windows 10 PCs

• Always up-to-date Office + Windows 10

• Streamlined deployment of PCs with Windows AutoPilot

{1} Available in US, UK, and CA



SECTION 2

An incredibly 
rich set of  
PRODUCTIVITY 
FEATURES



Email, schedule, meet, and chat

Stay connected and in sync with co-workers and customers  

wherever you are via email, phone, online meetings, and IM. 

Get professional looking email powered by Microsoft Exchange 

to facilitate collaboration to keep you in sync with your customers 

and coworkers, 24/7.

Add audio/video conferencing to a new or existing meeting with 

just one click using Outlook with Teams integration. 

Use Office 365 Groups to give your teammates access to a shared 

inbox, calendar, file repository, and notebook.



Create and collaborate

Create, share, and co-author Word documents, Excel 

spreadsheets, and PowerPoint presentations with 

coworkers.

Get access to the latest version of your documents from 

your favorite devices, anywhere you have an internet 

connection. OneDrive for Business enables online and 

offline access and automatic syncing of files to reflect 

the most recent edits. 

SharePoint is an easy drag and drop intranet for 

documents and files. 



Stay productive on the go

Use the best-in-class productivity tools so you can 

work across all of your favorite devices (including 

Windows, Mac, iOS, and Android).

Use OneDrive for Business to create, access, and 

edit your documents whenever you need them.



Sync files automatically and work offline

Use familiar tools you know and love, including Word,

PowerPoint, and Excel.

Create, share, and edit Word, Excel, PowerPoint 

documents any time, anywhere.

Access and edit documents offline; when you're back 

online updated files sync automatically. Pick up where 

you left off on your document when switching devices.



SECTION 3Advanced 
SECURITY & 
MANAGEMENT 
FEATURES





Notable Feature 1

A. Simplified access management and security

B. Multi-factor authentication for better Security

C. Conditional access for location-based accessibility

D. Self Service Password Reset for more autonomy to users



Conditional Access

o Keep sensitive data protected by limiting user access based on geo-location or 

IP address with location-based policies

o Ensure only enrolled and approved devices can access corporate data with 

device-based conditional access

o Proactively reduce the risk in your environment with policies to prevent identity 

attacks before they take hold



‘Information Protection’

How much control do 
you have over data?

OUT OF YOUR CONTROL



Control who has access to sensitive 
information

Protect business data

Encrypt sensitive emails

Block sharing of sensitive information like credit card 

numbers 

Restrict copying and saving of confidential business 

information

Enable unlimited cloud archiving



What it is: 

Azure Information Protection helps an 
organization to classify protect its 
documents and emails, either by 
restricting the ability to forward and print, 
or by applying labels. 

The restrictions and protections stay with 
the files and emails regardless of the 
location.   Even if the file is emailed 
outside the company, or saved to an 
employee’s personal computer, you 
remain in control of your data.

Azure Information 
Protection (AIP)



Role: Finance

Group: Contoso Finance

Office: London, UK

INTERNAL

Azure information 

protection

Identifies document tagged 

INTERNAL being shared publicly

Move to

quarantine

Restricted

to owner

USER

Uploaded to 

public share

Admin notified about 

problem.

CLOUD APP 

SECURITY PORTAL



Notable Feature 2

A. Protect emails to View only rights and cannot print/forward

B. Restrict users to send email outside organization

C. Protect documents to view only or set expiry

D. Encrypt emails and documents to keep them protected at rest

E. Enable secure internal and external file sharing with labeling 

and tracking



‘Device and Application 
Management’

How much control do 
you have over devices?

OUT OF YOUR CONTROL



Easily secure and manage your devices

Manage the security of the devices that 
access your business information 

Control which devices and users can 
access business information

Apply security policies to protect data on 
iOS and Android devices

Keep company data within approved apps
on mobile devices

Remove business data from lost or stolen 
devices with selective wipe

Support for Windows Virtual Desktop 



Notable Feature 3

A. Password secured client devices

B. Backup organization data on mobile devices

C. Total control over company data movement

D. Restrict Copy, Paste, Screenshot of company data

E. PIN Based security for company Apps

F. Restrict the use of company data or apps on jail-broken 

devices

G. Remotely wipe complete organization data from stolen or 

decommissioned devices



‘Identity-Driven Security‘

How quickly are you able 
to detect attacks?



Protect against phishing, ransomware, 
malware, and other advanced threats

Defend against threats

Check links at time of click to combat advanced 
phishing

Detect malware with sandbox analysis of email 
attachments

Enable anti-phishing policies that use machine 
learning

Enable advanced multi-factor authentication and 
Conditional Access

Enforce features that help protect Windows 10 
devices



Notable Feature 4

A. Analyse and Protect against threat with Azure Threat 

Analytics

B. Detect any abnormal behaviour by creating user behaviour

profile and detecting actions, such as:

I. Anomalous logins

II. Unknown threats

III. Password sharing

IV. Lateral movement

V. Modification of sensitive groups

C. Detect security issues and risks, such as:

I. Broken trust

II. Weak protocols

III. Known protocol vulnerabilities



Apps

Risk

MICROSOFT INTUNE

Make sure your devices are  

compliant and secure, while  

protecting data at the  

application level

AZURE ACTIVE  

DIRECTORY

Ensure only authorized  

users are granted  access 

to personal  data using 

risk-based  conditional

access

MICROSOFT CLOUD  

APP SECURITY

Gain deep visibility, strong  

controls and enhanced  

threat protection for data  

stored in cloud apps

AZURE INFORMATION  

PROTECTION

Classify, label, protect and  

audit data for persistent  

security throughout the  

complete data lifecycle

MICROSOFT ADVANCED  
THREAT ANALYTICS

Detect breaches before they  

cause damage by  identifying 

abnormal  behavior, known 

malicious  attacks and security

issues

!

Device

!

Access  

granted  

to data

CONDITIONAL

ACCESS

Classify

LabelAudit

Protect

!

!

Location



Benefits





Use 
Cases





Our Expertise + Microsoft 365 Business Premium

We can manage your workplace operations 

remotely, so you don’t have to…

 Configuration and Change Management

 Proactive Device Management

 Account Management, Remote Support and Escalations

We can help you get complete value from your 

investment…

 Tenant and Consumption Optimization

 User Adoption and Trainings

We’re the expert in cloud deployment…

 Google to Office 365 Migration for an Export Company

 Enterprise Mobility and Security Deployment for a 

learning company

 Modern Workplace Deployment for a financial firm
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Phone Number Email Address Website

Let us know if you have 

any questions
Call today and get a solution

THANK YOU


