SATAGUISE

SATAGUISE

DgSecure - User Guide

Version 7.2

Page 1 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

Copyright © 2020

Dataguise, Inc. All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form or by
any means—electronic, mechanical, photocopying, or otherwise—without the written permission of Dataguise, Inc.

Trademarks

Dataguise, the Dataguise logo, DgSecure, DgDiscover, DgMasker, and DgDashboard are registered trademarks of Dataguise, Inc. All other
trademarks are property of their respective owners.

Changes

The material in this document is for information only and is subject to change without notice. While reasonable efforts have been made in the
preparation of this document to assure its accuracy, Dataguise makes no representation or warranty expressed or implied, as to its
completeness, accuracy, or suitability, and assumes no liability resulting from errors or omissions in this document or from the use of the
information contained herein. Dataguise reserves the right to make changes in the product design without reservation and without notification
to its users.

Dataguise, Inc.
39650 Liberty Street, Suite 400

Fremont, CA 94538
877-632-0522

http://www.dataguise.com

Page 2 DgSecure User Guide © Dataguise, Inc. 2020


http://www.dataguise.com/

DATAGUISE
Contents
R o 1 - [ol IO PSPPSR PSPPSR 10
1.1 INErOAUCTION OF DESECUIE ... etiiie ettt e s e e s sbee e e s sbteeessbaeeessseaeessnns 10
1.2 (o <=4 o T4 | W OO PP PTTPPPPPPNt 11
1.2.1 HOME Pag e nan 11
1.3 K] T={ g 1 O U | PP PP PP PPTPPPP 18
1.4 REIGEEI SOUICE ...ttt ettt ettt et e st e bt e sab e e sbe e e sabeesbeesneeesabeeenneeas 19
D 1= a1 Y- ) = =T [PPSR 20
2.1 D71 <ot o o PP PO P PP PPPPPROPPRP 20
2.2 SaMPIING CONTIGUIATION 1..viiiiieiciee ettt et s e e e s be e ste e ssaaeesbeeesaseenns 20
2.3 Y T T = PSRRI 20
2.4 ENCIYPtION/DECIYPLION. ..ctieieectiecieecte ettt ettt et e e e be et e e be e s taeeabeebeebeesbeasasesasesabeebeesseenanas 20
25 L A7 T OO PP PTPPPPPPN 20
2.6 1Y oY1 (oY oY - PP PP PPTPPPPPPROt 20
R D - 1 o oo T T (o H O TP PRSP UO PSPPI 21
4 CONNECLION IMIANAEET oeiiiiiiiiiiteeee ettt e e e e ettt e e e e s s st a e e e e e s e sssaabaaaeeeesssssssrtaaaeeesssnssssssaaaeeesnns 23
4.1 (6] o ol=T o | AU U U P PP PP PP PP PP PP PP PPPPPPPP 23
4.2 Create @ CONNECTION.....coiiiiie ettt e s e e s e e s b e e e s nre e e e s annreeesannneeens 23
4.2.1 RDBIMIS ...ttt ettt ettt b e s he e s a e sttt e b e e s bt e sae e sat e eab e e bt e bt e bt e e beeene e et e enteereen 23
4.2.2 NOSQIL. ..ttt e ettt e e e e e e e bttt e e e e e e s n bbb et eee e e e s nnbereeeeee e e nnreeeeeeeaann 53
4.2.3 AWS et b e s e st st sr e bt e re e sneesareereen 57
4.2.4 AZUFE ettt e h e s st st r e bt e b e e e saeeereens 66
4.3 [Ty s I @o T o =Tt £ ] o PSP PP P RO PPPPROPPRR 72
43.1 RDBIMIS ettt ettt ettt e e e e ettt e e e e e e e a bbb et e e e e e e e e nn bbbt e e e e e e eaannreneeeeeaaan 72
4.3.2 NOSQIL. ..ttt e ettt e e e e e e e bttt e e e e e e s n bbb et eee e e e s nnbereeeeee e e nnreeeeeeeaann 76
433 AWS et et et b e s sae e bt s r e bt e re e saeesareereen 77
4.3.4 AZUFE <ttt et e h e st r e b e re e sreesareereen 77
D SN IV Ty PO e 78
5.1 DEfaUIL SENSITIVE TY P ueiiiuiieiiie ettt ee e ete et eeee e see e et e e rtte e snte e e seeesneeeeseeessseesnsneaseeesnseeenseeas 78
5.2 NEW SENSITIVE TY P oeeiiiiiiiieiete ettt et e e e e e st r e e e e e e e e e s anbeeeeeeeesesannnenaeeeeeesannnns 80
5.3 Lo oL g T = o Y L V7T Y7 1 TSP PP 86
5.4 e TL Y =T o Y L V7T Y] 1 S UUR PP 89
5.5 (0fe] gl iTe [=Y o Tol =l - ot o] OO O ST U POV PPUPTOPTO 89
[ oo 1T ox V2R 91

Page 3 DgSecure User Guide © Dataguise, Inc. 2020



DATAGUISE

6.1 (61e] ool o | AU U P U UP PP UPPPRPRPRP 91
6.2 (O =T =T T 2o ] o) SRR 92
6.2.1 DBIMIS. ..ttt ettt ettt e bt e b e s he e sa bt et et e e bt e beeabeesree st e eareereen 92
6.2.2 [ Yo [oToT o JX BN o1 =P UP PR 94
6.3 LIST POLICIES .ttt ettt ettt ettt ettt e bt e e st e e bt e e s ab e e s beeesabeesaneesbeeesareeeneean 95
6.3.1 DIBIMIS . e 95
6.3.2 (o Te [oToT o JX R a1 =TSP UUP SRR 97
6.4 [T o oYl o] [ oy PO 99
6.5 199 oo o Al o o1V AR OTSPPPPR 100
A I 1~ USSP PPTOPPTOTOUPUPI 102
7.1 (6] o Tol=T o | U T U U U PP PP U PP PP UPPPUPPPPPPPN 102
7.1.1 SOUICE SY S TBM i 103
7.1.2 B 11 Y7 o =TSSR 103
7.2 CrEATE TASK. c.tteuteet ettt ettt b e sttt e bt e b e s bt e sat e st e et e bt e be e s beesaeeeaeeereen 104
7.2.1 RDBIMS e s 104
7.2.2 NOS QL. e s 132
7.2.3 [ F=Te [T o JO TS 138
7.2.4 LS ettt b e bt bt et et e bt e b e e re e st e eaee 158
7.2.5 F Y PP PP PP PP PPPPPPPPPPPPPPPPPRt 168
7.2.6 AZUFE <ttt st sttt e b e bt e s e st s n e r e r e rees 203
7.2.7 (CToToT=4 1Sl 61 [T F SRR 238
7.2.8 SNAIEPOINT ..ttt et ebe e 244
7.3 LIS @ TASK 1ttt ettt sttt ettt b e sb et he e et et e e be e re e aeesaeeeaee 249
7.3.1 RDBIMIS ...ttt st st et e b e st sttt et b e b sttt r e e sane e 249
7.3.2 [ = To [0 o o JO SRS 253
7.3.3 [N\ 1] O | U U UPPTPP PPN 257
7.3.4 LS ettt b e b et b st ea b e e be e beesheesaee e 259
7.35 AZUT ettt e e e s r e e s e b e e s e ne e e e s e rareeeean 261
7.3.6 AWS ettt st ettt e bt e s b e saeesane e bt bt e re e rees 263
7.3.7 [CToToT=4 1Sl 61 [T F SRS 270
7.3.8 ) 1T o] o | PP OPS PP 272
7.4 Y N T o 4 ] o LTS PP 275
7.4.1 SEATIC IMASK ..ttt e r e 275
7.4.2 Character IMASK ......ceoueeiuieiieee ettt st st re e sre e sae e e ereens 276

Page 4 DgSecure User Guide © Dataguise, Inc. 2020



DATAGUISE
7.4.3 Format Preservation Mask (FPIM) .......oouiii oottt ettt e ar e e 276
7.4.4 INEEIITIMASK IMASK ..ttt s s s e as 277
7.4.5 RANAOM IMASK ..ttt st sttt e b e s e 277
7.4.6 NPEIMASK ettt ettt e bt s b st e st e b e sbeeseeesare e 279
7.4.7 COMPOSE IMASK ..vteiiiiiiie ettt e e e et e e e e st e e s s sbee e e ssabeee e sesbeaesssaseeeeenasees 280
7.4.8 Compose Math EXPression IMasK .........cuiveuieeeiiiiereieiiee e ceiiee s ssieee e ssieee s ssreee s ssveeeessaves 280
7.4.9 Date SYNCH IMASK.....uiiiiiiieeceee et e e et e e e tae e e e aba e e e e ataeeeeeanaeee s 281
7.4.10 NAME SYNCH IMASK . .uiiiiieiiiieccctee ettt e re e e e e abe e e e et ta e e e e ateeeeeneeeeeennnees 281
7.4.11 EMail POIICY MASK.....uiiiiicieie ettt e e ree e e et e e et ae e e e anes 281
7412 EXPreSSION IMASK....iecuiiiiieiieiieiiieeesiiieeeestteeessiee e e ssbaeeessseeeessabeeeessssaeessnseeessnssenessnnsens 282
7.4.13  FUILNGME IMASK...uiiiiiieiiteeiee ettt ettt bee e st e st et e st e e sabeesans 282
7.4.14  Regular EXPression IMasK ........ccueeeiciieeeeiiiieeeeciieeeesiteeeeetveeeeesiteeesenteeesenseeesenseessensens 283
7.4.15  CuStom LOOKUP MaSK....ccuuiiiieiiiee ettt et ree e e e e e nre e e e 284
7416 CUSEOM MASK. ettt sttt e b sttt ee e 285
2 N A 101 1 L2V - 1 PSPPI 288
2 T 0 ]V 1V, T PP 288
TA.19 XML IMASK..cneiiiiieiiiete ettt ettt ettt st ettt e s bt e s bt e st st et e b e e sbeesmeeeneeenseenneens 288
7.420  AES ENCryption/DeCIYPLION ..cccvie ettt ettt ettt et ettt e e et e e eaae e ebe e e areeeans 289
7.4.21  FPE @ncryption/DECIYPLION ....ccccueeieeitiecteecieeete et eteesteesteesteesveebeesbeebaestaestaesaseenbeenseens 289
7.4.22  Partial Field FPM ....coiiiiieeieee ettt 290
7.4.23  CUSTOM IMASKING..ciiiuiiiiiiiiie ettt e e e e e st e e e s ate e e e e sbaeeesnbeeeesnreeeeennsees 290
7.4.24  Custom TransfOrmMation ......co.ooiieiiiiieierte ettt st s ee e 2901
8 SCREAUIET .ttt ettt e bt e s he e sat e st e st e be e bt e bt e ebe e st e eabeebeen 292
8.1  SChEdUIE @ TaSK..i i 292
8.2 LISt @ SCHEAUIET ...ttt e e 293
O RESUIES ettt ettt e b e bt e sa b e et e e bt e bt e be e bt e shee st e ebeereen 296
9.1 RDBIMIS .ottt ettt b ettt et et be e e he e s at e e a bt e bt e bt e bt e eb et ehe e eat e e abeebeenheenneesaeeeane 296
9.1.1 DT d=Tot o o [PPSO PP PP 296
9.1.2 Y =T (] =SS 302
9.2 1o 1] | PP P PP TPPOPRP 304
9.3 [ - o [ o o JO PSPPI 306
9.3.1 HDFS ettt sttt et e b e e bt s he e ettt e b e e bt e e bt e ehe e et e eabe e bt e nbeenheesaeeeaee 306
9.3.2 HIVE ettt e r e b e r e s 317
9.3.3 HBASE et s 327

Page 5 DgSecure User Guide © Dataguise, Inc. 2020



DATAGUISE
9.4 FILES ettt e e s be e e s b e e e be e e b et e s be e e ae e e s aree s reeesareeeanes 328
9.4.1 2T 1= T TS 329
9.4.2 BY DAt RANGE .ttt nan 333
9.4.3 Saved ReMEIALioN ....couiiiiiiieieeee et 335
9.5 F PP PP PP PP PP PPPPPPPPPPPPPPPPPRS 336
9.5.1 S e e e e e e e e e e e e e e 336
9.5.2 REASRIFE/RDS ...ttt ettt st s h ettt bt et e b ebt et bt et e sbeeneenees 343
9.6 AZUFE ittt st e e s a e e e s a e e e s sra s e e s san 351
9.6.1 AZUIE BloD/Data LaKe....oocueveeeeieeiieeeeeeeeee ettt ettt e e s s s et e e e e e s s s e saabaeeeeeeeeas 351
9.6.2 DAtADASES .. ettt ettt e bt e s e et e e s be e e neeesbeeenneas 355
9.7 (CToTo T =4[ 61 [o T U o PP PPR 361
9.7.1 2LV 1= T RS 362
9.7.2 BY DAt RANGE .ttt aan 366
0.8 SNArEPOINT e sttt b et be e s be e saee e e e reens 368
9.8.1 2L 1= T S 368
10 =T 00 o 371
LO.1  OVEIVIEW .ttt ettt e st e e s e e e s s bt e e s e b e e e s smb e e e s snreeessannees 371
L10.1.1  EXPOIT S PDF e nan 388
O T =Y g o o [ ol 2 (=T oo o PRSP 388
05 T -1 o] LT YU 20T oo o PP 389
104 GDPR VIBW ettt st sttt ettt sttt b e b e s me e sae e s e e e reenr e e sneesanenane 391
10.4.1  Server DELAIIS ..ot ettt s 398
LO.5  ROA & REE ittt ettt ettt e s st e e st e e e s abbe e e s s aabeeessabbaeesssbaeessnsbaeessnnnees 399
B0 ST B =41V, [ 011 o ] PP PP PPPUPPPPOE 403
10.7  COMPreneNSIiVE REPOIES....uuiiiiiiiiiiciiee ettt ettt e e e e e e e e s b e e e e s abee e e snbaeesssraeessnnens 404
108 AUt REPOITS «.eeviiiiiiiiie ettt ettt e e st e s s st e e e s s b be e e s sbbeeessabbaeessnabeeessnabeeessnnnes 406
L1O.8.1 BY USEIS ittt nan 408
L10.8.2 BY EVENTS ettt s 411
O IR T o - To [o Yo o F PSR 412
10.9.1  ENtitlement REPOIt .ooci ittt e et e e et e e e e aea e e e e naeae e e ennnanae s 412
O T A 1o o[-l - Y- Te [ =T oo o SR 422
10.10 S oo g ¥=To Il 2{=T o o] o -3 TP SPP PP 424
11 1Y o] a1 o ] PP PRTI 425
O R O 1= oV =TT 425

Page 6 DgSecure User Guide © Dataguise, Inc. 2020



DATAGUISE
L10.2 AlCITE RUIES ettt ettt et s e s bt e e st e s bt e e bt e e s be e e saseesabeesabeeesareesneean 427
0 0 1 1= o £ T PSPPSR PPPOT SRR 429
12 ATEITDULES ettt sttt et e b e s bt e s h e st st s b e b b nneas 431
B R 0o T (o= o | PP PP PP UPPPPUPPPTOt 431
A N u 1 o | o TV T OO UPPPR 431
12.2.1  Create an AtEribULE .......eei e s e 431
12,22 Edit @n ATErDULE. c.eee e e s s 433
12.2.3  LiSt @n ALEFIDULE ..eeeeieeeeeee et e s 436
12,3 ALEribULE ASSINMENT ..cci ittt e e et e e e te e e s et e e e e eabeeessnbaeeeenraeeeensees 439
12.3.1  RDBIMS ettt ettt e h e s h e st st e b e et b e h e s he e et e b e e be e she e sheesatesateeane 439
2 T N o - o [o o o FO RSP 441
13 SrUCtUre ManagemENt. ..o 443
T8 A 0o T (o= o | PP PP PPTPUPPPTROt 443
132 Create @ StrUCTUIE ..t 443
13,21 RDBIMS ettt b e s bt st st st e bt b e e b e s he e e a e en b e e beenhe e saeesatesatesane 443
ST N o - o [o o o FO RSP 445
13.2.3 Bl ettt sttt b e b e bttt et e et e e nbe e nheesaeeeaeeeane 455
13,214 AW et h et sttt b e bbbt e a et et e et e e bt e eheesaeesaeeeaee 455
2 T VU | IO SPRPRPP 456
13.3  Edit @ SEMUCTUIE .ottt s sr e s r e s s 456
13.3. 1 RDBIMIS ettt ettt st ettt r e sre e s sare e 456
G T 10 A o - To Lo Yo T JA SR 457
13,303 RIS ettt ettt e b e b e bttt et e e be e nbe e nheesaeesaeeeaee 467
13.314 AWV e ettt b e et s ettt b e e r e sneesare e 467
13,305 AZUIE e e s s ettt r e snee e 467
134 LISt @ STFUCTUIE ettt e e s s e s e e s s 467
13,41 RDBIMS ettt ettt e b e bt s at e sttt e b e e bt e e bt e s be e s a e e et e e beenbe e sheesaeesareeaee 467
G T N A o - 1o [o Yo T J SR 469
. T o =TTV S TSR PRPP 474
L1344 AWS ...t sttt b e bt st ettt e b e ne e saeesare e 474
L1345  AZUIE e e e e e e e s e e s e e e e s r e e e e s annenee s 474
14 OULPUL DIFBCEOIY e 475
3 2 0 R 0o T [T o ) PP P P PP PP PPPPPPPPPPPPPPPPPRE 475
14,2 Create @ SOUICE DIrBCLONY ..uuviiiiiiiiiiiiiiiitiettitieretteeeerereree e et erererererereseseaeaerererarerertreserenres 475

Page 7 DgSecure User Guide © Dataguise, Inc. 2020



DATAGUISE
0 R o - To [o Yo T JR SRR 475
S 1 PSP 477
T4.2.3 AWV S ettt st e b e bbb et s bttt e b e et e e bt e nheenaeesaeeeane 477
L4284 AZUFE ottt e sra e s 477
I 9 T o [ - T Yo TU oI D 1T =Y o oY PP 477
I T R o - o [0 Yo o RSP 477
L4.3.2  FIlES ettt e sttt b e b bttt ettt e e b e heesaeesaee e 478
T4.3.3 AV S et sttt b bt b et he e ettt e et e e bt e heenaeesaee e 478
L4314 AZUFE ottt s ra e 479
14.4  List an OULPUL DIrECEOIY....uueieiiiiieeie ettt e e e e e ettt e e e e e s s s sanbeaeeeeesssssannns 479
I S o - o [o Yo o OSSPSR 479
LA.A.2  FIlES ettt ettt sttt b e bt bt sttt e et e e be e sheesaeesaeeeaee 479
L4433 AW ettt h et st b e b e bt e bt e e he e et ea b e e bt e bt e heesaeenneeeaee 480
LTAAA  AZUFE ottt e et e e e e e s 480
15 ACCESS CONEIOL..iiiiiiiiie ettt ettt et s e s bt e e s bt e sabeeebbeesabee e bbeesabeesabaeesareesanes 481
15,1 ACL MaN@EEMENT..cciiiiiiiiiiiiittitiittitttttttrtrerttertretetereeerererererartr———a—etatearettaateteataeatrararerarertrraerrnnns 481
N o LY Yo =10 o T=T o | S PSR 482
16 PrIVACY ettt aannn 485
0t R 0o T [T =T o ) PP PP PP PP PP PPPPPPPPPPPPPPPPPPPRt 485
16.2 Components Of DSAR @Nd PriVACY ......ceeicuiiieiiiiieeiiiieesesree e s tte e esree e s tee e s sabae e s earaee s snnes 486
16.3  DSAR WOTKFIOW - OVEIVIEW....c..eiiuiiiiieiieieeseece ettt 487
LB.4 DS AR ..ttt e e et e e e e —ette e e e e e e bbbttt eee e e e e nbereeeeeeeea e nnrrneeaeeeeeaaannn 489
L16.4.1 A IDPS ittt sttt e et b e e st b e e e e bbe e e s abtaeesarraaen 490
16.4.2  AdA/EIt IAENTIFIEE wuvveiiieriieieeeiee ettt ettt ettt et s ettt e e s stb e e e ssabaeeessbbeeessbaeesssaaseens 490
SR 3 B N [o D T | = W ] ¢ o] U o PRSP 493
16.4.4  Create ConNection - DSAR.......ooii it e 495
16.4.5  Add Data SUDJECT......oii et e e e et e e e e e e et e e e e enaaeaa s 498
16.4.6  Creatl TasK. . i ittt st sttt e sbe e sae e st st e 506
16.4.7  Build Metadata and Use API to Populate Quick Scan Columns.........ccccccvveeeviiveeecinenenn. 507
16.4.8  SChEAUIE ROA/RLE ...oeeeieeeeieeeeeeee ettt ettt ettt e s e et e e seat e e s seaaaeessasbeeesasaeeessnsaseessnssaeens 510
16.4.9  REQUESE ROA/RIE ... .uoiiiiiieeieeeetee et ettt ettt ete e et e e te e e tee e aeeeeteeeesneeeteeeeteeesbeeenseeas 512
16.4.10 RV A=Y (=T o Yo T o PP 515
16.4.11 YT 1o oI @] o] 171 d{o o IR 519
16.5  CONTIGUIE PriVACY cooceiiiiiciiee e cceee ettt et e e e e et e e et ae e e e st e e e e e nabeeeeenabaeesenreeesennees 520

Page 8 DgSecure User Guide © Dataguise, Inc. 2020



DATAGUISE
TR0 Y Yo o 1| 1 PRSP 521
(T I Ne (o Ve T (o 1Y ) A1 T=] USRS 521
ST T Xe (o W T | = W ] o]V o PSR 524
SR I N (o T = T U] o 1ot PSR 525
16.5.5  Create CONNECLION — PriVACY ....uiiiiiiiiiiiiteeee ettt e e e rree e e e e s e e erneeees 532
BT Y Y [o IRV =T o o USRI 536
16.5.7  Create TasK. . ittt e s s s 539
16.5.8  Execute Task (As per the SCheduUlg) .........oeeieuiiiiiiiiieeeee e 544
16.5.9 ViEW REP O ittt nan 546
Appendix A: Verifying Hadoop RESUILS .......uiiiiiiiiie ettt e s e e e s s abee e s s 550
TASK RESUIES ettt ettt et ettt e st e s bt e e sabe e s bt e s bbe e s bt e esabeesabeessaeesabeeeseens 550
DEtIlEd RESUIELS ..ttt ettt sttt et e b e b e e sbe e sae e st e et e e nbeesaeesanenane 551
Appendix B: EDI TranSACION SET......ccuuiiiiiiiieeieiiee e ceitee e ettt e e eette e e eetee e e e eataeeeeenbeeeeeeabeeeeennseeeesnnseneeennsens 553
APPENIX C: EFTOr IMIESSAEES .....evveeeetieeeeeiiee e eetteeeeettee e seteeeeeeteeeeesabeeeesastaseeesabeeeeaasseseeeasseeeeasnseneeennsens 555
Appendix D: Role Based ACCESS CONLIOIS.....cciiiiiiii ettt e e e st e e e e sbee e s s eabeee e earees 558
Appendix E: VOIAGE SIMPIEAPL......co ettt ettt ete e e bee e e et ee e e e sabe e e e esnbee e s ssareeeeenasees 559
Appendix E: SNApPY FIleS SUPPOIT.......uii ittt ettt e et e e e e ete e e e e abae e s eenbaeeeennees 561
Appendix F: LIghtweight PrimitiVes.......coociiii ittt et e e e e tae e s e b e e e eares 562
Appendix G: Key-Pair Authentication for Snowflake Connections..........ccccceeeiieeriiiiniiieniic e, 564
Appendix H: Detection in Kerberized CIUSTEIS........occiii ittt e e e e 568
F AN oY o 1= o Lo [Pt Y I 1Y o1 oY PP 569
Configure SL Masking for Kerberos User in Oracle........ccueeeiciiieeeeciiee ettt eiree e 569
Enabling SL Masking in OraCle ........oooouiiii ettt et e et e e e te e e e e aba e e e e nraee e e nnes 570
Enable Random-SL Masking SUpport for HBAse ........cccueiiiiiiiiiiiiiie et eciee et 571
Appendix J: Configure Multiple SQL Server Instances in DESECUIe ........cccveeeicciieeeciiiee e ceiee e 575
Appendix K: CONFIENCE FACTON......ccciiiee ettt ettt tee e e et e e e e be e e e e atae e e eeabaeeeenrees 577

Page 9 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

1 Preface

1.1 Introduction of DgSecure

Dataguise DgSecure is a complete data security solution that enables enterprises to leverage their
data to achieve greater business goals while minimizing the risk of exposure and running afoul of
data handling regulations such as PII, PCI, HIPAA and GDPR.

D) (D) DD

DETECT PROTECT AUDIT MONITOR

DgSecure provides core solution for finding Sensitive data (DETECT), encrypting or masking
(PROTECT) it, providing an overall report (AUDIT) and observing the progress over a period of
time (MONITOR).

DETECT

DgSecure DETECT capability enables you to discover, count and report on Sensitive data
encountered in the database; On-Premises and in the Cloud based. It processes
structured, semi-structured and unstructured data formats.

PROTECT

The PROTECT capability ensures that the data is protected. There is an automated, policy
based encryption for sensitive data for various file formats. The sensitive data gets
encrypted with fictitious content using one of many available data replacement options.

AUDIT

It understands and assess the security risks across the enterprise and in the cloud. The
AUDIT report display the details about all the events which were executed by the user,
based on the role.

MONITOR

DgSecure MONITOR offers an early warning system focused solely on safeguarding the
sensitive data. It tracks how and where Sensitive data is being accessed. It also generates
alerts.

Page 10
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1.2 Logging In

To log in to the DgSecure, follow the below steps:

1. Click the DgSecure link: https://<ip _address>/dgadmin/login.html

2. Enter your credentials.

Username:  dataguise

Password: of.o.co.ol

SATAGUISE®

DgSecure Sign In

Forgot Password?

3. Click the Sign In button.

1.2.1 Home Page

The Home page displays all task instances the user is authorized to see along with any
associated notifications.

Task Details

Notifications.

Hadoop Test detection Hadoop Cluster Paused at 0.00% Dec-11-201% 04:29:19 Dec-11-2019 04:32:08 &
7 Hadoop Test detection Hadoop Cluster Paused at 0.00% Dec-11-201% 04:42:18 Dec-11-2019 04:44:08
8 Hadoop Test detection Hadoop Cluster Paused at 0.00% Dec-11-201% 04:44:31 Dec-11-2019 05:08:54
15 Hadoop Test detection Hadoop Cluster Paused at 0.00% Dec-11-2019 05:09:28 Dec-11-2019 05:17:57
16 Hadoop Test detection Hadoop Cluster Paused at 0.00% Dec-11-201% 05:18:38 Dec-11-2019 05:21:29
17 Hadoop Test detection Hadoop Cluster Paused at 0.00% Dec-11-201% 05:21:36 Dec-11-2019 05:30:21
6 Hadoop Test detection Hadoop Cluster Failed at 0.00% Dec-11-201% 04:32:20 Dec-11-2019 04:36:47
18 Hadoop Test detection Hadoop Cluster Failed at 0.00% Dec-11-201% 05:32:05 Dec-11-2019 05:39:26
1 Azure Data Test detection Azure Cluster Failed at 0.00% Dec-11-201% 02:00:10 Dec-11-2019 02:10:51

2 Azure Data Detection 2 Azure Cluster Failed at 0.00% Dec-11-2015 02:04:21 Dec-11-2015 02:10:51 »

Page |1 of3 || b | M| |2 Dlsplaqu 1-200f 49

Notification Description MNotification Time Motification Details M select Al

RDBMS Detection job completion notification RDBMS Feb-10-2020 02:11:01 Click here for details
RDBMS start job notification RDBMS Feb-10-2020 02:10:41 Click here for details D
RDBMS cancel job notification RDBMS Feb-10-2020 02:08:59 Click here for details =
RDBMS Detection job completion notification RDBMS Feb-10-2020 02:04:11 Click here for details B
Page |1 of 1 | [ B || Bl | [ Displaying 1 - 4 of 4

The page is divided into two panes. These are:

1. Task Details:
A detailed information about the task will be displayed on this pane. The details about
the task includes Task Instance ID, Task Type, Task Name, Cluster, Status, Start Time and
End Time.

Page 11 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

Additionally, you can sort the values in columns in ascending and descending order and
can also view the list of columns headers in the pane.

If you click on column header, following options will appear:
a. Sort Ascending — Click on the Sort Ascending option on column header to sort
the column values in ascending order, i.e. A-Z.

b. Sort Descending - Click on the Sort Descending option on column header to sort
the column values in descending order, Z-A.

¢. Columns — Click the Columns option to include or remove any column from this
pane. When you click on Columns option, it will display the list of all Column
headers. By default, all the columns are checked.

To remove a column from the pane, check the checkbox next to the column
header name.

Tank Detads
o
Mask ; 202 : 92020 132

Macking asia 4= TO1 ort Asce —— 30092020 05:4:3) Jon09-2020 13:23:06

Mesking o w1 L 300092020 €490:04 Jan05-2020 05:01:48

Cetection rate - | A0 FORDOKOd0G | et Jan-09- 2020 042328 Som4- 2030 04:34:83

2 2000 07:00:32 202 s

Oetecbon ni2 " Coknng ’ sk tnstance 10 o020 025003 Jon08-2020 07,00:53

Detection _ " ba-2020 065844 2an 082020 04:58:45
v

Cutection s A v Task Type bo- 2020 vécs727 Jon-08-2020 0:57:44

Masking Teadeatashing o AV Task Name 192039 054647 Dec-19-2019 05:47:20

Macking Teradeatiaing ™ AT Cuser 192019 05:42-26 Cec-19-3019 05:45:50

tove Yve M8 FveOuster Mo 182019 053594 Cec 182019 05:3%6:38

Status
Vove 1ore 10 MoveCuster v 182019 04:55:14 Dec- 182019 04:56:10
o 17 St time e = e et
Page 1 ) > M L Diglaying 1 - 20 of %

7 End Time

2. Notifications:
This pane shows the event based notifications related to the selected tasks. Notifications
are either event based or time based. The details include Notification Description, Data
Source, Notification Time, Notification Details.

1.2.1.1 User Preferences
User Preferences allows you to create/edit/delete and update the filters. You can also
unhide the items by checking the Show Hidden Item checkbox.

To access User Preferences dialog box, Click Welcome <username> drop-down in Home
Page. Click User Preferences.
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Walcome docsdema w | Last Login Time: Feb-10-2020 00:15:44 UTC-5:00 (AmenicaiNew_York) | Help

Task Details. User Preferences
> etk e e ]
46 Masking Maskil Completed Jan-03-2020 05:04:33 Jan-08-2020 13:23:06
DATAG u ISE 45 Masking Maski] Notifications Enror Tan-09-2020 05:00:04 Jan-09-2020 05:01:45
44 Detection cracle Completed Jan-09-2020 4:23:28 Jan-09-2020 4:34:52
Pl Detection Taskz Sign Ot Completed Jan-08-2020 07:00:32 Jan-08-2020 07:00:53
2 Detection Task] - Failed Jan-08-2020 06:58:44 Jan-08-2020 06:58:45
41 Detection Taskl A Failed Jan-08-2020 06:57:27 Jan-08-2020 0&:5T:H
40 Masking TeradataMacking A Completed Dec-15-2019 05:46:57 Dec-15-2019 5:47:20
REPORTS 39 Masking Teradatabasking ~-HA- Completed Dec-15-2019 05:42:26 Dec-15-2019 05:45:50
£ Hive Hive Mk Hive Chuster Failed Dec-18-2019 05:35:54 Dec-18-2018 §5:36:38
COSE Erd Hive Hive Mk HiveChuster Failed Dec-16-2019 B4:55:16 Dec-16-2019 4:56:10
ACCESS CONTROL Page 1 of3 | (][] [ Displaying 1- 20 of 46

SCHEDULER Notifications

RDBMS

T [ S T e
NOSQL

HADCOP

AWS

AZURE

GOOGLE CLOUD

1. Click the User Preferences option from the drop-down. It will open User Preferences dialog

box.
User Preferences X

Select records to display: 20 hd
Show Hidden Ttems:

Result Filters

. New Filter @ Delete
Results SensitiveDataGroup like 'email’ AND Database = 'Contact’  user
Save Close

a) Select records to display: Select the number of records to be displayed on the Home
page.

b) Show Hidden Item: Check this checkbox to display the hidden tasks on the screen.
c) Result Filters: It will display the list of filters created by you. Using Preferences option

you can create, update, delete and edit filters. Follow the below steps to create a
filter:
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Mew Filter
Tab: Results e
Logical Operator: | No Operator -
Filter Level: user M
Meta Query: SensitiveDataGroup like "email’ AND Database = "Contact]
Save Cancel

i. Click the New Filter button.
ii. Enter the details:

1. Tab name where the filter will be applied. For Example, Results, Detailed
Results, Skipped Results, etc.

2. Logical Operator is used when new filter is appended with previously
created filter. If there is no previous filter, then do not apply logical
operator.

For Example: if we have Filter F1 and creating a New Filter F2, then the
results for both filters will be combined.

3. Filter Level: A user can select the User or System filter in Filter Level drop-
down.

4. MetaQuery: you can use the defined keywords to create Meta Query. Meta
Query will be parsed to the actual query.

To create a Meta Query remove the space and special characters from the
header names and use relational operators such as ‘=" (Equals), ‘!=" (Not

Equals), < (Less Than), > (Greater Than) and Like in between the query.

For Example: if we want to add a filter where Sensitive Type should contain
address and table/view should be equal to Base table. Then query will be:

SensitiveType Like ‘Address’ AND Database = ‘Contact’

iii. Edit: Click on Edit button. It will allow you to edit a filter.

iv. Delete: Check the checkbox against the filter which you wish to delete. Click
the Delete button.
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Note: Keywords for Meta Query

Collection DatabaseUser FilePath NullRatio SampledDate
Column DataType FileSize ObjectPath SampledRows
ColumnName DetectionType FileType ObjectType SampleMode
Confidence DirectoryPath HitCount QuickSearch SensitiveDataGroup
ConnectionName Error HostName ReferentialType SensitiveDataType
Content Read FieldName KeyPath ReferringTo SensitiveGroupConfidence
Database FieldNameMatch Masked RowScanned SensitiveType
DatabaseName FieldNo MatchCount RowsScanned SkippedReasons
DatabaseType FileName NullCount Safe Table

TableName TableSize TableView TaskName TotalData
TotalRows ValuesScanned

1.2.1.2 Notifications
In here, you can define the notifications for logged in user in DgAdmin. The Notifications are
either event or time based. You can also define the periodicity of the notifications in DgAdmin.

Once you have defined notifications in DgAdmin, you can select to receive it by clicking on
Notifications in the drop-down on top right corner of the page.

Notifications Subscription Status 3
Refresh
[ Y S N 5 N——__— A
Fetch servers that are not yet searched Time Based dataguise@dataguise.com false
Fetch databases with no attributes assigned 12 Time Based dataguise@dataguise.com false
Fetch Databases containing sensitive data, ... 12 Time Based dataguise@dataguise.com false
HDFS Detection job completion notification —NA- Ewvent Based dataguise@dataguise.com false
HDFS Protection job completion notification  —NA— Event Based dataguise@dataguise.com false
HDF5 Row Encryption job completion notifi = —NA— Event Based dataguise@dataguise.com false
FTF file transfer and scan completion notifi... —NA- Ewvent Based dataguise@dataguise.com false
HDFS Decryption job completion notification  —Na- Ewvent Based dataguise@dataguise.com false
HDFS FP Decryption job completion notific..  —NA— Event Based dataguise@dataguise.com false
HDFS FP Encryption job completion notifica... —NA— Event Based dataguise@dataguise.com false
HDFS start job notification —MA— Ewvent Based dataguise@dataguise.com false
RDBMS Detection job completion notification  —NA— Ewvent Based dataguise@dataguise.com false
RDBMS Masking job completion notification —NA- Ewvent Based dataguise@dataguise.com false "
Close

To activate a notification, you need to change the value in the Subscription status to ‘True’.

Page 15 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

1.2.1.3 Password Change
To change password. Click the Welcome <username> drop-down, follow below steps:

1. Go to Welcome <username>. Click Change Password from the drop-down.

Welcome docsdemo w | Last Login Time: Feb-10-2020 00:25:01 UTC--5:00 (America/New_York) | Help

User Preferences

Change Password LT | s
- Completed Jan-05-2020 05:04:33

Jan-09-2020 13:23:06

D

|3

—HA-- tifications rror an-{r-. 0 - 1014
DATAGUISE ped =T TR it et
—na- | 540 Out Completed Jan-08-2020 07:00:32 Jan-08-2020 07:00:53
A Failed Jan-08-2020 06:58:44 Jan-08-2020 06:58:45
M~ Failed Jan-08-2020 06:57:27 Jan-08-2020 06:57:44
- Comgleted Dec-19-2019 05:46:57 Dec-19-2019 05:47:20
b Comgpleted Dec-19-2019 05:42:26 Dec-15-2019 05:45:50
HeveChuster Failed Dec-18-201% 05:35:54 Dec-15-2019 05:36:38
Hive Hive Mk HrveCuster Failed Dec-18-2019 04:55:16 Dec-18-2019 04:54:10
ACCESS CONTROL Page 1 of 3 T LA IR B T T é.;;l;;v:n;l-:ucfﬁ
SCHEDULER Hotifications.
RDEMS
- oo o
HADOOP
FILES
AWS
AZURE
GOOGLE CLOUD
Change Password
Current Password: seseses
MNew Password: [T YTITIT]
Confirm Password: srsssssne
Cancel Change Password
i Click the Change Password.
ii. Enter your Current Password.
iii. Enter your New Password.
*Note: Password is case- sensitive.
iv. Confirm your New Password by entering it again in Confirm Password textbox.
V. Click Change Password button to set the new password as your credentials.

vi. Click Cancel button, if you do not want to save the changes.

Page 16 DgSecure User Guide © Dataguise, Inc. 2020



SATAGUISE

1.2.1.4 Help
A screen specific discussion of the DgSecure application is found in the Online Help. The Online
Help can be accessed from any page in DgSecure via Help button.

To access the Online Help, follow the below steps:

1. Go to the top right corner of the application. Click the Help Button.

Welcome dataguise w | Last Login Time: Dec-26-2019 11:38:15 UTC+05:30 (Asia/Calcutta) | Help w

Task Details About
Hadoop Detection all Completed with ski..  Dec-26-2019 11:18:27 Dec-26-2uts L1020

15 Azure Data test azure Completed Dec-26-2019 11:06:30 Dec-26-2019 11:07:19
14 Hive hive det HW Completed Dec-24-2019 18:47:13 Dec-24-2015 18:48:14
13 Azure Detection det azure —NA— Started Dec-24-2019 18:42:07

12 Detection det ord 2 ~NA— Started Dec-24-2019 18:22:16

1 Detection det ord 1 —NA— Started Dec-24-2019 18:19:55

10 Detection det-ord —NA— Started Dec-24-2019 18:03:58

9 Detection det ordl all expression ~NA—- Started Dec-24-2019 18:01:51

8 Detection det ord ll expression —NA— Failed Dec-24-2019 17:44:08

7 Hadoop Fo decryptionn HW Completed Dec-24-2019 17:35:32 Dec-24-2015 17:36:30

Page 1 of L[| b | bl | [ Dsplaymg 1- 16 of 16

Notifications

T— caion e~ ntcaon e Wsiea

No notifications to display

2. Click the Help option. This will open a new window in the browser which will display
screen specific information.

Task Details
e N N = T N—
GOPR ScanChecking ke Dec-H-2019 17:58:42 Dec-04-2019 17:58:42
405 GDPR ScanChecking HA- Cmp!md Dec-04-2019 16:46:29
04 GOPR SeanChecking ~Ha- Completed Dec-03-2019 17:58:05 Dee-03-2019 17:58:05
03 GOPR ScanChecking - Completed Dec-03-2010 16:46:53
02 GOPR Full Scam i Completed Doc-02-2019 23:27:21
01 GOPR ScanQuick - Completed Dec-02-2019 20:17:50
200 GOPR SeanChecking k- Completed Dec-02-2010 17:58:30 Dec-02-2019 17:58:30
39 GOPR ScanChecking ik Completed Dec-01-2019 17:58:56 Dec-01-2019 17:58:56
£ GOPR Seanthecking —Ha- Completed Mov-30-2019 17:58:27 Now-30-2019 17:58:27
397 GOPR Full Scan k- Completed Mov-25-2019 23:27:55 New-29-2019 23:27:55
Page 1 of 1 g Displaying 1 - 410 of 410
Natifications
T N T S [ [T e

This is the landing page when you logged into DgSecure. The Home Page is divided into two panes:

1. Task Details
2. Notifications
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1.2.1.5 About
The About option give the update about the application version. To see the version of the
application, follow the below steps.

1. Go to the top right corner of the application. Click the Help drop-down.

Welcome dataguise w | Last Login Time: Dec-26-2019 09:49:26 UTC+05:30 (Asia/Calcutta) | Help w

Task Details About
14 Hive hive det HW Completed Dec-24-2019 18:47:13 Dec-24-zu1y 1omei 1t
13 Azure Detection det azure —NA—- Started Dec-24-2019 18:42:07
12 Detection det ord 2 —NA—- Started Dec-24-2019 18:22:16
11 Detection det ord 1 —NA—- Started Dec-24-2019 18:19:55
10 Detection det-ord —NA—- Started Dec-24-2019 18:03:58
9 Detection det ord all expression —NA—- Started Dec-24-2019 18:01:51
8 Detection det ord all expression —NA—- Failed Dec-24-2019 17:44:08
7 Hadoop Ep_decryptionn HW Completed Dec-24-2019 17:35:32 Dec-24-2019 17:36:30
6 Hadoop EP_encryption HwW Completed Dec-24-2019 17:31:18 Dec-24-2019 17:32:36
5 Hadoop decrvptionn HW Completed Dec-24-2019 17:30:47 Dec-24-2019 17:31:50
Page 1 of 1 el Displaying 1 - 14 of 14
Notifications
o — Notification Time Notifcation Details W sclect Al
No notifications to display

2. Click the About option. It will show the current version of the DgSecure application.

about X

DgSecure Version 7.1.0
Copyright Dataguise, Inc. 2019

1.3 Sign Out

To sign-out from the DgSecure application, follow the below steps:

1. Go to the top right corner of the application. Click the Welcome <username> drop-down.
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Welcome admin v | Last Login Time: Dec-06-2019 04:35:30 UTC+00:00 (Et/UTC) | Help

Task Details User Preferences

408 GDPR ScanChecking —NA-— pleted Dec-05-2019 17:58:07 Dec-05-2015 17:58:07 &

407 No5QLDiscaver discovery —NA- Notifications d Dec-05-2019 06:55:46 Dec-05-2019 06:57:57

406 GDPR ScanChecking —NA-— pleted Dec-04-2019 17:58:42 Dec-04-2015 17:58:42

405 GDPR ScanChecking —na- | Sign Out pleted Dec-04-2019 16:46:29

404 GDPR ScanChecking —NA-— Completed Dec-03-2019 17:58:05 Dec-03-2015 17:58:05

403 GDPR ScanChecking —NA-— Completed Dec-03-2019 16:46:53 Dec-03-2015 16:46:53

402 GDPR. Full Scan —NA-— Completed Dec-02-2019 23:27:21 Dec-02-2019 23:27:21

401 GDPR. ScanQuick —NA-—- Completed Dec-02-2019 20:17:50 Dec-02-2019 20:17:50

400 GDPR ScanChecking —NA-— Completed Dec-02-2019 17:58:30 Dec-02-2015 17:58:30

399 GDPR ScanChecking —NA-— Completed Dec-01-2019 17:58:56 Dec-01-2015 17:58:56 ~

Page |1 of21 || b ||Bf || |2 Displaying 1 - 20 of 402

Notifications

T— pT— T—— B st

No notifications to display

2. Click the Sign-Out option. This option lets your sign-out from the DgSecure application.

1.4 Related Source

This document is intended to support user deployment of DgSecure on the customer site. Other
documents are also available:

e DgSecure Installation and Configuration Guide — This document walks through how to
install and configure DgSecure on both single and multi-node systems. It also documents
the DgSecure Admin controller.

e Online Help — Accessible from any screen in DgSecure, it shares in-depth information on
each screen as well as context specific tips.
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2 Getting Started

2.1

2.2

2.3

2.4

2.5

2.6

Detection

In Detection, you need to locate and identify sensitive data, based on the policy defined within
big data, and traditional repositories such as databases and file stores.

Sampling configuration
In DgSecure, the Sampling Configuration will detect the sensitive information in the database. By
Default, the DgSecure provides two options for sampling the data.

Masking

In DgSecure, you can create, edit or delete a Masking tasks to encrypt the sensitive information
which were spotted in the detection task.

Encryption/Decryption

In DgSecure, you can replace sensitive data with fictitious content using one of many available
data replacement options.

Privacy

Regulations such as the European Union’s General Data Protection Regulation (GDPR) and
California’s Consumer Privacy Act (CCPA) are forcing organizations worldwide, to revisit their Data
Privacy policies and practices. Other privacy regulations around the world are likely to have data
subject rights as their core principles. While there are minor variations in the specific types of
information involved and the conditions under which these rights are to be respected, the
fundamental requirements are similar.

Monitoring

DgSecure Monitor allows users to set alerts around data handling and/or data access in HFDS, S3,
MapR-FS, Hive, Oracle, or Teradata. Rules can be set around several conditions including specific
users, specific data type groups, specific systems, a specific command, source path, or destination
path. Rules can be set using one or all of these conditions.

The alerts are based off the targeted platform’s log files. Set alert rules on the Alert Rules page.
Review triggered alerts on the Alerts page. The Monitor Overview page provides a
comprehensive overview. In order to most effectively utilize DgSecure Monitor, DgSecure
detection tasks need to be run in order to identify where sensitive data resides.

The Monitor Overview page provides a centralized location to track the monitoring status of
known sensitive data. Monitoring capabilities are broken down according to the percentage of
sensitive types covered by alert rules, the number of people who receive alert notifications,
source systems, related DgSecure policies, and alerts issued over the past 24 hours.
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3 Dashboard

The Overview page provides a complete, up-to-the minute picture of the security of the company's

sensitive data. It provides information in three rows of panels:

1. Assetsin Scope
2. Overall Coverage
3. Exposure & Protection.

The graphics in each row provide insight of the sensitive data in the data sources DBMS, HDFS, S3,

Hadoop.

Access the Overview page from the menu under Reports > Overview. It is divided into three

separate panels which are described below.

ASSETS IN SCOPE I’ on-PrREmMISES  cLOuD
- - - 1
1 0O 0.04% 0.01% 0.01% 0.00%
ON-PREMISES cLoun
5GB 2MB 656KB 700KB 66KB
All ASSETS TOTAL 1216 EXPOSED 60 PROTECTED SAFE 1 SKIPPED 9 UNPROCESSED
OVERALL COVERAGE
OVERALL COVERACE | PROCESSED COVERACE ] PROCESSED CONTENT | POLICY CONTENT |
TREND
- — I
- Jan 18 Feb'18 " N -
All
M exeosen [ FroTecen M sare HDFS M structure Fies Bl UNSTRUCTURED FILES
W sweeeD M retamionsaips Bl NON RELATIONAL DB W wipaa rci [l en M corr W oTHER
EXPOSURE AND PROTECTION
EXPOSED | PROTECTED ] SAFE | SKIPPED |
HDFS HDFS HDFS HDFS

Assets in Scope

The Assets in Scope charts provide an overview of your data assets. The first graphic
indicates how many assets are on-premises vs in the cloud. Any AWS and Azure assets are
considered in the cloud, while all other Hadoop and RDBMS assets are considered to be on-
premises or in the cloud according to their designation. Hadoop location is set when setting
up the cluster connection. RDBMS location is set when creating a database connection. One
asset is equal to one Hadoop cluster or one database. The second chart relates the total
number of sensitive objects discovered across all data assets.

A sensitive object is any table or file that contains at least one sensitive data element. The
third chart indicates the percentage of files and tables that contain sensitive data, while the
fourth chart indicates the percentage of sensitive objects DgSecure has masked or
encrypted. The fifth chart indicates the percentage of safe items within the assets. The sixth
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chart indicates the percentage of skipped data. The seventh chart indicates the percentage
of unprocessed data.

ASSETS IN SCOPE [N ON-PREMISES  CLOUD
L] L] L] 1
1 0 @ 0.04% 0.01% 0.01% 0.00%
ON-PREMISES CLOuUD
5GB 2MB G56KB 700KB 66KB
All ASSETS TOTAL 1216 EXPOSED 60 PROTECTED SAFE1 SKIPPED 9 UNPROCESSED

2. Overall Coverage
These Overall Coverage graphs offer insight into the current level of sensitive data coverage
across your data assets. The first graph shows the number of tables and files involved in the
coverage. The "Safe" bar indicates scanned files found to have no sensitive data. The second
graph shows when sensitive data detection and protection occurred. The third graph shows
the breakdown of structured vs unstructured data.

OVERALL COVERAGE
OVERALL COVERACE O PROCESSED COVERACE O PROCESSED CONTENT O POLICY CONTENT O
TREND
- — ]
sors Jan'18 Feb'18 " — N
Al

M exposeD protecTen [l sare HDFS B STRUCTURED FILES UNSTRUCTURED FILES
B swprED M reLarionaspe Wl HON RELATIONAL DB W veas [0 opo M e M corr B oTHER

3. Exposure and Protection
The Exposure & Protection graphs break down the objects according to whether the
sensitive data in them has been protected (masked or encrypted), exposed (detected but
unprotected) or skipped. Any files or tables that have yet to be scanned show in the
unscanned graph.

EXPOSURE AND PROTECTION

EXPOSED PROTEC™™T SAFE SKIPPED
O HDFS: 656.40 KB O O O

HDFS HDFS HDFS HDFS
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4 Connection Manager

4.1

4.2

Concept

In order for DgSecure to detect, protect and monitor sensitive information on a database, a
connection to the database from DgSecure must first be established. The Connections screen
under Connection Manager houses all the connections made to different databases and enables
the user to create a new connection or edit the existing connections in DgSecure.

Based on the IDP type i.e., Detection IDP and Masking IDP, all connections can broadly be
classified as connections for Detection and connections for masking. A detection connection can
be used to create a task for Detection and Metadata discovery and for executing masking,
encryption and decryption tasks a masking connection is used.

Further sections detail the steps for creating connections, editing connections and viewing
available connections in DgSecure.

*Note: Before creating a connection, ensure that the required IDP is up and running before
creating before creating a connection. If the IDP is inactive or, wrong IP ranges have been assigned
to it, a new connection could still get created, however, an error will come up at the time of task
execution with this connection and the task will not be processed.

Create a Connection

To execute detection and/or masking on databases, the first step is creating a connection to the
database from the DgSecure controller. Detection and Masking IDPS are required to process the
required tasks.

For more details on creating an IDP, please refer to section 6.2.1. Create IDPs of the DgSecure
Admin Guide. This section outlines the steps to create and/or edit a connection.

4.2.1 RDBMS

DgSecure supports masking and detection in RDBMS. This section outlines how to create a
connection in RDBMS for masking and detection. Perform the following steps:

1. Click RDBMS > Connection Manager > Connections > New Connection tab.

2. Select the Location either On premises or Cloud, depending on where your database is
located.

Connections Mewey Connection

Location: On-Premises it

Cloud

DR On-Premises
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3. Select IDP type either Detection or Masking, depending on which of the two tasks has to
be executed on the database.

Connections MNew Connection

Location: COn-Premisas v

IDP: | v
Detection

Maszking

4. Following are the steps to create a connection for Detection and Masking

Detection

When creating a detection task, you can filter Databases and fetch metadata to specify databases and
schemas for detection. Perform the following steps to create a detection connection for your
database:

1. Select the database from the Connection Type drop-down.

Connections Mew Connection

Location:

IDR:

Connection Type:

Connection MName:

Server Mame:

Authentication Mathod:

Port Nurmbsar:

Database Name:

On-Premisas v

Diebection

S0L Server
S0L Server

% InformixDEB
SAP HAMA
AstarDE
Splice Machins
Salesforcs
Cracle
Postgres {Inc, Haroku)
MySOL
Sybas= ASE
Teradata
SAS
SAP 54 HAMA

Gresnplum

Following are the different options for different databases:
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SQL Server

Following are the options specific to the SQL Server:

Connaction Type: SQL Server

@ single Instance

Connection Name: SQL_1

Sarver Name: SQLmac

Authentication Method: ® SQL Server

Port Number: 1433

Database Name: master

Multiple Instances

ssl: £l

1P Address: 100.101,102.103

a) Single Instance: Provide the following details.

vi.

vii.

Connection Name: Enter unique connection name. This fields accepts letters,
numbers, and symbols.

SSL: For an additional layer of security, check the SSL (Secure Socket Layer)
checkbox. For details on how to setup SSL please refer to DgSecure Admin
Guide.

Server Name: Enter the name of the SQL Server or select from the list of
available IPs. You can also search for the hostnames and IP addresses of
databases by Find DBMS

IP Address: Enter the IP Address for the connection.

Authentication Method: The following authentication methods are available
for SQL Server:

e SQL Server: Authenticates the connection using SQL Server Username and
Password.

e Windows Impersonation: Authenticates the connection using the
Windows Impersonation Username and Password.

e Windows: Authenticates the connection based on the connection to the
local IP address.

Port Number: Enter the Port Number for establishing a connection. You can
also edit the port number later, if required.

Database Name: Enter the name of the database.
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viii.

User Name: Enter the database user name.

Password: Enter the database password.

Use Connection String: It specifies the information about the data source and
the means of connecting to it. Check the Use Connection String checkbox, and
provide the connection string. Use this option if you want to authenticate the
connection using a connection string instead of through username and
password.

b) Multiple Instances: To connect to multiple instances on an SQL Server, perform the
following steps:

Xi. Select the option Multiple Instances, below the Connection Type. The SQL
Server Instances panel will appear:
Single Instance ® Muiltiple Instances
SQL Server Instances
Available Instances Selected Instances
stance Name Browse Instances
O
\\\\\\\\ dl
xii. Enter the name of the SQL Server instance or click Browse Instances to view

all the instances available on the SQL Server.
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S0L Server Instances

Available Instances

Browse Instances

DGWSI\SOLEXPRESS
DGWISD\SOLEXPRESS
DGL20\SQOLEXPRESS
DGEWE1\SOLEXPRESS
DEESOLEXPRESS
DGEW22\SOLEXPRESS
DGS02\SOLENPRESS
DGW1§
DGWS4\SOLEXPRESS

DGWa3

DGWI1S\SQLEXFRESS
DGWSS

localhast
DGL13\SQLEXPRESS
WIN-JFLG4USHO1

DGWS0

DCWIASQLEXPRESS

WIN-KPZFRISRUIQO

DGW4\SQLEXPRESS

DGE03\SQLENPRESS

DeGLOB

WSUS

DWWz

DGW48

DGW47 -

Xiii. Select the required instances and click Add. The default authentication
method is Windows.

Selected Instances
DGLO1\SOLENPRESS windows Waiting
DGW58 windows \ Waiting
Xiv. To change the authentication method for an instance, select the instance and

click Edit. The following pop-up will appear:
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Edit Connection Details

Location:

Connection Name:

Authentication Method:

Port Number:

User Name:

On-Pramises i

DGLO1_SQLEXPRESS_conn

@ SQL Server
Windows Impersonation
Windows

1433

4

53

IP Address:

Password: T

XV.

Provide the following details in the Edit Connection Details popup:

e Location: On-Premises or Cloud.

e Connection Name: Enter unique connection name. This fields accepts
letters, numbers, and symbols.

e Server Name: This field is autopopulated.*

e [P Address: Enter the IP Address for the connection.

e Port Number: Enter the Port Number for establishing a connection. You can
also edit the port number later, if required.

e Authentication Method: The following authentication methods are
available for SQL Server:

SQL Server: Authenticates the connection using SQL Server
Username and Password.

Windows Impersonation: Authenticates the connection using the
Windows Impersonation Username and Password.

Windows: Authenticates the connection based on the connection
to the local IP address.

*NOTE: The prerequisites for creating a connection to multiple instances on an SQL Server, are:

e The sglcmd utility must be installed.

e Sglcmd-L command must be executed to get the list of the available instances.

e The Server name is auto populated when the detection agent fetches the name of the

server where the command sqlcmd-L is executed.

Refer to Appendix J: Configure Multiple SQL Server Instances in DgSecure for more details.
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InformixDB
Following are the options specific to the InformixDB :

Ussr N: Admi Password: 4

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) Hostname: Enter the Hostname of the InformixDB or select from the list of available
IPs. You can also search for the hostnames and IP addresses of databases by Find
DBMS tasks

c) IP Address: Enter the IP Address for the connection.

d) Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

e) User Name: Enter the database user name.

f) Password: Enter the database password.

SAP HANA

Following are the options specific to the SAP HANA:

Cannection Type:

Cannection Name:

IP Address:

Database Mame:

Usemame:

SAP HANA

Sap_hana

100.101,102.102

Dep_ch

Admin

Hostname: hana_1 ™

Part Humber: 35013

b)

d)

Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

Hostname: Enter the Hostname of the SAP HANA database or select from the list of
available IPs. You can also search for the hostnames and IP addresses of databases
by Find DBMS tasks

IP Address: Enter the IP Address for the connection.

Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.
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AsterDB

e) Database Name: Enter the name of the database.
f) User Name: Enter the database user name.

g) Password: Enter the database password.

Following are the options specific to the AsterDB:

Connection Type:

Cannection Name:

Hostname:

Port Number:

User Name:

AsterDE =

AsterDB1

1P Address: 100.101.102.103

2 Database Name: dep_db

Passard: prow)

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) Hostname: Enter the Hostname of the AsterDB or select from the list of available

IPs. You can also search for the hostnames and IP addresses of databases by Find
DBMS tasks

c) IP Address: Enter the IP Address for the connection.

d) Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

e) Database Name: Enter the name of the database.
f) User Name: Enter the database user name.

g) Password: Enter the database password.

Splice Machine
Following are the options specific to the Splice Machine:

Cannection Type:

Cannaction Nama:

Hostname:

Port Numbsr:

Splice Machine =

Group/IP Range: Dafault_IPRangs_DMA_1 <

= Datzbase Name: dep

Uszr Name: dmin Passwo rd: o
a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.
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Salesforce

b)

d)

e)

f)

Hostname: Enter the Hostname of the Splice Machine database or select from the
list of available IPs. You can also search for the hostnames and IP addresses of
databases by Find DBMS tasks.

Group/IP Range: Select the Group/IP range from the dropdown. For details on how
to create and assign an IP range, please refer to the DgSecure Admin Guide.

Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

Database Name: Enter the name of the database.

Authentication Method: There are two authentication methods for Splice Machine
databases, these are as follows:

Native: Provide the following details to authenticate:

e User Name: Enter the database user name.
e Password: Enter the database password.

2. Kerberos with Principal: If Splice machine has been installed with Kerberos, provide

the following details of the Kerberos setup to authenticate:

e Principal Name: Enter the principal name.
e Keytab: Enter the keytab.

Following are the options specific to the Salesforce

Salesforce

Salsfarce_cann

KKK

1P Address: 100.102.103.104

d)

e)

Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

IP Address: Enter the IP Address for the connection.

Security Token: Enter the Salesforce security token.

User Name: Enter the database user name.

Password: Enter the database password.

Page 31

DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

Oracle

Following are the options specific to the Oracle:

Authentication Method:

Use Connection String:

@ Basic TS

192.168.0.163

@ Oracle
Kerberos

Kerberas with Principal

fivethousand_qa_performancs

SsL:

Host Name: 192.168.0.163 ~

Port Numbsr: 1531

Password:

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) SSL: For an additional layer of security check the SSL (Secure Socket Layer)
checkbox. For details on how to setup SSL please refer to DgSecure Admin Guide.

c) Connection Type: There are two connection types in oracle:

1.

Basic: Provide the following details for a basic connection:

o Hostname: Enter the Hostname of the Oracle server or select from the list
of available IPs. You can also search for the hostnames and IP addresses of
databases by Find DBMS tasks

e |P Address: Enter the IP Address for the connection.

o  Port Number: Enter the Port Number for establishing a connection. You can
also edit the port number later, if required.

e SID or Service Name: Enter the Service ID (SID) or Service Name.

TNS: Provide the following details for a basic connection:

e TNS Name: Enter the TNS Name of the Oracle server.
e |P Address: Enter the IP Address for the connection.

d) Authentication Method: The following authentication methods are available for
Oracle Server:

1.

Oracle: Authenticates the connection using Oracle Server Username and
Password.

Kerberos: Authenticates the connection using the Kerberos.

Kerberos with Principal: Authenticates using Kerberos system’s Principal
name and password.
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*Note: For using the authentication method, Kerberos, and Kerberos with Principal, the
environment should be set up on the IDP. Following are the steps to perform the same:
i Check that correct krb5.conf file is available on the IDP machine. If not,
copy the krb5.conf file on Windows directory or /etc/ directory.

ii. Ping KDC server and database server using hostname from IDP to verify
network connectivity. Add entries in /etc/hosts file, if required.

iii. Verify that the clock time should be same on IDP, KDC and DB2, Oracle
server machine.

iv. (For Kerberos) Obtain TGT manually at agent machine.
a. Login to OS with the Kerberos user.
b. Run “kinit user” command to obtain TGT. Verify using “klist”
command.
i. Kkinit is available in Java/jre/bin folder.
ii. The default paths are set when client is configured, but if
faced with any issues add the following property in
“javaOptions” in jetty-embedded.properties present in agent
installation. Once this step has been done, restart the agent.

-Doracle.net.kerberos5 cc_name=<path to krb5 cache file> -
Djava.security.krb5.conf=<path to krb5.conf>

v.  Connect through DgSecure by entering the required information.

e) Use Connection String: A Connection String specifies the information about the data
source and the means of connecting to it. Check the Use Connection String checkbox,
and provide the connection string. Use this option if you want to secure the
connection using connection string instead of SSL.

Postgres (Inc. Heroku)
Following are the options specific to the Postgres (Inc. Heroku):

Connaction Typs: Postgres (Inc, Heroku) >
Connaction Mame: Postgres s5L 7]

Hostname: pos_1 v 1P Address: 100.101.102.103

Port Number: 5432 = Database Name: dep_db

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.
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b) SSL: For an additional layer of security check the SSL (Secure Socket Layer)
checkbox. For details on how to setup SSL please refer to DgSecure Admin Guide.

*Note: It is mandatory to check the SSL checkbox if connecting with Heroku database.

c¢) Hostname: Enter the Hostname of the Postgres server or select from the list of
available IPs. You can also search for the hostnames and IP addresses of databases
by Find DBMS tasks

d) IP Address: Enter the IP Address for the connection.

e) Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

f) Database Name: Enter the name of the database.

g) User Name: Enter the database user name.

h) Password: Enter the database password.

MySQL
Following are the options specific to the MySQL Server:

Connection Type: MySQL o

Cannection Hame: mysgl_conn

Hostname: vl 1 P 1P Address: 100.101.102.102

Port Number: 3308

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) SSL: For an additional layer of security check the SSL (Secure Socket Layer)
checkbox. For details on how to setup SSL please refer to DgSecure Admin Guide.
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c) Hostname: Enter the Hostname of the MySQL server or select from the list of
available IPs. You can also search for the hostnames and IP addresses of databases
by Find DBMS tasks

d) IP Address: Enter the IP Address for the connection.

e) Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

f) User Name: Enter the database user name.

g) Password: Enter the database password.

h) Use Connection String: A Connection String specifies the information about the data
source and the means of connecting to it. Check the Use Connection String checkbox,

and provide the connection string. Use this option if you want to connect using the
connection string instead of the hostname and port number.

Sybase ASE
Following are the options specific to the Sybase ASE:

Cannection Type: Sybass ASE bt

Hostname: sybase_1 - 1P Address: 100.101.102.1031

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) SSL: For an additional layer of security check the SSL (Secure Socket Layer)
checkbox. For details on how to setup SSL please refer to DgSecure Admin Guide

c) Hostname: Enter the Hostname of the Sybase ASE server or select from the list of
available IPs. You can also search for the hostnames and IP addresses of databases
by Find DBMS tasks

d) IP Address: Enter the IP Address for the connection.

e) Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

f) User Name: Enter the database user name.

g) Password: Enter the database password.
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Teradata

h)

Use Connection String: A Connection String specifies the information about the data
source and the means of connecting to it. Check the Use Connection String checkbox,
and provide the connection string. Use this option if you want to connect using the
connection string instead of the hostname and port number.

Following are the options specific to the Teradata:

Connection Type: Teradatz ~
Authentication Methed: @ Teradata
Kerberos
Kerberas with Principa!
UserName:  |admin Passwor rd: q

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) Hostname: Enter the Hostname of the Teradata server or select from the list of
available IPs. You can also search for the hostnames and IP addresses of databases
by Find DBMS tasks

c) IP Address: Enter the IP Address for the connection.

d) Authentication Method: The following authentication methods are available for
Teradata Server:

1. Teradata: Authenticates the connection using Teradata Server Username and
Password.

2. Kerberos: Authenticates the connection using the Kerberos.

3. Kerberos with Principal: Authenticates using Kerberos system’s Principal
name and password.

e) Use Connection String: A Connection String specifies the information about the data
source and the means of connecting to it. Check the Use Connection String checkbox,
and provide the connection string. Use this option if you want to secure the
connection using connection string.

SAS

Following are the options specific to the SAS:
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‘Cannaction Name: Sas_conn 1P Addrass: 100.101.102.103

n Nam
a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.
b) IP Address: Enter the IP Address for the connection.
SAP S4 Hana

Following are the options specific to the SAP S4 Hana:

Connaction Type: SAP 54 HANA o
Connection Name: sap_conn Hastname:

1P Address: 100.101.102-103 Port Number; 30215 =

Database Name: HDE

Ussmams:  admin Passwor rdi e 4

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) Hostname: Enter the Hostname of the SAP S4 Hana Server or select from the list of
available IPs. You can also search for the hostnames and IP addresses of databases
by Find DBMS tasks

c) IP Address: Enter the IP Address for the connection.

d) Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

e) Database Name: Enter the name of the database.

f) User Name: Enter the database user name.

g) Password: Enter the database password.

Greenplum
Following are the options specific to the Greenplum:
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aaaaa

- 1P Address: 100.101.102.103

= Datsbase Name: dep

b)

d)

e)

f)

Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

Hostname: Enter the Hostname of the Greenplum database or select from the list of
available IPs. You can also search for the hostnames and IP addresses of databases
by Find DBMS tasks

IP Address: Enter the IP Address for the connection.

Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

Database Name: Enter the name of the database.
User Name: Enter the database user name.

Password: Enter the database password.

Sybase 1Q
Following are the options specific to the Sybase IQ:
Connection T Sybase 1) v
UserMame:  admin Passwol rd: o

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) Hostname: Enter the Hostname of the Sybase IQ database or select from the list of
available IPs. You can also search for the hostnames and IP addresses of databases
by Find DBMS tasks.

c) IP Address: Enter the IP Address for the connection.

d) Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

e) Database Name: Enter the name of the database.
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f)

g)

DB2
Following are the

User Name: Enter the database user name.

Password: Enter the database password.

options specific to the DB2:

Connection Type: DBz

Connaction Name: db2_conn

Hostname: db2host

Port Number: 50000

Authentication Method: @ native

Kerberos

Ussrbsme: | admin

Use Connection String:

with Principa

ssL: 7

= IP Address: 100.101.102.103

Keytsb: 12344

b)

d)

e)

f)

Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

SSL: For an additional layer of security check the SSL (Secure Socket Layer)
checkbox. For details on how to setup SSL please refer to DgSecure Admin Guide.

Hostname: Enter the Hostname of the DB2 database or select from the list of
available IPs. You can also search for the hostnames and IP addresses of databases
by Find DBMS tasks

IP Address: Enter the IP Address for the connection.

Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

Database Name: Enter the name of the database.

Authentication Method: There are to authentication methods for DB2 databases,
these are as follows:

1. Native: Provide the following details to authenticate:

e User Name: Enter the database user name.
e Password: Enter the database password.

2. Kerberos with Principal: If Splice machine has been installed with Kerberos,
provide the following details of the Kerberos setup to authenticate:

e Principal Name: Enter the principal name.
o Keytab: Enter the keytab.
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h) Use Connection String: A Connection String specifies the information about the data
source and the means of connecting to it. Check the Use Connection String
checkbox, and provide the connection string. Use this option if you want to secure
the connection using connection string instead of SSL.

Netezza
Following are the options specific to the Netezza:

1P Address: 100.101.102.103
Database Name: dep

Passward: ]

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) Hostname: Enter the Hostname of the Netezza database or select from the list of

available IPs. You can also search for the hostnames and IP addresses of databases
by Find DBMS tasks.

c) IP Address: Enter the IP Address for the connection.

d) Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

e) Database Name: Enter the name of the database.
f) User Name: Enter the database user name.

g) Password: Enter the database password.

Snowflake
Following are the options specific to the Snowflake:

Connection Type: Snowflake <

Authentication Type: ® Username-Password Key-Pair

Cannection Name: snowflas_conn

Group/IP Range: Default_IPRange_DMA_L &

Userame: | admin
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a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) Warehouse name: Enter the name of the Snowflake warehouse.
c) URL: Enter the URL to the snowflake setup

d) Group/IP Range: Select the Group/IP range from the dropdown. For details on how
to create and assign an IP range, please refer to the DgSecure Admin Guide.

e) Database Name: Enter the name of the database.

f) Authentication Method: There are to authentication methods for DB2 databases,
these are as follows:

1. Username password: Provide the username and password to authenticate.
2. Key pair: Provide the username, keypath and passphrase to authenticate.

g) Use Connection String: A Connection String specifies the information about the data
source and the means of connecting to it. Check the Use Connection String
checkbox, and provide the connection string. Use this option if you want to secure
the connection using connection string instead of SSL.

SAS SPD
Following are the options specific to the SAS SPD :

Cannection Type: SASSPD -

Hestname: sasspdl v Port Numbsr: 5432

< <D

Libname domain: abd SMET Port Number: 1000
SNET Hostrame: et Group/IP Range: Default_IPRange_DMA_L ~

UssrMame:  admin Passward: ened

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) Hostname: Enter the Hostname of the SAS SPD database or select from the list of
available IPs. You can also search for the hostnames and IP addresses of databases

by Find DBMS tasks.

c) Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

d) Libname domain: Enter the Libname domain for the connection.

e) SNET Port Number: Enter the SNET Port Number.
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f) SNET Hostname: Enter the SNET Hostname.

g) Group/IP Range: Select the Group/IP range from the dropdown. For details on how
to create and assign an IP range, please refer to the DgSecure Admin Guide.

h) User Name: Enter the database user name.
i) Password: Enter the database password.
2. After providing the connection details enter the name of the database in the bottom left

filter by database panel, select the required schemas and databases and click Add. The
selected databases will appear in the panel on the bottom right.

Filter by Database

Schemia/DE name [ Include System Schema/DE | Fetch Metadats
D T -

No rows to display << Remowe

Selected Databases/Schemas

Add == 71 ritish_new_simple_ksy

<<= Remowve

*NOTE:
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e For multiple Instances in SQL Server, select the required instance and click Edit to
view and select the databases and schemas.

e For SAS and SAS SPD servers there is no Fetch Metadata functionality, user has to
select the directories for SAS and for SAS SPD, select the directories available on the
SNET server at the time of task execution.

3. Click the Test button, to test the connection.

[f3}

i
in

L

i
11

5. To edit a connection, go RDBMS > Connection Manager > Connections.

6. Select the connection classification from the Select Group dropdown.

Connections

Select Group:

Host Name =

153.64. 7416
182.74.95.114
.168.0.151
152.168.0.163
N.A.

MNew Connection

Haost Mame
Connection IDP
Connection Type
Host Mame
Location

User Name

7. Select the classification type.

Connections

MNew Connection

Select Groups | Host Mame ~
Host Mame = Conmection IDP
153.54.72.16 Connection Type
182,73.95.114 Host Name
152,168,0. 15 kg cation
152.168.0.063 | W=er Nams
M.A.
8. Select the connection.
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4 Edi & Test 2 Rafrash
I o — T —
7 ti_det
& / t_det
9. Click Edit.

Connection Name

tl_det
] t_det

10. Location, IDP and connection type cannot be edited. A connection can be edited using the
same steps as task creation.

4.2.1.1 Masking
Perform the following steps to create a masking connection for different databases:

1. After selecting the Location (On-premises or Cloud) and IDP (Masking), select the database
from the Connection Type drop-down.

Location: Cloud -

jin) =" Masking o

Connection Type: »
S0L Server
Oracle
Postgres {Inc, Haroku)
MySOL
Teradata
DEe2
Snowflake

2. Masking is supported on the following RDBMS databases:

SQL Server
Following are the options specific to the SQL Server:
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Cannection Type:

Cannection Name:

Server Name:

Authenticabion Method:

Part Numbar:

Datsbase Name:

User Name:

Use Connection String:

admin

e IP/Hostname X P Addrass: 100.101,102.103

SsL 7]

a)

b)

d)

e)

f)

Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

SSL: For an additional layer of security check the SSL (Secure Socket Layer)
checkbox. For details on how to setup SSL please refer to DgSecure Admin Guide.

Server Name: Enter the name of the SQL Server or select from the list of available
IPs. You can also search for the hostnames and IP addresses of databases by Find
DBMS tasks

IP Address: Enter the IP Address for the connection.

Authentication Method: The following authentication methods are available for
SQL Server:

e SQL Server: Authenticates the connection using SQL Server Username and
Password.

e Windows Impersonation: Authenticates the connection using the
Windows Impersonation Username and Password.

e Windows: Authenticates the connection based on the connection to the
local IP address.

Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

Database Name: Enter the name of the database.
User Name: Enter the database user name.
Password: Enter the database password.

Use Connection String: A Connection String specifies the information about the data
source and the means of connecting to it. Check the Use Connection String checkbox,
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and provide the connection string. Use this option if you want to authenticate the
connection using a connection string instead of through username and password.

Oracle
Following are the options specific to the Oracle:

Cannection Name: mk_orc|_det_Con ssL:

Connection Type: @ Basic ™S Host Name: 192.168.0.163 ~

1P Address: 152.168.0.163 Part Humber: 1521

Authentication Mathod: @ Orade
Kerberes

Kerberas with Principal

User Name: fivethousand_ga_performance Passvrord:

Use Connection String:

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) SSL: For an additional layer of security check the SSL (Secure Socket Layer)
checkbox. For details on how to setup SSL please refer to DgSecure Admin Guide.

c) Connection Type: There are two connection types in oracle:
1. Basic: Provide the following details for a basic connection:

e Hostname: Enter the Hostname of the Oracle server or select from the list
of available IPs. You can also search for the hostnames and IP addresses of
databases by Find DBMS tasks

e |P Address: Enter the IP Address for the connection.

e Port Number: Enter the Port Number for establishing a connection. You
can also edit the port number later, if required.

e SID or Service Name: Enter the Service ID (SID) or Service Name.

2. TNS: Provide the following details for a basic connection:

e TNS Name: Enter the TNS Name of the Oracle server.
e |P Address: Enter the IP Address for the connection.

d) Authentication Method: The following authentication methods are available for
Oracle Server:

e Oracle: Authenticates the connection using Oracle Server Username and
Password.

o Kerberos: Authenticates the connection using the Kerberos.

o Kerberos with Principal: Authenticates using Kerberos system’s Principal
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name and password.

e) Use Connection String: A Connection String specifies the information about the data
source and the means of connecting to it. Check the Use Connection String checkbox,
and provide the connection string. Use this option if you want to secure the
connection using connection string instead of SSL.

Postgres (Inc. Heroku)
Following are the options specific to the Postgres (Inc. Heroku):

Connaction Type: Postgras (Inc. Herck) v
Connection Mame: Postgres sSLs 7]

Hastname: pos_1 - 1P Address: 100.101.102.103

Port Number: 5432 - Database Name: dep_db

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) SSL: For an additional layer of security check the SSL (Secure Socket Layer) checkbox.
For details on how to setup SSL please refer to DgSecure Admin Guide.

c) Hostname: Enter the Hostname of the Postgres server or select from the list of
available IPs. You can also search for the hostnames and IP addresses of databases by
Find DBMS tasks

d) IP Address: Enter the IP Address for the connection.

e) Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

f) Database Name: Enter the name of the database.

g) User Name: Enter the database user name.

h) Password: Enter the database password.

MySQL
Following are the options specific to the MySQL Server:
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Connection Ty MySOL e
UserName:  admin Passwior rd: o

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) SSL: For an additional layer of security check the SSL (Secure Socket Layer) checkbox.
For details on how to setup SSL please refer to DgSecure Admin Guide.

c) Hostname: Enter the Hostname of the MySQL server or select from the list of
available IPs. You can also search for the hostnames and IP addresses of databases by
Find DBMS tasks

d) IP Address: Enter the IP Address for the connection.

e) Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

f) Database Name: Enter the name of the database.

g) User Name: Enter the database user name.

h) Password: Enter the database password.

i) Use Connection String: A Connection String specifies the information about the data
source and the means of connecting to it. Check the Use Connection String checkbox,
and provide the connection string. Use this option if you want to connect using the
connection string instead of the hostname and port number.

Teradata

Following are the options specific to the Teradata:

aaaaa

~ 1P Address: 100.101.102.103
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a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) Hostname: Enter the Hostname of the Teradata server or select from the list of
available IPs. You can also search for the hostnames and IP addresses of databases
by Find DBMS tasks

c) IP Address: Enter the IP Address for the connection.

d) Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

e) Database Name: Enter the name of the database.

f) User Name: Enter the database user name.

g) Password: Enter the database password.

h) Use Connection String: A Connection String specifies the information about the data
source and the means of connecting to it. Check the Use Connection String checkbox,

and provide the connection string. Use this option if you want to secure the
connection using connection string.

DB2
Following are the options specific to the DB2:

Connection Type: DEZ v
Connection Name: b2 S5 El
Hostname: b2 - 1P Addresst 100.101.102.103
Port Number: 50000 == Database Name: dep

UssrMame: | admin Keytzb: 12344

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) SSL: For an additional layer of security check the SSL (Secure Socket Layer) checkbox.
For details on how to setup SSL please refer to DgSecure Admin Guide.

c¢) Hostname: Enter the Hostname of the DB2 database or select from the list of
available IPs. You can also search for the hostnames and IP addresses of databases by

Find DBMS tasks

d) IP Address: Enter the IP Address for the connection.
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e) Port Number: Enter the Port Number for establishing a connection. You can also edit
the port number later, if required.

f) Database Name: Enter the name of the database.

g) User Name: Enter the database user name.

h) Keytab: Enter the keytab value.
i) Use Connection String: A Connection String specifies the information about the data
source and the means of connecting to it. Check the Use Connection String checkbox,
and provide the connection string. Use this option if you want to secure the

connection using connection string instead of SSL.

Snowflake
Following are the options specific to the Snowflake:

aaaaa

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) Warehouse name: Enter the name of the Snowflake warehouse.

c) URL: Enter the URL to the snowflake setup
d) Group/IP Range: Select the Group/IP range from the dropdown. For details on how
to create and assign an IP range, please refer to the DgSecure Admin Guide.

e) Database Name: Enter the name of the database.
f)

Authentication Method: There are to authentication methods for DB2 databases,
these are as follows:

e Username password: Provide the username and password to

authenticate.

e Key pair: Provide the username, keypath and passphrase to authenticate.

Use Connection String: A Connection String specifies the information about the data
source and the means of connecting to it. Check the Use Connection String checkbox,

g)
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and provide the connection string. Use this option if you want to
connection using connection string instead of SSL.

3. Click the Test button, to test the connection.

secure the

o
it
L
o

5. To edit a connection, go to RDBMS > Connection Manager > Connections.
6. Select the connection classification from the Select Group dropdown.

Connections MNew Connection
Select Group: | Host Mame b
Host Name = Connection IDP

151.64. 7716 Connection Type
182,785,114 Host Name

163.0.151 | Location

152.168.0.063 | W=er Nams
N.A.

7. Select the classification type.

Connections MNew Connection

Sslect Group: | Host Name -
Host Name = Conmection IDP
153.64.73.16 Connection Type
182,73,95,114 Host Name
132.1@Nim

152,168.0.263  U=er Nams

.\llah
8. Select the connection.
g Edie & Test 2 Rafrach
o o
7 ti_det
E/ t_det
9. Click Edit.
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7 ti_det
6 t_det

w0 Test

2 Refrash

Connection Name

4.2.1.2 Create a Task in Find DBMS

w

In RDBMS, you can also search for an IP address using the FIND DBMS in DgSecure application.

To create a Connection. Click RDBMS > Connection Manager > FIND DBMS > Tasks > New
Task tab.

The below image shows the user interface for creating a Task.

Task Name: sample Task Description: | sample
Scan Type: Reqgular 2
Select Databases to Scan Select IP Range(s) to Scan
Oracle 1520-1530 1 Default_IPRange_DDA_1  Default_IPRange DDA_1  10.12.13.11 10.12.13.11
QL Server 1433
DB2 50000
Sybase 2638,5000
MySQL 3306-3310
Postgres 5432
Teradata 1025
Cancel Save As Save Save & Execute

Task Name: Enter the Task Name. The Task Name text box accepts letters, numbers and
symbols. The name should be unique to each individual task name.

Task Description: Enter the description for the task name.

Scan Type: Select either ‘Regular’ or ‘Intense’ from the Scan Type drop-down.
a) Regular: This option allows you to search for the default port in the network.
For Example: Oracle default port is 1521.
b) Intense: This option search for the custom as well as default port in the network.

Select Database to Scan: This pane displays the list of all available database along with their
assigned ports. The ports are editable. You can select the available databases from the given
list.
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Select Databases to Scan

Orade 1520-1530
SQL Server 1433
DB2 50000
Sybase 2638,5000
MySQL 3306-3310
Postgres 5432
Teradata 1025

c) Select IP Ranges(s) to Scan: This pane shows the available scan ranges. You can

select as many connections for scanning.

*Note: All the IP ranges which are being displayed in the window are setup in the DgSecure
Admin Application.

Select IP Range(s) to Scan
Default_IPRange_DDA_1 Default_IPRange_DDA_1 10.12.13.11 10.12.13.11

d) Cancel: Click the Cancel button, if you do not want to save the changes.

e) Save: Click the Save Button, if you want to save the changes.

f) Save & Execute: Click the Save & Execute button, if you wish to save and execute
the task at the same time.

g) Save As: Click the Save As button, if you have edited the name of the task.

4.2.2 NoSQL

DgSecure Supports Detection for the NoSQL databases: MongoDB, Couchbase and Cassandra.
Each of these databases is available under the NoSQL in the menu.

To create a Connection. Click NoSQL > CONNECTION MANAGER > All CONNECTIONS > ADD
NEW CONNECTION tab.

The below image shows the user interface for creating a connection.
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MIOSOL / COMMNECTION MAMACED

ALL COMNICTIONS.

Lacatian
Cloud
CannGCTion Typs
Caasnans
Connection Hame
DSl _UerPass
Lisir Ham
wbdancd

CAMCEL

Hastnama/|P Addries
LTS

Port Mumiar
8042

Croup, D Rango

Dafaul_IPitangs_NOSOLDA. ]

[Ed swtact 4
SANRUSH_ DEMEL

B tersussart
demao
—
B saipes

3 e

1. Location: Select either ‘On-Premises’ or ‘Cloud’ option from the Location drop-down.

2. Connection Type: Select the Connection Type from the given option. NoSQL support

Cassandra, MongoDB and Couchbase connections.

Connection Type

MongoDB
Cassandra
Couchbase

3. Connection Name: Enter unique Connection Name. This fields accepts letters, numbers,

symbols.

4. Extra Option: For security, enable Mongo DB provide AuthSource and AuthMechanism in

the Extra Option panel. To set the AuthSource and

AuthMechanism, perform the steps:

*Note: The Extra Option field is visible only when 'MongoDB' is selected in Connection

Type.

i. Click the View/Modify button.
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JOSOL /' COMNECTION MAMNACER

ALL CONNECTIONS ADD NEW CONNECTION

Location

On-Premises L
Connection Type

MongoD8 v

Connectlon Name

User Hame

ii. Enter the values for AuthSource and AuthMechanism paramters.

EXTRA CPTIONS + ADD OPTIONS
PARAM WVALUE DELETE
authSource Soxtornal
suthMachanisrm PLAIN a
1
3

e C(Click on +Add Options to add a new parameter and value textbox.

e C(Click Save to make the changes effective.

5. Hostname/IP Address: Enter the Host Name or IP address in the field.

6. Port Number: Enter the Port Number for establishing the connection. You can also edit the
port number later, if required.

7. Group/IP Range: Select the Group/IP Range from the Group/IP range drop-down.
8. User Name: Enter the database user name.

9. Password: Enter the database password.
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10. Filter By Database: This pane will list down all the database/schema for the entered
connection. To populate the bottom window, click Fetch Metadata button and it will list
down the available database/schema for the connection.

FETCH METADATA

[ inciude Defaurt Keyspaces

[ sewctan

[0 vikram_keyspace

To select the database/schema name, check the checkbox next to the database or you
can search the database by entering the schema name in the textbox.

FETCH METADATA

D Include Default Keyspaces

Select Al
SANKUSH_DEMO2

11. Add: Click the Add button, if you want to add the selected database name in Selected
Databases/Schemas panel.

12. Remove: Click the Remove button, if you want to remove the selected database from the
Selected Databases/Schemas panel.

13. Selected Databases/Schemas: This pane will display the list of all selected schemas or
databases name.

select All
SANKUSH_DEMOZ2

demo

sankushPerf

14. Cancel: Click the Cancel button, if you do not want to save the changes.
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15. Test: Click the Test button, if you wish to test the connection before using it.

16. Save: Click the Save button to make the changes effective.

4.2.3 AWS

DgSecure supports masking and detection in Redshift on AWS. Perform the following steps to
create a connection:

1. Click AWS>RDS/Redshift > Connection Manager > Connections > New Connection tab.

Connections Mew Connection

IDP: S

2. The location is Cloud by default.

3. Select the IDP type as Detection or Masking, depending on task that has to be executed on
the database.

Connections Mewve Connection
IDP: | w
Detaction
IMasking

4. Steps to create a connection for Detection and Masking are as follows:

Detection
Perform the following steps to create a detection connection for your database:

a) Select the database from the Connection Type drop-down.
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Connections: Mew Connection

IDP: Dizbection b

Connection Type: »

S0L Server
Redshift

Cracle

Postgres
AurcraDBMySOL
MaraDB

MyS0L
AurcraDBPostgres

5. Detection is supported on the following RDS/Redshift databases:

SQL Server
Refer to section SQL Server in RDBMS.

Redshift
Following are the options specific to Redshift:

Connection Type: Redshift 2

Connection Name: red_conn S50 7]

Hostname: redt v Group/IP Ranga: Default_IPRange_DMA_1 v
Port Number: 5433 S Datzbase Name: deg

User Name: admin Password:

Use Connection String:

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) SSL: For an additional layer of security check the SSL (Secure Socket Layer)
checkbox. For details on how to setup SSL please refer to DgSecure Admin Guide.

c) Hostname: Enter the Hostname of the Redshift server or select from the list of
available IPs.

d) Group/IP Range: Select the Group/IP range from the dropdown. For details on how
to create and assign an IP range, please refer to the DgSecure Admin Guide.

e) Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

f) Database Name: Enter the name of the database.
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g) User Name: Enter the database user name.
h) Password: Enter the database password.

i) Use Connection String: A Connection String specifies the information about the data
source and the means of connecting to it. Check the Use Connection String checkbox,
and provide the connection string. Use this option if you want to connect using the
connection string instead of the hostname and port number.

Oracle
Refer to section Oracle in RDBMS.

Postgres
Refer to section Postgres (Inc. Heroku) in RDBMS.

AuroraDBMySQL
Following are the options specific to AuroraDBMySQL:

Cannection Type: AurcraDBMySQL ¥

Connaction Name: aurora_cann 551 El

Hostname: auroral X Group/IP Range: Default_IPRangs DMA_1 ~

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) SSL: For an additional layer of security check the SSL (Secure Socket Layer)
checkbox. For details on how to setup SSL please refer to DgSecure Admin Guide.

c) Hostname: Enter the Hostname of the AuroraDBMySQL server or select from the list
of available IPs.

d) Group/IP Range: Select the Group/IP range from the dropdown. For details on how
to create and assign an IP range, please refer to the DgSecure Admin Guide.

e) Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

f) User Name: Enter the database user name.

g) Password: Enter the database password.

Page 59 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

MariaDB
Following are the options specific to MariaDB:

Connection Type: MzrizDE -

Connection Name: maria_conn SsL:

Hostname: Ty v Group/IP Range: Dafault_IPRangs_DMA_1 =

Port Numbar: 3308

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) SSL: For an additional layer of security check the SSL (Secure Socket Layer) checkbox.
For details on how to setup SSL please refer to DgSecure Admin Guide.

c) Hostname: Enter the Hostname of the MariaDB server or select from the list of
available IPs.

d) Group/IP Range: Select the Group/IP range from the dropdown. For details on how
to create and assign an IP range, please refer to the DgSecure Admin Guide.

e) Port Number: Enter the Port Number for establishing a connection. You can also edit
the port number later, if required.

f) User Name: Enter the database user name.

g) Password: Enter the database password.

MySQL
Refer to section MySQL in RDBMS.

AuroraDBPostgres
Following are the options specific to AuroraDBPostgres:

Cannection Type: AuroraDBPostgres ~

Hostname:  |aunm 1 ¥ Group/IP Range: Default_IPRange_OMA_1 x
Port Number: ) = Database Name: dep

User Name: admin Password: sened

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

b) SSL: For an additional layer of security check the SSL (Secure Socket Layer) checkbox.
For details on how to setup SSL please refer to DgSecure Admin Guide.
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c)

d)

e)

f)

g)

h)

Hostname: Enter the Hostname of the AuroraDBPostgres server or select from the
list of available IPs.

Group/IP Range: Select the Group/IP range from the dropdown. For details on how
to create and assign an IP range, please refer to the DgSecure Admin Guide.

Port Number: Enter the Port Number for establishing a connection. You can also edit
the port number later, if required.

Database Name: Enter the name of the database.
User Name: Enter the database user name.

Password: Enter the database password.

6. After providing the connection details enter the name of the database in the bottom left
filter by database panel, select the required schemas and databases and click Add. The
selected databases will appear in the panel on the bottom right.

Filter by Database

Schema,/DE name

No rows to display

[7] include System Schema/DE | Fetch Metzdat=

O -

<<= Remove

Add >=> 4

<=2 Remove

Selected Databases/Schemas

ritish_new_simple_key
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7. Click the Test button, to test the connection.

Test Save
8. Click Save button, to save the changes.
Test Save

9. To edit a connection, go to AWS>RDS/Redshift > Connection Manager > Connections.
10. Select the connection classification from the Select Group dropdown.

Connections

Select Group:
Host Name =
153.64. 72416
182, 74/95.114
,168.0.151
152.168.0.163
N.A.

MNew Connection

Haost Mame
Connection IDP
Connection Type
Host Mame
Location

User Nama

11. Select the classification type.

Connections

Mew Connection

Select Group: Host Name
Host Mame = Connection IDP
153.64.72.16 Connection Type
182,73.95.114 Host Name
152.168.0.157 tion
152,168.0.063 | W=er Nama
H.A.
12. Select the connection.
g Edi w0 Test = FRefrash

/

B
7

ti_det
t_det

13. Click Edit.
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Connection Name

ti_det
6 t_det

14. IDP and connection type cannot be edited. A connection can be edited using the same steps
as task creation.

Masking
Perform the following steps to create a masking connection for different databases:

1. Select the database from the Connection Type drop-down.

1DP: Masking ¥

Connection Type: b
S0L Server
Redshift
Oracle
Postgres
MaralB
MyS0QL

2. Masking is supported on the following RDS/Redshift databases:

SQL Server
Refer to section SQL Server

Redshift
Following are the options specific to Redshift:

Connection Type: Redshift 2

Connection Name: red_conn S50 7]

Hostname: red1 ~ Group/IP Range: Default_IPRange DMA_1 ~
Port Number: 5439 2 Database Mame: ded

User Name: admin

Use Connection String:
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a)

b)

d)

e)

f)

Oracle

Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.

SSL: For an additional layer of security check the SSL (Secure Socket Layer) checkbox.
For details on how to setup SSL please refer to DgSecure Admin Guide.

Hostname: Enter the Hostname of the Redshift server or select from the list of
available IPs.

Group/IP Range: Select the Group/IP range from the dropdown. For details on how
to create and assign an IP range, please refer to the DgSecure Admin Guide.

Port Number: Enter the Port Number for establishing a connection. You can also edit
the port number later, if required.

Database Name: Enter the name of the database.

User Name: Enter the database user name.

Password: Enter the database password.

Use Connection String: A Connection String specifies the information about the data
source and the means of connecting to it. Check the Use Connection String checkbox,

and provide the connection string. Use this option if you want to connect using the
connection string instead of the hostname and port number.

Refer to section Oracle

Postgres

Refer to section Postgres (Inc. Heroku).

MariaDB

Following are the options specific to MariaDB:

Connectian Type: MariaDB

Connection Name: mariz_conn

Database Name: dep

Group/IP Range: Default_IPRange

. DMA_L ~ Port Numbar: 3308

a)

Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.
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b) Hostname: Enter the Hostname of the MariaDB server or select from the list of
available IPs.

c) Group/IP Range: Select the Group/IP range from the dropdown. For details on how
to create and assign an IP range, please refer to the DgSecure Admin Guide.

d) Port Number: Enter the Port Number for establishing a connection. You can also edit
the port number later, if required.

e) Database Name: Enter the name of the database.

f) User Name: Enter the database user name.

g) Password: Enter the database password.

MySQL
Refer to section MySQL

3. Click the Test button, to test the connection.

w
i
L
il

1]

7
i
(4]
i

m

5. To edit a connection, go to AWS>RDS/Redshift > Connection Manager > Connections.
6. Select the connection classification from the Select Group dropdown.

Connections MNew Connection

Select Group: | Host Name B

Host Name = Connection IDP

153.64. 7716 Connection Type
182,785,114 Host Name

168.0.151 | Location

152.168.0.063 | W=er Nams
N.A.

7. Select the classification type.
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Connections

MNew Connection

Select Group: | Host Name
Host Mame -  Connection IDP
153.64.72.16 Connection Type
182,71.95.114 Fost Name
192,168.0.15T tion
192.163.0.063 | User Name
A
8. Select the connection.
Edit w0 Test # Refresh

/

I
7

ti_det
t_det

9. Click Edit.

ti_det
t_det

Connection Name

IDP and connection type cannot be edited. A connection can be edited using the same steps as

task creation.

4.2.4 Azure

DgSecure supports masking and detection in Databases on Azure. Perform the following steps

to create a connection:

1. Click Azure>Databases > Connection Manager > Connections > New Connection tab.

Connections Mew Connection

IDF:

2. The location is Cloud by default.

3. Select the IDP type as Detection or Masking, depending on task that has to be executed on

the database.

Page 66 DgSecure User Guide

© Dataguise, Inc. 2020



JATAGUISE

Connections Mew Connection

IDF: | »
Detection
Mazking

4. Following are the steps to create a connection for Detection and Masking:

Detection
Perform the following steps to create a detection connection for your database:

a) Select the database from the Connection Type drop-down.

Connections: Mew Connection

IDP: Detection o
Connection Type: b
S0L Server
Azure SQL Data Warshousa
Postgres
MyS0QL

b) Detection is supported on the following RDS/Redshift databases:

SQL Server
Refer to section SQL Server.

Azure SQL Data Warehouse
Following are the options specific to the Azure SQL Data Warehouse:

Cannaction Type: Azure SQL Data Warehouse >

Cannection Names Azuredata_conn
Server Name: azurel ~ Group/IP Range: Dafault_IPRangs_DMA_1 X
Authentication Methad: ) 5L Server

Active Directory Integrated

Port Numbert 1433 =
Database Mame: master

User Name: admin Password: e

a) Connection Name: Enter unique Connection Name. This fields accepts letters,
numbers, and symbols.
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b)

d)

e)

f)

h)

Postgres

Server Name: Enter the name of the Azure SQL Data Warehouse Server or select
from the list of available IPs.

Group/IP Range: Select the Group/IP range from the dropdown. For details on how
to create and assign an IP range, please refer to the DgSecure Admin Guide.

Authentication Method: The following authentication methods are available for
SQL Server:

e SQL Server: Authenticates the connection using SQL Server Username and
Password.

e Active Directory Integrated: Authenticates the connection using the details
provided at the time of Azure Active Directory setup. For more details refer
to DgSecure Admin Guide.

Port Number: Enter the Port Number for establishing a connection. You can also
edit the port number later, if required.

Database Name: Enter the name of the database.
User Name: Enter the database user name.

Password: Enter the database password.

Refer to section Postgres (Inc. Heroku).

MySQL

Refer to section MySQL

5. After providing the connection details enter the name of the database in the bottom left
filter by database panel, select the required schemas and databases and click Add. The
selected databases will appear in the panel on the bottom right.
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Filter by Database

Schema/DB name

Mo rows to display

[7] Include System Schema/DE | Fetch Metzdata

O -

<<« Ramowa

Selected Databases/Schemas

Add = 71 ritish_new_simple_ksy

<<= Remove

6. Click the Test button, to test the connection.

Test Save
7. Click Save button, to save the changes.
Test Save

8. To edit a connection, go to AWS>RDS/Redshift > Connection Manager > Connections.

9. Select the connection classification from select group.

Connections

Celect Group:

152.168.0.163

H.A.

MNew Connection

Haost Mame
Connection IDP
Connection Type
Host Mame
Location

User Nama

Page 69 DgSecure User Guide

© Dataguise, Inc. 2020




JATAGUISE

10. Select the classification type.

Connections Mew Connection

Select Group: | Host Mame w
Host Name = Conmection IDP
153.64.72.16 Connection Type
182,71.95,114 Host Name
191.16333_\1{*“'1

152,168.0.263  MWser Nams

N.A.
11. Select the connection.
g Edi w0 Test = FRefrash
I L T
7 tl_det
E/ t_det

12. Click edit.

Connection Name

ti_det
6 t_det

IDP and connection type cannot be edited. A connection can be edited using the same steps as
task creation.

4.2.4.1 Masking
Perform the following steps to create a masking connection for the database:

1. Select the database from the Connection Type drop-down.

Connections MNew Connection
1DP: Masking ¥
Connection Type: b
S0L Server
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2. Maskingis supported on SQL Server. Refer to section SQL Server for details on how to create
a connection.

3. Click the Test button, to test the connection.

o
it
L
o

5. To edit a connection, go to AWS>RDS/Redshift > Connection Manager > Connections.
6. Select the connection classification from the Select Group dropdown.

Connections MNew Connection
Select Groups | Host Mame -
Host Name = Connection IDP

153.64. 7716 Connection Type
182,785,114 Host Name

163.0.151 | Location

152.168.0.063 | W=er Nams
N.A.

7. Select the classification type.

Connections New Connection

Select Group: | Host Mame -
Host Name = Connection IDP
153.64.73.16 Connecticn Type
182,71.95,114 Host Name
192.1@Ni-}ﬁ

192.168.0.163 |User Name

.\llah
8. Select the connection.
& Edi & Test 2 Rafrach
I L T
7 ti_det
E/ t_det

9. Click Edit.
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& Test 2 Rafrash

7 ti_det
6 t_det

IDP and connection type cannot be edited. A connection can be edited using the same steps as
the task creation.

4.3 List a Connection

4.3.1 RDBMS

This section will explain the screen of the Connections tab.

The below screenshot shows the user interface for Connections.

Select Group: | Connection IDP ~|| @ Edit @ Test 2 Refresh (&) Delete
Detection 1 oracle_discover Oracle 192.168.0.151 Detection

Masking

Connection Overview
Connection Name: oracle_discover  Connection Type: Oracle

Host Name/URL: 132 1650 151 IP Address: 192 165 0 151 Port Number: 1521

Oracle Connection Type: Basic Oracle Service Name: orcl
Group/IP Range: Defaull_IPRange_DDA_1
User Name: grv_discover

Last Updated Time: 12/24/2018 18:01-45

The Connections screen is divided into two panes. These are:

1. Connection List
2. Connection Overview

a) Connection List:

This pane list down all the connections groups and number of available connections for each
selected connection group. It provides the basic details for the listed connection such as ID,
Connection Name, Connection Type, Host Name/URL and Connection IDP.
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Select Grosg:  Connertion 109 w|| 4 Edt @ Test 2 Refresh
I T S ST
Detecuin DEME_detecton_Orade_conne Oracle 19188565 Detection
Masking 2 sal_151 SQL Server 132.158.0.151 Detection
1 SOLSEVEr_Detection_Coaa SOL Server 192.168.0.151 Dutiction

Y/

% Select Group: The Select Group drop-down list the five pre-defined connections
groups. These are:

o Connection IDP

o Connection Type

o Host Name

o Location

o User Name
«+ Edit: Click the Edit button, if you want to edit any information for the listed
connection.

R/

% Test: Click the Test button to test the listed RDBMS connection.

+» Refresh: Click the Refresh button to update the current page with updated
information.

%+ Clear Filters: Click the Clear Filters button. It will remove any applied filters on the
Connection page.

R/

% Delete: Select the Connection which you want to delete. Click the Delete button.

b) Connection Overview

This pane displays the information for the selected connection. The Details include
Connection Name, Connection Type, Host Name/URL, IP Address, Port Number, etc.

Connection Overview
Connection Name: oracle_discover  Connection Type: Oracle

Host NamefURL: 192.165.0.151  IP Address: 192.168.0.151  Port Number: 1521

Oracle Connection Type: Basic  Oracle Service Name: orcl
GroupilP Range: Defaull_ IPRange_DDA_1
User Name: grv_discover

Last Updated Time: 12/24/2019 18:01-45
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43.1.1 Find DBMS

This section will explain the screen of the Task tab in Find DBMS section.

The below screenshot shows the user interface for Task tab.

Task Overview = Task Instances

Task Name: sample  Task Desecription: sample  Scan Type: Regular 1P Ranges: Default_IPRange_DDA_1 (From: 10.12.13.11 to: 10.12.13.11)
DB2 Port Range: 50000

MySQL Port Range: 3306-3310

Oracle Port Range: 1520-1530

MS SQL Server Port Range: 1433

Sybase Port Range: 2638 5000

Postgres Port Range: 5432

Teradata Port Range: 1025

# Edit | | |7 Execute | | | | 2 Refresh Show | | Hide | | |& Delete
1 sample (=]
Page 1 of 1 |||l | [

Displaying 1 - 1 of 1

The Task page in Find DBMS is divided into three panes:

1. Task Detail: The Task Detail pane will display the list of all available task in this pane. It
will display the information for the task such as Task ID (system generated), Task Name.

You can Edit, Execute, Show, Hide or Delete a task.

# Edit | | | Execute | | | & Refresh Show | | Hide | (& Delete
1 sample [

2. Task Overview: The Task Overview tab display information for the selected task in the Task
Detail pane. The information includes basic details such as Task Name, Task Description,

IP Range, Scan Type, DB2 Port Range etc.

Task Overview || Task Instances
Task Name: sample  Task Description: sample  Scan Type: Regular  IP Ranges: Default_IPRange_DDA_1 (From: 10.12.13 11 to: 10.12.13.11)
DB2 Port Range: 50000
MySQL Port Range: 33063310
Oracle Port Range: 1520-1530
MS SQL Server Port Range: 1433
Sybase Port Range: 2638 5000
Postgres Port Range: 5432
Teradata Port Range: 1025

3. Task Instance: The Task Instance pane shows information about each instance of the task
selected in the Task Detail pane. Information such as ID (system generated), Task Name,

Start Time, End Time, Status of the Task.
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Task Overview | Task Instances

sample Dec-12-2019 12:42:38 Dec-12-2019 12:42:49 Completed
21 sample Dec-12-2018 11:54:11 Dec-12-2019 11:5%:22 Completed
4]/ 4 || Page 1 of 1 || b ||kl |2 Displaying 1 -2 of 2

The Find DBMS result page displays the information about the databases discovered on an
organization’s IP ranges or n network.

To Access the Result page. Click RDBMS > Connection Manager > Find DBMS > Result.

The below image shows user interface of the Result Page.

Task Instances
| | & Refresh | | [T with Results | | Shew | Hide
o T —e— T R—
sample Completed Dec-12-2019 12:42:38 Dec-12-2019 12:42:49

21 sample Completed Dec-12-2018 11:54:11 Dec-12-2018 11:54:22 o [}

< >
4] 4 || Page |1 of 1 [ I |FRl | (2 Displaying 1 -2 of 2
Task Instance Details 2

Task Name: sample  Task Description: sample  Scan Type: Regular  IP Ranges: Default_IPRange_DDA_1(From: 10.12.13.11 to: 10.12.13.11)
DB2 Port Range: 50000

Results Overview || Detailed Results

MySQL

Draw chart:
@ with scale
© Without scale

W Oracle
[

Oracle

The Result page is divided into three panes. These are:

1. Task Instances: This pane displays the information for all the tasks. The information
includes ID (system generated), Task Name, Status of the task, Start Time, End Time etc.

You can also re-run the task by clicking on Re-Execute button.

2. Task Instance Details: This pane displays display the parameters and results. Information
includes Task Name, Task Description, Scan Type, IP Ranges, DB2 Port Range, etc.

Task Instance Details

Task Name: sample  Task Description: sample  Scan Type: Regular P Ranges: Default_IPRange_DDA_1(From: 10.12.13.11 to 10.12.13.11)

DB2 Port Range: 50000

3. Overview: The overview pane provides the basic information in Results and Detailed
Results tabs. The information is displayed is dependent on the currently selected tab.
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Results Overview | Detailed Results

MysQL
Draw chart: B oo
@ with scale W wea
© without scale

Oracle

0 0 0 1 1 1
.
e Results Overview:

The Results Overview pane gives a graphical summary for the search results. The
bar chart shows the number of databases detected. The pie chart on the right shows
the same information as the bar chart with each segment representing a different
database type.

e Detailed Results:
The Detailed Results lists the specific databases that the task instance detected,

grouped by type. For each database, it displays the name and IP address of the host
machine and the port number on which the database listens for requests.

Results Overview || Detailed Results
| | ¢ save ResultstoFile | |B] Save Results to Pdf

—— 1 At [ pocrember |

MysQL 10.12.13.11 NiA 3306
Oracle 10.12.13.11 NfA 1521

Page |1 of 1 | [ || Rl | [ Displaying 1 - 2 of 2

e Save Results to File: Click the Save Results to File button to download the data in
Doc format.

e Save Results to PDF: Click the Save Results to PDF button to download the data in
PDF format.

4.3.2 NoSQL
This section will explain the screen of the Connections tab.

The below screenshot shows the user interface for Connections.
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To know more about the connections screen, refer section RDBMS

4.3.3 AWS
This section will explain the screen of the Connections tab.
The below screenshot shows the user interface for Connections.

To know more about the connections screen, refer section RDBMS

4.3.4 Azure
This section will explain the screen of the Connections tab.
The below screenshot shows the user interface for Connections.

To know more about the connections screen, refer section RDBMS

Page 77 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

5 Sensitive Type

A Sensitive Type is the basis for detection of sensitive information in DgSecure. Different Sensitive
Types are data elements within databases that indicate or comprise of private and confidential
information. This information must be protected from unauthorized access to safeguard the
privacy or security of an individual or organization. Detection is performed on a database, to locate
this sensitive information within it and the scan is based on the Sensitive Type parameter. Various
Sensitive Types can be used in combinations or as singular entities to detect where sensitive
information is stored in a data source. Some examples of such sensitive data are, Credit Card
numbers, Social Security numbers, Addresses etc. DgSecure houses several Sensitive Types to
detect sensitive information suited to various scenarios. DgSecure’s capability to create new
Sensitive Types, furthers the flexibility and accuracy of detection. Creating a new sensitive type is
discussed in detail under further sections.

The function of a Sensitive Type is to facilitate and serve as the basis for protection and detection
of sensitive information. Sensitive Types can be defined as singleton, dependent or composite
entities. These have been described below:

e Singleton Sensitive Type
A standalone Sensitive Type that is capable of being uniquely identifiable by its description is
defined as a Singleton Sensitive Type. Detection of a Singleton Sensitive Type is based on the
Sensitive Types’ characteristics, and is independent and unrelated to any other data within the
data source.

o Dependent Sensitive Type
As the name suggests, this is a Sensitive Type that is dependent on another. For example, there
is a good chance of finding a credit card number in the same row as a phone number, this can
be used to define the dependency between the sensitive information. A simple relationship can
be established in such a scenario, by using the Detect if Found with option when creating a new
Sensitive Type.

e Composite Sensitive Type
A family of Sensitive Types that have compound dependencies on one another can be termed
as a Composite Sensitive Type. Contact information, for example, consists of many such data
points, i.e., addresses, phone numbers, area codes, fax numbers etc., and there a very good
possibility of detecting these in the same row. A composite sensitive type in DgSecure can be
defined using the feature to Group different Sensitive Types when creating a new Sensitive

Type.

5.1 Default Sensitive Type

The Sensitive Types tab in Sensitive Type Manager, lists all the available Sensitive Types in
DgSecure. There are more than 90 different available Sensitive Types to detect all kinds of
sensitive data, be it addresses, emails, phone numbers, bank details, personal information,
insurance details or salary. Sensitive Types can be used in combinations for further streamlining
the search. Multiple Sensitive Types can be grouped together under a policy (Section no.) and
selected in isolation at the time of task creation (Section no.)
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Sensitive Types | Mew Sensitive Type

Clone Expression | Group By: | Sensitive Group

DO, 1
Driver License (New
Drver License (New
Ditves License (New York)
Dinves License (North Carcling)
Drnver License (hio)

Driver License (Penmsyivani)

Driver License (Rhode Isiand)

Drver License (South Caroling)
Driver License (South Dakota)
Driver License (Texas)

Diiver License (Liah)

Diriver License (Vermont)
Driver License (Virginia)
Drtver License (Wastingion)
Ditvs License (West Virgiria)
Driver License (Wisconsin)
‘sensitive Type Overview

sensitve Type: Bugana

or: DEMS, &Fies
Column Data WhiteList; Mo Calumn Data BIaGKList: No
Detect if found witn:

Sensitive Grou

e Sensitive Group Type:

Crasted O; o

200 1S
DeMs, Hadoop & Fles
DEMS, Hadoop & Files
DB, Hadoop & Fies
DS, Hadoop & Fles
Cents, Hadoop & Fles
Cents, Hadoop & Fles
Cewts, Hadoop & Fles
Dews, Hadoop & Files
DB, Hadoop & Fies
DB, Hadoop & Fes
DB, Hadoop & Fles
DeS, Hadoop & Fles
DBMS, Hadoop & Files
G8S, Hadoop & Fles
DEMS, Hadoop & Files
DB, Hadoop & Fles

Sensitive Group
Oriver License

Driver License:

Driver License
Oriver License
Driver License

Driver License

Driver License:
Driver License:
Driver License
Driver License
Driver License
Driver License:

5 Sensive Type DESCTIpUGH: BLgana Addresses

redefined

1 Updated ON: Nowember-08-2019 1613

Processing Order

November-08-2018 16:13
November-D8-2018 16:13
November-D8-2018 16:13
November-D8-2019 16113
November-08-2019 16113
November-08-2015 16:13
November-08-2018 16:13
November-08-2018 16:13
November-08-2018 16:13
November-08-2013 16:13
November-08-2015 16:13
November-08-2015 16:13
November 08-2019 16:13
November-08-2018 16:13
November-08-2018 16:13

The top panel of the Sensitive Types screen lists all the available Sensitive Types. When a new
Sensitive Type is created it will appear on this screen. This panel shows the sensitive type name
along with the assigned data type (DBMS or Hadoop & Files), sensitive group, creation date, and

processing order.

Processing order is applicable only to the custom Sensitive Types and is used to determine which
of two similar Sensitive Types should be given preference when both are used in a task. Custom
Sensitive Types at the top of the screen take precedence over those at the bottom. Increase or
decrease priority using the arrows in the Processing Order column.

S Edt| | Cane Exgression

= EmplayeelD
EmployeetD DM
= MR
RN Hadoop & Fies

3 SalesOrderiD

DaMs

5 BusinessEntityID

BusinessEntityID DM
2 AddressID

AddresslD DaMs

EmployeelD

RN

SalesOrderID

BusinessEntitylD

AddressiD

October-03-2019 22:58 +s
September-11-2018 22:33 +s
hugust 20.2019 02:31 *
August-17:2019 425 + 4
‘August-16-2019 00:58 'y

Select the Sensitive Type to Edit, Delete or Add Confidence Parameters to it (Confidence factor
is discussed under section.) To filter Sensitive Types on this screen, use the Group by dropdown
to select sensitive type groups for viewing.

Sensitive Types | New Sensitive Type

Clone Expression | Group By: | Sensitive Group
Senstive Type Defined For
3 Vehidle Identification Number

Vehicle Identification Number DBMS, Hadoop & Files

3 Address
US Address DBMS, Hadoop & Files Address November-08-2019 16:13
UK Address (Unstructured data only) 0BMS, Hadoop & Files Address hovember-08-2019 16:13
Canada Address (Unstructured data only) DEMS, Hadoop & Files Address November-08-2019 16:13
Address Line (Best suted for structured datz) DBMS, Hadoop & Files Address November-08-2019 16:13
‘Address State (Best suited for structured data) DBMS, Hadoop & Files Address Navember-08-2019 16:13
‘Address City (Best suited for structured data) DBMS, Hadoop & Files Address November-08-2019 16:13
Address 2ip (Best suited for structured data) DBMS, Hadoop & Files Address November-08-2019 16:13
Address Country (Best sited for structured data) DEMS, Hadoop & Files Address November-08-2019 16:13
3 turopean Addresses
Bulgaria Addresses DEMS, Hadoop & Files European Addresses Modified November-08-2019 16:13
Sweden Addresses 0BMS, Hadoop & Files European Addresses Modified November-08-2019 16:13

| Hungary Addresses DEMS, Hadoop & Files European Addresses Modified November-08-2019 16:13
Einland address DEMS bocon & Fl Evsonean aidy sogis 2m9 163

Vehicle Identification Nu...

Modified

Confdence Factor Confly | Created On Processing Orer | Bl Edit Confidence

Navember-08-2019 16:13

*NOTE: Default sensitive types cannot be edited or deleted, however they can be cloned.
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The bottom panel provides information

about the name, description, whether it is applicable to

Hadoop & Files or DBMS, the parameters of the sensitive type, the assigned sensitive group,
creation date, and update date of the selected Sensitive Type.

Sensitive Type Overview
Defined For: DBMS, Hadoop & Files

Column Data WhiteList: No

Detect if found with:

Created On: November-08-2019 16:13

Sensitive Type: Vehicle Identification Number

Column Data BlackList: No

Sensitive Group Name: Vehicle Identification Number

Sensitive Type Description: Vehicle [dentificaion Number

Sensitive Group Type: Predefined

Updated On: November-08-2019 16:13

5.2 New Sensitive Type

For increased flexibility and efficiency in sensitive data detection suitable to any platform,
environment, data source and nature of the data, DgSecure comes complete with the capability
to support user defined-custom Sensitive Types. A Sensitive Type filters data based on a regular
expression and narrows down the search using additional inputs such as validation functions,

inclusion and exclusion lists etc.

The simplest method to create a Sensitive Type in DgSecure is to clone it from an existing
Sensitive Type. The out-of-the-box Sensitive Types in DgSecure are immutable. By cloning from
an existing Sensitive Type, DgSecure’s default sensitive types can be edited to conform them to
the target data source. Take the following steps to clone a sensitive type:

1. Go tothe Sensitive Types tab and

click Clone Expression.

Sensitive Types

2 Edit

= EmployeelD
EmployeelD

= MRN

Clone Expression

Sensitive Type I

New Sensitive Type

2. Provide the required details, select the target data source from the Define For dropdown
(DBMS or Hadoop and Files), select the Sensitive Type you would like to clone from the
Clone From dropdown, provide a Sensitive Type name, select the Sensitive Type group
from the Group Name dropdown and enter a Description.

Clone Expression

Define For: DEMS
Sensitive Type: |VID

Description: Car licansd

Cancel

|  Clone From: Vehicle Identification Number )

Group Name:  Vehicle Identification Number w7

Save

Page 80

DgSecure User Guide

© Dataguise, Inc. 2020



JATAGUISE

3. Save the Sensitive Type. The cloned sensitive type will appear on the Sensitive Types

screen.
Clone Expression
Define For: DBMS | Clone From: Vehicle Identification Number ~
Sensitive Type:  VID Group Mame:  Vehicle Identification Number w7
Description: Car licensd
Cancel Save

Alternatively, a completely new Sensitive Type can also be created. The process for creation
of a new Sensitive Type differs in DBMS and Hadoop and Files. These have been discussed

below.

5.2.1.1 DBMS
Preform the following steps to create a New Sensitive Type for DBMS:

1. Go tothe New Sensitive Type tab and select DBMS from the Define For dropdown.

Sensitive Types New Sensitive Type

Define For: DBMS N Derivation Type: ¥

Sensitive Type: Sensitive Type

Description:
Group Name: 7
Regex for Data: Regex for
Column Name:

Expression Builder Expression Builder

2. Provide a name, description and select the group of the Sensitive Type.

Define For: DBMS > Derivation Type: 2
Sensitive Type: Name Sensitive Type FirstName

Description:
Group Name: Name w7

Regex for

Regex for Data:
Column Name:

Expression Builder Expression Builder

3. Enter a Data and Column Regex.

Sensitive Type | gjrcename

Sensitive Type:  Name
Description:

Group Name Name

Regex for TEST

Regex for Data: TEST
Column Name:

Expression Builder Expression Tester

Expression Builder Expression Tester

Following DgSecure tools have been added to this screen to provide assistance in creating
regexes. Alternatively, Regex can also be directly entered into the indicated fields.

e Expression Builder: Use expression builder tool to create a Regex.
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Regular Expression X
Create Regular Expression (Select selection operator and click add)
@/ Character: O a] First Character: Last Character:
O {n} Value of n: Olaz] First Character: Last Character:
© {n,m} Value of n: Value of m: © [0-9] Lower No. Upper No.
O [aeiou]l  Character(s): © [aeiou] Char(s) not to use:
O x* () Spaces
Add to Expression Reset Expression
Column Properties
Regular Expression:
Length: 0
Regular Expression Description
/ The character following it should be used literally, e.g., /a indicates literal a.
{n} n instances of the previous item will be generated, e.g., /a{2} generates aa.
{nm} Will generate at least n instances but no more than m instances of previous item
[aeiuo] Any character inside the parenthesis will be generated
* Any printable character
[a-z] Character in the range will be generated (lower case)
[A-Z] Character in the range will be generated (upper case)
[0-9] A number in the range will be generated.
[~aeiou] Generates any character except those in the parenthesis.
Help ok Cancel

e Expression Tester: Use the expression tester tool to test if the created regex is
working on a sample data. The Regex field is editable.

Expression Tester x

Regex: [0-9][0-9][0-9][0-9][0-9]

Source text:

Matches found

Help Test Update Close

Perform the following steps to edit a regex:

a) Provide a different regular expression in the Regex field.
b) Click Update to save the changes.
c) A pop up appears:

Confirm action *

> Are you sure you want to update the Regex?
g

Yes No
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Click Yes to make the changes effective.

*Note: It is mandatory to define both Data and Column Regexes to create a sensitive
type for DBMS.

4. The Mandatory Field Name Match checkbox ensures that detection results appear only if
Data and Column, both Regexes match.

Expression Builder

Mandatory Field Name Match :

5. Select additional Sensitive Types under Detect if Found With dropdown. This will create
dependency between two Sensitive Types and report the Sensitive Type if found in the same
row as the selected Sensitive Type.

Mandatory Field Name Match :
Detect If Found With:

US Address v

6. Additionally, an inclusion or exclusion list can also be added to include or exclude certain
data and fields from the detection.

Reference Data:
@ Inclusion List: e.g. C:\dg\sample.txt Browse.

Upload Column Name File:

@ Inclusion List: | ¢ g, C:\dg\sample.tdt Browse..

7. Upload a validation function to verify the detection.

Validation Function: | No Option Selected S

8. Click Add Confidence Factor Config to setup confidence factor calculations for the Sensitive
Type. Confidence factor is discussed in detail under Section no.

@ Inclusion List: | & g ¢:\dg\sample.tbxt Browse.. -

Validation Function: |No Option Selected ¥ | Add Confidence Factor Config
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5.2.1.2 Hadoop and Files

Preform the following steps to create a New Sensitive Type for Hadoop and Files:

1. Go to the New Sensitive Type tab and select Hadoop and Files from the Define For

dropdown.
Define For: Hadoop & Files v Derivation Type: v
Sensitive Type: Name Sensitive Type First Name only
Description:
Group Name: Name n7

Sensitive Types

Define For:

New Sensitive Type

Hadoop & Files

b4 Derivi

2. Provide a name, description and select the group for the Sensitive Type.
3. Enter a Data and Column Regex.

Expression Builder Expression Tester

Sensitive Type: Name Sensitive Type FirstName
Description:

Group Name: Name

Regex for Data: | TEST Regex for TEST

Column Name:

Expression Builder

Expression Tester

Following DgSecure tools have been added to this screen to provide assistance in creating
regexes. Alternatively, Regex can also be directly entered into the indicated fields.

e Expression Builder: Use expression builder tool to create a Regex.

Regular Expression

Create Regular Expression (Select selection operator and click add)

®/ Character: O [az] First Character: Last Character:
O {n} Value of n: O [A-Z] First Character: Last Character:
© {n,m} Value of n: Value of m: O [09] Lower No. Upper No.

O [aeiou]l  Character(s): O [*aeiou] Char(s) not to use:

© * () Spaces

Add to Expression Reset Expression

Column Properiies
Regular Expression:

Length: 0

Regular Expression Description

/ The character following it should be used literally, e.g., /a indicates literal a.
{n} n instances of the previous item will be generated, e.qg., /a{2} generates aa.

{n,m} Will generate at least n instances but no more than m instances of previous item
[asiuo] Any character inside the parenthesis will be generated
* Any printable character
[a-z] Character in the range will be generated (lower case)
[A-Z] Character in the range will be generated (upper case)
[0-9] A number in the range will be generated.
[~aeiou] Generates any character except those in the parenthesis.
Help Ok Cancel

© Dataguise, Inc. 2020
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e Expression Tester: Use the expression tester tool to test if the created regex is
working on a sample data. The Regex field is editable.

Expression Tester ®
Regex: [0-9][0-9][0-9][0-9][0-9]
Source text:
Matches found
Help Test Update Close

Perform the following steps to edit a regex:

a) Provide a different regular expression in the Regex field.
b) Click Update to save the changes.
c) A pop up appears:

Confirm action X

2 Are you sure you want to update the Regex?
\-'/

Yes No

Click Yes to make the changes effective.

4. Check the Numeric checkbox if the data is in numeric format.

Mumeric:
Mandatory Field Name Match : ||

5. The Mandatory Field Name Match checkbox ensures that detection results appear only if
Data and Column, both Regexes match.

Numeric: [
Mandatory Field Name Match :
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6. Select additional Sensitive Types under Detect if Found With dropdown. This will create
dependency between two Sensitive Types and report the Sensitive Type if found in the
same row as the selected Sensitive Type.

Mandatory Field Name Match :
Detect If Found With:

US Address hd

7. Additionally, a master list and an inclusion or exclusion list can also be added to include or
exclude certain data and fields from the detection.

Master List™: v

Inclusion List: e.g. C:\dg\sample.txt Browse.. Exclusion List: e.g. C:\dg\sample.oxt Browse..

8. Upload a validation function to verify the detection.

Validation Function: | No Option Selected !

9. Click Add Confidence Factor Config to setup confidence factor calculations for the sensitive
type. Confidence Factor is discussed in detail under Section 4.5.

@ Inclusion List: e.g. C:\dg\sample.txt Browse.. =

Validation Function: |No Option Selected ¥ | Add Confidence Factor Config

5.3 Inherit Sensitive Type
In addition to the default Sensitive Types and custom Sensitive Types, properties of a Sensitive
Type can also be derived from another-parent Sensitive Type to create a new Sensitive Type. This
is termed as inheritance in DgSecure. Inheritance provides the option to pick some or all aspects
of previously defined or default Sensitive Types and use them to define a new Sensitive Type.

The advantage of this feature over Cloning of a Sensitive Type is that, when the base/ parent
Sensitive Type is changed, the changes will automatically reflect to the derived Sensitive Type.
Perform the following steps to create a Sensitive Type with the derived properties:

1. Go to New Sensitive Type tab in the Sensitive Type Manager.

2. Select the module from the Define For dropdown.
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Define For: DBMS

Sensitive Type:

Group Name:

Regex for
Data:

Expression Builder

Derivation Type:

Sensitive Type
Description:

Regex for
Column Name:

Expression Builder

3. Select the Derive From

option from the Derivation Type dropdown to enable the

inheritance.
Sensitive Types | New Sensitive Type
Define For: DBMS Derivation Type: Derive From v | Derive From: G
Sensitive Type: Sensitive Type
Description:

Group Name:

Regex for Regex for

Data: Column Name:

Expression Builder

Mandatory Field Name Match :  [7]

Expression Builder

4. Select the required parent Sensitive Type from the Derive From dropdown.

Define For: DBMS
Sensitive Type:
Group Name:

Regex for (Sbase)

ata:

Expression Builder Expression Tester

Mandatory Field Name Match : ] Base:

Derivation Type: Derive From
Sensitive Type

Description:

Regex for ($base)

Column Name

Expression Builder

v Derive From: | Vehicle Identification Number

Expression Tester

5.

Description and Group Name fields respectively.

Enter a name for the new derived Sensitive Type in the Sensitive Type text box. Provide a
brief description and select the group for the Sensitive Type in the Sensitive Type

Define For: DBMS

Sensitive Type: Test

Group Name: Test
Regex for ($base)
Data:

Expression Builder

Expression Tester

Derivation Type: Derive From ¥ | Derive From: Vehicle T

Sensnwg TYPe | A controlled set to test inheritance responses|
Description:

($base)

Regex for
Column Name:

Expression Builder Expression Tester

6. There are 3 ways to define the Regex:

Page 87

DgSecure User Guide

© Dataguise, Inc. 2020



JATAGUISE

a) To derive the complete Regular Expression (Regex) from the parent Sensitive Type,
enter (Sbase) as column and data Regex. This is the default setting.

Define For: DBMS v Derivation Type: Derive From ¥ | Derive From: Wehicle T
Sensitive Type: Test Sensitivg Type A controlled set to test inheritance responses|
Description:
Group Name: Test n7
Regex for ($base) Regex for ($base)
Data: Column Name:
Expression Builder Expression Tester Expression Builder Expression Tester

b) To edit or make changes to the inherited Regex, enter (Sbase) followed by the
required addition to the Regex. For example, the Regex (Sbase) + 0001, will look for
sensitive types as per the definition in the parent Sensitive Type and the figure 0001.

Sensitive Types | New Sensitive Type

Vv Derive From: | Vehicle Identification Number

Define For: DBMS v Derivation Type: Derive From
Sensitive Type: | Test Sensitive Type | » controlled set to test inheritance responses
Description:
Group Name: Test v
Regex for ($base)+0004 Regex for (sbase)
Data: Column Name
Expression Builder Expression Tester Expression Builder Expression Tester

c) To create a new Regex instead of a derived Regex, remove (Sbase) from the Regex
field.

Sensitive Types | New Sensitive Type
Define For: DBMS v Derivation Type:  Derive From ¥ Derive From:  Vehicle Identification Number A
Sensitive Type: Test Sensitive Type | controlled set to test inheritance responses

Description:
Group Name: Test =
Regex for jooo1 Regex for ($base)
Data: Column Name:
Expression Builder Expression Tester Expression Buiilder Expression Tester

7. For an inherited Sensitive Type all additional fields, i.e., Mandatory Field Name Match,
Reference Data, Upload Column Name will be derived from the parent Sensitive Type. To
make any additions, uncheck the Base checkbox against the field to provide inputs.

Mandatory Field Name Match : ["] Base:

Reference Data:

© Inclusion List: e.g. C:\dg\sample.txt Browse.. Base - Base
Upload Column Name File:

@ Inclusion List: |¢q, C:\dg\sample.bxt Browse.. Base Base
Validation Function: | No Option Selected v [¥Base Base

Note: I case of deriving a expression by default properties will be inherited from parent sensitive type.

8. Save the Sensitive Type.
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Validation Function: |No Option Selected

Note:

Cancel

v | [¥] Base

In case of deriving a expression by default properties will be inherited from parent sensitive type.

Base

5.4 Edit Sensitive Type

Perform the following steps to Edit a Sensitive Type:

1. Select the Sensitive Type that needs to be edited from the list on the Sensitive Types

Screen.

Sensitive Types New Sensitive Type

o Edit

Clone Expression

= Employeell
EmployeelD

= MRN

ran el

Defined For

DEMS H

2. Click Edit.

Sensitive Types New Sensitive Type

s Edit | | Clone Exprassion
Sensiove Type

= EmployeelD
EmployeelD

= MRN

ransy

T

DBMS i

3. The following options are greyed out and cannot be edited:

a) Define for
b) Derivation Type
c) Derive From

4. All the other fields can be edited. These have been discussed under the New Sensitive Type

Section.

5.5 Confidence Factor
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Confidence Factor illustrates the accuracy of Detection. Columns with a Confidence Factor less
than the threshold value for Detection are not displayed.
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6 Policy

6.1 Concept
Policy is a set of pre-defined rules and regulations. In DgSecure, policy comprises a set of
guidelines which are created to protect the sensitive information. It contains a set of pre-defined
and user-defined Sensitive Types and protection options.

DgSecure supports two types of policies:

1.

2.

Pre-Defined Policies: These policies are the ones that have been already defined within the
DgSecure to improve the ease of usage. GDPR, PIl, PCl and HIPAA are some of the Pre-
Defined policies in the DgSecure.

Customized Policies: User can define its own policies and can also customize the Pre-
Defined Policies by creating a copy.

The Pre-Defined Policies are:

GDPR (General Data Protection Regulations): GDPR was officially enacted across the EU on
25™ May 2018. It is designed to protect the personal data and privacy of EU (European
Union) citizens for every transaction that occurs within EU member states.

HIPAA (Health Insurance Portability and Accountability Act): HIPAA was enacted in the
year 1996. HIPAA is designed to provide the security provisions and data privacy to keep the
patients’ medical information safe.

Pll (Personally Identifiable Information): Pll is any data that could potentially be used to
identify a particular individual. Pll information includes biometric information, medical
information, Personally identifiable information (PIFI) and unique identifiers such as social
security numbers. In the U.S., multiple federal laws regulate the protection of PII.

PCI (Payment Card Information/Industry): PCl was enacted in December 2004. It refers to
the payment security standards that ensure all sellers safely and securely accept, store,
process and transmit cardholder data during credit card transactions.

CCPA (California Consumer Protection Act): CCPA will come into effect from January 1%,
2020. This regulation is meant to enhance privacy rights and consumer protection for
residents of California, US.

A user can perform various functions in DgSecure. These are:

i Create a policy
ii. Edit a policy

iii. Export a policy
iv. Import a policy
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6.2 Create a Policy

A user can create, edit, import and export policies using data sources. There are two type of data
sources:

1. DBMS: Use DBMS module for creating a policy for structured data. Structured data is stored
in well- defined schemas such as database. It is in a tabular form that clearly defines

attributes.

Hadoop & Files: For Unstructured data use Hadoop & Files module. Unstructured data does

not have identifiable structure. It lacks in a particular format and sequence.

*Note: Pre-Defined policies are not editable.

The below section defines the process to create a policy.

To create a policy, click Policy > DBMS > Policy > New Policy tab.
Following screenshot shows the user interface for creating a policy:
Policy ; New Policy E
Policy: Description: Include GDPR Dashboard View
L [ S [T S ) [ o gy pmees
= Address
| UK Address (Unstructured data only) UK Address Select Masking Option
US Address US Address Select Masking Option
| Canada Address (Unstructured data only) Canada Address Select Masking Option
Address Line (Best suited for structured data) Address Street and Unit Select Masking Option
| Address State (Best suited for structured data)  Address State Select Masking Option
Address City (Best suited for structured data) Address City Select Masking Option
| Address Zip (Best suited for structured data) Address Zip Select Masking Option
Address Country (Best suited for structured da.. Address Country Select Masking Option
3 [ Addressip
AddressID Address ID Select Masking Option
2 [ BusinessentitylD
BusinessEntityID Business Entity 1D Select Masking Option
= Credit Card
Credit Card # (Digits Only) £.g. 5173215750856134 Select Masking Option
| Credit Card # (Space Separation) €.0. 5173 2157 5085 6134 Select Masking Option
Credit Card & (Dash Separation) e.g. 5173-2157-5085-6134 Select Masking Option
2] pates
Credit Card Expiry Date Credit Card Expiry Date Select Masking Option
Cancel Save
1. Policy: Enter the name of the policy. The name must be unique to for each policy.
2. Description: Describe the policy. This fields accepts letters, numbers, symbols and can hold
256 characters.
3. Include GDPR Dashboard View: Check this checkbox to display the policy in the GDPR View
under the Reports section.
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4. Sensitive Type: Select the Sensitive Type to include in the policy. A user can also define its
own Sensitive Type in the Policy > Sensitive Type Manager > New Sensitive Type tab. User
can select ‘n’ number of sensitive types while creating a policy. To select an entire group,
check the checkbox next to the Sensitive Group.

5. Masking Option: Select the Masking option from the drop — down list. You have to select
the CUPS options. There are six parameters for CUPs. These are:

i. Consistent (C)

ii. Unique (U)

iii. Persistent (P)

iv. Keep Null

V. Stateless (SL)

vi. Report Unique and Total Count

6. Cancel: Click the Cancel button, if the you do not want to save the changes.
7. Save As: Click the Save As button to save the policy with new name.
8. Save: Click the Save button to save the policy.

9. To edit a policy, go to POLICY tab and click Edit button. This functionality will enable you to
edit a policy.

Select the policy in Policy panel and click EDIT.

Sarwie Typs Dcriphon Mamiorg Ophos, mm Fermberd | Kaeg bed 2 Faport Ursous snd Tatsl G I
o CPLL_DaEs
1] _fuesd [J s

i et Card
Cradit Curd = (Dl Oy Frit
Cradd Cord = (Toucn Taew G L

et Card @ (Bash Sasirnter o

§ Fyrsiors CHUY marman

Comtcem DR Laowan d L
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6.2.2 Hadoop & Files
To create a policy in Hadoop & Files. Click Policy > Hadoop & Files > Policy > New Policy tab.
The following screenshot shows the user interface for creating a policy:
Policy ;“ New Policy ;
Policy: Description: Include GOPR Dashboard View
L S S TN "
3] address
Canada Address (Unstructured data only) Canada Address Sedect Protection Option
US Address US Address Sedect Protection Option
UK Address (Unstructured data only) UK Address Sedect Protection Option
Address Line (Best suited for structured data) Address Street and Unit Select Protection Option
Address State (Best suited fior structured data) Address State Select Protection Option
Address City (Best suited for structured data) Address City Select Protection Option
Address Zip (Best suited for structured data) Address Zip Sedect Protection Option
Address Country (Best suited for struchured data) Address Country Select Protection Option
3] credit card
Credit Card # (Digits Only) .. 5173215750856134 Sedect Protection Option
Credit Card # (Space Separation) e.g. 5173 2157 5085 6134 Select Protection Option
Credit Card & (Dash Separation) e.q. 5173-2157-5085-6134 Select Protection Option
B0 pates
Credit Card Expiry Date Credit Card Expiry Date Sedect Protection Option
DOB (Best suited for structured data) Date OF Birth Select Protection Option
DOD (Best suited for struchared data) Date OF Death Select Protection Option
Date (Best suited for structured data) Date Seledt Protection Option
Cancel Save

1. Policy: Enter the name of the policy. The name must be unique for each policy.

2. Description: Describe the policy. This fields accepts letters, numbers, symbols and can hold
256 characters.

3. Include GDPR Dashboard View: Check this checkbox to display the policy in the GDPR View
under the Reports section.

4. Sensitive Type: Select the Sensitive Type to include in the policy. A user can also define its
own Sensitive Type in the Policy > Sensitive Type Manager > New Sensitive Type Tab. User
can select ‘n’ number of Sensitive Types while creating a policy. To select an entire group,
check the checkbox next to the Sensitive Group.

5. Protection Option: Select the Protection option from the drop-down list. You also need to
select the CUPs Option. There are two parameters for CUPs Options. These are:

i. Consistent (C)
ii. Report Unique Count

6. Cancel: Click the Cancel button, if you do not want to save the changes.

7. Save As: Click the Save As button to save the policy with new a new name.

8. Save: Click the Save button to save the policy.
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9. To edit a policy, go to POLICY tab and click Edit button. This functionality will allow you to
edit the information for the policy.

Select the policy in the Policy panel and click EDIT.

o _com e300 3637
v el 020 M5

PR igrman ISl 12

Hm

PR _mtaig “uh
P kg Ran23 300 380EY 4
FLI_Madeog el 020 Sl L

d Credit Card

Lredt Lo @ [Tt S wtoe, g JT AT intelrak
Credit Card # [Spaoe Sapersbon mg SIT] ZLET S0E5 1 It e
Cradit Cand o [Dugitn Dy g BITLISETROAG el ain
d Dutsy

D08 (Bt muted For sinuctored detn) Dt O By intelmans
i 1 Bebdreus

IF hadiwia P At wid Iotwd s

o Social Sacusty

Sacul Sanurty # ([Dighy Ony ng. HMELLL Intndmank
Saral Racurfy # e Spanan] wg 22788 2238 trialvath
Seval Saertty @ (Dash Sapacetes] wg TI3-E-1L el mas

6.3 List Policies

6.3.1 DBMS

This screen displays the list of pre-defined policies and the Sensitive Type associated with each
policy.

Policy New Policy

#Edit| | | Copy | | & Refresh Shaow Delete
T B S [T S [ £ [T
Nov-19-2019 14:44 Nov-19-2019 14:44
‘GDPR_DBMS Nov-08-2019 16:13 NA Nov-13-2019 15:56 D
PII_DBMS Nov-08-2019 16:13 NA D
PCI_DBMS Nov-08-2019 16:13 NA =
HIPAA_DBMS Nov-08-2019 16:13 NA =]

e | peritr ey Nl 5| Repurt e o

=2 Address

US Address US Address FPM
Address Line (Best suited for structur...  Address Street and Unit FPM
Address State (Best suited for structu...  Address State FPM
Address City (Best suited for structur...  Address City FPM
Address Zip (Best suited for structure. . Address Zip FPM
Address Country (Best suited for stru...  Address Country FPM
= Credit Card

Credit Card # (Dash Separation) e.g. 5173-2157-5085-6134 FPM
= Names

Part Names(FirstName or Lastame) Part Names(First Name,Last Mame, First/LastNa FPM
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1. Edit — This functionality allows user to edit any customized policy. Select a policy in Policy

panel and click Edit.

*Note: Only Custom Policies are editable.

2. Copy— User can create a copy of pre-defined and customized policy. To create a copy of the

policy, follow the below steps:

a) Select the policy that you want to copy.
b) Click Copy.

3. Enterthe details such as Policy, Description. Select the Sensitive Type and the CUPS option.
4. Click Save. This will successfully create a copy of the policy.

Padicy Save Polecy

T e i e - e P S T S i T T 0 A A7 S T o e VTS SIS L A o i e T

i
livcm:-.l GOPR_copy Desrigkiten: GOPR. policy_1 Inchude GOPR Dashboard View y

Muasking Option Consiste] Usigee | Persistert KeepMul 51 Faeport Lin

& Address

UK Addeess {Unstructured data only) UK kddress Sebedt Masking Option
U5 Address U5 Address Sededt Masking Option
Canpda hddress (Unstructured data saly) Canads Address Select Maskisg Opticn
Address Ling (Beit sulted for siructured data) Addreis Tiraet and Ual Selact Maghisg Optisn
Address State (Bett subed fod sbructured data) Addieis Suate Sele Mushisg Optisn
Address City (Bett suibed for strudtured data) Address City Selert Hasiand Opban
Bddress Tip [Best suited foe strectured data) Address Tip Sebedt Hasking Optien
Address Country [ Best suibed for strudtured da Address Cowntry Sededt Masking Option

B[] Addeessin
AddressiD Address D St Masking Optisn

2 Busnesal ntity 0

BurtirsessE by (0 Business Entity 1D Selert Masiind Opban
2 =l Oredit Card
| Credt Cand # (Digits Only} Q. SITELETS0E56104 Random (Credit Card Humbsers)
J| Credt Card # (Space Separstion) &g, SI73 2157 S0ES 6134 Random (Credit Card Humbers)
J| Credt Card # (Dach Saparstion) .. 5173-2157-5045-6134 Random (Credit Cand Humbsers)
5[ pates
#| Cradt Card Expiry Dabe Credit Card Exgary Dabe Randam (Date)
o o e s
Canerel Sawe

[}

s A

5. Refresh — Click this button to refresh the current page with the updated information.
6. Show — Click this button to unhide the policy.

7. Hide —To hide any policy, follow the below steps to hide any policy:

a) Click the Show/Hide checkbox for the selected policy.
b) Click the Hide button. The policy will get greyed out.

Page 96 DgSecure User Guide © Dataguise, Inc. 2020




JATAGUISE

Policy | New Palicy

2Ede | | Copy | | | 2 Refresh

= Address
Address Line (Best suted for structured

= Social Security

Address Street and Unit

Last Updated xport Tima

Random{Address Line 1)

Address City (Best suited for structured .. Address Gty Fandom(City)

Addoess Fiate (Best suited for shnaciurn . Address State Fandom{55atn Name)
Addoesy Iip (Bent suited for struchored Address Tip Random{ZIF)

Addiress Country [Best suited for struct Adidress Country Fandom{Country Hame]
2 Email Address

Ermail Addies Emad Address Randos|Emal Addresaes)
o Mames

Full Hames Full Mafei RandeaniFirit Mame)

W show/ride

COPA_DBMS 1 Now-13-2009 14:37 Now-13-2019 14:37 vl
NewPokoName Sep-11-2019 22:13 Sep-11-2049 22:13 Ner=06-2009 1149

CCPA_DBMS Jul-10-2018 4:27 Jal-10-2018 4:37

GOPA_DBMS Jul-02-2019 8:03 MA

FII_DEMS Jul-02-2019 8:03 MA

PCI_DEMS Jul-02-2019 8:03 MNA

HIPAA_DEMS ak-02-2019 8:03 L]

T S T o e e T I T

8. Delete — Check the Delete checkbox corresponding to the policy that you want to delete.
Click the Delete button to delete the selected policies.

6.3.2 Hadoop & Files

This screen displays the list of pre-defined policies and the Sensitive Type associated with each

policy.

Policy New Policy

s Edit| | | Copy | | | & Refresh

|
Policy Name Created On Last Updated Import Time Show/H|

custom_tt Dec-05-2019 12:29 Dec-05-2019 12:29
custom_t Dec-04-2019 18:00 Dec-04-2019 18:00
pii_copy Dec-04-2019 17:01 Dec-04-2019 17:01
policy_with_UC May-15-2019 13:56 Dec-04-2019 17:00
M May-15-2019 13:55 Dec-04-2019% 17:00
Telephone May-15-2019 13:54 Dec-04-2019 17:00
SSNO May-15-2019 13:54 Dec-04-2019 17:00
NIN May-15-2019 13:54 Dec-04-2019 17:00
Names May-15-2019 13:53 Dec-04-2019 17:00
EURO May-15-2019 13:53 Dec-04-20195 17:00
Dates May-15-2019 13:53 Dec-04-2019 17:00

oo Wi iE o010 47,02

Nioc o 9010 4700

May-15-2019 14:32
May-15-2019 14:32
May-15-2019 14:32
May-15-2019 14:32
May-15-2019 14:32
May-15-2019 14:32
May-15-2019 14:32
May-15-2019 14:32

L 1E 2010 1.7

= Credit Card

Credit Card # (Digits Only)

H Sodial Security

Social Security # {Digits Only)

e.g. 5173215750856134

e.g. 232883211

FPM

FPM

Show Hide | | | Delete

"

Dec-04-2019 17:00
Dec-04-2019 17:00
Dec-04-2019 17:00
Dec-04-2019 17:00
Dec-04-2019 17:00
Dec-04-2019 17:00
Dec-04-2019 17:00
Dec-04-2019 17:00

A o
A e

~
Mo B 7010 1700
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1. Edit — This functionality allows user to edit any customized policy. Click Edit to edit an
existing information for the policy.

2. Copy — User can create a copy of pre-defined and customized policy. To create a copy of the
policy, follow the below steps:

a) Select the policy that you want to copy.
b) Click Copy.

3. Enter the details such as Policy, Description. Select the Sensitive Type and the CUPS option.
4. Click Save. This will successfully create a copy of the policy.

C

[ mddress

[ credit Card

Credit Card & ([ugits Only)
Credit Card £ (Space Separation]
Credit Card # {Dash Separation)

Ll pates

Credit Card Expiry Date

D08 (Best subed For structuned data)
D00 [Best duited for sbructured data)
Dute (Bast suited for structored data)

|“-"--'—_'“
[

Cancel Save As Ir St Ji
vy |

e.g. 51732 15TS0R5ELH
&g 5173 2157 5085 6134
e 5173-2157-5085-6134

Credit Cand Expiry Date
Diate OF Birth

Diate 04 Death

Date

Canada Address (Unstructered data only) Canads Address Salect Protection Optisn
o U Address US Address FFH

U Address (Unstructured dats only) UK Addrass Salect Protection Opticn
o+ Address Line (Best suited for structured data) Address Street wad Unit L
o] Address State (Best suited for structured data) Address State L)
¥ Address City (Best sulted far structured dats) Address City FRHE
¥ Address Tip (Best suited for stnectured data) Address Tip FPH
o Kddress Country (Best suited for struchered data) Address Country FPH

Select Protection Oiplion
Select Protection Oiption
FPH

FPH

Select Probection Optien
Salect Probection Optia
Select Protection Ogtssa

5. Refresh—Click on Refresh button to refresh the current page with the updated information.
6. Show — Click the Show button to unhide the policy.
7. Hide —To hide any policy, follow the below steps to hide any policy:

c) Click the Show/Hide checkbox for the selected policy.
d) Click the Hide button. The policy will get greyed out.
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Policy | Mew Palicy

o Bk | | Cogy | | | Refresh

Last Ugstated

‘Credit_twd_hadoog Nw-11-2019 1655 Newi11-7019 16:56

VINs 3al-27-2018 7:38 k272009 7

Cuntom-2E4 Xd-22-2019 605 222019 605

COPA_Hadoip Jeb-10-2018 48 Jub-10-2019 4:38 b 18:201% 0:12
GOPS_HMadoop Jui-02-2019 2003 NA

FIi_Hedeop J-02-2019 840 A

PC]_Hadowp X-02-2019 303 MA

HIPAA_Hadozp Jul-02- 2018 $:03 NA

Pratection Opfsn

3 Address

5 iddress U5 Address: P
Addrens Line (Baif paited for ttructured o Address Sirect and Unt F#
Address State [ Besh suibed for siruchured d Address Siabe F#el
Address City (Best saited for structured data)  Address Dty P
Address Tip (Dest weited for structured dsta}  Adidress Tip rem
Addrens Coustry (Rest puited for diructured . Addrass Comnlry L
= Credit Card

Credit Card & (Dash Separation) g S17-FIST- 50050104 ]
3 Dates

Credt Card Expiry Date Credit Card IExpiry Date L)

LEpert Time

Riaport Unigus Count

8. Delete — Check the Delete checkbox corresponding to the policy that you want to delete.

Click the Delete button to delete the selected policies.

6.4 Export Policy

DgSecure provides the capability to export and import policies. Follow the below steps to export

a policy:

Polcy Export | Import

Import Options: & Eeror if sensitive bype exists U existing seFaltive bype Owvedride existing sefsitive type

Policy File: Entes the server path of the file. e : Cldg\policyDetas.json OR: C:\dg\policyDetalls.dop Brownse..

Hobe: You cin isport all information retabed to Policy incuding reference dita in 150N of DGP file format.
Impoit
DB Hadonp B Fikes Polices.
Export Policier

Poodery Haimmez Creabed On

4 GOPR_DBMS CEME How-08-2019 16213 HA
GOPR_Hadusp Hisdeop & FILES Hoow-08-2009 1423 ha
PIE_Hadoop Hadoop & FILES Hon-08-2089 1613 ha
PCI_Hadoup Hadesp & FILES Hiorw-08-2089 16213 HA
HIP&A_Hadoop Hadoop & FILES How-08-2019 14:13 Ha
FII_DEMS Debis How-08-2009 16213 A
PCI_DEMS CEE Henr-08-2089 1613 HA
HIPAA_DEME DEMs How-08-2019 1613 HA

Import Time

1. Click Policy > Export/Import > Policies.
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2. Check the checkbox corresponding to the policy that you want to export. Click the Export
Policies button.

3. Enterthe location to save the file in the pop-up. Click the Save option and mention the path
where file will be downloaded.

*Note:

1. While exporting a policy, if any custom Sensitive Type is added to the policy which has reference data
or Confidence factor config values then these values will also get exported along with the custom
Sensitive Type.

2. When a user is exports a policy, then Pre-Defined Sensitive Types will not get exported. Only their
references will get set in the policy. When policy is getting imported, the Pre-Defined Sensitive Types
are immutable and already exists on the system.

3. If any derived sensitive type is part of a policy, then that derived sensitive type with its derivation
definition, reference data, confidence factor config will also get exported.

4. If a customer has done some changes in data regex, column name regex or any other property of that
Pre-Defined Sensitive Type; DgSecure will not update that Pre-Defined Sensitive Type on the target
system while importing a policy on the other system.

In case the customer wants to port the changes performed in the Pre-Defined Sensitive Type from one
machine to another, contact support team to get the scripts.

6.5 Import Policy

DgSecure provides the capability to import policies. Follow the below steps to import a policy:

Policy Export/Import

Import Optiens: (©) Error if sensitive type exists @ Use existing sensitive type (©) Override existing sensitive type
Policy File: Enter the server path of the file. eg : C:\dg\policyDetails.json OR C:\da\policyDetails.dap Browse..

Note: You can import all information related to Policy including reference data in JSON or DGP file format.

Import

DBMS[Hadoop & Files Policies

= Refresh Export Polices
I e S T [ s S
GDPR_DBMS DBMS Nov-08-2019 16:13 NA
[C] GDPR_Hadoop Hadoop & FILES MNov-08-2019 16:13 NA
[C] P1I_Hadoop Hadoop & FILES MNov-08-2019 16:13 NA
[£] | PCI_Hadoop Hadoop & FILES Nov-08-2019 16:13 NA
[] HIPAA_Hadoop Hadoop & FILES Mov-08-2019 16:13 NA
D PII_DBMS DBMS Nov-08-2019 16:13 NA
[F] pci_bBMs DBMS Nov-08-2019 16:13 NA
[C] HIPAA_DBMS DBMS Nov-08-2019 16:13 NA
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1. Click Policy > Export/Import > Policies.

2. Check the checkbox corresponding to that policy that you want to import. Click the Browse
button and select the policy file to import.

3. Select the Import options.

*Note: These import options are applicable only for custom sensitive type.

Following are the import options:
a) Errorif sensitive type exists: If sensitive type with the same name already exists,

the system will throw an error and will not let you import the policy.

b) Use existing sensitive type: If the sensitive type with the same name already exists,
the system will use the existing sensitive type.

c) Override existing sensitive type: If the sensitive type with the same name exists,
the system will override the properties of the existing sensitive type with the new
properties.

4. Click the Import button. This will successfully import a policy in the DgSecure.
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7 Task
7.1 Concept

DgSecure offers unique solutions to determine and safeguard sensitive information on all types
of source systems, relational and non-relational databases, with structured and unstructured
data, stored on the premises and even in the cloud. Detection and protection of sensitive data in

DgSecure is achieved by executing the tasks on the target source systems. This section discusses
the steps to create and execute the tasks on each source system. Every licensed source system is
available on the main menu of DgSecure, as depicted below:

D
DATAGUISE

HOME

POLICY

REPORTS
DOMAIN

ACCESS CONTROL
SCHEDULER
RDBMS

NOSQL

HADOOP

FILES

*Note: A task can only be executed if the required IDP (Refer to DgSecure Admin Guide section
6.2.1. Create IDPs) has been setup and is in “Active” condition, and appropriate connection has
been set to the target source system.

To access the tasks screen for a source system, click <Source System> -> <Task Type> -> TASKS

For example, to access detection tasks under RDBMS, click RDBMS->DETECTION->TASKS
(depicted in the image below).

TASKS

RESULTS

REPORTS DIFF
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7.1.1

7.1.2

b)

Source System

The target data store, e.g. RDBMS, HADOOP, NOSQL etc. are termed as source systems.

Task Type
There are two major types of tasks:

Detection: Detection tasks help in obtaining information about where and what type of
sensitive data is stored in a source system. To detect sensitive information, it is crucial to define
which data entries are to be considered as sensitive elements, e.g. credit card numbers, social
security numbers, addresses etc. These sensitive data elements are categorized as Sensitive
Types.

There are various out-of-the-box sensitive types for the user to select from as well as options to
clone or create custom sensitive types. Different sensitive types can be grouped together under
a Policy to refine the sensitive data detection. Please refer to the sections Policy and Sensitive
Type for more details.

Masking: Masking tasks are used to protect the sensitive data that has been detected using a
detection task in the target source system. Users can perform masking and encryption on their
data to ensure that sensitive information is not exposed.

DgSecure provides several masking options for securing sensitive data on an organization’s data
repositories. The table below shows the masking options available for different data types.

Masking Option Characters Variable Number Clob
Name (Char) Characters
(Varchar)
Static mask X X X X
Character mask X X
Format Preservation X X X
Mask (FPM)
IntelliMask mask X X
Random mask X X X
NPI mask X X X
Compose mask X X
Compose Math X
Expression mask
Date Synch mask X
Name Synch mask X
Email Policy mask X X
Expression mask X
Full Name mask X
Regular Expression X X
mask
Custom Lookup mask X X X
Custom mask X X X
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Shuffle mask X
JSON mask
XML mask
AES X
Encryption/Decryption
FPE X X X
Encryption/Decryption

XiX XX

For detailed information on each masking option, refer to 7.4 Masking Options.

*Note: Options for task types differ based on the type of source system.

7.2 Create Task

This section will explain the process of creating and editing a task in different source systems.

7.2.1 RDBMS

DgSecure supports Detection and Masking in RDBMS databases. Following sections outline the
process of creating these tasks.

7.2.1.1 Detection Task
Perform the following steps to create a detection task.

Go to RDBMS > DETECTION > TASKS

Tasks New Task Sampling Configuration

S Edit| | Execute | | | | & Refresh Show | | | Hide | | &) Delete
7 test Mar-24-2020 04:13:44 [
4 oradle Jan-09-2020 04:23:28 B
3 Taskz J2n-08-2020 07:00:31 B
2 Taskl Jan-08-2020 06:53:32 [l
1 DetectionTask Dec-11-2019 04:28:40 B
Page |1 of 1 @

Displaying 1- 5 of 5

Task Overview | Task Instances

Task Name: test  Task Description: test  Task Type: Detection Sensitive Type Database Object Filter
Start Time: Mar24.3020 041344 Exit on firsthit: fsise < HIPAA DEMS Connection Informatiq Table/View Operal, Table/View Fillj Column Operat] Column Filtg
sampling Configuration: Read top 5% of data Emall Address
Connection Name: Mysql48 IGEES
Database/Schema(s): 1P Address
dgstar
NP

Social Security # (Dash Separation)
Socizl Security # (Space Separation)
Tolanhnna fRach i

1. To create a new task, click on the New Task tab.
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Tasks New Tashe¢=—S=ritTy Configuration
g Edit | | Execute | | | & Refresh

The following image shows the user interface for creating a task.

~

Task Name: credit_card Task Description: | tection task for credit card Task Type: Detection v
Sampling Top 1000 rows B [] Search Views  [] Exit on first hit ~ [7] Indude Table Size Incremental New Columns/Tablas
Configuration:

Compliance Policies
[C] HIPAA DBMS
[ RitishPolicy

[F pc1_pems [T p1L_pBMS [C] GDPR_DBMS

Pre-defined and Custom Sensitive Types Browse Connections &

O N [ ST

2] address

[T s Address

[] UK Address (Unstructured data only)

[] canada Address (Unstructured data only)

[] Address Line (Best suited for structured data)
[T] Address State (Best suited for structured data)
[T] Address City (Best suited for structured data)

[F] Address Zip (Best suited for structured data)

[] Address Country (Best suited for structured data)

=0 Credit card

[] Credit Card # (Digits Only)

[C] Credit Card # (Space Separation)
[ Credit Card # (Dash Separation)

Cancel

US Address

UK Address

Canada Address
Address Street and Unit
Address State

Address City

Address Zip

Address Country

e.g. 5173215750856134
e.q. 5173 2157 5085 6134
e.g. 5173-2157-5085-6134

| No data to display

Save Save and Execute

2. Enter a unique Task Name. This field supports numeric and character values.

Task Name:

cre_card

3. Enter a Task Description of maximum 254 characters. This field supports numeric and

character values.

Task Description:

Detecton of CCNO

4. Select the Task Type: Detection or Metadata Discovery.

Metadata Discovery
Detection
Metadata Discovery

Metadata Discovery scans your database to provide information about the type of
data available on the database.
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*Note: Support for Metadata Discovery is now available for Oracle.

5. Check the Search Views option to detect the Views tables within the database as well as
the tables linked with them. This option is available for the Detection, Task Type.

6. Check Exit on First Hit option to stop the scanning, when the first Sensitive Type is detected
during the scan. This option is available for the Detection, Task Type.

7. The Incremental option is used to execute sensitive data detection only on the new entries
to the database. This option significantly decreases the time taken to scan the database.
This option is available for the Detection, Task Type. To setup Incremental detection,
perform the following steps:

a) Check the Incremental checkbox.

¥| Incremental Both R

/

b) Select the type of increment to the database that has to be considered for scanning,
i.e., addition of new partitions or columns/tables to the database.

¥| Incremental Both "

Mew Partitions

/ Mew Columns/Tables

Both

8. DgSecure is equipped with data sampling to limit the area of scan which helps in reducing
the time taken for detection. Default options to scan sample data from the database are:

e Top 1000 Rows
e Read top 5% of data

The sampling configuration field is set to sample Top 1000 Rows by default. Check the
Advanced checkbox to create a new sampling configuration.

You can also configure sampling through RDBMS > DETECTION > TASKS > SAMPLING
CONFIGURATION tab.
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Sampling Configuration

Name: * sample 200-300 Description: swcords starting from 200 Set Sampling Config as Default:
Show Advance Sampling Details

Table Row Count Range: * | 200 o To 300

Type: * | Random hd

By: * Rows ~ | Value:* | 100]
Add

Table Row Count Range Sample Type Sample Value Sample By
Top #

Default 1000 Rows
1to 200 Bottom 100 Rows 2@
Note:

1. Top sampling option is not supported for Teradata, Aster DB and Sybase ASE connections.

2. Bottom sampling option is not supported for Teradata, Aster DB, Snowflake, Informix DB, Splice Machine, Sybase IQ and Sybase ASE connections.

3. Random sampling option is not supported for Snowflake, Informix DB, MySQL and Splice Machine connections. Random sampling is also not supported for Views in Sybase IQ.

4. For performance reasons, except for tables in DB2 schemas, random and bottom sampling is not recommended, where the tables can contain large volume of data.

5. If some unsupported sampling option is chosen, then best applicable sampling option will be applied. For more details regarding chosen sampling option, IDP logs can be checked.

Cancel Save

i. Enter the name of the Sampling Configuration.
ii. Enter the description for sampling.

iii. Check the option Set Sampling Config as Default to set the Sampling
Configuration as the default configuration for all your tasks.

iv. Check the option Show Advance Sampling Details to set the advanced settings
for sampling. Below are the options for advanced settings:

e Table row count range: Enter numeric value. This value states the starting
range of the table from which the records will be sampled.

e To: Enter the numeric value. The value in this field states the ending range
of the table till which the records will be sampled.

e Type: Select the sampling configuration type from the Type option. There
are four options for sampling configuration:

i.  Top: If you select the option Top, the sample data for the scan will
be selected from the entries at the top of the table, based on the
specified range.

ii. Bottom: If you select the option Bottom, the sample data for the
scan will be selected from the entries at the bottom of the table.
This does not mean the entries will be selected bottom up, instead
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depending on the range the last entries in the table will be taken to
create a sample data for detection.

Random: Entries from the table that correspond to the specified
range, will be selected at random to create a sample set of data for
detection.

Complete: If all the entries in the selected tables of the database
have to be scanned for sensitive types, select this option.

e By: To Specify how to pick data for sampling from the table, there are two

ways:

By Rows: Select Rows from the drop-down, to sample data based
on the number of rows.

By Percent: Select Percent from the drop-down, to sample a
percentage of the data

e Value: Enter the numeric value. It will specify the total number of records
to be processed if sampling By-Rows is selected and denotes the
percentage of sampling By-Percent is selected.

v, After setting up the required configuration, click Add to add the user-defined
sampling configuration to the list.

vi. Click the Save button to save the changes.

9. Select the required policy under the Compliance Policies section. The Compliance Policy
panel displays all the Pre-Defined and Customized Policies. Users can select any number of
policies while creating or editing a task.

Sensitive types associated with the selected policy can be viewed in the panel below this
panel Pre-Defined and Custom Sensitive Types. Selecting a policy is not a mandatory step,
users can also proceed to select individual sensitive types. For more information, refer to

section Policy.

HIPAA DBEMS

TestPolicy

Compliance Policies

| PCI_DBEMS

test
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10. Select the required sensitive types for the scan from the Pre-defined and Custom Sensitive
Types section. Refer to the following screenshot:

Pre-defined and Custom Sensitive Types
I (=
5L aABA_test
[[] ABA_test ABA
= Address
[T] us Address Us Address
[7] UK Address (Unstructured datz only) UK Address
[ 7] canada Address (Unstructured data only) Canada Address
[7] Address Line (Best suited for structured data) Address Street and Unit
[] Address State (Best suited for structured data) Address State
[] Address City (Best suited for structured data) Address City
[7] Address Zip (Best suited for structured data) Address Zip
[ ] Address Country (Best suited for structured data) Address Country
= ¥ credit card
Credit Card # (Digits Only) e.g. 5173215750856134
Credit Card # (Space Separation) e.g. 5173 2157 5085 6134
Credit Card # (Dash Separation) e.g. 5173-2157-5085-6134
=] Dates

The Pre-Defined and Custom Sensitive Types panel lists down all the Sensitive Types. The
Sensitive Type associated with the policy gets selected in the Pre-Defined and Custom
Sensitive panel and cannot be removed from the scan, however any number of sensitive
types can be added to the scan.

*NOTE: If a policy is selected, user can still add more sensitive types to the scan but the
sensitive types under the selected policies cannot be excluded from the scan.

11. The Database Connection panel lists down all the available RDBMS connections. Any number
of connections can be selected for a task. This panel list down all the available connections.
For details on how to create and manage connections refer Connection Manager. Perform
the following steps to choose a connection:

vii. Click Browse Connections.

Browse Connections =3

D

viii. The Browse Connections dialog box will be displayed. This screen categorizes
connections based on user preferences.
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Browse Connections
Select Group: Connection Type e = Refresh
(omesrre @l o e
Oracle LocalMeatadata Oracle 10.12.13.11

Add
Selected Connections

Delete

Bl T
LocalMeatadata Orade 10.12.13.11

Cancel Save
ix. Click on the Select Group dropdown and select the required option from the

sub groups displayed on the left panel to sort the available connections.

Browse Connections

Select Group: | Connection IDP ¥

Con el Connection IDP .
Connection Type

Detection
Host Mame
Location
Iser Mame

The Select Group drop-down has five options:

1. Connection IDP: Categorizes the available connections based on the types
of IDPs available, i.e., Detection and Masking.

2. Connection Type: Categorizes the available connections based on the type
of server connected to, i.e., Oracle, Teradata, SQL server etc.

3. Host Name: Categorizes the list of available connections based on Host
Names.

4. Location: Categorizes the available connections based on the location of
the target source system server, i.e., On-Premises and Cloud.
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Xi.

Xii.

xiii.

5. User Name: Categorizes the list of available connections based on the
Usernames.

Click Add to include the selected database connection in the Selected
Connection panel.

Check the Selected connection. Click the Save button to include connections.
Click the Test button to test the listed RDBMS connection.

Click the Database Object Filter button to filter tables and/or columns. Once
filters are defined, then only those databases/tables/columns that match the

filter are scanned.

Check the checkbox next to the connection to enable the Database Object
Filter.

Browss Connections e- Test Databass Object Filker =) Delete
: | NH_151_SQlSarver D1 S0L S=rver 192,168.0.151

You can Add/Edit Filter in two ways i.e. either by specifying in manually it
manually or by uploading the filter list in the Upload Filter List tab.
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Database Object Filter
Add/EditFilter | Upload Filter List

Connection List Object Filter | Datatype Filter

Filter by Schema/DE name | | Refresh

@[] (£ NH_Conn_x1 OR ¥ Table/View Name Select Table/View Operatc| ¥ And Column Name | Select Column Operstor | ¥ Add
[F] £ jdbet

) idbe_stri
[0 e _string =3 Nake: Only Datsbases/Tables/Columns that match the Filker Criteria are scanned. IF no filter has been defined, the entire database will be scanned.

@[] 3 snm_sal_user Duglicate filters will be skipped,
B[] () mk_sas_dsx_Con
@[] () mk_ord_det_Con Selected Filters

@[] () Ritish_5QL_Server_Cannaction

e I e e N N
@[] [t _det

RITISH_NEW_GDP...  endswith Discovery SSNO Us=r Defined
@[] () t_det
=[] ) s det
=[] (] Ritish_Oracle_Connection
Page |1 of 1 a Displaying 1 - 1 of 1
Test Filter
T T I I S T
Ritish_Oracle_Connection RITISH_NEW_GDPR. MY_DISCOVERY
Cancel Save

e Add/Edit Filter: This tab allows you to apply the filter for the selected connection.
Once the filter has been applied then only those databases/tables/columns and
datatypes that matched the criteria will be scanned.

There are two types of filter which can be applied.
1. Object Filter
2. Datatype Filter

1. Object Filter
The Object Filter allows you to scan the database/tables/columns based on the
defined filter. To apply an Object Filter, perform the following steps:
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Connection List Object Filter Datatype Filter

Filter by Schema/DB name | | Refre

:'Dijj NH_151_50) =zt OR |v| Table/View Name [seject Table/view Ope | v n”d Column Select Column Oper | ¥ Add
=] grv_discavar ame

Note: Only Databases/Tables/Columns that match the Filter Criteria are scanned. If no filter has been defined, the entire database will be scanned.
Duplicate filtzrs will be skipped.

Selected Filters
@ Delets
D e e e e e e S
] NH_151_SQLSer.. ends with 1lakh contains = User Defined 2
Page (1 of 1 | [0 || W] | [ Displaying 1 - 1 of
Test Filter
oo
NH_151_SQLServer_D1 grv_discover dba.gaurav_1lzkh DATE_OF_DEATH
NH_151_SQ1Server_D1 grv_discover dba.gaurav_1lzkh IP_ADDRESS
NH_151_SQLServer_D1 grv_discover dba.gaurav_1lzkh EXPIRATICN_DATE
NH_151_SQlServer_Di grv_discover dbo.gaurav_1lakh UK_PASSPORT_NUMBER
NH_151_SQLServer_D1 grv_discover dba.gaurav_1lzkh BAMK_ACCOUNT
NH_151_SQ1Server D1 grv_discover dba.gaurav_1lzkh SWIFT_CODE
Cancel Save
a) Select the connection from the Connection List panel or enter the DB/Schema name
in the Filter by Schema/DB Name textbox.
Connection List
grv_discover] Refrech
=[] MH_151_SQLServer_D1
[[] E] grv_discover
b) Apply the Object Filter in the top panel by specifying the Operator, Table/View and
Column name.
OR ¥ Table/View Nams ends with ¥ | | Discovary And Column Mame | equals ¥ |==ng Add

MNote: Only Databases/Tables/Columns that match the Filker Criteria are scanned. IF no filter has been defined, the entire database will be scanned.

Duplicate filters will be skipped,

For example, in the above image the object filter specifies the table name should end
with ‘Discovery’ and the selected table should contain SSNO column.
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There are eight types of Operators based on which you can select the Table and
Column name.

1. Equals: This operator will check whether the given table/column name exist in the
selected database/table. It will return the matched records if the condition is
fulfilled.

2. NotEqual to: This operator will return all the records except the given table/column
name.

3. Contains: This operator will return only those tables/columns which matched the
given criteria.

4. Does not contain: The functionality of this operator is similar to the Not Equal to
operator, since it returns all the records except the given table/column name.

5. Starts with: This operator will return all the tables/column whose name starts with
the given criteria.

6. Does not start with: The functionality of this operator is similar to the Does not
contain and Not Equal to, since it will return all the tables/column name except the
one which has been entered.

7. Ends with: This operator will return all the tables/column name whose name ends
with the given input.

8. Does not ends with: The functionality of this operator is similar to the Does not
contain and Not Equal to, since it will return all the tables/column name except the
one which has been entered.

c) Click the Add button to add the filter in the Selected Filters panel.
d) The Selected Filters panel will list down all the user defined filters. It displays

information about the filters such as Connection Name, Table/View Operator,
Table/View Filter, Column name, etc.

Selacted Filters

D e e e e e N

RITISH_MEW_GOP... ends with Discovery equals SaND User Defined

Page |1 of 1 nal Displaying 1 - 1 of 1

e To edit a filter, click the button in the Edit column. This functionality
allows you to re-select the Operator, Table/View and Column name.
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e To delete a filter, check the checkbox for that filter and click the Delete
button. This button will get enabled when you check the checkbox for any
filter.

9. Click Test button to test the filter. It lists down the result matching the filter criteria.

Test Fiter

T T I T S TN

Ritish_Oracle_Connection RITISH_NEW_GDRR. MY_DISCOVERY SENO

10. Click Save button to make the changes effective.
11. Click Cancel button, if you do not want to save the changes.

1. Datatype Filter
This tab allows you to specify the datatypes to be included or excluded while
scanning based on the selection.

Add/Edit Filter Upload Filter List

Connection List Object Filter || Datatype Filter
Filter by Schema/DB name | | Refre Filter Type: @ Indude © Exdude
= td_Dst
[5] NH_151_SQLServer_D1 Additional Datatype: Add
[=] mysal_privacy
1 Solsrc 1 wowtpe
[E] det_sas BIT
=] NH_HaNA_DL TINYINT
[C] SMALLINT
[7] INTEGER
[] BIGINT
[ FoaT
[[] REAL
[[] DouBLE
Test Filter

Cancel Save

To apply Datatype Filter, perform the following steps:

a) Select the connection from the Connection List panel or enter the
Database/Schema name in the Filter by Schema/DB Name textbox.

Connection List

grv_discover] Rafrash
o [0 NH_151_SQLServer_D1
[[] =] grv_discaver
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b) Select the Filter Type from the given option. By default, Include filter type is selected.

e Include: This option allows to select the datatype that need to be included
while scanning.

o Exclude: This option allows to select the datatype that need to be excluded
while scanning.

e Additional Datatype: This field allows you to add a datatype if it's not
present in the DataType panel. Once that datatype is entered, click Add
button to specify it in the DataType panel.

Filter Type: @ Indude © BExclude

additional Datatype: | nvarchal Add

c) Check the checkbox for the datatype which you want to include or exclude based on
the selection of Filter Type in above panel.

Filter Type: @ Include O Exclude

Additional Datatype: | varchai Add

o
[7] MUMERIC

DECIMAL

CHAR

VARCHAR

LONGVARCHAR

DATE

TIME

O0O0OOERED

TIMESTAMP
EINARY

For example, in the above image the CHAR and VARCHAR datatypes are included in
the scanning process since Filter Type specify the option as ‘Include’. If ‘Exclude’ is
selected as Filter Type then selected CHAR and VARCHAR datatype will be excluded
from the scanning process.

d) Click Test button to test the whether any column in the database contains the
selected datatype. This functionality will list down all the columns that contain the
selected datatype.

(resmare oo I T S TS
Risish_Oracle_Connection RITISH_NEW_GDPR MY_DISCOVERY SENO

e) Click Save button to make the changes effective.
f) Click Cancel button if you do not want to save the changes.
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e Upload Filter List: This tab allows you to upload a file containing the list of all
columns.

Database Object Filter
Add/Edit Filter Upload Filter List

Download Sample File

Choose Connection: | NH_151_SQLServer_D1 v
Filter List Type: Inclusion ¥
Browse Filter List File: | datatype.cov Browse...

Upload Filter List

Rejected Filters List

Ignore Rejected Entries || Export as C5V

Smallint
Warchar
Char
Nvarchar
Smallint
Warchar
Char

Nvarchar

Cancel

To upload the filter list, perform the following steps.

a) Select the connection from the Choose Connection drop-down.
b) The Download Sample File button will be enabled once a connection has been
chosen. Enter the Database, Table/View and Column Name in the sample file.

2

Insert Page Layout Farmulas
e
0 J Cut Calibri
o E@ Copy -
aste -
= ¥ Format Painter B I U
Clipboard ] Font ]
Al = fx Database Name
A B C
1 |Database Name lTabIeriew Mame Column Name
2 |grc_discover gaurav_1lakh SSNO
3

c) Select the Filter List Type from either ‘Inclusion’ or ‘Exclusion’. This functionality
allows you to specify whether to include or exclude the Database, Table/View and
Column name.
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Filter List Type: Exclusion ¥
Inclusion
Bxclusion
d) Click the Browse button to search and upload the saved sample file containing the
list of Database, Table/View and Column name which will be either excluded or
included.
Browse Filter List File: | FilterssampleFileForsQLServer (2).csv Browss...
e) Click Upload Filter List button to add the defined filters in the Selected Filters panel

under Add/Edit Filter tab.

Selected Filters

Page |1

I T e g e e S

NH_151_SQLSer.. =quals gaurav_1lzkh equals SSNO Includs

af 1

Displaying 1 - 1 of

€

f) The Rejected Filters List will display all the entries from the uploaded list which are
not in a proper format as specified in the sample file.

Rejected Filters List

gre_discover,, SSNO
srch_ccno.emp_d,

discover_city, Emp_detail City

Ignore Rejected Entries || Export as CSV

e To download the list of rejected entries, click Export as CSV button. A
downloaded file will contain the list of rejected entries which were not
formatted as per specified format.

e To remove the rejected entries from the Rejected Filters List panel, click
the Ignore Rejected Entries. This functionality will remove all the rejected
entries from the panel.

g) Click Save button to make the changes effective.

h) Click Cancel button if you do not want to save the changes.
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9. Click Save, if you want to execute the task later else click Save and Execute. The results of
the task and its status can be viewed under RDBMS>DETECTION>RESULTS (Refer to Result
section).

10. To edit an existing task, select the required task from the list of tasks on the Tasks screen
and click edit. A task can be edited using the same steps for task creation.

New Task Sampling Configuration

Execute | | | | & Refresh

7 test

oracle

4

3 Task2

2 Task1 /
1

DetectionTask

*Note: Task defining features such as Incremental, Exit on First Hit, Search View and the Task Type

cannot be edited. Some of the originally selected options can be modified but new options cannot be
added.

7.2.1.2 Masking Task
Perform the following steps to create a masking task:

Access the TASKS/TEMPLATE screen, click RDBMS > MASKING > TASKS/TEMPLATES

1. To create a new task or template for masking tasks, click on the New Task/Template tab.

Tasks/Template Mew Task/Template

The following image shows the user interface for creating a task.
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Tasks/Template || New Task/Template

Name: Description: Type: v

Select Connection: v Apply Template Apply Policy
Select Schema/DB Select Table Apply Masking

Filter by Schema/DB name Filter by column name

O S S N N O O N

Columns Selected for Masking

I S = S T I O O N

Cancel Save Save Task and Execute

2. Enter a unique Task Name. This field supports numeric and character values.

Name: cre_card

3. Enter a Task Description of maximum 254 characters. This field supports numeric and

character values.

Description: mask_ccnd

4. Click on the Type dropdown. Select Task to create a masking task or Template to create a
template for masking tasks.

Type: || v
Task
pp
Template

5. To setup additional settings to improve masking abilities click the Set Config Parameters
button. The following popup, Masker Parameters will appear.
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Masker Parameters X
Commit Size: Max Workers:
@ Auto @ Auto
() Manual () Manual
Enable Watermark [ Multi-Threading
[] 1sGlobal (Multi-Threading is available for Oracle only)

Global Domain: .
Parallel level:

Save  Cancel

The following environment settings for the masking operations can be configured:

7.2.1.2.1 Commit Size
DgSecure executes masking on large files in batches for better performance and quicker
turnaround. Select the option Manual, under Commit Size and enter the number of rows to
be masked within each batch, or select Auto to continue with default batch size. For example,
in the following screenshot DgSecure has been configured to mask the data in batches of
10000 rows each.

Masker Parameters 4
Commit Size: Max Waorkers:
_) Auto @ Auto
@ Manual | 10000 ) Manual
Enable Watermark [C] Multi-Threading
[ 1sGlabal (Multi-Threading is available for Oracle only)
Ziiz)iarE Parallel level:
Save  Cancel

7.2.1.2.2 Max Workers
Select the option Manual under the heading Max Workers, and enter the number of tables to
be masked simultaneously. To continue with DgSecure’s default setting for defining the
maximum tables to be masked at one go, select the option Auto. For example, in the following
screenshot DgSecure has been configured to mask the data in batches of 100 tables each. This
feature is particularly useful when there are multiple small tables on the database.
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7.2.1.2.3
The feature to enable watermark for masked values provides a report of masked tables after

detection. To setup this feature, simply check the Enable Watermark option and Save the
configuration.

Masker Parameters

Commit Size:
() Auto
1@ Manual

10000

Enable Watermark

[ 1sGlobal
Global Domain:

Save  Cancel

Max Workers:

O Auto
@ Manual

["] Multi-Threading
(Multi-Threading is available for Oracle only)

Parallel level:

100

Enable watermark

Masker Parameters

Commit Size:
O Auto
@ Manual

10000

Enable Watermark

[ 1sGlobal
Global Domainy

Save  Cancel

Max Workers:

) Auto
@ Manual

["] Multi-Threading
(Multi-Threading is available for Oracle only)

Parallel level;

100

Executing a masking task with the Enable Watermark option checked, will ensure that all the
masked tables be marked with Y under the column Masked in the Detailed Results tab in
Detection Results.

Results

Detailed Results

Skipped Columns

Logs

Data Scanned

o Remediate

Non-Sensitive Scanned Tables

Upload Safelist

e e e A S T e e e o o [ e O e ™

Edit Safelist

| Q Save Resul

Add... 192.. Y N N

Add... 192... DA.. NA AN... FIR.. VA.. 50 \7 NA mk 36 26 26 11 0 N Y N

Add... 192.. DA.. NA AN.. FIR.. VA.. 50 Y NA mk 21 12 12 3 0 N Y N

Add... 192.. DA.. NA AN.. LAS.. VA.. 50 Y NA mk 35 12 12 5] 0 N Y N

Add... 192.. DA.. NA AN... FIR.. VA.. 50 Y NA mk 20 17 17 4 0 N Y

Add... 192.. DA.. NA AN.. LAS.. VA. 50 Y NA mk 25 17 17 5 0 N Y N
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7.2.1.2.4 IsGlobal

The feature IsGlobal is used to consistently mask data across different databases using SL masking.
Check the IsGlobal option, enter the key value to be used to mask the data and Save. All masking tasks
where this unique key is set will mask the data consistently when SL masking is executed. SL masking is
an algorithm based masking, thus, using a unique key for masking across different databases ensures
consistent results.

This feature is not supported in PostgreSQL and MySQL.

Masker Parameters X
Commit Size: Max Workers:
@) Auto @ Auto
() Manual () Manual
Enable Watermark [ Multi-Threading
IsGlobal (Multi-Threading is available for Oracle only)

Global Domain: | ABd

N

Parallel level:

Save  Cancel

7.2.1.2.5 Package Schema

The option Package Schema is used to name the DgSecure masking objects created by the Makser IDP
on the target database. Enter the value for naming the schemas in the Package Schema field and Save
the configuration.

Masker Parameters *®
Commit Size: Max Workers:
@) Auto @ Auto
() Manual () Manual
Enable Watermark
[7] 1sGlobal

Global Domain:

Package Schema: | DG_gunjan|

Save  Cancel \

For example, the following screenshot displays how all the new schemas have been named using the
provided Package Schema string.
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@ =1 DG_gunjan.CITY_XDGM

% 3 DG_gunjan.COUNTRY_XDGM
/_‘1? DG_gunjan.DG_COL_DEPEND

% =1 DG_gunjan.DG_COL_DEPEND_MAP

This feature is not supported in Oracle.

7.2.1.2.6  Multithreading

Multithreading can be applied in Oracle to reduce the time taken to execute masking tasks and
improve performance. Perform the following steps to setup multithreading.

a) Check the option multithreading.

Save  Cancel

Masker Parameters X
Commit Size: Max Workers:
@ Auto @ Auto
() Manual () Manual
Enable Watermark Multi-Threading
IsGlobal (Multi-Threading is avail®gle for Oracle only)
Global Domain:  ABC Parallel level:
© Default (4)
() Manual

b) Provide the number of parallel levels of the table to be masked simultaneously. The

default Parallel Level for multithreading is 4.

Masker Parameters

Save  Cancel

X
Commit Size: Max Workers:
@ Auto @ Auto
() Manual () Manual
Enable Watermark Multi-Threading
IsGlobal (Multi-Threading is available for Oracle only)
Global Domain:  ABC Parallel level:

@) Default (4)

() Manual

c) Depending upon the controller machine configurations this number can be adjusted
under the option Manual.
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Masker Parameters X
Commit Size: Max Workers:
@ Auto @ Auto
() Manual () Manual
Enable Watermark Multi-Threading
IsGlobal (Multi-Threading is available for Oracle only)
Global Domain:  ABC TereiTiall el
() Default (4)
@ Manual 8

Save  Cancel \

NOTE: Ensure that the necessary grants have been provided to the Masker User on oracle
to use Multithreading. The script to provide these grants is available at the following
location:

[Installed
Directory] \Dataguise\DgSecure\Agents\DgMaskerAgent\expandedArchive\
WEB-INF\classes\PrerequisiteFiles\Scripts\Oracle\create user

6. Click Select Connection to view the list of the available database connections for masking.
For details on how to create a connection for masking refer to Connection Manager.

7. The Select Template option provides a list of user created templates for masking. This
option will be greyed out if no templates have been created. To create a new template
select the Type as Template in step 6 and follow the next steps for creating a task and save
the template. Once created, the new template will appear in the select template dropdown
on the new task screen.

Select Template: | MasH v

*Note: Templates are connections specific and only one template can be selected at a time.

8. Click the Apply Template button to apply the selected template in Select Template drop-
down.

Select Template: | MasH v Apply Template

9. Click the Apply Policy button to choose the available Compliance Policies.
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Apply Policy Screen
Compliance Policies
HIPAA DBMS
[[] pitish_Policy

[l pc1_DBMS [[] P11_DBMS [] GDPR_DBMS

Selected Databases

Database name

AM_ADMIN
ANJALT

APPQOSSYS

ARI
ARI_6057_CONCURRENT
AR_BUILD_USER
AR_MASKER_USER
AR_TESTDATA

AUDITOR

A_MASKER
A_MASKER_OUT

B1

BACKEND

e ) i

BOOKS_ADMIN

Cancel Apply(with detection result)

n Database Name
0

Apply(without detection result)

Perform the following steps to apply a policy to the task or template:

a) Select the required policy/policies under the Compliance Policies panel.

Compliance Policies
HIPAA DBMS
[T ritish_Policy

[[] pc_DBMS [] p11_DBMS

[ GDPR DBEMS

b) Select the databases you need to mask by checking the checkbox next to the
Database Name.

Selected Databases

Database name

n Database Name
=

AM_ADMIN

ANJALI

APPQOSSYS

ARI
ARI_6057_COMNCURRENT
AR_BUILD_USER
AR_MASKER_USER
AR_TESTDATA

AUDITOR

N OoOOoO0O0O O
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c) Click the Apply (with detection result) button to apply the selected policy with
detection results or click the Apply (without detection result) button to apply the
selected policy without results. Click Cancel to redo your selection.

[7] BOOKS_ADMIN

Cancel

Apply(with detection result) = Apphy(without detection result)

10. The Select Schema/DB panel will display the list of databases or schemas for a selected
connection in Select Connection drop-down.

Select schema/DB
Filter by Schema/DB na || Refresh

ABDSAR -
ABGDPR
AdventureWorks2017
DG

Data

GDPR

GDPRZ

GDPRGS

GDPRG52

GDPRY

GDPRYO
GDPR70Demo
GDPRYODemoll
GDPR_AK

GDPR_AKZ

Mz ey FOE IO E

11. Select the table from the Select Table panel. This panel lists all the tables for the selected

database or schema.

Select Table

EICE— |

dbo.dg_version

dbo.dg_usp

dbo.dg_users
dbo.dg_user_identifiers_mapping
dbo.dg_tmp

dbo.dg_task_status
dbo.dg_task_result_usp_columns
dbo.dg_task_result_schema
dbo.dg_task_result_rows
dbo.dg_task_result_references
dbo.dg_task_log

Page 1 of 1 »

12. Check the Incremental checkbox to apply incremental masking to the database. This feature
is useful to mask new values added in a database after masking has been executed on it.
Only the new entries will be masked, thus, the time taken for masking would be reduced.
Perform the following steps to make your masking task incremental:
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Check Incremental checkbox.

The Select Map dropdown will appear. Select the required map. Maps define
incremental columns within a database which are considered for indexing the
data in order to mask the new rows added to the database.

Select Map: v

Map Manager map (In Place)

To add a map, click on the Map Manager link.

iv, The Map Manager screen can also be accessed from RDBMS->Masking->
MAP MANAGER menu bar. The following image displays the Map Manager
interface:
Maps | New Map
Map Name: Select Connection: v
Note: Increment column should be of timestamp/datetime datatype.
Filter by Source Name Incremental column value
Blomoioer ——— lewewmowmw |
V. Enter a Map Name.
Map Name: Map_1
vi. Select a connection that contains the database on which incremental masking
has to be applied.
Select Connection: orcl_neha v
RItish_Oracle_masker
Host:192,168.0.163 Type:Cracle DB:ritishmasker
Ritish_Masker TNS
Incremental column valug Host:N.A. Type:Cracle DB:ritishmasker
oot com —— N
orcl_neha
Host:192.168.0.163 Type:Oracle DB:nehamaskuser
vii. Select the required Database/Schema.
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Filter by Source Name

Database/Schema

SNCF
GDPR_TEST
NEHAMASK163
DiG_VIK_655
DGCONTROLLER_SANDEEP
AR_TESTDATA
VIKRAM
A_MASKER_QUT
A_MASKER,
DGSHAREPOINT
JS0N

NEHA777

DDDDDDDDDHDDED

viii. Enter the name of the incremental Column to the corresponding database and
ensure that it is a timestamp or date-time datatype.

Filter by Source Name Incremental column value

Blowmwasom o
[] 1SON_XML_SCRIPT
[[] M_MASKING
[[] DG_USER
[F]| NEHA
[F] GDPR_72
[F] BunD_M
[] SMCF_MASKER
[ | veon
[F] sNCF
[7] GDPR_TEST
NEHAMASK163 " DATE_OF_BIRTH
[ Do Ik geg
ix. Save the map. It will be available in the Select Map dropdown on the new

task/template screen.

NOTE: To apply incremental masking the following criteria must be met:
e Create a map to execute incremental masking and apply it to the task.
e Relational tables cannot be included.
e Column holding date, time stamp or a numeric incremental value should be added as
incremental column
e The incremental column cannot be masked.

13. The Apply Masking panel display the list of all the columns for the selected table in Select
Table pane. For detailed information on all the available masking options in DgSecure refer
section 7.4 Masking Options. Perform the following steps to apply masking option to the
columns in the database:

a) Select the masking option from the drop-down against the column entry. You can
apply the masking to the selected column by checking on the checkbox corresponding
to the column name.
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Apply Masking
y iCC mn na
|-m--nlum-
chedkSum N Masking
connectionid Int Ho Masking bl
constraintCols nvarchar o Masking w | Ect
dbMame rvarchar o Masking » | Ed
groupld int Edit
key Type rvarchar N Masking w | Edit
ResultTableld int No masking available Eclit
schemallama rvarchar o Masking w | Edit
tabdehame rvarchar o Masking b

To further enhance the results of masking following options can be combines with the
masklng options:

Consistent: Masks the data of the selected table with consistent values. E.g. If
the name John is masked as FVGB, throughout the table it will be masked the
same way.

Unique: Masks each entry with a unique value.

Persistent: Similar to Consistent, however in this case the same values will be
masked consistently across all the tables of the database.

iv. Sync: This options allows tracking of masked entries in different tables if any of
the same entries are found in other tables they will also be masked.
v, Keep Null: The cells containing null values are kept null even after masking.
vi. Stateless: Persistently masks the data without creating any metadata. No extra
space is required to create masking tables.
Apply Hasking
C mA Nd
---uum-
checkSum o Masking
connectionid Int o Masking v
congtraintCols marchar Ho Masking ~ Edit
dbMame rvarchar Ho Masking -
groupld int Eckt
ke Type rivarchar Ho Masking » | Edit
ResultTableld int No masking available Echt
schemahlame rvarchar No Masking » [Edit
tabdeName rvarchar Ho Masking b
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*NOTE:
Stateless Masking cannot be performed on the following databases:
e Postgres

e MySQL
e Snowflake
e Maria DB

Stateless support on redshift is limited to FPM and Names Masking.

14. View the selection under the Columns Selected for Masking panel.

Columns Sebected for Masking
Show columns: = With masking aplon

I e S g T S Ol OO O N S

dbo.Data? Description nvarchar(M...  Custom Hask by function [DG].CUSTO

15. Select the option from the Show Columns drop-down. There are four options:

b) All

c) With masking option

d) Without masking option

e) With invalid masking parameters

Columns Selected for Masking

Show columns: ; With masking option »

] sl |

With masking option 1
NEHAMASK1G3 :
Without masking option

With invalid masking parameters

16. Click Save to save the task or template or save and execute to execute the masking task.

17. To edit a task, select the task from the Tasks/Template tab and click edit. A task can be
edited using the same steps for creating a new task.

Tasks/Template Mew Task/Template

& Edit | .ff" Execute | | | | &= B
7 neha_inc_masking

& Ritish_163_FPEnc
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7.2.2 NoSQL

DgSecure Supports Detection on the NoSQL databases: MongoDB, Couchbase and Cassandra.
Each of these databases is available under the NoSQL in the menu.

NOSQL

MONCODB

TASKS

RESULTS

COUCHBASE

TASKS

RESULTS

CASSANDRA

TASKS

RESULTS

COMNNECTION MANAGER

CONMNECTIONS

To create task for a NoSQL database, go to
NOSQL > <NOSQL Database > TASKS

The steps for creating tasks for detection on NoSQL databases perform the following steps,
these steps are common for all the databases:

1. Go to NOSQL > <NOSQL Database > TASKS > New Task tab.
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NOSQL/ TASKS

rasks EECRLCAN SAMPLING CONFICURATION

Task Name Task Description Sampling Configuration

Top 1000 rows/documents = [ Adunces

COMPLIANCE POLICIES

[ Hipaa_DEMS 0 pei_oems [ i_oams [ copa_vems

PRE-DEFINED AND CUSTOM SENSITIVE TYPES U T O D O |
00 sewsimve riee

(] address =

Adrass Country
Addrass City
Address State
Addross Zip

UK Address

Canada Address

[ Crockt Cont # Do Soparations

e .0 SI73-2157-5085-613 N

0 ooo tor structured data) Date Of Dsath

0 crea oy Date Credit Card Expiry Date

[] DoB (Bt suitec or structured detal Dete OF Birth

(] Dste (Best suitea or structurad data Dete

] oriver icanse: =

® canceL [ savens [l save il # save ano execure |

2. Enter a unique Task Name. This field supports numeric and character values.

Task Name

cre_card

3. Enter a Task Description of maximum 254 characters. This field supports numeric and
character values.

Task Description

detect_ccng|

4. DgSecure is equipped with data sampling to limit the area of scan which helps in reducing
the time taken for detection. Default options to scan sample data from the database are:

e Top 1000 Rows
e Read top 5% of data

Select the Sampling Configuration from the dropdown.
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Sampling Configuration

Top 1000 rows/documents =

TOP 1000 ROWS/DOCUMENTS

Ezﬂ‘:tné’:ﬁg";e"t Default
Sampling Type Top
Sample By Rows
Sampling 1000

I - % BROWS
READ TOP 5% OF DATA

Row/Document

Count Range pefault
Sampling Type Top
Sample By Percent
Sampling 5

Perform the following steps to create a new sampling configuration:

i Go to NOSQL -> TASKS -> SAMPLING CONFIGURATION tab or check the
Advanced checkbox.

SAMPLING CONFICRRATION

Task Description Sampling Configuration
det™st_ccno [] advanced

Top 1000 rows/documents '/

ii. Enter the name of the Sampling Configuration.

Mame

Sample

iii. Enter the description.

Description

Topl0d
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iv. Check the option Set Sampling Config as Default to set the Sampling
Configuration as the default configuration for all your tasks.

Set Sampling Config As Default

D Show Advance Sampling Details

v, Check the option Show Advance Sampling Details to set the advanced
settings for sampling.

Set Sampling Config As Default

Show Advance Sampling Details

Below are the options for advanced settings:

Row/Document Count Range To By * Value * Type

1 - 100 Rows/Documents v 100 Top

L1

e Table row count range: Enter starting range for the database.

e To: Enter the ending range for the database.

o Type: Select the sampling configuration type from the Type option. Only
sampling from the top of the database is available for NoSQL. The option
Top, creates a sample data for the scan from the entries at the top of the
database, based on the specified range.

e By: To Specify how to pick data for sampling from the database, there are
two ways:

i By Rows: Select Rows from the drop-down, to sample data based
on the number of rows.

ii. By Percent: Select Percent from the drop-down, to sample a
percentage of the data

e Value: Enter the numeric value. It will specify the total number of records
to be processed if sampling By-Rows is selected and denotes the
percentage of sampling By-Percent is selected.
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vi. After setting up the required configuration, click Add to add the user-defined
sampling configuration to the list.

vii. Click the Save button to save the changes.

5. The Compliance Policy panel displays all the Pre-Defined and Customized Policies. Users
can select any number of policies while creating or editing a task. Sensitive types associated
with the selected policy can be viewed in the panel below this panel Pre-Defined and
Custom Sensitive Types. Selecting a policy is not a mandatory step, users can also proceed
to select individual sensitive types. For more information, refer to Policy section.

COMPLIANCE POLICIES
HIPAA_DBMS PCI_DEMS [ eu_oems [ coer_pams

D Ritish_Pelicy

6. The Pre-Defined and Custom Sensitive Types panel lists down all the Sensitive Types. The
Sensitive Type associated with the policy gets selected in the Pre-Defined and Custom
Sensitive panel and cannot be removed from the scan, however any number of sensitive
types can be added to the scan.

PRE-DEFINED AND CUSTOM SENSITIVE TYPES
|:| SENSITIVE TYPE DESCRIPTION
D Address Lina (Best suited for structured data)

Address Street and Unit

D Address Country (Best suited for structured data) Address Country

D Address City (Best suited for structured data) Address City

D Address State (Best suited for structured data) Address State

D Address Zip (Best suited for structured data) Address Zip

D UK Address (Unstructured data only) UK Address

D Canada Address (Unstructured data only) Canada Address

Credit Card

[ oates

D DOD (Best suited for structured data) Date Of Death

Credit Card E Dat
[[] credit Card Expiry Date Cradit Card Expiry Date

D DOE (Best suited for structured data) Date OF Birth

D Date (Best suited for structured data)
Date

D Driver License

Mo 1 nAL

7. The right hand panel lists down all the available NoSQL connections. Any number of
connections can be selected for a task. This panel list down all the available connections.
For details on how to create and manage connections refer Connection Manager. Perform
the following steps to choose a connection:

a) Click Browse Connections.

Page 136 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

% BROWSE CONMECTIONS

b) The Browse Connections dialog box will be displayed. This screen categorizes
connections based on user preferences.

BROWSE CONNECTIONS SelectGroup:  ConnectionIDP v | &
CONNECTION IDP
TrEEIE NAME T TYPE T HOSTNAME ¥y 0O

Cassandra Cassandra 172.31.41104 O

SELECTED CONNECTIONS

| x CANCEL

i. Click on the Select Group dropdown and select the required option from the
sub groups displayed on the left panel to sort the available connections.

Select Croup, Connection IDP v

L4
The Select Group drop-down has five options:

1. Connection IDP: Categorizes the available connections based on the types
of IDPs available, i.e., Detection.

2. Connection Type: Categorizes the available connections based on the type
of server connected to, i.e., MongoDB, Couchbase and Cassandra.

3. Host Name: Categorizes the list of available connections based on Host
Names.
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4. Location: Categorizes the available connections based on the location of
the target source system server, i.e., On-Premises and Cloud.

5. User Name: Categorizes the list of available connections based on the
Usernames.

ii. Check the checkbox next to the connection name and click Add to include the
selected database connection in the Selected Connection panel.

iii. Click the Save button to include connections in Connection panel.

8. Click the Test button to test the listed NoSQL connection.

9. Click the Database Object Filter button to filter tables and/or columns. Once filters are
defined, then only those databases/tables/columns that match the filter are scanned.

10. Click Save to save the task or to execute the task click save and execute.

11. To edit an existing task, select the required task from the list of tasks on the Tasks screen

and click the edit icon . A task can be edited using the same steps for task creation.

AT,

m HEW TASE  SAMPLING CONFICURATION # cuanmne | & swow e woc il @ oo

Tasoh § T TaSE HAME T CREATED OM T

ACTION C|
R — Bun02-2020 THOLY . k. O
Taak _1_kaima 2 02.1020 11545 L] o [_I

T ACTION

O 0O

7.2.3 Hadoop

DgSecure supports Detection and Protection on different Hadoop distribution systems like
HDFS, Hive and HBASE. Various protection options are available for these distributions based
on the type of data-structure or unstructured.

7.2.3.1 HDFS
Detection, Metadata discovery, Masking, Encryption and Decryption operations can be
performed on HDFS systems. To create a task to for these operations perform the following
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steps

7.2.3.1.1 Create an HDFS task
1. Goto HADOOP>H

DFS > TASKS. Select the New Task tab.

Tasks | New Task | Sampling Configuration

Task Name:

(Re)Scan Al Files: ]

Compliance Policies

[ HIPAA Hadoop

Pre-defined and Custom Sensitive Types

g1 Address

|7} US Address

[7] Address Line (Best suited for structured data)
[7] Address Country (Best suited for structured data)
|| Address City (Best suited for structured data)

[7] Address State (Best suited for structured data)
|| Address 7ip (Best suited for structured data)

|"] UK Address (Unstructured data only)

[7] Canada Address (Unstructured data only)

gL credit Card
|7 Credit Card # (Digits Only)
|| Credit Card # (Space Separation)

Cancel

[Pl Hadaop

Task Description:

Task Type:

[Ip1l Hadoop

Manage Scan locations

O N

Select Directories
US Address
Address Street and Unit
Address Country
Address City
Address State
Address Zip
UK Address
Canada Address

.. 5173215750856134
.0. 5173 2157 5085 6134

[7] GDPR Hadoop

T

Save Save and Execute

2. Enter a meaningful Task Name and Task Description. The task name must be unique to the
task. It can be up to 256 characters and consist of letters, numbers, certain symbols (! @ #
S ), without any spaces. The definition can be as long as the task name and contain any
combination of numbers, letters, and symbols.

Tasks New Task Sampling Configuration
Task Name: Task Task Description: Credit_card
3. Choose a Task Type.
Task Type: v
Detection
Masking/Field Encryption
Row Encryption
FP Encryption
[] PII_Hadoop FP Decryption PR Hadoop
Decryption
Metadata Discovery
The list of available task types and the options specific to that task type are explained
below:
Page 139 DgSecure User Guide © Dataguise, Inc. 2020




JATAGUISE

Detection
Detection tasks scan the target source system for sensitive data elements. The following
options are specific to the detection tasks:

a) Scan All Files: Check this checkbox to scan all the available files for a given connection
between the dates specified in Files Modified After and Files Modified Before drop
down.

(Re)Scan All Files:
Dump Metadata: [
Files Modified After: | 05/02/2020 0t [ 2 Files Modified Before: DSJMEEDED 05|C3

b) Dump Metadata: Check Dump Metadata option to remove the metadata files after
scanning.

c) Advanced Options: Define a batch size for scanning the source system in batches.
Click on the Advanced Options button to define the batch size of the data.

Detection Advanced Options

Auto Batch Size

Batch min
512
size{MB):

<

Cancel Ok

Define the number of files per batch in the Batch Size(Files) option or check the
Auto Batch Size option to enter the minimum batch size in Batch min size(MB)
option.

d) Read Files: Choose to read the entire file or a part of the file at random.

Read Files: () Entire Files @ Part of Files

e) Exit on first hit: Check this checkbox to report the table or database as sensitive, at
the first event of detection of a sensitive type.

Exit on first hit:

f) Sampling Configuration
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Sampling Configuration: | Top 1000 rows 2
["] Advanced

DgSecure is equipped with data sampling to limit the area of scan which helps in reducing
the time taken for detection. Default options to scan sample data from the database are:

i. Top 1000 Rows
ii. Read top 5% of data

The sampling configuration field is set to sample Top 1000 Rows by default. To create a
new sampling configuration perform the following steps:

i Go to HDFS -> TASKS -> SAMPLING CONFIGURATION tab or check the
Advanced checkbox.

Sampling Configuration
Name: = Samplel Description: CCNO Set Sampling Config as Default:
Show Advance Sampling Details
Sampling Criteria Per Map
File Size Range (Bytes): * |1 2 To 100 =
By: * value: * 1 =
Add
File Size Range (Bytes) Sample Value Sample By
Default 1000 Rows F
Cancel Save

ii. Enter the name of the Sampling Configuration.

Name: * Samplel

iii. Enter the description.

Description: CCNO
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iv. Check the option Set Sampling Config as Default to set the Sampling
Configuration as the default configuration for all your tasks.

Set Sampling Config as Default: [V

v, Check the option Show Advance Sampling Details to set the advanced settings
for sampling.

Sampling Criteria Per Map

File Size Range (Bytes): * |1

By: = Percent

4

To: 100

40

<[y

v value:* |19

Add

Below are the options for advanced settings:

File Size Range: Enter the range for the sample in Bytes.

To: Enter the ending range for the sample.

By: To Specify how to pick data for sampling from the source system, there
are two ways:

i By Rows: Select Rows from the drop-down, to sample data based
on the number of rows.

ii. By Percent: Select Percent from the drop-down, to sample a
percentage of the data

Value: Enter the numeric value. It will specify the total number of records
to be processed if sampling By-Rows is selected and denotes the
percentage of sampling By-Percent is selected.

vi. After setting up the required configuration, click Add to add the user-defined
sampling configuration to the list.

vii. Click the Save button to save the changes.

To proceed for remaining steps, go to step 4 Compliance Policy.

Masking/Field Encryption

Masking or Field Encryption hides sensitive data in the target source system by replacing it with
a system generated value. DgSecure provides various masking options to ensure the usability of
data after it has been protected. Masking/Field Encryption can be applied on structured as well
as unstructured data. For more details refer to section 7.4 Masking Options. Following options
are available to customize a Masking/Field Encryption task:

a) (RE)Scan All Files: Scan all available files for a given connection.
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2. Structured: Check the structured option if the data that needs to be masked is
structured. For details about how to create a structure refer to the section Structure

Management

To proceed for remaining steps, go to step 4 Compliance Policy.

Row Encryption
Row encryption is ideal for unstructured data. Following additional option is available:

a) Scan All Files: Scan all available files for a given connection.

To proceed for remaining steps, go to step 4 Compliance Policy.

FP Encryption
FP or Format Preserving encryption can only be executed on structured files. Following
additional options are available:

a) Scan All Files: Scan all available files for a given connection.

b) Structured: This option is checked by default. For details about how to create a
structure refer to the section Structure Management.

To proceed for remaining steps, go to step 4 Compliance Policy.

FP Decryption
FP or Format Preserving Decryption is used to decrypt the data encrypted by an FP Encryption
task. Following additional options are available

a) Scan All Files: Scan all available files for a given connection.

3. Structured: This option is checked by default. For details about how to create a
structure refer to the section Structure Management.

To proceed for remaining steps, go to step 4 Compliance Policy.

Decryption
Decryption tasks are used to decrypt data on which Encryption has been performed.

a) Scan All Files: Scan all available files for a given connection.
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4. Structured: Check the structured if the data that needs to be masked is structured.
For details about how to create a structure refer to the section Structure
Management.

To proceed for remaining steps, go to step 4 Compliance Policy.

Metadata Discovery
Metadata Discovery scans the source system to provide information about the type of data
available on the source system. Following additional option can be set for Metadata Discovery:

a) Recursion Levels: Select number of recursions levels to be scanned. This option is
available only for Metadata Discovery.

Recursion Levels: @ Al ) Custom

To proceed for remaining steps, go to step 4 Compliance Policy.

5. Compliance Policy can be set with all the task types in HDFS except Metadata
Discovery. For more details about compliance policies, refer to section Policy. After
selecting the required options, perform the following steps:

a) Select the required policies.

Compliance Policies

HIPAA Hadoop PCI Hadoop PIL Hadoop [/ 6DPR Hadoop

6. Pre-defined and Custom Sensitive Types are available for all task types in HDFS
except Metadata Discovery. Select the required sensitive types.
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| Pre-defined and Custom Sensitive Types

R

Address Country (Best suited for structured data) Address Country
Address City (Best suited for structured data) Address City
Address State (Best suited for structured data) Address State
Address Zip (Best suited for structured data) Address Zip

UK Address (Unstructured data only) UK Address
Canada Address (Unstructured data only) Canada Address

3 ¥ credit card

Credit Card # (Digits Only) e.g. 5173215750856134
Credit Card # (Space Separation) e.g. 5173 2157 5085 6134
Credit Card # (Dash Separation) e.g. 5173-2157-5085-6134
= Dates
[7] DOB (Best suited for structured data) Date Of Birth
Cancel

*Note:

1. Row Encryption uses default row encryption configuration for masking. This will mask all the
entries of the row and is best suited to unstructured datatypes such as text files.

2. FP Encryption uses default encryption configuration to protect the original data format. This
option is best suited to structured datatypes.

3. FP Decryption can only be executed on data that has been encrypted using FP Encryption.

4. Decryption can be executed on data that has been encrypted using FP Encryption or Field
Encryption.

7. If you select Masking/Encryption as the Task Type, Protection Option and
Consistent fields are also available. Select the required Protection Option for the
selected sensitive types. For details about all the masking options available in HDFS
refer to 7.4 Masking Options.
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Pre-defined and Custom Sensitive Types

) S

Address

US Address
Address Line (Best suited for structur._..

Address Country (Best suited for stru_.

US Address
Address Street and Unit
Address Country

Select Protection Option
Select Protection Option
Select Protection Option

Address City
Address State

AES Encryption
Address State (Best suited for structu... Select Protection Option
Address Zip

UK Address

Address Zip (Best suited for structure. . Select Protection Option

UK Address (Unstructured datz only)

=

B

B

=

[¥] Address City (Best suited for structur...
=

B

F Select Protection Option
F

Canada Address (Unstructured data o...  Canada Address Select Protection Option

= Credit Ccard
Credit Card # (Digits Only) e.g. 5173215750856134
e.g. 5173 2157 5085 6134

e.g. 5173-2157-5085-6134

Random (Credit Card Numbers)
Random (Credit Card Numbers)
Random (Credit Card Numbers)

Credit Card # (Space Separation}
Credit Card # (Dash Separation)

8. If you select Metadata Discovery as the task type, the panel Metadata File Types
will be displayed. Check the required file types for the scan by checking the

checkbox against the Name of the required file type.

Metadata File Types
N .

[ avro avro
SEQ seq
RC rc

[ orc ore
[ ParQUET parquet
XML xml
| e et
[ | eor edi
| csv sy
] PoF pdf
[ 150N jsen
[] ™MsEXCEL msexcel

9. Manage Scan Locations: Specify which directories to scan.

a) Include in Scan: Click Select Directories to choose the directory to perform the task.

Manage Scan locations

Include in Scan

Select Directories

[] /munish

Exclude From Scan

]
CE T
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viii.

Include Files that Failed Previously: check this option to include all those files
which were previously not scanned due to some exception. This option will
appear when Detection is selected in Task Type field.

Delete Input Files on Job Completion: check this option to delete all the original
input files, which were included, post masking. This option will appear when
Masking/Field Encryption, Row Encryption, FP Encryption is selected in Task
Type field.

Job Configuration: check the checkbox to setup the parameters list. The value
for job configuration will contain the pre-defined key and the value. If you have
not specified any Job Configuration, then default parameter list will be
executed.

Job Configurations

Key: Value: Add
Key Value Delete
fs.s3a.server-side-encryption-algorithm AES256 @
fs.s3a.server-side-encryption. key =]

Cancel Save

There are two ways in which buckets can be selected in S3 Object Browser:

e Browse
¢ Manual

Toinclude buckets for scanning, click Select Bucket button, perform the following steps:

Browse: This option lets you browse the objects from Select Object panel.
To select the objects, perform the below steps:
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53 Object Browser
o Refresh @ Browse () Manual
s (o T ™ e
e.g /dir1/dir2 Expand | [ = AdventureWorks2016.bak 487495638 Feb-27-20 5:19 &
[ abdata Al E g AlertedFolder 0
= (1) abs3bucket2 = Base.csv 2092 Mar-04-20 3:30
@ [ akmaskout
£3 aps-banket |} HDFSAgent 0
953 aws-chai [ENE] MOCK_DATA (1).csv 378543 Feb-27-20 5:20
= [ AlertedFolder = MOCK_DATA.CSV 95395 Feb-27-20 5:20
= (] HDFSAgent - o
MaskOut 0
@ [ ncMaskout = neMaskOu
B o test-files 0 ~

@ (] test-files
< : >

@

Delete
Selected Locations

Wl

[T]  s3://aws-chai/Base.csv
53://awis-chai/MOCK_DATA.csv

Cancel

Select the folder from the directory to view the objects for that folder. All
the objects will be displayed in the right panel.

Select the object in the right panel by checking the checkbox and click Add
button. This functionality will include the objects in the Selected
Locations panel.

Selected Locations

[ s3:/faws-chai/Base.csv

Wl

53:/faws-chai/MOCK_DATA (1).csv
[] s3:/faws-chai/MOCK_DATA.csv

@

Delete

Done Cancel
To delete the objects from the Selected Location panel, check the
checkbox next to the Scan Location name and click Delete button. The
Delete button will be enabled, once the Scan Location checkbox is
checked.
iii. Click Done button to include the objects in Manage Scan Location.
Manual: This option allows you to select the object from the bucket
manually. Perform the below steps:
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53 Object Browser
() Browse 1@ Manual
Manual Scan Locations
Location: 53://aws-chai/Base.csv Add

MNote: Erroneous path will result in task execution failures. Please check that path is correct.

Selected Locations

Wl

[ s3:/faws-chai/MOCK_DATA (1).cav
[  s3://aws-chai/MOCK_DATA.csv

Done Cancel

i Enter the path for the scan location that you want to include.

ii. Click Add button to include the path for the object in Selected Location
panel.

iii. Click Done to include the selected objects in the Manage Scan Location.

iv. To delete the object from the Selected Location panel, check the
checkbox next to the scan location name and click Delete.

10. Exclude from Scan: Select objects to be excluded at the time of task execution or
browse the path to an exclusion list. The Exclude From Scan tab will be enabled
when Detection and Masking/Field Encryption are selected in Task Type field.

Manage Scan locations
Include in Scan Exclude From Scan
Object Exclusion List:
ExtJension: .png sample_data.txt Browse..
Add Select Buckets
I [
[ et
=
Page 149 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

i. The Object Extension field allow you to specify the objects extension (.txt,
.csv, etc) that need to be excluded.

ii. The Extension List field allow you either to Browse the path for the object
or to select the object using the Select Buckets button. This functionality
lets you specify the exclusion list of all objects that need not be included
in the scanning.

iii. The below panel list down information for both excluded File Extension
and the Scan Location selected above.

n [ - D

O &
i =

*Note: To decrypt tasks, ensure that appropriate roles have been assigned before executing the
encryption task. For more details, refer to section Role Management.

11. After creating the required task, i.e., detection, masking, encryption, decryption or
metadata discovery, click save to save the task to schedule later, or save and
execute to execute it right away.

To edit an existing task, select the required task from the list of tasks on the HBASE Tasks screen
and click Edit. A task can be edited using the same steps for task creation.

T ACTION

O
% O

]

-

7.2.3.2 HBase

DgSecure supports Detection and Protection on HBASE systems. To create a task to for these
operations perform the following steps:

7.2.3.2.1 Create a task
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1. Go to HADOOP>HBASE>TASKS. Select the New Task tab.

HBASE TASKS Iilﬂﬁ'

Task Name Task Description Task Type O Full Scan

HBASE_Detection Detection Task Detection % @ sampling by number of Rows/Region 1000

COMPLIANCE POLICIES

O HIPAA_Hadoop O Pci_Hadoop O Pu_Hadoop O cpPR_Hadoop

3 fem O aes amw O custom

PRE-DEFINED AND CUSTOM SENSITIVE TYPES COLUMNS SELECTED & |

SENSITIVE TYPE DESCRIPTION "~ NAMESPACE TABLE COLUMN FAMILY COLUMN D
Address ~ ABC table_abc CCNO ccno_dash D
US Address Us Address ABC table_abc CCNO ceno_digit O
Address Line (Best suited for structured data) Address Street and Unit ABC table_abc CCNO ccno_space D
Address Country (Best suited for structured data) Address Country

Address City (Best suited for structured data) Address City

Address State (Best suited for structured data) Address State

Address Zip (Best suited for structured data) Address Zip

UK Address (Unstructured data only) UK Address

Canada Address (Unstructured data only) Canada Address

ceno_digit ~

ccno_digit ccno

Credit Card =

Credit Card # (Digits Only) e.g. 5173215750856134 v

® CANCEL b SAVEAS B SAVE ™ SAVE AND EXECUTE

12. Select cluster from the Select Cluster drop-down.

13. Enter a meaningful Task Name and Task Description. The task name must be unique
to the task. It can be up to 256 characters and consist of letters, numbers, certain
symbols (! @ #$ ), without any spaces. The definition can be as long as the task
name and contain any combination of numbers, letters, and symbols.

Task Name Task Description

HBASE Detection Detection Task

14. Choose a Task Type.

Task Type

Protection

15. The available task types and the options specific to that task type are explained
below:

Detection
Detection tasks scan the target source system for sensitive data elements. The following
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options are specific to the detection tasks:

Tosk Type () Full Scan

Detection - @ Sampling by number of Rows/Region 1000

a) Full Scan: Select this option to scan all the records in the table.

16. Sampling by Number of Rows/Region: Upon choosing this option, only specified
number of rows (from Top) would be scanned from each region of the table storage.

For e.g., if value entered is 1000 and the table is spread across 5 regions, then top
1000 rows in lexicographical order from each region would be scanned, making the
task to scan total of 5000 rows from table of detection.

To proceed for remaining steps, go to step 6 Compliance Policy.

Protection
Protection hides sensitive data in the target source system by replacing it with a system
generated value.

Cell Version

(O Al (@) specify Version 1

a) Cell Versions: Click Specify Version to select a specific version of cells to mask and
enter the version number. Alternatively, to mask all versions, select the option All.

To proceed for remaining steps, go to step 6 Compliance Policy.

17. Compliance Policy can be set with all the task types. For more details about
compliance policies, refer to section Policy. After selecting the required options,
perform the following steps:

a) Select the required policies.

COMPLIANCE POLICIES

PCI_Copy

18. Pre-defined and Custom Sensitive Types are available for all task types. Select the
required sensitive types.
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PRE-DEFINED AND CUSTOM SENSITIVE TYPES
SENSITIVE TYPE DESCRIPTION PROTECTION OPTION CONSISTENT
Canada Address
(Unstructured data  Canada Address No Protection Option
only)
Credit Card -~
Credit Card # eg.
Fi v
(Digits Only) 5173215750856134 o %
Credit Card # e.g. 5173 2157 5085
FPM v
(Space Separation) 6134 5
Credit Card # (Dash e.g. 5173-2157-
Separation) 5085-6134 e

19. To specify columns for masking, click Select Columns.

COLUMNMNS SELECTED SELECT COLUMNS I O DELETE ]

MAMESPACE TABLE COLUMM FAMILY COLUMMN SENSITVE TYPE DOMAIN D

a) Select the required Namespace and Table.

SELECT COLUMNS

Select Namespace : Taruna v 2

Q. search Table COLUMN SENSITIVE TYPE

v € dec4_table_Imillionrows_7columns
@ ccno
@ e
@ ssNo

> S dg_dg_hnndg_table_t1

>E

> £ dg_kptable_t1

g_hhhdg_table_t1

1-160f 16 I < > >l

SELECTED COLUMNS FOR PROTECTION
NAMESPACE TABLE COLUMN FAMILY COLUMN SENSITIVE TYPE DOMAIN D
Taruna dec4_table_1millionrows_7columns CCNO ccno_dash Credit Card # (Dash Separation) D
Taruna dec4_table_1millionrows_7columns CCNO ccno_digit Credit Card # (Digits Only) D
Taruna dec4_table_1millionrows_7columns CCNO ccno_space Credit Card # (Space Separation) D

CANCEL -: -

20. Select the column.
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SELECT COLUMNS
Select Namespace :  Taruna o
Q search Table COLUMN SENSITIVE TYPE
w = dect_table_Imillionrows_7columns conodash Gredit Cerd # (Dosh Sepa..
0 cchNo
mw
0 ssno cena_digit Credit Card # (Digits Only) ~
» 2 dg_dg_nhndg_table_t1 cabect o Option
» B dg_hhhdg_table_t1 ceno_space Credit Card # (Space Sep... ¥
» = dg_kptable_t1
1-160f16 1€ < > > 1-30f3 1K < > >l
SELECTED COLUMNS FOR PROTECTION | & DELETE |
NAMESPACE  TABLE COLUMNFAMILY  COLUMN SENSITIVE TYPE coMaN  []
Taruna decd_table_millionrows_7columns  CCNO ceno_dash  Credit Card # (Dash Separation) [m]
Taruna decd_table_millionrows_7columns  CCNO ceno_digit Credit Card # (Digits Only) [m]
Taruna decd_table_millionrows_7columns  CCNO ccno_space  Credit Card # (Space Separation) [m]
e CEE

21. Select the required Sensitive Type for the selected columns.

SELECT COLUMNS

Select Namespace Taruna v o

Q  search Table COLUMN SENSITIVE TYPE

v E decé_table_Imillienrows_7columns ccno_desh Credit Card # (Dash Sepa... =

M ccno

o we t

0 ssne ceno_digit Credit Card # (Digits Only) ~
¥ = dg_dg_nhhdg_table_t1 adoct e opti
?» £ dg_hhhdg_table_tl ccno_space Credit Card # (Space Sep.. +
> B dg_kptable_t1

1-160f 16 1< < > >l 1-30f3 1< < > >l

SELECTED COLUMNS FOR PROTECTION O DELETE
NAMESPACE  TABLE COLUMN FAMILY ~ COLUMN SENSITIVE TYPE pomain [
Taruna dec4_table_imillionrows_7columns  CCNO ccno_dash  Credit Card # (Dash Separation) a
Taruna dec4_table_imillionrows_7columns  CCNO ccno_digit Credit Card # (Digits Only) [m]
Taruna dec4_table_imillionrows_7columns  CCNO ccno_space  Credit Card # (Space Separation) a

e

22. Click OK to save the selection.

23. After creating the required task, click Save to save the task to schedule later, or
Save and Execute to execute it right away.

To edit an existing task, select the required task from the list of tasks on the HBASE Tasks
screen and click Edit. A task can be edited using the same steps for task creation.

[ T e
T  ACTION O
| @ | |

7.2.3.3 Hive
DgSecure supports Detection and Protection on Hive systems. To create a task to for these
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operations perform the following steps:

7.2.3.3.1 Create a task

1. Go to HADOOP > HIVE > TASKS. Select the New Task tab.

Select Cluster:

Hive Tasks

Task Name:

Filter Type:

hdfs_cltr v
New Task
Hive_Detection Task Description:
@ Exclusion ) Inclusion Data Sampling:
Sampling By:

Compliance Policies

[T HIPAA_Hadool [¥] PC1_Hadooy
] FPM ] FPM_karman

2 [ Address
US Address US Address
Address Line (Best suited for structured data) ~ Address Street and Unit
| Address Country (Best suited for structured d... Address Country
Address City (Best suited for structured data) Address City
| Address State (Best suited for structured data) — Address State

Address Zip (Best suited for structured data) Address Zip
UK Address (Unstructured data only) UK Address
| Canada Address (Unstructured data only) Canada Address
=[] cM13_Hadoop_karman
CM13_Hadoop_karman d
=[] credit card
7| Credit Card # (Digits Only) e.g. 5173215750856134
31_rradit Card # [Gnare Canaratinn an 51722157 5088 £124 e
Cancel

S G

10000000000

Hive Detection Task

Task Type: Detection N

) Number of Bytes @ Number of Rows/Map © Percentage of Table v

[0 PIL_Hadoop
D unique

Select DB/ Table
Refresh

abhijeet

ajay
ankit_performance
dataguised

=] d0_rc bkl
default
dg_ankit
hive
karman
mudra
neilpracticedb
orc_protected
qa_radhika
qa_swati
sandeep

ISR

KOO0

[T GDPR_Hadoop
O fpm_cons

Columns for dg_rc_table
Select All Deselect All Add Selected Columns to Filter | View Column Filters

B e

=] name STRING
=] adddress VARCHAR(150)
=] email VARCHAR(100)
=] phone BIGINT

B

Save Save and Execute

2. Select cluster from the Select Cluster drop-down.

24. Enter a meaningful Task Name and Task Description. The task name must be unique
to the task. It can be up to 256 characters and consist of letters, numbers, certain
symbols (! @ # $ _), without any spaces. The definition can be as long as the task
name and contain any combination of numbers, letters, and symbols.

Task Name: Hive_Detection

Task Description: | Hive Detection Task

25. Choose a Task Type.

Task Type:

Lo 1

Detection D
Detection

Protection

26. The available task types and the options specific to that task type are explained

below:
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Detection
Detection tasks scan the target source system for sensitive data elements.

Filter Type: @ Exclusion ) Inclusion Data Sampling:
Sampling By: () Number of Bytes @) Number of Rows/Map () Percentage of Table
Number of Rows/Map: 1000 :

The following options are specific to the detection tasks:

a) Filter Type: Select Exclusion to exclude the selected tables while performing the
detection task or Inclusion to include the selected tables while performing the
detection task.

27. Sampling By: DgSecure is equipped with the data sampling to limit the area of scan
which helps in reducing the time taken for detection. Check this checkbox to run
detection on part of the data. Following are the available options:

i. Number of Bytes - Select this option to define the sample size in
bytes/KB/MB/GB. Enter the size in the Number of Bytes text box.

ii. Number of Rows/Map - Select this option to define the sample size in number
of rows or map. Enter the size in the Number of Rows/Map text box.

iii. Percentage of Table — Select this option to define the sample size in percentage
of total tables. Enter the percentage in the Percentage of Table text box.

To proceed for remaining steps, go to step 6 Compliance Policy.

Protection
Protection hides sensitive data in the target source system by replacing it with a system
generated value.

To proceed for remaining steps, go to step 6 Compliance Policy.

28. Compliance Policy can be set with all the task types. For more details about
compliance policies, refer to section Policy. After selecting the required options,
perform the following steps:

a) Select the required policies.

‘Compliance Policies

HIPAA Hadoop PCI_Hadoop PII_Hadoap [T] GDPR_Hadoop
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29. Pre-defined and Custom Sensitive Types are available for all task types. Select the

required sensitive types.

| Pre-defined and Custom Sensitive Types

Address Country (Best suited for structured data)
Address City (Best suited for structured data)
Address State (Best suited for structured data)
Address Zip (Best suited for structured data)

UK Address (Unstructured data only)

Canada Address (Unstructured data only)

=¥ credit card
Credit Card # (Digits Only)
Credit Card # (Space Separation)
Credit Card # (Dash Separation)

= Dates

[ R —

Cancel

[7] DOB (Best suited for structured data)

Desaription
Address Country
Address City
Address State
Address Zip

UK Address

Canada Address

e.g. 5173215750856134
e.g. 5173 2157 5085 6134
e.g. 5173-2157-5085-6134

Date Of Birth

If you select Protection as the Task Type, Protection Option and Consistent fields are
also available. Select the required Protection Option for the selected sensitive types. For
details about all the masking options available refer to Masking Options.

Pre-defined and Custom Sensitive Types

w

Address
US Address
Address Line (Best suited for structur.
Address Country (Best suited for stru...
Address City (Best suited for structur
Address State (Best suited for structu
Address Zip (Best suited for structure. ..
UK Address (Unstructured datz only)

ODOoOOOREOOO

Canada Address {Unstructured data o...

w

3 ¥ credit card

Credit Card # (Digits Only)
Credit Card # (Space Separation)
Credit Card # (Dash Separation)

] S

US Address

Address Street and Unit
Address Country
Address City

Address State

Address Zip

UK Address

Canada Address

2.0. 5173215750856134
e.g. 5173 2157 5085 6134
e.g. 5173-2157-5085-6134

Select Protection Option
Select Protection Option
Select Protection Option
AES Encryption

Select Protection Option
Select Protection Option
Select Protection Option
Select Protection Option

Random (Credit Card Numbers)
Random (Credit Card Numbers)
Random (Credit Card Numbers)

30. Select the database or table in the Select DB/Table panel.

[ [ dg_15novstruct_controla
| E qaqa_rc_table
[ [F] gaga_text_table
O rc_table
[J[E text_table
#[J1 karman
= mudra
+ o)

P (T R | S

Select DB/Tabie Columns for cons_ccno_table
REIrE= Select All || Deselect All
+-[] 1 abhijeet
0 ajay =7 ccnodigits
+[] | ankit_performance o= q
+0 dataguisel
+-[] [ default | 71 =] cenodash
+-[] 1 dg_ankit
= [E [ hive

Filter by Table name

&

Add Selected Columns to Filter

B e

View Column Filters

STRING
STRING
STRING
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a) Select the table and columns to scan. If you select Protection as the Task Type,
there are some extra fields:

Select DB/Table Columns for cons_ccno_table Domain Name : No domain assigned
-
@ £ abhijeet A= cenodigits STRING Credit Card # (Digits Only)
+ ajay =] ccnospace STRING Credit Card # (Digits Only) v
¥ ankit_performance - =] cenodash STRING Credit Card # (Digits Only)
+ dataguisel 1
* default
+ dg_ankit
= hive

Filter by Table name

=) 5

F= An 1 Snovchrick cantrala >

31. Select the table and columns to scan. Select the sensitive type of the columns.
32. If you select Protection as the task type, the panel Columns Selected For Masking
will be displayed.

Columns Selected for Masking

S S O S S TS
hive cons_ccno_table ccnodigits STRING Credit Card # (Digits Only)
hive cons_ccno_table ccnospace STRING Credit Card # (Digits Only) Q
hive cons_ccno_table ccnodash STRING Credit Card # (Digits Only) @

33. After creating the required task, click Save to save the task to schedule later, or
Save and Execute to execute it right away.

To edit an existing task, select the required task from the list of tasks on the Hive Tasks screen
and click Edit. A task can be edited using the same steps for task creation.

Hive Tasks New Task

Edit | & Execute | | & Refresh | Cluster Status Active

7.2.4 Files

DgSecure supports Detection and Protection on different files. Detection, Masking, Encryption
and Decryption operations can be performed on Files systems. To create a task to for these
operations perform the following steps:

7.2.4.1.1 Create atask

1. Go to FILES>TASKS. Select the New Task tab.
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Tasks = Hew Task | Sampling Configuration
Task Name: Test Task Description: Samphe
(Re)Scan All Fles: [V Task Type: Detection ¥
Dump Metadata: Read Files: Entre Fles @ Part of Files
Files Modified After: | 12/04/2019 1! (3 Files Moddfied Before: | 12/06/2019 15 |"” -
Compliance Polickes.
#| HIPAA Hadoop PC] Hadoop PII Hadoop GDPR_Hadoop
ustom p rdk_policy FRM Address
CCHD Dales EURD Hames
Pre-defined and Custom Sensitive Types Hanage Scan locations
OIS N s e
3] Address Select Dwectonies
7| US Address US Address Delete
el
Address Line (Best suibed for struchared data) Address Street and Unit Tt
| Address Country (Best suited for stroctured data)  Address Country
o [udbus/session-bus
o Address City (Best suited for structured data) Address City
| Address State (Best suited for structured data) Address State
4| Address Zip (Best suited for structured data) Address T
| UK Address (Unstructured data only) UK. Addrecs
| Canada Address (Unstructured data only) Canada Address
Cancel Save Save and Execute

34. Select files from the Select Fileshare drop-down.

35. Enter a meaningful Task Name and Task Description. The task name must be unique
to the task. It can be up to 256 characters and consist of letters, numbers, certain
symbols (! @ # S _), without any spaces. The definition can be as long as the task
name and contain any combination of numbers, letters, and symbols.

Tasks New Task Sampling Configuration

Task Name: Task Task Description: Credit_card

36. Choose a Task Type.

Task Type: 25
DReteoton
MagkangyFiald Encryption
o Encryption
PP Ercryption
Ell Hadoon FP Deeryption (EE_Madoog
Drecrygition

37. The list of available task types and the options specific to that task type are
explained below:

Detection
Detection tasks scan the target source system for sensitive data elements. The following
options are specific to the detection tasks:

a) Scan All Files: Check this checkbox to scan all the available files for a given connection
between the dates specified in Files Modified After and Files Modified Before drop
down.
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(Re)scan All Files:
Dump Metadata: [ |
Files Modified After: | 05/02/2020 0t [ 2 Files Modified Before: bs;m;znzﬂ 05|C3

38. Dump Metadata: Check Dump Metadata option to remove the metadata files after
scanning.

39. Read Files: Choose to read the entire file or a part of the file at random.

Read Files: () Entire Files @ Part of Files

40. Exit on first hit: Check this checkbox to report the table or database as sensitive, at
the first event of detection of a sensitive type.

Exit on first hit:

41. Sampling Configuration:

Sampling Configuration: | Top 1000 rows 2
["] Advanced

DgSecure is equipped with data sampling to limit the area of scan which helps in
reducing the time taken for detection. Default options to scan sample data from the
database are:

e Top 1000 Rows
e Read top 5% of data

The sampling configuration field is set to sample Top 1000 Rows by default. To create
a new sampling configuration, perform the following steps:

i Go to HDFS > TASKS > SAMPLING CONFIGURATION tab or check the
Advanced checkbox.
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Sampling Configuration
Name: * Samplel Description: CCNO Set Sampling Config as Default:

Show Advance Sampling Details
Sampling Criteria Per Map

File Size Range (Bytes): * |1

< <P

By: *
Add

File Size Range (Bytes) Sample Value Sample By
r.4

Default 1000 Rows

Cancel Save

ii. Enter the name of the Sampling Configuration.

Mame:; # samplel

iii. Enter the description.

Diescription: CCNO

iv. Check the option Set Sampling Config as Default to set the Sampling
Configuration as the default configuration for all your tasks.

Set Sampling Config as Default:

v, Check the option Show Advance Sampling Details to set the advanced
settings for sampling.

Sampling Criteria Per Map

<[>
<>

File Size Range (Bytes): * |1 To: 100

4>

By: = Percent v value:* 19
Add

Page 161 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

Below are the options for advanced settings:

o File Size Range: Enter the range for the sample in Bytes.

e To: Enter the ending range for the sample. "

e By: To Specify how to pick data for sampling from the source system, there
are two ways:

i By Rows: Select ‘Rows’ from the drop-down, to sample data based
on the number of rows.
ii. By Percent: Select ‘Percent” from the drop-down, to sample a

percentage of the data

e Value: Enter the numeric value. It will specify the total number of records
to be processed if sampling By-Rows is selected and denotes the
percentage of sampling By-Percent is selected.

vi. After setting up the required configuration, click Add to add the user-defined
sampling configuration to the list.

vii. Click the Save button to save the changes.

To proceed for remaining steps, go to step 6 Compliance Policy.

Masking/Field Encryption:
Masking or Field Encryption hides sensitive data in the target source system by replacing it with
a system generated value. DgSecure provides various masking options to ensure the usability of
data after it has been protected. Masking/Field Encryption can be applied on structured as well
as unstructured data. For more details, refer to Masking Option. Following options are available
to customize a Masking/Field Encryption task:

a) (Re)Scan All Files: Scan all available files for a given connection.

42. Structured: Check the structured option if the data that needs to be masked is
structured. For details about how to create a structure refer to the section Structure

Management.

Row Encryption
Row encryption is ideal for unstructured data. Following additional option is available:

a) (Re)Scan All Files: Scan all available files for a given connection.

To proceed for remaining steps, go to step 6 Compliance Policy.
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FP Encryption
FP or Format Preserving encryption can only be executed on structured files. Following
additional options are available:

a) (Re)Scan All Files: Scan all available files for a given connection.

43. Structured: This option is checked by default. For details about how to create a
structure refer to the section Structure Management.

To proceed for remaining steps, go to step 6 Compliance Policy.

FP Decryption
FP or Format Preserving Decryption is used to decrypt the data encrypted by an FP Encryption
task. Following additional options are available

a) (Re)Scan All Files: Scan all available files for a given connection.

44. Structured: This option is checked by default. For details about how to create a
structure refer to the section Structure Management.

To proceed for remaining steps, go to step 6 Compliance Policy.

Decryption
Decryption tasks are used to decrypt data on which Encryption has been performed.

a) (Re)Scan All Files: Scan all available files for a given connection.

45, Structured: Check the structured if the data that needs to be masked is structured.
For details about how to create a structure refer to the section Structure

Management.

To proceed for remaining steps, go to step 6 Compliance Policy.

46. Compliance Policy can be set with all the task types. For more details about
compliance policies, refer to section Policy. After selecting the required options,
perform the following steps:

a) Select the required policies.

Compliance Policies

HIPAA Hadoop PCI Hadoop PII Hadoop [7] 6DPR Hadoop
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47. Pre-defined and Custom Sensitive Types are available for all task types. Select the
required sensitive types.

| Pre-defined and Custom Sensitive Types

G

Address Country (Best suited for structured data) Address Country

Address City (Best suited for structured data) Address City
Address State (Best suited for structured data) Address State
Address Zip (Best suited for structured data) Address Zip
UK Address (Unstructured data only) UK Address

Canada Address (Unstructured data only) Canada Address

=¥ credit card
Credit Card # (Digits Only)
Credit Card # (Space Separation)
Credit Card # (Dash Separation)

€.g. 5173215750856134
€.g. 5173 2157 5085 6134
€.g. 5173-2157-5085-6134

d Dates
[7] DOB (Best suited for structured data) Date Of Birth
Cancel
*NOTE:
o Row Encryption uses default row encryption configuration for masking. This will mask all
the entries of the row and is best suited to unstructured datatypes such as text files.
o FP Encryption uses default encryption configuration to protect the original data format.
This option is best suited to structured datatypes.
o FP Decryption can only be executed on data that has been encrypted using FP Encryption.
o Decryption can be executed on data that has been encrypted using FP Encryption or Field
Encryption.
48. If you select Masking/Encryption as the Task Type, Protection Option and
Consistent fields are also available. Select the required Protection Option for the
selected sensitive types. For details about all the masking options available in Files
refer to Masking Options.
Pre-defined and Custom Sensitive Types
L T N A
= Address
[T Uus Address US Address Select Protection Option
[7] Address Line (Best suited for structur...  Address Street and Unit Select Protection Option
[7] Address Country (Best suited for stru..  Address Country Select Protection Option
[V] Address City (Best suited for structur...  Address City AES Encryption
[7] Address State (Best suited for structu...  Address State Select Protection Option
[7] Address Zip (Best suited for structure... Address Zip Selact Protection Option
7] UK Address (Unstructured data only) UK Address Select Protection Option
[7] Canada Address (Unstructured data o . Canada Address Selact Protection Option
= ¥ credit card
Credit Card # (Digits Only) e.g. 5173215750856134 Random (Credit Card Numbers)
Credit Card # (Space Separation) e.g. 5173 2157 5085 6134 Random (Credit Card Numbers)
Credit Card # (Dash Separation) e.g. 5173-2157-5085-6134 Random (Credit Card Numbers)
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49. Manage Scan Locations: Specify which directories to scan.

e Include in Scan: Perform the following steps to select directories to include in the

scan.
i.  Click Select Directories to choose the directory to perform the task.

Manage Scan locations

Include in Scan Exclude From Scan

Select Directories

[l | Scan Location Verify

ii. Select the required directories and click Add.

File Browser
< Refresh

Select Directory Search File/Directory [11s Recursive | .~

e ot/ Sound n__m

=3 Root = pg-postgresql-9_6-pg-documentation-9_...  file:/applications-merged 741.00 B

—J applications-merged FiN=| pg-postgresgl-9_6.menu file:/applications-merged 529.00 B
® ] bin
] boot
[ dev
® ] etc
] home
@ lib
(] libs4
® ] local Page |1 of 1 ] Displaying 1 - 2 of 2

| |
%) Add &  Delete

Selected Locations

Jtmp/sASfiles
Japplications-merged/pg-postgresgl-9_6-pg-documentation-9_6.menu

Daone Cancel

iii.  Check the Is Recursive checkbox for recurring data.
iv. Click the Add button. It will add the file in Selected Locations Pane.

V. Click Done to save your selection.
vi.  To provide keys for the search check the checkbox against Job

Configuration.
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Manage Scan locations

Include in Scan Exclude From Scan

Select Directories \

Job Configurations

vii. Add the key and value and save.

Job Configurations

i

Key: Value: Add

Cancel Save

viii. Include Files that Failed Previously check box will be greyed out for a fresh
scan. Check this option if some elements of a previously executed task got
skipped or the task was completed with errors. This option is available only
for detection tasks.

iX. Delete Input Files on Job Completion option is available for masking and
encryption tasks. Check this check box to delete the input data after task
execution.

X.  To delete a scan location from the list select it and click Delete.

o Exclude from Scan: Select directories to be excluded at the time of task execution or
browse the path to an exclusion list. Perform the following steps:
i Enter the file extension and browse location to the exclusion list if you have
prepared an exclusion list. Click add.

Include in Scan Exclude From Scan

File Extension: Exclusion List: |e.g. C:\dg\sample.bd Browse..

Add Select Directories

ii. Click Select Directories to manually select the directories to be excluded
from the task.
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Include in Scan Exclude From Scan

File Extension: Exclusion List: |e.g. C:\dg\sample.bd Browse..

Add Select Directories

iii. Select the required directories and click Add.

Select Directory Search Fle/Directory Is Recursive

|
e.g /dir1/dir2 Expand n Type | Name . | Poth

=3 Root 9

vi 3 pg-postgresql-9_6.menu fife:/apphcations-merged 529.00 8

ek ke r
UL
§EF

)

e
=
-3

J libé4
J local

LI -

'

Page 1 of 1 = Displaytng 1 -2 of 2

2  Delete
Excuded Locations ‘
Scan Location Verlfy

V] ftmp/SASties

7! [applications-merged/pg-postgresql-9_6-pg-documentation-9_6.menu

iv.  Check the Is Recursive checkbox for recurring data.
v.  Click Done to save your selection.

*NOTE: To decrypt tasks, ensure that appropriate roles have been assigned before executing the
encryption task. For more details refer to section Role Management.

50. After creating the required task, i.e., detection, masking, encryption, decryption or
metadata discovery, click save to save the task to schedule later, or save and
execute to execute it right away.

To edit an existing task, select the required task from the list of tasks on the Tasks screen and
click Edit. A task can be edited using the same steps for task creation.

Select Fileshare: files v

Tasks New Task Sampling Configuration

S Edit | | | Bxecute | |  Files Browser | & Refresh Cluster Status
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7.2.5 AWS

DgSecure supports Detection and Protection on different Hadoop distribution systems like S3,
RDS/RedShift. Various protection options are available for these distributions based on the type
of data-structure or unstructured.

7251 S3
Detection, Metadata discovery, Masking, Encryption and Decryption operations can be
performed on S3 systems. To create a task to for these operations, perform the following
steps.

7.2.5.1.1 Create an S3 task

1. Goto AWS > S3 > TASKS and select the cluster from the Select Cluster drop-down.

Select Cluster: aws_clir

2. To create a new task, click on the New Task tab.

Tasks Mew Task

sampling Configuration

The following image shows the user interface for creating a task.

Task Name: CCard
(Re}Scan Al
Objects:

Dump Metadata: B

ALt i
Compliance Policies
[7] HIPAA Hadoog
[7] custom un

[ ——

Pre-defined and Custom Sensitive Types

5 B Address
US Address
Address Lin (Best suited for structured data)
Address Gountry (Best suited for structured data)
Address City (Best suited for structurad data)
Address State (Best suited for structured data)
Address Zip (Best suited for structured data)
UK Address (Unstructured data anly)
Canada Address (Unstructured data onfy)

2 Credit Card
[] Credit Card # (Digits Only)
[7] Credit Card # (Space Separation)

Cancel

P2l Abince Madifind

[ E———

[Z] PCI_Hadoop
O fom

US Address

Address Street and Unit
Address Country
Address City

Address State

Address Zip

UK Address

Canada Address

e.g. 5173215750856134
e.g. 5173 2157 5085 6134

Task Description:

Task Type:
Read Objects:

Exit on first hit:

PII_Hadoop
[0 aes

Detection task for Credit Card
Detection 7
(©) Entire Objects

@ Part of Objects

[7] GDPR_Hadoon

Manage Scan locations

[ N | - - =

Selact Buckets

Exdude From Scan

I R

Save and Executs
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51.

Enter a meaningful Task Name and Task Description. The task name must be unique

to the task. It can be up to 256 characters and consist of letters, numbers, certain
symbols (! @ # $ ), without any spaces. The definition can be as long as the task
name and contain any combination of numbers, letters, and symbols.

Task Name: CCard

Task Description:

Detection task for Credit Card

52. Choose a Task Type from given options.

Task Type:

Detection

Detection

Masking/Field Encryption
Row Encryption

FP Encryption

FP Decryption
Decryption

The list of available task types and the options specific to that task type are explained
below:

Detection

Detection tasks scan the target source system for sensitive data elements. The following

options are specific to the detection tasks:

{Re)Sczn Al =]l
Objects:

Dump Metadata: [#

Objects Modified
After:

indvanced Oplions

5| Dbjects Modified
Bafora:

Task Typa: Detaction 25
Read Objects: Entirz Objects @ Part of Objects
Exit on first hitz

Sampling Configuration: | Top 1000 rows >
7] Advanced

a) (Re)Scan All Files: Check this checkbox to scan all the available objects for a given
connection between the dates specified in Objects Modified After and Objects

Modified Before drop down.

The Objects Modified After and Objects Modified Before drop down will be visible
when (Re)Scan All Objects checkbox is checked.

(Re)sean Al ]|
Objerts:

Dump Metadatz:  [¥]
Objects Modified
After:

Advanced Opliorns

78| Objects Modified
Batore:
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53. Dump Metadata: Check Dump Metadata option to remove the metadata files after
scanning.

54. Advanced Options: Define a batch size for scanning the source system in batches.
Click on the Advanced Options button to define the batch size of the data.

Detection Advanced Options %

Auto Batch Size

Batch min
512
size(MB): 4

4

Cancel Ok

Define the number of files per batch in the Batch Size(Files) option or check the
Auto Batch Size option to enter the minimum batch size in Batch min size(MB)
option.

55. Read Objects: Choose to read the Entire Objects or a Part of Objects at random.

Rezd Objscts: Entire Objects @ Part of Objects

56. Exit on first hit: Check this checkbox to report the table or database as sensitive, at
the first event of detection of a sensitive type.

Exit on first hit: [#]

57. Sampling Configuration

Sampling Configuration: | Top 1000 rows 2
["] Advanced

DgSecure is equipped with data sampling to limit the area of scan which helps in
reducing the time taken for detection. Default options to scan sample data from the
database are:

e Top 1000 Rows
e Read top 5% of data

The sampling configuration field is set to sample Top 1000 Rows by default. To create a
new sampling configuration perform the following steps:
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i Go to AWS > S3 > TASKS > SAMPLING CONFIGURATION tab or check the
Advanced checkbox.

Sampling Configuration
Name: * sample_200 Description: sample first 200 records Set Sampling Config as Default:

Show Advance Sampling Details
Samnpling Criteria Per Map

File Size Range (Bytss): ® |1

4

To: 200

4% 4k

By: * Rows | valus*  [100]
Add

Default 1000

Rows F 1

1to 100 50 Percent 20

Cancel Save

ii. Enter the name of the Sampling Configuration.

MName: = sample_200

iii. Enter the description for the sample.

Description: sample first 200 records

iv. Check the option Set Sampling Config as Default to set the Sampling
Configuration as the default configuration for all your tasks.

Set Sampling Config as Default:

v, Check the option Show Advance Sampling Details to set the advanced
settings for sampling.
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Sampling Criteria Per Map

~

File Size Range (Bytes): ™ |1 == To: 200

L¥ 4

By: * Rows w | Walwe:®  |100|

Below are the options for advanced settings:

o File Size Range (Bytes): Enter the starting range for the sample in bytes.

e To: Enter the ending range for the sample. "

e By: To Specify how to pick data for sampling from the source system, there
are two ways:

i By Rows: Select Rows from the drop-down, to sample data based
on the number of rows.
ii. By Percent: Select Percent from the drop-down, to sample a

percentage of the data

e Value: Enter the numeric value. It will specify the total number of records
to be processed if sampling By-Rows is selected and denotes the
percentage of sampling By-Percent is selected.

vi. After setting up the required details for configuration, click Add to add the user-
defined sampling configuration to the list.

vii. Click the Save button to save the changes.

To proceed for remaining steps, go to step Compliance Policy.

Masking/Field Encryption
Masking or Field Encryption hides sensitive data in the target source system by replacing it with
a system generated value. DgSecure provides various masking options to ensure the usability of
data after it has been protected. Masking/Field Encryption can be applied on structured as well
as unstructured data. For more details refer to Structure Management. Following options are
available to customize a Masking/Field Encryption task:

a) (Re)Scan All Files: Scan all available files for a given connection.

58. Structured: Check the structured option if the data that needs to be masked is
structured. For details about how to create a structure refer to the section Structure

Management.

To proceed for remaining steps, go to step Compliance Policy.
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Row Encryption
Row encryption is ideal for unstructured data. Following additional option is available:

a) (Re)Scan All Files: Scan all available files for a given connection.

To proceed for remaining steps, go to step Compliance Policy.

FP Encryption
FP or Format Preserving encryption can only be executed on structured files. Following
additional options are available:

a) (Re)Scan All Files: Scan all available files for a given connection.

b) Structured: This option is checked by default. For details about how to create a
structure refer to the section Structure Management.

To proceed for remaining steps, go to step Compliance Policy.

FP Decryption
FP or Format Preserving Decryption is used to decrypt the data encrypted by an FP Encryption
task. Following additional options are available

a) (Re)Scan All Files: Scan all available files for a given connection.

b) Structured: This option is checked by default. For details about how to create a
structure refer to the section Structure Management.

To proceed for remaining steps, go to step Compliance Policy.

Decryption
Decryption tasks are used to decrypt data on which Encryption has been performed.

a) (Re)Scan All Files: Scan all available files for a given connection.

59. Structured: Check the structured if the data that needs to be masked is structured.
For details about how to create a structure refer to the section Structure

Management.

To proceed for remaining steps, go to step Compliance Policy.

Metadata Discovery
Metadata Discovery scans the source system to provide information about the type of data
available on the source system. Following additional option can be set for Metadata Discovery:
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a) Recursion Levels: Select number of recursions levels to be scanned. This option is
available only for Metadata Discovery.

Recursion Levels: @ a]l ) Custom

To proceed for remaining steps, go to step Compliance Policy.

60. Compliance Policy can be set with all the task types in HDFS except Metadata
Discovery. For more details about compliance policies, refer to section Policy . After
selecting the required options, perform the following steps:

a) Select the required policies.

Compliance Policies

HIPAA Hadoop PCL Hadoop PII Hadoop "] GDPR Hadoop

61. Pre-defined and Custom Sensitive Types are available for all task types in HDFS
except Metadata Discovery. Select the required sensitive types.

| Pre-defined and Custom Sensitive Types

O

Address Country (Best suited for structured data) Address Country
Address City (Best suited for structured data) Address City
Address State (Best suited for structured data) Address State
Address Zip (Best suited for structured data) Address Zip

UK Address (Unstructured data only) UK Address
Canada Address (Unstructured data only) Canada Address

= ¥ credit card

Credit Card # (Digits Only) e.g. 5173215750856134
Credit Card # (Space Separation) e.g. 5173 2157 5085 6134
Credit Card # (Dash Separation) e.g. 5173-2157-5085-6134
= Dates
[ DOB (Best suited for structured data) Date Of Birth
Cancel
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*Note:

1. Row Encryption uses default row encryption configuration for masking. This will mask all the
entries of the row and is best suited to unstructured datatypes such as text files.

2. FP Encryption uses default encryption configuration to protect the original data format. This
option is best suited to structured datatypes.

3. FP Decryption can only be executed on data that has been encrypted using FP Encryption.

4. Decryption can be executed on data that has been encrypted using FP Encryption or Field
Encryption.

62. If you select Masking/Encryption as the Task Type, Protection Option and
Consistent fields are also available. Select the required Protection Option for the
selected sensitive types. For details about all the masking options available in HDFS
refer to Masking Options.

Pre-defined and Custom Sensitive Types

[ S

Canada Address (Unstructured data o

=2 ¥ Credit Card
Credit Card # (Digits Only)
Credit Card # (Space Separation)
Credit Card # (Dash Separation)

Canada Address

e.g. 5173215750856134
e.g. 5173 2157 5085 6134
e.g. 5173-2157-5085-6134

E] Address

[T Us Address US Address Select Protection Option
[7] Address Line (Best suited for structur... ~ Address Street and Unit Select Protection Option
[7] Address Country (Best suited for stru...  Address Country Select Protection Option
[V] Address City (Best suited for structur...  Address City AES Encryption

[7] Address State (Best suited for structu...  Address State Select Protection Option
[7] Address Zip (Best suited for structure... Address Zip Select Protection Option
[T UK Address (Unstructured data only) UK Address Select Protection Option
F

=

Select Protection Option

Random (Credit Card Numbers)
Random (Credit Card Numbers)
Random (Credit Card Numbers)

63. If you select Metadata Discovery as the task type, the panel Metadata File Types
will be displayed. Check the required file types for the scan by checking the
checkbox against the Name of the required file type.

HMetadata File Types

e ___[»e |

AVRO
SEQ

RC

ORC
PARQUET
XML
TEXT

EDI

csv

PDF
150N
MSEXCEL

5 = 1 < 1 =

avro
seq

rc

orc
parquet
xml

jelid

edi

sV

pdf

json

msexcel
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64. Manage Scan Locations: This panel specify which directories to scan.

a) Include in Scan: Click Select Directories to choose the directory to perform the task.

Manage Scan locations
Include in Scan || Exclude From Scan
Select Directories
£
O
[71 /munish
viii. Include Files that Failed Previously: check this option to include all those files

which were previously not scanned due to some exception. This option will
appear when Detection is selected in Task Type field.

ix. Delete Input Files on Job Completion: check this option to delete all the original
input files, which were included, post masking. This option will appear when
Masking/Field Encryption, Row Encryption, FP Encryption is selected in Task
Type field.

X. Job Configuration: check the checkbox to setup the parameters list. The value
for job configuration will contain the pre-defined key and the value. If you have
not specified any Job Configuration, then default parameter list will be

executed.
Job Configurations
Key: Value: Add
Key Value Delete
fs.53a.server-side-encryption-algorithm AES256 ,5})
fs.s3a.server-side-encryption.key @
Cancel Save

There are two ways in which buckets can be selected in S3 Object Browser:

e Browse
e Manual

Toinclude buckets for scanning, click Select Bucket button, perform the following steps:
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Browse: This option lets you browse the objects from Select Object panel.
To select the objects, perform the below steps:

53 Object Browser
o Refresh @ Browse () Manual
st s I N S R [
e.g /dirl{dir2 Expand | [ = AdventureWorks2016.bak 48749568 Feb-27-20 5:19 ~
[ abdata Al E g AlertedFolder 0
e (2 abs3bucket2 = Base.csv 2092979 Mar-04-20 3:30
& [ akmaskout
=) aps-bank-1 |} HDFSAgent 0
247 aws-chai 0m MOCK_DATA (1).csv 378543 Feb-27-20 5:20
1 (] AlertedFalder = MOCK_DATA.csv 95395 Feb-27-20 5:20
= () HDFSAgent ] ‘o
MaskOut 0
# ] ncMaskOut = neMasku
[ test-files 0 ~

@ ) test-files ]
< >

&  Delete
Selected Locations
s
[T]  s3://aws-chai/Base.csv
53://awis-chai/MOCK_DATA.csv

Done Cancel

Select the folder from the directory to view the objects for that folder. All

the objects will be displayed in the right panel.

Select the object in the right panel by checking the checkbox and click Add
button. This functionality will include the objects in the Selected

Locations panel.

Selected Locations

&)  Delete

Wl

[ s3:/faws-chai/Base.csv
53:/faws-chai/MOCK_DATA (1).csv
[]  s3:/faws-chai/MOCK_DATA.csv

Cancel

To delete the objects from the Selected Location panel, check the
checkbox next to the Scan Location name and click Delete button. The
Delete button will be enabled, once the Scan Location checkbox is

checked.
Click Done button to include the objects in Manage Scan Location.

Manual: This option allows you to select the object from the bucket
manually. Perform the below steps:
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53 Object Browser
() Browse 1@ Manual
Manual Scan Locations
Location: 53://aws-chai/Base.csv Add

MNote: Erroneous path will result in task execution failures. Please check that path is correct.

Selected Locations

Wl

[ s3:/faws-chai/MOCK_DATA (1).cav
[  s3://aws-chai/MOCK_DATA.csv

Done Cancel

i Enter the path for the scan location that you want to include.
ii. Click Add button to include the path for the object in Selected Location
panel.
iii. Click Done to include the selected objects in the Manage Scan Location
iv. To delete the object from the Selected Location panel, check the
checkbox next to the scan location name and click Delete.

65. Exclude from Scan: Select objects to be excluded at the time of task execution or
browse the path to an exclusion list. The Exclude From Scan tab will be enabled
when Detection and Masking/Field Encryption are selected in Task Type field.

Manage Scan locations

Include in Scan Exclude From Scan

Object Exclusion List:

Extension: -png sample_data.txt Browse..
Add select Buckets

S [ S

] et

G

i. The Object Extension field allow you to specify the objects extension (.txt,
.csv, etc) that need to be excluded.
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ii. The Extension List field allow you either to Browse the path for the object
or to select the object using the Select Buckets button. This functionality
lets you specify the exclusion list of all objects that need not be included
in the scanning.

iii. The below panel list down information for both excluded File Extension
and the Scan Location selected above.

u [ - D

] et
]| wesv

*Note: To decrypt tasks, ensure that appropriate roles have been assigned before executing the
encryption task. For more details, refer to Role Management

66. After creating the required task, i.e., detection, masking, encryption, decryption or
metadata discovery, click save to save the task to schedule later, or save and
execute to execute it right away.

To edit an existing task, select the required task from the list of tasks on the Tasks screen and
click Edit. A task can be edited using the same steps for task creation.

Tasks | New Task Sampling Configuration

7 Edit - Bxecute | | | ' Files Browser | | O Refresh Cluster Status

7.2.5.2  RDS/RedShift
DgSecure supports Detection and Masking in RDS/RedShift databases. Following sections
outline the process of creating these tasks.

Detection
Perform the following steps to create a detection task.

Go to AWS > RDS/REDSHIFT > DETECTION > TASKS.
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Tasks New Task Sampling Configuration

 Edit

Execute | | | [ 2 Refresh

test

oracle
Task2
Taskl

oW A

DetectionTask

Page |1 of 1 =

Task Overview | Task Instances

Task Name: test  Task Description: test  Task Type: Detection

Start Time: Mar-24-2020 04:13:44  Exit on first hit: false

Sampling Configuration: Read top 5% of data

Connection Name: Mysql43
DatabaseiSchema(s):
dgstar

Mar-24-2020 04:13:44
Jan-09-2020 04:23:28
Jan-08-2020 07:00:31
Jan-08-2020 06:53:32
Dec-11-2019 04:28:40

Show | | | Hide | | &) Delete

[l

oooo

Displaying 1 - 5 of 5

Sensitive Type - Database Object Filter

S HIPAA_DBMS
Email Address
Full Names
1P Address
NPT
Social Security # (Dash Separation)
Socizl Security # (Space Separation)

Talanhana fRach .

Connection Informatiq Table/View Operal] Table/View Fi\l Column Filtg

1. To create a new task, click on the New Task tab.

Tasks

_» Edit | |

New Ta

Execute | | |

Sampling Configuration

« Refresh

The following image shows the user interface for creating a task.

Task Name: credit_card

[7] Search Views Exit on first hit

Compliance Policies
[C] HIPAA DBMS
[C] Ritish_Policy

Pre-defined and Custom Sensitive Types

UK Address {Unstructured data only)

Canada Address (Unstructured data only)
Address Line (Best suited for sbuctured data)
Address State (Best suited for structured data)
Address City (Best suited for structured data)
Address Zip (Best suited for structured data)
Address Country (Best suited for structured data)

= E credit card
Credit Card # (Digits Only)
Credit Card # (Space Separation)
Credit Card # (Dash Separation)

=[] pates
[7] Credit Card Expiry Date

Cancel

PCI _DBMS

Task Description:

Include Table Size

PII_DBMS

UK Address

Canada Address
Address Street and Unit
Address State

Address City

Address Zip

Address Country

e.g. 5173215750856134
e.g. 5173 2157 5085 6134
&.g. 5173-2157-5085-6134

Credit Card Expiry Date

ection task for credit_card

Sampling
Configuration:

Top 1000 rows v

[T] Advanced

[C] GDPR _DBMS

Browse Connections @

e S TS
"

Save Save and Execute
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2. Enter a unique Task Name. This field supports numeric and character values.

Task Name: cre_card

3. Enter a Task Description of maximum 254 characters. This field supports numeric and
character values.

Task Description: Detecton of CCNO

4. Check the Search Views option to detect the Views tables within the database as well as
the tables linked with them. This option is available for the Detection, Task Type.

5. Check Exit on First Hit option to stop the scanning, when the first Sensitive Type is detected
during the scan. This option is available for the Detection, Task Type.

67. DgSecure is equipped with data sampling to limit the area of scan which helps in
reducing the time taken for detection. Default options to scan sample data from the
database are:

i Top 1000 Rows
ii. Read top 5% of data

The sampling configuration field is set to sample Top 1000 Rows by default. Check the
Advanced checkbox to create a new sampling configuration.

You can also configure sampling through AWS > RDS/REDSHIFT > DETECTION > TASKS >
SAMPLING CONFIGURATION tab.
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Sampling Configuration
Name: * sample 200-300 Description: swcords starting from 200 Set Sampling Config as Default:
Show Advance Sampling Details
Table Row Count Range: * | 200 o To 300 S Type:* |Random ¥
By: * Rows ~ | Value:* | 100] &
Add
Default Top 1000 Rows rd
1to 200 Bottom 100 Rows Fl=]
Note:
1. Top sampling option is not supported for Teradata, Aster DB and Sybase ASE connections.
2. Bottom sampling option is not supported for Teradata, Aster DB, Snowflake, Informix DB, Splice Machine, Sybase IQ and Sybase ASE connections.
3. Random sampling option is not supported for Snowflake, Informix DB, MySQL and Splice Machine connections. Random sampling is also not supported for Views in Sybase IQ.
4. For performance reasons, except for tables in DB2 schemas, random and bottom sampling is not recommended, where the tables can contain large volume of data.
5. If some unsupported sampling option is chosen, then best applicable sampling option will be applied. For more details regarding chosen sampling option, IDP logs can be checked.
Cancel Save

a) Enter the name of the Sampling Configuration.

68. Enter the description for sampling.

69. Check the option Set Sampling Config as Default to set the Sampling Configuration
as the default configuration for all your tasks.

70. Check the option Show Advance Sampling Details to set the advanced settings for
sampling. Below are the options for advanced settings:
e Table row count range: Enter numeric value. This value states the starting

range of the table from which the records will be sampled.

e To: Enter the numeric value. The value in this field states the ending range
of the table till which the records will be sampled.

e Type: Select the sampling configuration type from the Type option. There
are four options for sampling configuration:

i.  Top: If you select the option Top, the sample data for the scan will
be selected from the entries at the top of the table, based on the
specified range.
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ii. Bottom: If you select the option Bottom, the sample data for the
scan will be selected from the entries at the bottom of the table.
This does not mean the entries will be selected bottom up, instead
depending on the range the last entries in the table will be taken to
create a sample data for detection.

iii. Random: Entries from the table that correspond to the specified
range, will be selected at random to create a sample set of data for
detection.

iv.  Complete: If all the entries in the selected tables of the database
have to be scanned for sensitive types, select this option.

By: To Specify how to pick data for sampling from the table, there are two
ways:

i By Rows: Select ‘Rows’ from the drop-down, to sample data based
on the number of rows.

ii. By Percent: Select ‘Percent” from the drop-down, to sample a
percentage of the data

Value: Enter the numeric value. It will specify the total number of records
to be processed if sampling By-Rows is selected and denotes the
percentage of sampling By-Percent is selected.

71. After setting up the required configuration, click Add to add the user-defined

sampling configuration to the list.

72. Click the Save button to save the changes.

73. Select the required policy under the Compliance Policies section. The Compliance
Policy panel displays all the Pre-Defined and Customized Policies. Users can select
any number of policies while creating or editing a task. Sensitive types associated
with the selected policy can be viewed in the panel below this panel Pre-Defined

and Custom Sensitive Types.

Selecting a policy is not a mandatory step, users can also proceed to select individual

sensitive types. For more information, refer to section Policy.

Compliance Policies
HIFAA DBEMS

TestPolicy

| PCI DBMS

test
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74. Select the required sensitive types for the scan from the Pre-defined and Custom
Sensitive Types section. Refer to the following screenshot:

Pre-defined and Custom Sensitive Types

I

ABA_test
ABA_test

Address
US Address
UK Address (Unstructured data only)
Canada Address (Unstructured data only)

Address State (Best suited for structured data)
Address City (Best suited for structured data)
Address Zip (Best suited for structured data)
Address Country (Best suited for structured data)

=
&
=
B
m
m
[T Address Line (Best suited for structured data)
m
m
m
m
=

¢! Credit Card
Credit Card # (Digits Only)
Credit Card # (Space Separation)
Credit Card # (Dash Separation)

=] Dates

ABA

US Address

UK Address

Canada Address
Address Street and Unit
Address State

Address City

Address Zip

Address Country

e.g. 5173215750856134
e.g. 5173 2157 5085 6134
e.g. 5173-2157-5085-6134

The Pre-Defined and Custom Sensitive Types panel lists down all the Sensitive Types. The
Sensitive Type associated with the policy gets selected in the Pre-Defined and Custom
Sensitive panel and cannot be removed from the scan, however any number of sensitive

types can be added to the scan.

*NOTE: If a policy is selected, user can still add more sensitive types to the scan but the
sensitive types under the selected policies cannot be excluded from the scan.

75. The Database Connection panel lists down all the available RDBMS connections.
Any number of connections can be selected for a task. This panel list down all the
available connections. For details on how to create and manage connections refer
Connection Manager. Perform the following steps to choose a connection:

a) Click Browse connections.

Browse Connections

<

(Wl e

76. The Browse Connections dialog box will be displayed. This screen categorizes
connections based on user preferences.
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Browse Connections
Select Group: Connection Type e = Refresh
(oot @l e e |
Oracle LocalMeatadata Oracle 10.12.13.11
Add
Selected Connections
Delete
Bl T e
LocalMeatadata Orade 10.12.13.11
Cancel Save

iii. Click on the Select Group dropdown and select the required option from the
sub groups displayed on the left panel to sort the available connections.

Browse Connections

Select Group: | Connection IDP ¥
Conmactisd( D¢ Connection IDP .
_ Connection Type
Detection Host Name
Location
ser Name

The Select Group drop-down has five options:

1. Connection IDP: Categorizes the available connections based on the types
of IDPs available, i.e., Detection and Masking.

2. Connection Type: Categorizes the available connections based on the type
of server connected to, i.e., Oracle, Teradata, SQL server etc.

3. Host Name: Categorizes the list of available connections based on Host
Names.

4. Location: Categorizes the available connections based on the location of
the target source system server, i.e., On-Premises and Cloud.

5. User Name: Categorizes the list of available connections based on the
Usernames.
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iv. Click Add to include the selected database connection in the Selected
Connection panel.

V. Check the Selected connection. Click the Save button to include connections.

77. Click the Test button to test the listed RDBMS connection.

78. Click the Database Object Filter button to filter tables and/or columns. Once filters
are defined, then only those databases/tables/columns that match the filter are
scanned.

Check the checkbox next to the connection to enable the Database Object Filter.

Browse Connections @ Test Database Object Filker =) Delete
[ E== =R === N
[¥] NH_151_SQLServer_D1 S0L Server 192.168.0.151

You can Add/Edit Filter in two ways i.e. either by specifying in manually it manually or
by uploading the filter list in the Upload Filter List tab.
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Database Object Filter
Add/EditFilter | Upload Filter List

Connection List Object Filter | Datatype Filter

Filter by Schema/DE name | | Refresh

@] (0 NH_Gonn_X1 OR ¥ Table/View Name Select Table/View Operatc| ¥ And Column Name | Select Column Operstor | ¥ Add
[F] £ jdbet

jdbe_stri
[ 2 i sing = Nete: Gnly Databases/Tables/Columns that match the Filter Criteria are scanned, If no filter has been defined, the entire database il be scanned.

@[] 3 snm_sal_user Duglicate filters will be skipped,
[ () mk_sas_der_Con
@[] () mk_ord_det_Con Selected Filters

@[] () Ritish_5QL_Server_Cannaction

e I e e N N
@[] ) tl_det

RITISH_NEW_GDP...  endswith Discovery Us=r Defined
@[] () t_det
=[] ) s det
=[] (] Ritish_Oracle_Connection
Page |1 of 1 a Displaying 1 - 1 of 1
Test Filter
T T I I S T
Ritish_Oracle_Connection RITISH_NEW_GDPR. MY_DISCOVERY
Cancel Save

e Add/Edit Filter: This tab allows you to apply the filter for the selected connection.
Once the filter has been applied then only those databases/tables/columns and
datatypes that matched the criteria will be scanned.

There are two types of filter which can be applied.

1. Object Filter
2. Datatype Filter

Object Filter
The Object Filter allows you to scan the database/tables/columns based on the
defined filter. To apply an Object Filter, perform the following steps:

Connection List Object Filter Datatype Filter
Filter by Schema/DB name | | Refre
3[C15) NH_151_SQLServer D1 OR || Table/View Name [s5qjoct Table/\iew Ope|» And Column Select Column Oper | > Add
[] = grv_discover Name
Note: Only Databases/Tables/Columns that match the Filter Criteria are scanned. If no filter has been defined, the entire database will be scanned.
Duplicate filters will be skipped.
Selected Filters
5) Delete
L e e e P P
NH_151 SQLSer... ends with 1lakh contains User Defined
Page (1 of 1 || 2 Displaying 1 - 1 of
Test Filter
[coveomtens o T T
NH_151_SQLServer_D1 grv_discover dba.gaurav_1lzkh DATE_OF_DEATH
NH_151_SQ1Server_D1 grv_discover dba.gaurav_1lzkh IP_ADDRESS
MH_151_SQLSarver_ D1 are_discovar dba.gaurav_1lzkh EXPIRATION_DATE
NH_151_SQ1Server_D1 grv_discover dba.gaurav_1lzkh UK_PASSPORT_NUMBER
NH_151_SQLServer_D1 grv_discover dba.gaurav_1lzkh BAMK_ACCOUNT
NH_151_S5QLServer D1 grv_discover dba.gaurav_1lzkh SWIFT_CODE
Cancel Save
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a) Select the connection from the Connection List panel or enter the DB/Schema name
in the Filter by Schema/DB Name textbox.

Connection List

grv_discover] Refresh
=743 NH_151_SQLServer_D1
[[] =] grv_discover

b) Apply the Object Filter in the top panel by specifying the Operator, Table/View and
Column name.

OR  |¥| Tablefview Name ends with ¥ | | Discovery &nd Column Mame | equals ~ |==ng Add

Note: (nly Databases/Tables/Columns that makch the Filker Criteria are scanned. IF no filter has been defined, the entire database will be scanned.
Duplicate filters will be skipped.

For example, in the above image the object filter specifies the table name should end
with ‘Discovery’ and the selected table should contain SSNO column.

There are eight types of Operators based on which you can select the Table and
Column name.

1. Equals: This operator will check whether the given table/column name exist in the
selected database/table. It will return the matched records if the condition is
fulfilled.

2. Not Equal to: This operator will return all the records except the given table/column
name.

3. Contains: This operator will return only those tables/columns which matched the
given criteria.

4. Does not contain: The functionality of this operator is similar to the Not Equal to
operator, since it returns all the records except the given table/column name.

5. Starts with: This operator will return all the tables/column whose name starts with
the given criteria.
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6. Does not start with: The functionality of this operator is similar to the Does not
contain and Not Equal to, since it will return all the tables/column name except the
one which has been entered.

7. Ends with: This operator will return all the tables/column name whose name ends
with the given input.

8. Does not ends with: The functionality of this operator is similar to the Does not
contain and Not Equal to, since it will return all the tables/column name except the
one which has been entered.

c) Click the Add button to add the filter in the Selected Filters panel.

9. The Selected Filters panel will list down all the user defined filters. It displays
information about the filters such as Connection Name, Table/View Operator,
Table/View Filter, Column name, etc.

Selacted Filters
L e e e e S

RITISH_MEW_GDP.. ends with Discovery SENO User Defined

Page |1 of 1 & Displaying 1 - 1 of 1

e To edit a filter, click the button in the Edit column. This functionality
allows you to re-select the Operator, Table/View and Column name.

e To delete a filter, check the checkbox for that filter and click the Delete
button. This button will get enabled when you check the checkbox for any
filter.

10. Click Test button to test the filter. It lists down the result matching the filter criteria.

Test Fiter

T E T I IS S
Ritish_Oracle_Connection RITISH_NEW_GDPR. MY_DISCOVERY

11. Click Save button to make the changes effective.

12. Click Cancel button, if you do not want to save the changes.

Datatype Filter
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This tab allows you to specify the datatypes to be included or excluded while
scanning based on the selection.

Add/Edit Filter Upload Filter List

Connection List Object Filter Datatype Filter
Filter by Schema/DB name | | RefrS e, Type: @ Indude © Exclude
=] td_Det
[5] NH_151_SQLServer_D1 Additional Datatype: Add
[=] mysal_privacy
1 Slsorce 1 wowtpe
] det_sas BIT
=] NH_HaNA_DL TINYINT
[[] smaLLNT
[F] INTEGER
[F] ewGINT
[ roaT
[ RreAL
[[] DouBLE
Test Filter

Cancel Save

To apply Datatype Filter, perform the following steps:

a) Select the connection from the Connection List panel or enter the Database/Schema
name in the Filter by Schema/DB Name textbox.

Connection List

grv_discover] Refresh
=[] MH_151_SQLServer_D1
[[] E] grv_discover

b) Select the Filter Type from the given option. By default, Include filter type is selected.

e Include: This option allows to select the datatype that need to be included
while scanning.

o Exclude: This option allows to select the datatype that need to be
excluded while scanning.

e Additional Datatype: This field allows you to add a datatype if it’s not
present in the DataType panel. Once that datatype is entered, click Add
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button to specify it in the DataType panel.

Filter Type: @ Indude © BExclude

additional Datatype: | nvarchal Add

13. Check the checkbox for the datatype which you want to include or exclude based
on the selection of Filter Type in above panel.

Filter Type: @ Include O Exclude
Additional Datatype: | varchai Add

ween

NUMERIC
DECIMAL
CHAR.
VARCHAR
LONGVARCHAR
DATE

TIME
TIMESTAMP
EINARY

OO0 O0EEDDT

For example, in the above image the CHAR and VARCHAR datatypes are included in
the scanning process since Filter Type specify the option as ‘Include’. If ‘Exclude’ is
selected as Filter Type then selected CHAR and VARCHAR datatype will be excluded
from the scanning process.

14. Click Test button to test the whether any column in the database contains the
selected datatype. This functionality will list down all the columns that contain the
selected datatype.

Test Filer

T T S S S
Ritish_Oracle_Connection RITISH_NEW_GDPR. MY_DISCOVERY

15. Click Save button to make the changes effective.

16. Click Cancel button if you do not want to save the changes.

e Upload Filter List: This tab allows you to upload a file containing the list of all
columns.
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Database Object Filter
Add/Edit Filter

Download Sample File

Choose Cennection:
Filter List Type:

Browse Filter List File:

Upload Filter List

Rejected Filters List

Smallint
Warchar
Char
Nwarchar
Smallint
Warchar
Char

Nvarchar

Cancsl

Upload Filter List

MH_151_50QLServer_D1
Inclusicn

datatype.csv

Browse...

Ignore Rejected Entries

Export as C5V

To upload the filter list, perform the following steps.

a) Select the connection from the Choose Connection drop-down.

17. The Download Sample File button will be enabled once a connection has been
chosen. Enter the Database, Table/View and Column Name in the sample file.

¥

Insert Page Layout Formulas
ol
0 b Cut Calibri
Dach ER Copy -
aste -
- ¥ Format Painter EREIU
Clipboard [F] Font [P
Al o f Database Name
A B C
1 |Database Name lTabIejView Mame Column Name
2 |grc_discover gaurav_1lakh SSMNO
3

18. Select the Filter List Type from either ‘Inclusion’ or ‘Exclusion’. This functionality
allows you to specify whether to include or exclude the Database, Table/View and
Column name.
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Filter List Type: Exclusion ¥

Inclusion
BExclusion

19. Click the Browse button to search and upload the saved sample file containing the
list of Database, Table/View and Column name which will be either excluded or
included.

Browse Filter List File: | FilterssampleFileForsQLServer (2).csv Browss...

20. Click Upload Filter List button to add the defined filters in the Selected Filters panel
under Add/Edit Filter tab.

Selected Filters

Page |1

I T e g e e S

NH_151_SQLSer.. =quals gaurav_1lzkh equals SSNO Includs

af 1

Displaying 1 - 1 of

€

21. The Rejected Filters List will display all the entries from the uploaded list which are
not in a proper format as specified in the sample file.

Rejected Filters List

gre_discover,, SSNO
srch_ccno.emp_d,

discover_city, Emp_detail City

Ignore Rejected Entries || Export as CSV

e To download the list of rejected entries, click Export as CSV button. A
downloaded file will contain the list of rejected entries which were not
formatted as per specified format.

e To remove the rejected entries from the Rejected Filters List panel, click
the Ignore Rejected Entries. This functionality will remove all the rejected
entries from the panel.

22. Click Save button to make the changes effective.

23. Click Cancel button if you do not want to save the changes.
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24. Click Save, if you want to execute the task later else click Save and Execute. The
results of the task and its status can be viewed under RDBMS>DETECTION>RESULTS
(Refer to Section Results).

To edit an existing task, select the required task from the list of tasks on the Tasks screen and
click edit. A task can be edited using the same steps for task creation.

New Task Sampling Configuration
Execute | | | & Refresh
7 test

oracle

Task2
Task1 /

DetectionTask

=N Wb

*Note: Task defining features such as Incremental, Exit on First Hit, Search View and the Task Type
cannot be edited. Some of the originally selected options can be modified but new options cannot be
added.

Masking Task
Perform the following steps to create a masking task:

Access the NEW TASKS/TEMPLATE screen, click AWS > RDS/REDSHIFT > MASKING >
TASKS/TEMPLATES > NEW Task/Template tab.

1. To create a new task or template for masking tasks, click on the New Task/Template tab.

Tasks/Template Mew Task/Template

25. The following image shows the user interface for creating a task.
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Tasks/Template || New Task/Template
Name: Description: Type: h
Select Connection: g Apply Template Apply Policy
Select Schema/DB Select Table Apply Masking
Filter by Schema/DB name Filter by columin name
I T T G OO
Columns Selected for Masking
Cancel Save Save Task and Execute

26. Enter a unique Task Name. This field supports numeric and character values.

MName: cre_card

27. Enter a Task Description of maximum 254 characters. This field supports numeric
and character values.

Description: mask_ccnd

28. Click on the Type dropdown. Select Task to create a masking task or Template to
create a template for masking tasks.

Type: || v
lTask

App
Template

29. Click the Set Config Parameters button. It will display the environment settings for
the masking operations such as Commit Size, Max Workers, Package Schema,

IsGlobal and Enable Watermark.
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30.

31.

Hasker Farameters

Ciomnit Side:
o futo
Manuad

IsGlobal
Global Domain:

Save  Camel

| Enabde Watermark

Package Schema: DG

Max Warkers:
2 futo
Manual

Click Select Connection to view the list of the available database connections for
masking. For details on how to create a connection for masking refer to Connection

Manager

The Select Template option provides a list of user created templates for masking.
This option will be greyed out if no templates have been created. To create a new
template select the Type as Template in step 6 and follow the next steps for creating
a task and save the template. Once created, the new template will appear in the
select template dropdown on the new task screen.

Select Template:

MasH v

*Note: Templates are connections specific and only one template can be selected at a time.

32. Click the Apply Template button to apply the selected template in Select

Template drop-down.

Select Template:

MasH

~ Apply Template

33. Click the Apply Policy button to choose the available Compliance Policies.
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Appl

O
=

OoOoOOoOoOoOoDODOODOOE

¥ Policy Screen

Compliance Policies
HIPAA DBMS [T1pC1_DBMS [T p11_DBMS [7] GDPR_DBMS
[T Ritish_Policy

Selected Databases

Database name

Database Name

AM_ADMIN
ANJALT

APPQOSSYS

ARI
ARI_6057_CONCURRENT
AR_BUILD_USER
AR_MASKER_USER
AR_TESTDATA

AUDITOR

A_MASKER
A_MASKER_OUT

B1

BACKEND
BOOKS_ADMIN

Cancel Apply(with detection result) | Apply{without detection result)

Perform the following steps to apply a policy to the task or template:

a) Select the required policy/policies under the Compliance Policies panel.

Compliance Policies
HIPAA DBMS [C1pc1_DBMS [C] p11_DEMS [] GDPR_DBMS
[C] Rritish_Policy

34. Select the databases you need to mask by checking the checkbox next to the
Database Name.
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Selected Databases

Database name

n Database Name
=

AM_ADMIN

ANJALI

APPQOSSYS

ARI
ARI_6057_CONCURRENT
AR_BUILD_USER
AR_MASKER_USER
AR_TESTDATA

AUDITOR

O oOOoOOoO0O0OM

35. Click the Apply (with detection result) button to apply the selected policy with
detection results or click the Apply (without detection result) button to apply the
selected policy without results. Click Cancel to redo your selection.

[] BOOKS_ADMIN

Cancel Apply(with detaction result) =~ Apply(without detection result)

36. The Select Schema/DB pane will display the list of databases or schemas for a
selected connection in Select Connection drop-down.

Select Schema/DB
Filter by Schema/DB na || Refresh

. ABDSAR -
. ABGDPR
| AdventureWorks2017
. DG
| Data
. GDPR
 GDPR111-7-0-5]
. GDPR2
. GDPR65
. GDPRG652
. GDPR7
. GDPRYO
. GDPR70Demo
. GDPR70Demoll
| GDPR_AK
. GDPR_AKZ

| Miri e s BOE IO S

37. Select the table from the Select Table pane. This pane lists all the tables for the
selected database or schema.
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Select Table

dbo.dg_version

dbo.dg_usp

dbo.dg_users
dbo.dg_user_identifiers_mapping
dbo.dg_tmp

dbo.dg_task_status
dbo.dg_task_result_usp_columns
dbo.dg_task_result_schema
dbo.dg_task_result_rows
dbo.dg_task_result_references
dbo.dg_task_log

Page 1 of 1

e

38. Check the Incremental checkbox to apply incremental masking to the database. This
feature is useful to mask new values added in a database after masking has been
executed on it. Only the new entries will be masked, thus, the time taken for
masking would be reduced. Perform the following steps to make your masking task

incremental:

Check incremental checkbox.
The Select map Dropdown will appear. Select the required map. Maps

define incremental columns within a database which are considered for
indexing the data in order to mask the new rows added to the database.

Map Manager

Select Map:

mzp (In Place)}

To add a map click on the Map Manager link

iv.  The Map Manager Screen can also be accessed from the menu bar. The
following image displays the Map Manager interface:

Maps | New Map

Map Name: Select Connection: v

Note: Increment column should be of timestamp/datetime datatype.

Filter by Source Name Incremental column value
I [

V. Enter a Map Name.
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Map Name: Map_1

vi. Select a connection that contains the database on which incremental
masking has to be applied.

Select Connection: orcl_neha n

RItish_Oracle_masker
Host:152,168.0.153 Type:Cracle DB:ritishmasker

Ritish_Masker_TNS
Incremental column value Yost:N.A. Type:Oracle DB:ritishmasker

. Incremental Column -
orcl_neha

Host:152,168.0.153 Type:Cracle DB:nehamaskuser

vii. Select the required Database/Schema.

Filter by Source Name

oo
L |

e
SNCF

GDPR_TEST
NEHAMASK163
DG_VIK_655
DGCONTROLLER_SANDEEP
AR_TESTDATA

VIKRAM

A_MASKER_OUT
A_MASKER
DGSHAREPOINT

50N

NEHA7TT

OOoOOoOOoOODOOOEO O

viii. Enter the name of the incremental Column to the corresponding database
and ensure that it is a timestamp or date-time datatype.
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Filter by Source Name Incremental column value

JSON_XML_SCRIPT
M_MASKING

DG_USER

NEHA

GDPR_72

BUILD_N

SNCF_MASKER

VCON

SNCF

GDPR_TEST

NEHAMASK163 "DATE_OF BIRTH
DG IK 55

e EEEEEEEE ] = |

ix.  Save the map. It will be available in the Select Map dropdown on the new
task/template screen.

NOTE: To apply incremental masking the following criteria must be met:

1. Create a map to execute incremental masking and apply it to the task.

2. Relational tables cannot be included.

3. Column holding date, time stamp or a numeric incremental value should be added as incremental
column

4.The incremental column cannot be masked.

39. The Apply Masking pane display the list of all the columns for the selected table in
Select Table pane. For detailed information on all the available masking options in
DgSecure refer to Masking Options. Perform the following steps to apply masking
option to the columns in the database:

a) Select the masking option from the drop-down against the column entry. You can
apply the masking to the selected column by checking on the checkbox corresponding
to the column name.

Apply Masking
[ mn nd
|-m--uum

checkSum Ha Masking

comnectionid int Hi Masking -
constraintCols nvarchar Ho Masking e
dbMame rvanchar Ha Masking b
groupld int Edit
ke Type rvanchar Ha Masking b
ResultTakdeld int N masking available Exlit
schemallame rvanchar Ha Masking Exlit
Eabdehame rvarchar Hi Masking
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40. To further enhance the results of masking following options can be combines with
the masking options:

i. Consistent: Masks the data of the selected table with consistent values. E.g. If
the name John is masked as FVGB, throughout the table it will be masked the
same way.

ii. Unique: Masks each entry with a unique value.

iii. Persistent: Similar to Consistent, however in this case the same values will be
masked consistently across all the tables of the database.

iv. Sync: This options allows tracking of masked entries in different tables if any of
the same entries are found in other tables they will also be masked.

v, Keep Null: The cells containing null values are kept null even after masking.

vi. Stateless: Persistently masks the data without creating any metadata. No extra
space is required to create masking tables.

Apply Masking
L M Mg
---uum-

chediSum No Masking

comnectionid int Ho Masking -
constraintCols nvarchar o Masking b
dbMame rvarchar Ho Masking b
groupld int Edit
ke Type rvarchar Ho Masking w | [t
ResultTakdeld int o masking available Edit
schemallame rivarchar No Masking w | Edit
tableName mvarchar N Masking -

41. View the selection under the Columns Selected for Masking panel.

Columns Schected for Masking
Show columns: = With masking spbisn i

I e e N S g e e O O O O N S

dbo Data? Descriphion e M Cuestom Mask by function [[4G].CUSTO
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42. Select the option from the Show Column drop-down. There are four options:

a) All

b) With masking option

c) Without masking option

d) With invalid masking parameters

Columns Selected for Masking

Show columns: : With masking option v

ool |

With masking option ]
NEHAMASK1G3 H
Without masking option

With invalid masking parameters

43. Click save to save the task or template or save and execute to execute the masking
task.

44. To edit a task, select the task from the Tasks/Template tab and click edit. A task can
be edited using the same steps for creating a new task.

Tasks/Template MNew Task/Template

o2  Edit | [ Execute | | | | & R4
7 neha_inc_masking

6 Ritish_163_FPEnc

7.2.6 Azure

7.2.6.1 Azure Blob/Data Lake
Detection, Metadata discovery, Masking, Encryption and Decryption operations can be
performed on Azure Blob/Data Lake systems. To create a task to for these operations, perform
the following steps.

7.2.6.1.1 Create an Azure Blob/Data Lake task
1. Go to AZURE > AZURE BLOB/DATA LAKE > TASKS. Select the cluster.

Select Cluster: azure_1 s

2. To create a new task, click on the New Task tab.
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Tasks Sampling Configuration

The following image shows the user interface for creating a task.

Task Mame: CCard
(Re)Scan all |
Objects:

Dump Metadata: []

Compliance Policies

HIPAA Hadoop
I:‘ custom un

Pre-defined and Custom Sensitive Types

J ] credit Card
Credit Card # (Digits Only)
Credit Card # (Space Separation)
Credit Card # (Dash Separation)

B[] pates

DOB (Best suited for structured data)
7] DOD (Best suited for structured data)
[T] Credit Card Espiry Date
7] Date (Best suited for structured data)

5[] Driver License
[T] Driver License {Wisconsin)

[Epct Hadoop
¥ fom

e.g. 5173215750856134
e.g. 5173 2157 5085 6134
e.g. 5173-2157-5085-6134

Date Of Birth

Date Of Death

Credit Card Expiry Date
Date

Driving License for Wisconsin State

Task Description:

Task Type:

Read Objects:

- PR =

IOl PIL_Hadoop
[ zes

Manage Scan locations

Include in Scan

“ | Object
Extension:

Add

Detection

(©) Entire Objects

Detection task for Credit Card

>

@ Part of Objects

[C] GDPR Hadoop

Exclude From Scan

Exclusion List:

e.0. C:\dg\sample.tet Browse..

Select Containers

= =
D e ] S

Cancel Save Save and Execute
45. Enter a meaningful Task Name and Task Description. The task name must be unique
to the task. It can be up to 256 characters and consist of letters, numbers, certain
symbols (! @ # S _), without any spaces. The definition can be as long as the task
name and contain any combination of numbers, letters, and symbols.
Task Name: CCard Task Description: Detection task for Credit Card
46. Choose a Task Type from given options.
Task Type: Detection ~
Detection
Masking/Field Encryption
Row Encryption
FP Encryption
FP Decryption
Decryption
The list of available task types and the options specific to that task type are explained
below:
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Detection
Detection tasks scan the target source system for sensitive data elements. The following
options are specific to the detection tasks:

{Re)Scen Al =] Task Type: Datection b
Objeces: ob

Read Objects: i i =] £ Dhiscts
Dump Metsdstz: 9] =d Obj Entirz Objects Part of Objects
Objecs Modified | Objects Madified = Exit on first hit: [£4]
Aftar: Befors: " - .

Sampling Configuration: | Top 1000 rows Ea

Advanced Options ] Adhanced

a) Scan All Files: Check this checkbox to scan all the available objects for a given
connection between the dates specified in Objects Modified After and Objects
Modified Before drop down.

The Objects Modified After and Objects Modified Before drop down will be visible
when (Re)Scan All Objects checkbox is checked.

(Re)5can Al ]|

Objecs:

Dump Metadatz:  [¥]

Objects Modified 8| Objects Madified ™
Aftar: Bafore:

Advanced Oplions

47. Dump Metadata: Check Dump Metadata option to remove the metadata files after
scanning.

48. Advanced Options: Define a batch size for scanning the source system in batches.
Click on the Advanced Options button to define the batch size of the data.

Detection Advanced Options

Auto Batch Size

Batch min

size{MB): 512

<>

Cancel Ok

Define the number of files per batch in the Batch Size(Files) option or check the Auto
Batch Size option to enter the minimum batch size in Batch min size(MB) option.

49. Read Objects: Choose to read the Entire Objects or a Part of Objects at random.

Rezd Objscts: Entire Objects @ Part of Objects
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50. Exit on first hit: Check this checkbox to report the table or database as sensitive, at
the first event of detection of a sensitive type.

Exit on first hit: [#

51. Sampling Configuration

Sampling Configuration: | Top 1000 rows 2
["] Advanced

DgSecure is equipped with data sampling to limit the area of scan which helps in
reducing the time taken for detection. Default options to scan sample data from the
database are:

e Top 1000 Rows
e Read top 5% of data

The sampling configuration field is set to sample Top 1000 Rows by default. To create
a new sampling configuration perform the following steps:

i. Go to AZURE > AZURE BLOB/DATA LAKE > TASKS > SAMPLING
CONFIGURATION tab or check the Advanced checkbox.

Sampling Configuration
MName: * sample_200 Description: sample first 200 records Set Sampling Config as Default: 7]
Show Advance Sampling Details
Sampling Criteria Per Map
File Size Range (Bytes): = |1 ~ To 200 =
* " ~
By: Rows > Value: 100| v
Add
pr—— [ === ===
Default 1000 Rows
1to 100 50 Percant 20
Cancel Save

ii. Enter the name of the Sampling Configuration.
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Mame: = sample_200

Enter the description for the sample.

Description; sample first 200 records

iv. Check the option Set Sampling Config as Default to set the Sampling
Configuration as the default configuration for all your tasks.
Set Sampling Config as Default:
V. Check the option Show Advance Sampling Details to set the advanced
settings for sampling.
Sampling Criteria Per Map
File Size Range (Bytes):* |1 C To: 200 :
By: * Rowss v|  wvaluer* |100] =
Add
Below are the options for advanced settings:
o File Size Range (Bytes): Enter the starting range for the sample in bytes.
e To: Enter the ending range for the sample. "
e By: To Specify how to pick data for sampling from the source system, there
are two ways:
i By Rows: Select Rows from the drop-down, to sample data based
on the number of rows.
ii. By Percent: Select Percent from the drop-down, to sample a
percentage of the data
e Value: Enter the numeric value. It will specify the total number of records
to be processed if sampling By-Rows is selected and denotes the
percentage of sampling By-Percent is selected.
vi. After setting up the required details for configuration, click Add to add the
user-defined sampling configuration to the list.
vii. Click the Save button to save the changes.

To proceed for remaining steps, go to step Compliance Policy.

Page 207

DgSecure User Guide © Dataguise, Inc. 2020




JATAGUISE

Masking/Field Encryption
Masking or Field Encryption hides sensitive data in the target source system by replacing it with
a system generated value. DgSecure provides various masking options to ensure the usability of
data after it has been protected. Masking/Field Encryption can be applied on structured as well
as unstructured data. For more details refer to Masking Options . Following options are available
to customize a Masking/Field Encryption task:

a) (RE)Scan All Files: Scan all available files for a given connection.

b) Structured: Check the structured option if the data that needs to be masked is
structured. For details about how to create a structure refer to the section Structure

Management

To proceed for remaining steps, go to step Compliance Policy.

Row Encryption
Row encryption is ideal for unstructured data. Following additional option is available:

a) Scan All Files: Scan all available files for a given connection.

To proceed for remaining steps, go to step Compliance Policy.

FP Encryption
FP or Format Preserving encryption can only be executed on structured files. Following

additional options are available:

a) Scan All Files: Scan all available files for a given connection.

b) Structured: This option is checked by default. For details about how to create a
structure refer to the section Structure Management.

To proceed for remaining steps, go to step Compliance Policy.

FP Decryption
FP or Format Preserving Decryption is used to decrypt the data encrypted by an FP Encryption
task. Following additional options are available

a) Scan All Files: Scan all available files for a given connection.

52. Structured: This option is checked by default. For details about how to create a
structure refer to the section Structure Management.
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To proceed for remaining steps, go to step Compliance Policy.

Decryption
Decryption tasks are used to decrypt data on which Encryption has been performed.

a) Scan All Files: Scan all available files for a given connection.

53. Structured: Check the structured if the data that needs to be masked is structured.
For details about how to create a structure refer to the section Structure

Management

To proceed for remaining steps, go to step Compliance Policy.

54. Compliance Policy can be set with all the task types in HDFS except Metadata
Discovery. For more details about compliance policies, refer to section Policy . After
selecting the required options, perform the following steps:

a) Select the required policies.

Compliance Policies

HIPAA Hadoop [¥1pal Hadoop 91 P Hadoop [ GDPR_Hadoop

55. Pre-defined and Custom Sensitive Types are available for all task types in HDFS
except Metadata Discovery. Select the required sensitive types.

| Pre-defined and Custom Sensitive Types

R

Address Country (Best suited for structured data) Address Country
Address City (Best suited for structured data) Address City
Address State (Best suited for structured data) Address State
Address Zip (Best suited for structured data) Address Zip

UK Address (Unstructured data only) UK Address
Canada Address (Unstructured data only) Canada Address

5 ¥ Credit card

Credit Card # (Digits Only) e.g. 5173215750856134
Credit Card # (Space Separation) e.g. 5173 2157 5085 6134
Credit Card # (Dash Separation) e.g. 5173-2157-5085-6134
=) Dates
"] DOB (Best suited for structured data) Date Of Birth
Cancel
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*NOTE:

° Row Encryption uses default row encryption configuration for masking. This will mask all
the entries of the row and is best suited to unstructured datatypes such as text files.

o FP Encryption uses default encryption configuration to protect the original data format.

This option is best suited to structured datatypes.
FP Decryption can only be executed on data that has been encrypted using FP Encryption.
Decryption can be executed on data that has been encrypted using FP Encryption or Field

Encryption.

56. If you select Masking/Encryption as the Task Type, Protection Option and
Consistent fields are also available. Select the required Protection Option for the
selected sensitive types. For details about all the masking options available in HDFS
refer to Masking Options

Pre-defined and Custom Sensitive Types

i

Address
US Address
Address Line (Best suited for structur...
Address Country (Best suited for stru...
Address City (Best suited for structur...
Address State (Best suited for structu...
Address Zip (Best suited for structure...
UK Address (Unstructured datz only)

OOoOOOoOEOOO

Canada Address (Unstructured data o...

T

¥ Credit Card
Credit Card # (Digits Only)
Credit Card # (Space Separation)
Credit Card # (Dash Separation)

US Address

Address Street and Unit
Address Country
Address City

Address State

Address Zip

UK Address

Canada Address

e.0. 5173215750856134
e.0. 5173 2157 5085 6134
e.0. 5173-2157-5085-6134

Select Protection Option
Select Protection Option
Select Protection Option
AES Encryption

Select Protection Option
Select Protection Option
Select Protection Option
Select Protection Option

Random (Credit Card Numbers)
Random (Credit Card Numbers)
Random (Credit Card Numbers)

57. Manage Scan Locations: Specify which directories to scan.

a) Include in Scan: Click Select Directories to choose the directory to perform the task.
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viii.

Manage Scan locations

Include in Scan || Exclude From Scan

Select Directories

|
T
[71 /munish

Include Files that Failed Previously: check this option to include all those files
which were previously not scanned due to some exception. This option will
appear when Detection is selected in Task Type field.

Delete Input Files on Job Completion: check this option to delete all the original
input files, which were included, post masking. This option will appear when
Masking/Field Encryption, Row Encryption, FP Encryption is selected in Task
Type field.

Job Configuration: check the checkbox to setup the parameters list. The value
for job configuration will contain the pre-defined key and the value. If you have
not specified any Job Configuration, then default parameter list will be
executed.

Job Configurations
Key: Value: Add
Key Value Delete
f5.53a.server-side-encryption-algorithm AE5256 ,éi)
fs.53a.server-side-encryption. key @
Cancel Save

There are two ways in which buckets can be selected in S3 Object Browser:

e Browse
e Manual

Toinclude buckets for scanning, click Select Bucket button, perform the following steps:

Browse: This option lets you browse the objects from Select Object panel. To
select the objects, perform the below steps:
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53 Object Browser
o Refresh @ Browse () Manual
s o I S LN
e.g /dirl{dir2 Expand | [ = AdventureWorks2016.bak 48749568 Feb-27-20 5:19 ~
[ abdata Al E g AlertedFolder 0
G2 {20 abeSbucketz = Base.csv 2092979 Mar-04-20 3:30
@ [ akmaskout
3 aps-bank-1 0o FRESAGER 3
=1 aws-chai [ER=] MOCK_DATA (1).csv 378543 Feb-27-20 5:20
3 ] AlertedFolder = MOCK_DATA.csv 95395 Feb-27-20 5:20
= (] HDFSAgent - o
M t 0
@ [ ncMaskout (] netaskou
& ] test-files B o test-files 0 .
-
< : >
&  Delete
Selected Locations
Wl ]
[T]  s3://aws-chai/Base.csv
53://awis-chai/MOCK_DATA.csv
Done Cancel

i. Select the folder from the directory to view the objects for that folder. All
the objects will be displayed in the right panel.

ii. Select the object in the right panel by checking the checkbox and click Add

button. This functionality will include the objects in the Selected
Locations panel.

&  Delete
Selected Locations

Wl

[ s3:/faws-chai/Base.csv
531/ faws-chai/MOCK_DATA (1).csv
[] s3:/faws-chai/MOCK_DATA.csv

Done Cancel

To delete the objects from the Selected Location panel, check the
checkbox next to the Scan Location name and click Delete button. The

Delete button will be enabled, once the Scan Location checkbox is
checked.

iii. Click Done button to include the objects in Manage Scan Location.

Manual: This option allows you to select the object from the bucket manually.
Perform the below steps:
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53 Object Browser
() Browse 1@ Manual
Manual Scan Locations
Location: 53://aws-chai/Base.csv Add

MNote: Erroneous path will result in task execution failures. Please check that path is correct.

Selected Locations

Wl

[ s3:/faws-chai/MOCK_DATA (1).cav
[  s3://aws-chai/MOCK_DATA.csv

Done Cancel

i Enter the path for the scan location that you want to include.
ii. Click Add button to include the path for the object in Selected Location
panel.
iii. Click Done to include the selected objects in the Manage Scan Location
iv. To delete the object from the Selected Location panel, check the
checkbox next to the scan location name and click Delete.

58. Exclude from Scan: Select objects to be excluded at the time of task execution or
browse the path to an exclusion list. The Exclude From Scan tab will be enabled
when Detection and Masking/Field Encryption are selected in Task Type field.

Manage Scan locations

Include in Scan Exclude From Scan

Object Exclusion List:

Extension: -png sample_data.txt Browse..
Add Select Buckets

D e ] S

] et

G

i. The Object Extension field allow you to specify the objects extension (.txt,
.csv, etc) that need to be excluded.
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ii. The Extension List field allow you either to Browse the path for the object
or to select the object using the Select Buckets button. This functionality
lets you specify the exclusion list of all objects that need not be included
in the scanning.

iii. The below panel list down information for both excluded File Extension
and the Scan Location selected above.

u [ - D

] et
]| wesv

*Note: To decrypt tasks, ensure that appropriate roles have been assigned before executing the
encryption task. For more details, refer to section Role Management

59. After creating the required task, i.e., detection, masking, encryption, decryption or
metadata discovery, click save to save the task to schedule later, or save and
execute to execute it right away.

7.2.6.2 Databases
DgSecure supports Detection and Masking in RDS/RedShift databases. Following sections
outline the process of creating these tasks.

7.2.6.2.1 Detection
Perform the following steps to create a detection task.

Go to AZURE > DATABASES > DETECTION > TASKS.
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Tasks New Task Sampling Configuration

 Edit

Execute | | | [ 2 Refresh

test

oracle
Task2
Taskl

oW A

DetectionTask

Page |1 of 1 =

Task Overview | Task Instances

Task Name: test  Task Description: test  Task Type: Detection

Start Time: Mar-24-2020 04:13:44  Exit on first hit: false

Sampling Configuration: Read top 5% of data

Connection Name: Mysql43
DatabaseiSchema(s):
dgstar

Mar-24-2020 04:13:44
Jan-09-2020 04:23:28
Jan-08-2020 07:00:31
Jan-08-2020 06:53:32
Dec-11-2019 04:28:40

Show | | | Hide | | &) Delete

[l

oooo

Displaying 1 - 5 of 5

Sensitive Type - Database Object Filter

S HIPAA_DBMS
Email Address
Full Names
1P Address
NPT
Social Security # (Dash Separation)
Socizl Security # (Space Separation)

Talanhana fRach .

Connection Informatiq Table/View Operal] Table/View Fi\l Column Filtg

1. To create a new task, click on the New Task tab.

Tasks

_» Edit | |

New Ta

Execute | | |

Sampling Configuration

« Refresh

The following image shows the user interface for creating a task.

Task Name: credit_card

[T Search Views Exit on first hit

Compliance Policies
[T HIPAA DBMS
[0 Ritish_Policy

Pre-defined and Custom Sensitive Types

UK Address (Unstructured data only)

Canada Address (Unstructured data only)
Address Line (Best suited for structured data)
Address State (Best suited for structured data)
Address City (Best suited for structured data)
Address Zip (Best suited for structured data)
Address Country (Best suited for structured data)

2 Credit Card
Credit Card # (Digits Only)
Credit Card # (Space Separation)
Credit Card # (Dash Separation)

20 pates
[] Credit Card Expiry Date

Cancel

Task Description:

Include Table Size

PCI DEMS PII DBMS

UK Address

Canada Address
Address Street and Unit
Address State

Address City

Address Zip

Address Country

e.g. 5173215750856134
e.g. 5173 2157 5085 6134
e.g. 5173-2157-5085-6134

Credit Card Expiry Date

ection task for credit_card

Sampling
Configuration:

[7] Advanced

Top 1000 rows v

[Tl GDPR._DBMS

Browse Connections e

O e S
i

Save Save and Execute
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2. Enter a unique Task Name. This field supports numeric and character values.

Task Name: cre_card

3. Enter a Task Description of maximum 254 characters. This field supports numeric and
character values.

Task Description: Detecton of CCNO

4. Check the Search Views option to detect the Views tables within the database as well as
the tables linked with them. This option is available for the Detection, Task Type.

5. Check Exit on First Hit option to stop the scanning, when the first Sensitive Type is detected
during the scan. This option is available for the Detection, Task Type.

60. DgSecure is equipped with data sampling to limit the area of scan which helps in
reducing the time taken for detection. Default options to scan sample data from the
database are:

e Top 1000 Rows
e Read top 5% of data

The sampling configuration field is set to sample Top 1000 Rows by default. Check the
Advanced checkbox to create a new sampling configuration.

You can also configure sampling through AWS > RDS/REDSHIFT > DETECTION > TASKS >
SAMPLING CONFIGURATION tab.
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Sampling Configuration

Name: * sample 200-300 Description: swcords starting from 200 Set Sampling Config as Default:
Show Advance Sampling Details

Table Row Count Range: * | 200 o To 300 Type:* | Random ¥
By: * Rows ~ | Value:* | 100]

Add

Table Row Count Range Sample Type Sample Value Sample By
Top #

Default 1000 Rows
1to 200 Bottom 100 Rows 2@
Note:

1. Top sampling option is not supported for Teradata, Aster DB and Sybase ASE connections.

2. Bottom sampling option is not supported for Teradata, Aster DB, Snowflake, Informix DB, Splice Machine, Sybase IQ and Sybase ASE connections.

3. Random sampling option is not supported for Snowflake, Informix DB, MySQL and Splice Machine connections. Random sampling is also not supported for Views in Sybase IQ.

4. For performance reasons, except for tables in DB2 schemas, random and bottom sampling is not recommended, where the tables can contain large volume of data.

5. If some unsupported sampling option is chosen, then best applicable sampling option will be applied. For more details regarding chosen sampling option, IDP logs can be checked.

Cancel Save

a) Enter the name of the Sampling Configuration.
b) Enter the description for sampling.

c) Check the option Set Sampling Config as Default to set the Sampling Configuration
as the default configuration for all your tasks.

d) Check the option Show Advance Sampling Details to set the advanced settings for
sampling. Below are the options for advanced settings:

e Table row count range: Enter numeric value. This value states the starting
range of the table from which the records will be sampled.

e To: Enter the numeric value. The value in this field states the ending range
of the table till which the records will be sampled.

e Type: Select the sampling configuration type from the Type option. There
are four options for sampling configuration:

i.  Top: If you select the option Top, the sample data for the scan will
be selected from the entries at the top of the table, based on the
specified range.

ii. Bottom: If you select the option Bottom, the sample data for the
scan will be selected from the entries at the bottom of the table.
This does not mean the entries will be selected bottom up, instead
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depending on the range the last entries in the table will be taken to
create a sample data for detection.

Random: Entries from the table that correspond to the specified
range, will be selected at random to create a sample set of data for
detection.

Complete: If all the entries in the selected tables of the database
have to be scanned for sensitive types, select this option.

e By: To Specify how to pick data for sampling from the table, there are two

ways:

By Rows: Select Rows from the drop-down, to sample data based
on the number of rows.

By Percent: Select Percent from the drop-down, to sample a
percentage of the data

e Value: Enter the numeric value. It will specify the total number of records
to be processed if sampling By-Rows is selected and denotes the
percentage of sampling By-Percent is selected.

61. After setting up the required configuration, click Add to add the user-defined
sampling configuration to the list.

62. Click the Save button to save the changes.

63. Select the required policy under the Compliance Policies section. The Compliance
Policy panel displays all the Pre-Defined and Customized Policies. Users can select
any number of policies while creating or editing a task. Sensitive types associated
with the selected policy can be viewed in the panel below this panel Pre-Defined
and Custom Sensitive Types. Selecting a policy is not a mandatory step, users can
also proceed to select individual sensitive types. For more information, refer to

section Policy .

Compliance Policies

HIPAA DEMS
TestPolicy

| PCI DBMS

test

64. Select the required sensitive types for the scan from the Pre-defined and Custom
Sensitive Types section. Refer to the following screenshot:
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Pre-defined and Custom Sensitive Types

I

= ABA_test
[ ABA_test

=] Address
US Address
UK Address (Unstructured data only)
Canada Address (Unstructured data only)

Address Line (Best suited for structured data)

Address City (Best suited for structured data)
Address Zip (Best suited for structured data)

B
m

m

m

[7] Address State (Best suited for structured data)
m

m

[T Address Country (Best suited for structured data)
=

¢! Credit Card
Credit Card # (Digits Only)
Credit Card # (Space Separation)
Credit Card # (Dash Separation)

d Dates

ABA

US Address

UK Address

Canada Address
Address Street and Unit
Address State

Address City

Address Zip

Address Country

e.g. 5173215750856134
e.g. 5173 2157 5085 6134
e.g. 5173-2157-5085-6134

The Pre-Defined and Custom Sensitive Types panel lists down all the Sensitive Types. The
Sensitive Type associated with the policy gets selected in the Pre-Defined and Custom
Sensitive panel and cannot be removed from the scan, however any number of sensitive

types can be added to the scan.

*NOTE: If a policy is selected, user can still add more sensitive types to the scan but the
sensitive types under the selected policies cannot be excluded from the scan.

65. The Database Connection panel lists down all the available RDBMS connections.
Any number of connections can be selected for a task. This panel list down all the
available connections. For details on how to create and manage connections refer

Connection Manager Perform the following steps to choose a connection:

a) Click Browse connections.

Browse Connections

«

(Wl e

66. The Browse Connections dialog box will be displayed. This screen categorizes
connections based on user preferences.
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Browse Connections
Select Group: Connection Type e = Refresh
(omesrre @l o e
Oracle LocalMeatadata Oracle 10.12.13.11
Add
Selected Connections
Delete
Bl T e
LocalMeatadata Orade 10.12.13.11
Cancel Save

i. Click on the Select Group dropdown and select the required option from the
sub groups displayed on the left panel to sort the available connections.

Browse Connections

Selact Group: | Connection IDP b

Con P Connection IDP .
Connection Type

Detection
Host Mame
Location
User Mame

The Select Group drop-down has five options:

1. Connection IDP: Categorizes the available connections based on the types
of IDPs available, i.e., Detection and Masking.

2. Connection Type: Categorizes the available connections based on the type
of server connected to, i.e., Oracle, Teradata, SQL server etc.

3. Host Name: Categorizes the list of available connections based on Host
Names.

4. Location: Categorizes the available connections based on the location of
the target source system server, i.e., On-Premises and Cloud.
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5. User Name: Categorizes the list of available connections based on the
Usernames.

Click Add to include the selected database connection in the Selected
Connection panel.

Check the Selected connection. Click the Save button to include connections.
Click the Test button to test the listed RDBMS connection.

Click the Database Object Filter button to filter tables and/or columns. Once
filters are defined, then only those databases/tables/columns that match the

filter are scanned.

Check the checkbox next to the connection to enable the Database Object
Filter.

Browss Connections e- Test Databass Object Filker =) Delete
: | NH_151_SQlSarver D1 S0L S=rver 192,168.0.151

You can Add/Edit Filter in two ways i.e. either by specifying in manually it
manually or by uploading the filter list in the Upload Filter List tab.
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Database Object Filter
Add/EditFilter | Upload Filter List

Connection List Object Filter | Datatype Filter

Filter by Schema/DE name | | Refresh

@] (0 NH_Gonn_X1 OR ¥ Table/View Name Select Table/View Operatc| ¥ And Column Name | Select Column Operstor | ¥ Add
[F] £ jdbet

jdbe_stri
[ 2 i sing = Nete: Gnly Databases/Tables/Columns that match the Filter Criteria are scanned, If no filter has been defined, the entire database il be scanned.

@[] 3 snm_sal_user Duglicate filters will be skipped,
[ () mk_sas_der_Con
@[] () mk_ord_det_Con Selected Filters

@[] () Ritish_5QL_Server_Cannaction

e I e e N N
@[] ) tl_det

RITISH_NEW_GDP...  endswith Discovery Us=r Defined
@[] () t_det
=[] ) s det
=[] (] Ritish_Oracle_Connection
Page |1 of 1 a Displaying 1 - 1 of 1
Test Filter
T T I I S T
Ritish_Oracle_Connection RITISH_NEW_GDPR. MY_DISCOVERY
Cancel Save

e Add/Edit Filter: This tab allows you to apply the filter for the selected connection.
Once the filter has been applied then only those databases/tables/columns and
datatypes that matched the criteria will be scanned.

There are two types of filter which can be applied.

1. Object Filter
2. Datatype Filter

Object Filter
The Object Filter allows you to scan the database/tables/columns based on the
defined filter. To apply an Object Filter, perform the following steps:

Connection List Object Filter Datatype Filter
Filter by Schema/DB name | | Refre
3[C15) NH_151_SQLServer D1 OR || Table/View Name [s5qjoct Table/\iew Ope|» And Column Select Column Oper | > Add
[] = grv_discover Name
Note: Only Databases/Tables/Columns that match the Filter Criteria are scanned. If no filter has been defined, the entire database will be scanned.
Duplicate filters will be skipped.
Selected Filters
5) Delete
L e e e P P
NH_151 SQLSer... ends with 1lakh contains User Defined
Page (1 of 1 || 2 Displaying 1 - 1 of
Test Filter
[coveomtens o T T
NH_151_SQLServer_D1 grv_discover dba.gaurav_1lzkh DATE_OF_DEATH
NH_151_SQ1Server_D1 grv_discover dba.gaurav_1lzkh IP_ADDRESS
MH_151_SQLSarver_ D1 are_discovar dba.gaurav_1lzkh EXPIRATION_DATE
NH_151_SQ1Server_D1 grv_discover dba.gaurav_1lzkh UK_PASSPORT_NUMBER
NH_151_SQLServer_D1 grv_discover dba.gaurav_1lzkh BAMK_ACCOUNT
NH_151_S5QLServer D1 grv_discover dba.gaurav_1lzkh SWIFT_CODE
Cancel Save
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a) Select the connection from the Connection List panel or enter the DB/Schema name
in the Filter by Schema/DB Name textbox.
Connection List
grv_discover] Refrech
= []‘=3 WH_151_SQLServer_D1
[[] E] grv_discover
b) Apply the Object Filter in the top panel by specifying the Operator, Table/View and
Column name.
OR | ™| TablefView Nama ends with ¥ | | Discovery And Column Mame | equals > | |==nd Add

Note: Only Datahases/Tablas/Columns that match the Filker Criteria are scanned. IF no filter has been defined, the entire database will be scanned.
Duplicate filkzrs will be skipped.

For example, in the above image the object filter specifies the table name should end
with ‘Discovery’ and the selected table should contain SSNO column.

There are eight types of Operators based on which you can select the Table and
Column name.

1.

Equals: This operator will check whether the given table/column name exist in the
selected database/table. It will return the matched records if the condition is
fulfilled.

Not Equal to: This operator will return all the records except the given table/column
name.

Contains: This operator will return only those tables/columns which matched the
given criteria.

Does not contain: The functionality of this operator is similar to the Not Equal to
operator, since it returns all the records except the given table/column name.

Starts with: This operator will return all the tables/column whose name starts with
the given criteria.
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6. Does not start with: The functionality of this operator is similar to the Does not
contain and Not Equal to, since it will return all the tables/column name except the
one which has been entered.

7. Ends with: This operator will return all the tables/column name whose name ends
with the given input.

8. Does not ends with: The functionality of this operator is similar to the Does not
contain and Not Equal to, since it will return all the tables/column name except the
one which has been entered.

c) Click the Add button to add the filter in the Selected Filters panel.

9. The Selected Filters panel will list down all the user defined filters. It displays
information about the filters such as Connection Name, Table/View Operator,
Table/View Filter, Column name, etc.

Selacted Filters

L e g e e S

RITISH_MEW_GDP.. ends with Discovery SENO User Defined

Page |1 of 1 = Displaying 1 - 1 of 1

e

e To edit a filter, click the button in the Edit column. This functionality
allows you to re-select the Operator, Table/View and Column name.

e To delete a filter, check the checkbox for that filter and click the Delete
button. This button will get enabled when you check the checkbox for any
filter.

10. Click Test button to test the filter. It lists down the result matching the filter criteria.

Test Fiter

T E T I IS S
Ritish_Oracle_Connection RITISH_NEW_GDPR. MY_DISCOVERY

11. Click Save button to make the changes effective.
12. Click Cancel button, if you do not want to save the changes.

Datatype Filter
This tab allows you to specify the datatypes to be included or excluded while
scanning based on the selection.
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Add/Edit Filter Upload Filter List

Connection List Dbject Filter Datatype Filter
Filter by Schema/DB name | [Refie ¢y Type: @ Incude © Excude
=] td_Det
[E] NH_151_SQ1 Server_D1L Additional Datatype: Add

=] mysgl_privacy

S woeee |

[=] det_sas EIT
[£] NH_HANA_DL TINYINT
[F] smaLLnNT
[7] INTEGER
[ BiGINT
[ FoaT
[F] rReAL
[[] DouBLE
Test Filter

Cancel Save

To apply Datatype Filter, perform the following steps:

a) Select the connection from the Connection List panel or enter the
Database/Schema name in the Filter by Schema/DB Name textbox.

Connection List

grv_discover] Refrech
=[] MH_151_SQLServer_D1
[[] E] grv_discover

b) Select the Filter Type from the given option. By default, Include filter type is
selected.

o Include: This option allows to select the datatype that need to be included
while scanning.

o Exclude: This option allows to select the datatype that need to be
excluded while scanning.

e Additional Datatype: This field allows you to add a datatype if it’s not
present in the DataType panel. Once that datatype is entered, click Add
button to specify it in the DataType panel.
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Filter Type: @ Incude © Bxclude

Additional Datatype: | nvarchai Add

13. Check the checkbox for the datatype which you want to include or exclude based
on the selection of Filter Type in above panel.

Filter Type: @ Include O Exclude
Additional Datatype: | varchai Add

Wl

NUMERIC

.

[7] DECIMAL

[¥] CHAR

[¥] VARCHAR

[7] LONGVARCHAR
[F] DaTE

7 TIME

[T TIMESTAMP

EINARY

For example, in the above image the CHAR and VARCHAR datatypes are included in
the scanning process since Filter Type specify the option as ‘Include’. If ‘Exclude’ is
selected as Filter Type then selected CHAR and VARCHAR datatype will be excluded
from the scanning process.

14. Click Test button to test the whether any column in the database contains the
selected datatype. This functionality will list down all the columns that contain the
selected datatype.

T E T T T S
Risish_Oracle_Connection RITISH_NEW_GDPR MY_DISCOVERY SENO

15. Click Save button to make the changes effective.

16. Click Cancel button if you do not want to save the changes.
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e Upload Filter List: This tab allows you to upload a file containing the list of all
columns.

Database Object Filter
Add/Edit Filter

Download Sample File

Choose Connection:
Filter List Type:
Browse Filter List File:

Upload Filter List

Rejected Filters List

Smallint
Warchar
Char
Nvarchar
Smallint
Warchar
Char

Nvarchar

Cancel

Upload Filter List

NH_151_SQLServer_D1

Inclusicn

datatype.csv

Browse...

Ignore Rejected Entries || Export as C5V

To upload the filter list, perform the following steps.

a) Select the connection from the Choose Connection drop-down.

17. The Download Sample File button will be enabled once a connection has been
chosen. Enter the Database, Table/View and Column Name in the sample file.

Insert Page Layout Farmulas
&D géz:;y ) Calibri -1 - A A
pa-ste ¥ Format Painter B I U- T & —
Clipboard [F] Font [P
Al 5 Jfx | Database Name
A B &

Database Name lTabIejView Mame Column Name

gre_discover gaurav_1lakh SSMNO

18. Select the Filter List Type from either ‘Inclusion’ or ‘Exclusion’. This functionality
allows you to specify whether to include or exclude the Database, Table/View and

Column name.
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Filter List Type: Exclusion ¥

Inclusion
BExclusion

19. Click the Browse button to search and upload the saved sample file containing the
list of Database, Table/View and Column name which will be either excluded or
included.

Browse Filter List File: | FilterssampleFileForsQLServer (2).csv Browss...

20. Click Upload Filter List button to add the defined filters in the Selected Filters panel
under Add/Edit Filter tab.

Selected Filters
I e e e
NH_151_SQLSer.. =quals gaurav_1lzkh equals SSNO Includs
Page |1 af 1 el Displaying 1 - 1 of

21. The Rejected Filters List will display all the entries from the uploaded list which are
not in a proper format as specified in the sample file.

Rejected Filters List

Ignore Rejected Entries || Export as CSV

gre_discover,, SSNO
srch_ccno.emp_d,

discover_city, Emp_detail City

e To download the list of rejected entries, click Export as CSV button. A
downloaded file will contain the list of rejected entries which were not
formatted as per specified format.

e To remove the rejected entries from the Rejected Filters List panel, click
the Ignore Rejected Entries. This functionality will remove all the rejected
entries from the panel.

22. Click Save button to make the changes effective.

23. Click Cancel button if you do not want to save the changes.
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24. Click Save, if you want to execute the task later else click Save and Execute. The
results of the task and its status can be viewed under RDBMS>DETECTION>RESULTS
(Refer to Section Results).

To edit an existing task, select the required task from the list of tasks on the Tasks screen and
click edit. A task can be edited using the same steps for task creation.

Tasks

Task ID

New Task Sampling Configuration

Execute | | | & Refresh

test

oracle

Task2
Task1 /

DetectionTask

*Note: Task defining features such as Incremental, Exit on First Hit, Search View and the Task Type
cannot be edited. Some of the originally selected options can be modified but new options cannot be
added.

7.2.6.2.2 Masking Task
Perform the following steps to create a masking task:

Access the NEW TASKS/TEMPLATE screen, click AZURE > DATABASES > MASKING >
TASKS/TEMPLATES > NEW Task/Template tab.

1. To create a new task or template for masking tasks, click on the New Task/Template tab.

Tasks/Template Mew Task/Template

The following image shows the user interface for creating a task.
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Tasks/Template || New Task/Template
Name: Description: Type: h
Select Connection: g Apply Template Apply Policy
Select Schema/DB Select Table Apply Masking
Filter by Schema/DB name Filter by columin name
I T T G OO
Columns Selected for Masking
Cancel Save Save Task and Execute

25. Enter a unique Task Name. This field supports numeric and character values.

MName: cre_card

26. Enter a Task Description of maximum 254 characters. This field supports numeric
and character values.

Description: mask_ccnd

27. Click on the Type dropdown. Select Task to create a masking task or Template to
create a template for masking tasks.

Type: || v
lTask

App
Template

28. Click the Set Config Parameters button. It will display the environment settings for
the masking operations such as Commit Size, Max Workers, Package Schema,

IsGlobal and Enable Watermark.
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29.

30.

Hasker Farameters

Ciomnit Side:
o futo
Manuad

IsGlobal
Global Domain:

Save  Camel

| Enabde Watermark

Package Schema: DG

Max Warkers:
2 futo
Manual

Click Select Connection to view the list of the available database connections for
masking. For details on how to create a connection for masking refer to Connection

Manager

The Select Template option provides a list of user created templates for masking.
This option will be greyed out if no templates have been created. To create a new
template select the Type as Template in step 6 and follow the next steps for creating
a task and save the template. Once created, the new template will appear in the
select template dropdown on the new task screen.

Select Template:

MasH v

*Note: Templates are connections specific and only one template can be selected at a time.

31. Click the Apply Template button to apply the selected template in Select

Template drop-down.

Select Template:

MasH

~ Apply Template

a) Click the Apply Policy button to choose the available Compliance Policies.
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Apply Policy Screen
Compliance Policies
HIPAA DBMS
[T Ritish_Policy

Selected Databases

Database name

AM_ADMIN
ANJALT

APPQOSSYS

ARI
ARI_6057_CONCURRENT
AR_BUILD_USER
AR_MASKER_USER
AR_TESTDATA

AUDITOR

A_MASKER
A_MASKER_OUT

B1

BACKEND
BOOKS_ADMIN

OoOoOOoOoOoOoDODOODOOE

Cancel

[T1pC1_DBMS [T p11_DBMS [7] GDPR_DBMS

n Database Name
=

Apply(with detection result) | Apply{without detection result)

Perform the following steps to apply a policy to the task or template:

Select the required policy/policies under the Compliance Policies panel.

Compliance Policies

[/] HIPAA DBMS [l pc1_pBMS [T p11_DBMS [] GDPR_DBMS
[Critish_Policy,
ii. Select the databases you need to mask by checking the checkbox next to the
Database Name.
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Selected Databases

Database name

n Database Name
=

AM_ADMIN

ANJALI

APPQOSSYS

ARI
ARI_6057_CONCURRENT
AR_BUILD_USER
AR_MASKER_USER
AR_TESTDATA

AUDITOR

O oOOoOOoO0O0OM

iii. Click the Apply (with detection result) button to apply the selected policy with
detection results or click the Apply (without detection result) button to apply
the selected policy without results. Click Cancel to redo your selection.

[] BOOKS_ADMIN

Cancel Apply(with detaction result) =~ Apply(without detection result)

32. The Select Schema/DB pane will display the list of databases or schemas for a
selected connection in Select Connection drop-down.

Select Schema /DB
Filter by Schema/DB nal || Refresh

. ABDSAR -
. ABGDPR
| AdventureWorks2017
| DG
. Data
. GDPR
 GDPR111-7-0-5]
. GDPR2
. GDPR65
. GDPRG652
. GDPR7
| GDPR70
. GDPR70Demo
. GDPR70Demoll
. GDPR_AK
| GDPR_AK2

S e L Lt L

33. Select the table from the Select Table pane. This pane lists all the tables for the
selected database or schema.
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Select Table

e

dbo.dg_version

dbo.dg_usp

dbo.dg_users
dbo.dg_user_identifiers_mapping
dbo.dg_tmp

dbo.dg_task_status
dbo.dg_task_result_usp_columns
dbo.dg_task_result_schema
dbo.dg_task_result_rows
dbo.dg_task_result_references
dbo.dg_task_log

Page 1 of 1 »

34. Check the Incremental checkbox to apply incremental masking to the database. This
feature is useful to mask new values added in a database after masking has been
executed on it. Only the new entries will be masked, thus, the time taken for
masking would be reduced. Perform the following steps to make your masking task
incremental:

a) Check incremental checkbox.

35. The Select map Dropdown will appear. Select the required map. Maps define
incremental columns within a database which are considered for indexing the data
in order to mask the new rows added to the database.

Celect Map: L

Map Manager map (In Place)

36. To add a map click on the Map Manager link
37. The Map Manager Screen can also be accessed from the menu bar. The following
image displays the Map Manager interface:

Maps | New Map

Map Name: Select Connection: v
Note: Increment column should be of timestamp/dztetime datatype.
Filter by Source Name Incremental column value
n Database/Schema Incremental Column

38. Enter a Map Name.
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Map Name: Map_1

39. Select a connection that contains the database on which incremental masking has
to be applied.

Select Connaction: orcl_neha R

RItish_Oracle_masker
Host:192,.168.0.163 Type:Cracle DB:ritishmasker

Ritish_Masker_TNS
Incremental column valugé Host:N.A. Type:Oracle DB:ritishmasker

. Incremental Column -
orcl_neha

Host:192,168.0.153 Type:Cracle DB:nehamaskuser

40. Select the required Database/Schema.

Filter by Source Name

oo
LS|

VALY

SNCF
GDPR_TEST
NEHAMASK163
DG_VIK_655
DGCONTROLLER_SANDEEP
AR_TESTDATA

VIKRAM

A_MASKER_OUT
A_MASKER
DGSHAREPOINT

50N

MEHATYY

15 1 <

41. Enter the name of the incremental Column to the corresponding database and
ensure that it is a timestamp or date-time datatype.
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Filter by Source Name Incremental column value

JSON_XML_SCRIPT
M_MASKING

DG_USER

NEHA

GDPR_72

BUILD_N

SNCF_MASKER

VCON

SNCF

GDPR_TEST

NEHAMASK163 "DATE_OF BIRTH
DG IK 55

e EEEEEEEE ] = |

42. Save the map. It will be available in the Select Map dropdown on the new
task/template screen.

NOTE: To apply incremental masking the following criteria must be met:

1. Create a map to execute incremental masking and apply it to the task.

2. Relational tables cannot be included.

3. Column holding date, time stamp or a numeric incremental value should be added as incremental
column.

4. The incremental column cannot be masked.

43. The Apply Masking pane display the list of all the columns for the selected table in
Select Table pane. For detailed information on all the available masking options in
DgSecure refer to Masking Options . Perform the following steps to apply masking
option to the columns in the database:

a) Select the masking option from the drop-down against the column entry. You can
apply the masking to the selected column by checking on the checkbox corresponding
to the column name.

Apply Masking
[ mn nd
|-m--uum

checkSum Ha Masking

comnectionid int Hi Masking -
constraintCols nvarchar Ho Masking e
dbMame rvanchar Ha Masking b
groupld int Edit
ke Type rvanchar Ha Masking w | Edit
ResultTakdeld int N masking available Exlit
schemallame rvanchar Ha Masking | Edit
Eabdehame rvarchar Hi Masking -
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To further enhance the results of masking following options can be combines with the
masking options:

iv. Consistent: Masks the data of the selected table with consistent values. E.g. If
the name John is masked as FVGB, throughout the table it will be masked the
same way.

v, Unique: Masks each entry with a unique value.

vi. Persistent: Similar to Consistent, however in this case the same values will be

masked consistently across all the tables of the database.

vii. Sync: This options allows tracking of masked entries in different tables if any of
the same entries are found in other tables they will also be masked.

viii. Keep Null: The cells containing null values are kept null even after masking.

ix. Stateless: Persistently masks the data without creating any metadata. No extra
space is required to create masking tables.

Apply Masking
L i g
--uuum-

checkSum Na Masking

comnectionid int Ho Masking b
constraintlols mvarchar Ho Masking | Edit
dbMame evarchar Hi Matking -
groupld int Edit
ke Type rivanchar o Masking w | Edhit
ResultTakdeld int N masking available F kit
schemaklame rvarchar No Masking | [Edit
tabdeName rvarchar Ho Masking -

44. View the selection under the Columns Selected for Masking panel.

Codumns Selected for Masking
Show columns: = With masking option -

I e T S g e e N O N EN S

dbo. Datal? Descriphion nvarchar(M Custom Hask by function [DG].CUSTO
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45. Select the option from the Show Column drop-down. There are four options:

a) All

b) With masking option

c) Without masking option

d) With invalid masking parameters

Columns Selected for Masking

Show columns: : With masking option »

T owwesonfl 1

With masking option [
MEHAMASK1GS .1'
Without masking option

With invalid masking parameters

46. Click save to save the task or template or save and execute to execute the masking
task.

47. To edit a task, select the task from the Tasks/Template tab and click edit. A task can
be edited using the same steps for creating a new task.

Tasks/Template Mew Task/Template

+# Edit | |&% Execute | | | | & R4
7 neha_inc_masking

& Ritish_163_FPEnc

7.2.7 Google Cloud

7.2.7.1 GCS
In Google Cloud, you can create and manage the GCS.

These tasks search for sensitive data hosted in Google Cloud Storage (GCS). They are designed
to run on dataproc clusters spun up using the DgSecure Cloud IDP. The Cloud IDP is responsible
for interacting with Google Cloud platform in order to spin up the cluster, manage the cluster’s
life cycle and installing the GCS IDP on the cluster.

7.2.7.1.1 Create a task

1. Go to Google Cloud > GCS > Tasks. Select the New Task tab.
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Tasks New Task Sampling Configuration

Task Name: Sample Task Description: Test Sample
(Re)Scan All Task Type: Detection >
Objects:

Read Objects: @ Enti j @ ji
Dump Metadata: [ j] ) Entire Objects @ Part of Objects

Compliance Policies

[C) HIPAA Hadoop [l ecl Hadoop [ p_Hadoop [C] GDPR_Hadoon -
[ custom p [Crdk_policy [E] epm [C] Address
Flcano pates [B)=:0] [ Names
e 1 rrain R . = aane v
Pre-defined and Custom Sensitive Types Manage Scan locations
[ L S | i e o | i
=[] address = Select Buckets
[[] us Address US Address
[] Address Line (Best suited for structured data) Address Street and Unit n
Scan Location
[T] address Country (Best suited for structured data) ~ Address Country
[C] Address City (Best suited for structured data) Address City
[[] Address State (Best suited for structured data) Address State
[C] address Zip (Best suited for structured data) Address Zip
[C] UK Address {Unstructured data only) UK Address
[[] Canada Address (Unstructured data only) Canada Address

20 Bug17424
[Tl Run17424 test

Cancel Save Save and Execute

2. Select cluster from the Select Cluster drop-down.

48. Enter a meaningful Task Name and Task Description. The task name must be unique
to the task. It can be up to 256 characters and consist of letters, numbers, certain
symbols (! @ # S _), without any spaces. The definition can be as long as the task
name and contain any combination of numbers, letters, and symbols.

Tasks New Task Sampling Configuration

Task Name: Task Task Description: Credit_card

49. Choose Detection as the Task Type. Following are the options, specific to the
Detection

50. Check Scan All Files checkbox to scan all the available files for a given connection
between the dates specified in Files Modified After and Files Modified Before drop
down.

(Re)Scan All Files:
Dump Metadata: [ ]
Files Modified After: | 05/02/2020 0° [ 2 Files Modified Before: bEI{MIEDZD 05|03
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51. Check Dump Metadata option to remove the metadata files after scanning.

52. Click on the Advanced Options button to define the batch size of the data.

Detection Advanced Options »

Auto Batch Size

Batch min
512
size{MB):

<>

Cancel Ok

Define the number of files per batch in the Batch Size (Files) option or check the Auto Batch
Size option to enter the minimum batch size in Batch min size (MB) option.

53. Choose to read the entire file or a part of the file at random in the Read Files
options.

Read Files: Entire Files @ Part of Files

54. Check Exit on first hit checkbox to report the table or database as sensitive, at the
first event of detection of a sensitive type.

Exit on first hit:

DgSecure is equipped with Sampling Configuration to limit the area of scan which helps
in reducing the time taken for detection.

Sampling Configuration: | Top 1000 rows 2
Advanced

Default options to scan sample data from the database are:

e Top 1000 Rows
e Read top 5% of data

The sampling configuration field is set to sample Top 1000 Rows by default. To create a
new sampling configuration perform the following steps:

a) Go to GCS -> TASKS -> SAMPLING CONFIGURATION tab or check the Advanced
checkbox.
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Sampling Configuration
Name: * Samplel Description: CCNO Set Sampling Config as Default:
Show Advance Sampling Details
Sampling Criteria Per Map
File Size Range (Bytes): * |1 : To 100 :
By: * Value: ¥ |1 ==
Add
Default 1000 Rows
Cancel Save

55. Enter the name of the Sampling Configuration.

Mame: = Samplel

56. Enter the description.

Description: CCNO

57. Check the option Set Sampling Config as Default to set the Sampling Configuration
as the default configuration for all your tasks.

Set Sampling Config as Default:

58. Check the option Show Advance Sampling Details to set the advanced settings for
sampling.
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Sampling Criteria Per Map

File Size Range (Bytes): * |1

<>

To: 100

<3| <[

By: * Percent v | Valuer= |19

Add

Below are the options for advanced settings:

o File Size Range: Enter the range for the sample in Bytes.

e To: Enter the ending range for the sample.

e By: To Specify how to pick data for sampling from the source system, there
are two ways:

i By Rows: Select Rows from the drop-down, to sample data based
on the number of rows.

ii. By Percent: Select Percent from the drop-down, to sample a
percentage of the data

e Value: Enter the numeric value. It will specify the total number of records
to be processed if sampling By-Rows is selected and denotes the
percentage of sampling By-Percent is selected.

59. After setting up the required configuration, click Add to add the user-defined
sampling configuration to the list.

60. Click the Save button to save the changes.

61. Compliance Policy can be set with all the task types in HDFS except Metadata
Discovery. For more details about compliance policies, refer to section Policy . After
selecting the required options, perform the following steps:

a) Select the required policies.

Compliance Policies

¥| HIPAA Hadoop Y| PCT Hadoop V| P11 Hadoop GDPR Hadoop

62. Select the required sensitive types in the Pre-defined and Custom Sensitive Types
panel.
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Pre-defined and Custom Sensitive Types

wlere T e

Address Country (Best suited for structured data) Address Country
Address City (Best suited for structured data) Address City
Address State (Best suited for structured data) Address State
Address Zip (Best suited for structured data) Address Zip

UK Address (Unstructured data only) UK Address
Canada Address (Unstructured data only) Canada Address

2% creditcard

Credit Card # (Digits Only) €.g. 5173215750856134

Credit Card # (Space Separation) e.g. 5173 2157 5085 6134

Credit Card # (Dash Separation) e.g. 5173-2157-5085-6134
= Dates

[ DOB (Best suited for structured data) Date Of Birth

Cancel

63. Specify location of the files to scan in the Manage Scan Location panel. It displays
either task target directories or excluded directories, depending on which tab is
selected. You can add more objects by clicking the Select Buckets button.

Manage Scan locations

Include in Scan Exclude From Scan

Select Buckets

Delete

gs:/frochak/11autodisc/All_expressionsl.avro

a) Delete: Check the Delete checkbox corresponding to the scan location that you
want to delete. Click the Delete button to delete the selected scan location.

b) Select Buckets: Click the Select Buckets button, if you want to include the object,
follow the below steps for including an object:

i. Click Select Buckets button. It will open GCS File Browser window.

ii. Select objects from the Select Object Pane. Check the File in the right pane of
the GCS Object Browser window.

iii. Click the Add button. It will add the file in Selected Locations pane.
iv. Check the file in the Selected Locations pane.
v, Click Done.
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64.

65.

Include Objects that failed previously: Check this option, if you want to include the
objects which skipped in the previous run. Such objects will get included when you
re-run the task.

Exclude From Scan: You can specify an object or a folder that need to be excluded
in the targeted scan path. There are two ways in which you can specify an object is
excluded. These are:

Object Extension: Enter the type of Object Extension which need to be
excluded.

For Example: .txt, .docx, .CSV, etc.
Add: Click Add button to include the Object Extension type in the File
Extension pane.

Exclusion List: You can upload object Exclusion List either from your local
machine using Browse button or GCS Object Browser.

Select Buckets: Click Select Buckets to include object Extension list from
GCS File Browser.

Delete: Check the Delete checkbox corresponding to the File Extension or
Scan Location that you want to delete. Click the Delete button to delete it.

66. After creating the required task, i.e., detection, masking, encryption, decryption or

metadata discovery, click save to save the task to schedule later, or save and
execute to execute it right away.

67. To edit an existing task, select the required task from the list of tasks on the Tasks

7.2.7.2 BigQuery

7.2.8 SharePoint

screen and click Edit. A task can be edited using the same steps for task creation.

Select Cluster: ges task

-

New Task Sampling

Execute | |

It supports for the detection of sensitive data in Microsoft Sharepoint. SHAREPOINT sub-menu

Page 244

DgSecure User Guide © Dataguise, Inc. 2020



SATAGUISE

provides the facility to create and manage tasks to identify the data that is subtle to the data
handling regulations.

Sharepoint IDP supports detection on various file types: text, excel, pdf, csv, ppt, doc and zip.
Detection task locates and identifies sensitive data as per the applied policy.

The below steps provides the facility to create a new SharePoint task. A task consists of one or
more policies, an action such as detection, notify etc., and a target scan path.

Go to SHAREPOINT > TASKS.

Select IDP: SP_136 w
Tasks New Task
# Edit | | |7 Execute | | | | 2 Refresh

Task_01 May-29-2020 12:31:17 May-29-2020 18:13:27

Page 1 of 1 = Displaying 1 - 1 of 1

Task Overview | Task Instances

Task Name: Task_01 Task Description: hsAGs Task Type: Detect and Notify Created By: d Last Executed On: May-29-2020 18:13:27 -
Version to scan: all

File Types: txt, doc, docx, xls, xlsx, ppt, ppbe, pdf, csv, zip, lists

Policies Selected: NA ~

Included Scan Sites

Sensitive Type Details

http:/[192.168.1.136:1177/sites/sanjay/Root Site Address Line (Best suited f_. 4 Notify Rajni.chaurasia@dataguise..
http:/[192.168.1.136:1177sites/SPDev/DevSubsite Credit Card # (Dash Separ... 4 Natify Rajni.chaurasia@dataguise...
Credit Card # [Digits Only) 4 Notify Rajni.chaurasia@dataguise...
Credit Card # (Space Sepa... 4 Notify Raijni.chaurasia@dataguise...
Email Address 4 Notify Raijni.chaurasia@dataguise...
IP Address 4 Notify Rajni.chaurasia@dataguise...
Social Security # (Dash Se.. 4 Notify Rajni.chaurasia@dataguise...
Social Security # (Digits 0. 4 Matify Rajni.chaurasia@dataguise...
Social Security # (Space 5.. 4 Matify Rajni.chaurasia@dataguise...
page |1 of 1 e., Displaying 1 -2 of 2 Telephone (Digits Only) 4 Matify Rajni.chaurasia@dataguise... »
Va1 e Pt b mbimd - . it kmmmmimm ke mie

1. Select an IDP from Select IDP drop —down and click NEW TASK tab.

Tasks New Task

2. The following image shows the user interface for creating a task.
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Task Name: Task_OCard Task Descripton: Ctard_details Task Type: Det=ct and Natify

Compliance Policies

[T HIPAA Hadooo [¥] pCIHadoop [C1P1I Hadoop 7] GDPR_Hadoop
Pre-defined and Custom Sensitive Types Manage Scan locations
= - Include in Scan
Threshakd: |1 5 hction: Do Nathing > Apply Show Hidden/Unsupported

Select Sites

e S N

7| Crestit Card  {Digits Oniy) £g. 5173215750856134 1 Do Nathing Ertes Nolity Emal
7| Creit Card  (Space Separation) £g.5173 2157 5085 6134 1 0o Natting Ertes oty Emai
7| Cresit Cart o (Dash Separabien) £, 5173 2157 5085 6134 1 06 fiething Ertix Nty Efal
30 pates
DOS (Best suted for structured data) Date Of Bith Enter Thresheld Select Aetion Entes Natify Email
DOD {Best suiter for structured aata) Date 0f Death Enter Thresheld Seect Action Erti ety Eai
Crecit Card Expiry Date: Creit Carel Expiry Dale Enter Threshela Seect Aetion Entes Natify Email
Date {Best suited for structured data) Date Enter Thresheld Select Action Erti= Nolily Emai

2 0 oriver License

Deiver Lieense [Nebraska) Driving License fee Nalraska Stale: Enter Thresheld Seect etion Entes oty Emai
Select File Types. Select Versions To Sean
wee I}
Teat Files(s ta1) 2
12 Only Latast
Word Files(*.dor, * docx)
]| ord Filesy E () Most Recant

<

Excel Fles{*.xk, * alsx)}
Pawerpoint Files{*.apt, *.gptx)
Adobe PDF Fikes(* ooy

CSV Files(*.csv)

Zin Files{*.zi0)

o

g
e L

we and Execite

3. Task Name: Enter the name of the task.

Task Mame: Task_OCard

68. Task Description: Enter the description of the task.

Task Description: CCard_detzils

69. Task Type: Select the type of task. Following are the options:

Tack Type: Detect and Notify »

Detection
Datert and Motify

a) Detection - Detects the sensitive data.
b) Detection and Notify — Detects the sensitive data and sends the notification emails
to the email IDs mentioned in the Notify To field.

70. Compliance Policies: Select the policy based on which, the sensitive data you want
to identify.

Compliance Policies
[ HIPAA Hadoop PCI_Hadoop [E pII_Hadoop [] GbPR Hadoon
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71. Threshold: This field will appear only for the Task Type: Detection and Notify. Enter
the number of records. The system will perform the action defined in the Action
field when the number of sensitive records exceeds the number defined in this field.

.
W

Threshald: |1

72. Action: This field will appear only for the Task Type: Detection and Notify. Select
the action that you want to perform when the number of sensitive records exceeds
the number defined in the Threshold field. Following are the options:

Action: Do Mothing -
Do Mothing

Secura B Motify

Motify

a) Secure & Notify: Removes access rights of all the users except administrator and
sends the notification emails to the email IDs mentioned in the Notify To field.

73. Notify: Sends the notification emails to the email IDs mentioned in the Notify To
field.

74. Notify To: This field will be enabled when value for Action: Secure & Notify and
Notify. Select the email IDs to send the notifications. Emails IDs of sharepoint
administrator and site owner are already configured. You can also enter the email
IDs manually.

Molily To: | il
Site Collection Administrator

75. Click the Apply button to apply all the changes made for Threshold, Action and
Notify field.

76. Click Show Hidden/Unsupported button to view the data types that are not
supported or hidden.
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77. Pre-defined and Custom Sensitive Type: This grid displays all the pre-defined data
types. It allows you to define Threshold, Action and Notify field specific to a data
type. You can also select the data types to be included for the sensitive data scan.

Pre-defined and Custom Sensitive Types

Show Hidden/Unsupported

L], [

= Fl credit cara

4| Credit Card # [Digits Only) £q. 5173215750856134
#| Credit Card # [Space Separation] £g. 5173 2157 5085 6134
| Credit Card # (Dash Separation) £qg. 5173-2157-5085-6134
2 [0 pates
DO& {Best suited for structurad data) Duate Of Eirth
DOD [Best suited for structured data) Date Of Death
Credit Card Expiry Dale Credit Card Expiry Dale
Dale [Bast Suiled for structured data) Dale

= D Driver License

Driver License (Nebraska) Driving Licensa for Nebraska Slale

78. Select File Types: Select all the file types that you want to scan. The supported file
types are text, excel, powerpoint, pdf, csv, zip, word files.

Select File Types

W hme |
[] Text Files(*.bet) &
Word Files(*.doc, *.doox)

Excel Files(*ads, *ad=x)

Powerpaoint Files(*.ppt, *.ppbe)

Adohe PDF Files*.ndf) -

EIERERE)

79. Select Versions To Scan: Select the data file version to scan. The available options
are:

Select Versions To Scan

@ Al
() Only Latest
™1 Most Recent

a) All - Select this option, if you want to scan the complete dataset.

80. Only Latest - Select this option, if you want to scan only the latest version of the
dataset.

81. Most Recent-Specify the number of recent versions of the dataset that you want to
check.
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82. Click Select Sites button to include all the sites that you want to scan.

SharePoint Site Browser

+ Refresh

st Auaable for canning |l . =
e.g /dirl/dir2 Expand Root Site 0

= Server 1 || testsite 0

(B3 sharepoint - 15210
1 [E sharepoint - 2499
=[5 sharePoint - 39999
53, [sites/InventorySC
4 a5, [sites/test
4 41, /sites/TestDGS1
# 5, [sites/TSCL
# 45, [sites/TSC2
a1y [5ites/TSC3
4 3, [sites/TSC4
& 3, /sites/TSCS v Page 1 of 1
O add

€

Displaying 1 - 2 of 2

Selected Sites

Wl

http://sp10:2010/sites/Help/Root Site
http://sp10:399399/sites/InventorySC/Root Site

Done Cancel

i. Browse the site level from the Site Available for Scanning panel.
ii. To select the sites, check the checkbox corresponding to the site names.
iii. Click Add to include the selected sites in Selected Sites panel.

iv. Select the locations by checking the checkbox next to the scan location name.

v, Click Done button and the selected sites will be available in the Select Sites
pane.

vi. If you want to delete any site from the list, select the site and click Delete.

83. Click Save to save the filters. Click Save and Execute to save the filters and start the
scan on the dataset. The saved task will be available on the Task page.

7.3 List a Task

This section will explain the screen which appears when clicked on Task.

7.3.1 RDBMS

In RDBMS, a default screen appears when click on Task sub-menu. This page offers in-depth
details about the detection tasks that the user has permission to view.

Detection
The below screenshot shows the user interface of the default screen of the Detection Task

page.
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Tasks New Task Sampling Configuration

# Edit | | | £ Execute | | | 2 Refresh

Ritish_DB2_Krb_With_Principal_Detection
2 Ritish_DB2_Krb_Detection

Page |1 of 1 Bl

#]

Task Overview | Task Instances

Task Name: Ritish_DB2_Krb_With_Principal_Detection
Task Description: Ritish_DB2_Krb_With_Principal_Detection
Task Type: Detection

Start Time: Jun-01-2020 13:35:36  Exit on first hit: false

Sampling Configuration: Top 1000 rows

Connection Name: Rilish_Db2_KRE
Database/Schema(s):
UDHAM

Show | | Hide | | |(@ Delete

Jun-01-2020 13:35:36
Jun-01-2020 13:33:57 |:|

Displaying 1- 2 of 2

E

Connection Info( Table/View O Table/Vie

ABA Routing number

Address City (Best suited for structured data)
Address Country (Best suited for structured data)
Address Line {Best suited for structured data)
Address State (Best suited for structured data)
Address Zip (Best suited for structured data)

To access the Task page from the menu. Click RDBMS > Detection > Tasks.

1. Detection Task Panel: The detection task panel shows the tasks and the properties
associated with each task. Properties include details about the task creation date, system-

generated task ID.

Tasks || New Task | Sampling Configuration

SEdit | | £ Execute | | | 2 Refresh show |  Hide | (© Delete
TaskID+ Created On ] Shuw,‘H\de,‘DEleIe
test_1 Nov-19-2019 05:17:41
2 test Nov-18-2019 04:16:56 D
1 Detectionl Nov-11-2019 11:46:00 a

84. Task Overview tab: It displays the basicinformation for the selected task. It displays
the information for the selected task such as the Task Name, Task Description, Task
Type, Sampling Configuration, Connection Name, Database schema, list of Sensitive

Type, etc.

Task Type: Detection

Database/Schema(s):
AUDSYS

DATAGUISE
DBSFWUSER

DVF
myswe

Start Time: Mov-19-2019 05:17:41 Exit on first hit: false

Sampling Configuration: Top 1000 rows

Task Overview || Task Instances

Task Name: test_1 Task Description: fest M sensitive Type -

Credit Card = (Digits Only)
Credit Card Expiry Date
US Address

Connection Name: LocalMeatadata
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a) Database Object Filter: The database Object Filter pane displays only those
databases/tables/columns that match the filter applied. The columns display
information such as the applied operator, connection information, Table/View
operator, Table/View Filter, column operator and column filter.

Database Object Filter

5QLSrvDis... notequ... Person.. notegualto Demog..
AND SQLSrvDis.. notequ.. dbo.Da.. not equal to  XmlEvent

85. Task Instances tab: it displays the related information about each instance of the
task selected in the detection task panel. Information such as Task Name, Task ID
(system generated), Status of the task, Start time and End time.

Task Overview | Task Instances

R S

test_1 Completed Nov-26-2019 23:46:21 Nov-26-2019 23:46:41
test 1 Completed Mov-26-2019 23:45:58 Nov-26-2019 23:46:19
test_1 Cancelled Nov-26-2019 03:49:07 Nov-26-2019 03:49:28

The status of the task can be in any of the listed states:

i Initializing
ii. Completed
iii. Running
iv. Failed
V. Stopped
Masking
The below screenshot shows the user interface of the default screen of the Masking Task
page.
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@ Edit || | Execute | | |2 Refresh Show | | | Hide | (2 Delete
2 Maskil task [m|
1 TeradataMasking task B
< >
Page 1 of L | [ B | Bl | [

Displaying 1 - 2 of 2

Task Overview | Task Instances

Task Name: Maskil Task Description: Maski1

Connection Name: oracleasking Database Type: Oracle Last Updated Time: Jan-09-2020 04:59:05

Incremental task: Mo

Commit Size: Auto (0) Max Workers: Aufo (0) Package Schema: dataguise Enable Watermark: True Is Global : False

I N I T O T S OO O OO O O

DATAGUISE DATAGUISE MUNISH ADDRESS VARCHARZ Random(Full Address)  Mask with Full Address in titl.

DATAGUISE DATAGUISE MUNISH CCHNO VARCHARZ Random{Credit Card ... Mask with space separated C...

Page |1 of 1

Displaying 1 - 2 of 2

The Tasks/Template screen is divided into three panels. These are:

1. Masking Tasks/Template:

The Masking Tasks/Template panel shows the tasks and the properties associated with each

masking task. The task properties include details such as Task ID (system generated), Task
Name, Type, etc.

2 Execute 2 Refresh show | | | Mde | | D) Delete
1 Maskingte bk
Page 1 of 1 & Displaying 1 - 1of 1

86. Task Overview

The Task Overview pane displays the details for the selected task. It includes information
such as Task Name, Task Description, Database Type, Connection Name, etc. It also displays
information about the masking details for the Sensitive Type such as SourceDB/Schema,
Table, Column, Datatype, Selected Masking, Masking Details, CUPS option, etc.
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Task Overview = Task Instances

Task Name: MaskingCC  Task Description: Masking CC
Connection Name: SOLServerilask Database Type: SOL Server Last Updated Time: Oct-07-2019% 191659
Incremental task: Mo

Commit Size: Aulo (10000)  Max Workers: Aulo (16)  Package Schema: DG Enable Watermark: True  Is Global : False

I T e e N N T e o1 T s

Data dho.0ataZ Drescription mwarchar( MAX) Custom Hask by function [DG]L.CUSTO

Fage 1 of 1 Désplaying 1 - 1 of 1

']

87. Task Instances

The Task Instances pane displays the information about each instance of the task selected
in the Detection Tasks panel.Information includes such as Task ID (system generated), Task
Name, Status, Start Time and, End Time.

Task Overview Task Instances

m Tack Name Start Time End Twme [ status
377 MaskingcC Now-18-2019 23:12:46 New-18-2019 23:12:57 Comgleted
W6 MaskiegcC Now-18-2019 23:11:44 Now-18-2019 23:11:56 Completed
375 MaskingcC Nov-18-2019 23:10:59 Nov-18-2019 23:11:10 Completed
38 MaskingCC 0c1-07:2019 19:16:59 0ct07:2019 19:17:30 Comgleted

7.3.2 Hadoop

7.3.2.1 HDFS

1. Task Details
The top panel of the HDFS Tasks page lists all the tasks that you have permission to view.
When you select a task in this list, information about the task is displayed in the tabbed
panel below. Click the HDFS Browser button to view the directories and files in the targeted
cluster.
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Select Cluster: Hadoop Cluster 2%

Tasks | NewTask | Sampling Configuration

AEdt || Bxecte | | HDFSBrowser | 2 Refresh Cluster Status Active Show | | | Hide | | (@) Delete

Task ID \/ Created On Last Run On Created By [N Show/Hide/Del
Test_defection Dec-11-2019 05:44:44 Dec-16-2019 11:36:21 DocsDemo

Page 1 of ol Displaying 1-10f 1

Task Overview | Task Instances
Task Name: Test defection  Task Description: Defecfion  Created By: DocsDemo  Last Executed On: Dec-16-2019 11:36:21  Scan Type: Full  Dump Metadata: false

Task Type: Detection  Read Files: PatofFiles  Sampling Configuration: Top 1000tows  Include Files that failed previously: False  Files Modified After: NA  Files Modlified Before: NA

Batnh BinalBilanls 50 Mim Batale Sina/MBY. Wi
Included Scan Locations | Exclude From Scan Sensitive Type Details
Jmunish URL

Social Security # (Space Separation)

Social Security # (Dash Separation)

Telephone (Space Separation)

Telephone (Dash Separation)

Page 1 of 1 @ Displaying 1 - 10f 1 et )

Talanhnna (Standard withaut cnarac)

88. Task Overview

For this tab, the panel displays the date and time that the task was last executed on, and
details the task's composition.The displayed parameters include:

a) The types of sensitive data that are searched for (e.g., social security and credit
card numbers).

89. The type of task that is performed — discovery, masking, encryption by row,
encryption by cell, or decryption.

90. The directory path details.

91. Task Instances.

Task Overview Task Instances
Task Name: Test_detection  Task Deseription: Detection  Created By: DocsDeme  Last Executed On: Dec-16-2019 11:36:21  Scan Type: Ful  Dump Metadata; false

Task Type: Detection  Read Files: Partof Files  Sampling Configuration: Top 1000 rows  Include Files that failed previously: False  Files Modified After: NA  Files Modified Before: NA

Included Scan Locations | Exclude From Scan Sensitive Type Details
St e
Jmunish URL

Social Security # (Space Separation)
Social Security # (Dash Separation)
Telephene (Space Separation)
Telephone (Dash Separation)

= Telephone (Standard)

Page 1 of 1 o Displaying 1- 1 of 1

Telanhana (Standard without cnacae)
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92. Task Instance

When a task is executed, the resulting scan, with its unique start time and results, is called
a task instance. For this tab, the panel tracks these instances ordered by the date of
execution.For each instance, the tab displays:

a) The task name.

93. The start and finish times.
94. The status (Started, Running, Completed, or Canceled).

Task Overview || Task Instances

Test_detection Completed Dec-16-2019 11:3... Dec-16-2019 11:3... DocsDemo hdfs document.dg.local 02310 documentdg... 10121311 [
A Test detection Completed Dec-11-2019 05:4... Dec-11-2019 05:4... DocsDemo hdfs document.dg.local 0RBI doumentdg... 102311 [
19 Test defection Completed Dec-11-2019 05:4... Dec-11-2019 05:4... DocsDemo hdfs document.dg.local 1021311 documentdg... 10121311 [
18 Test defection Failed at 0.00% Dec-11-2019 05:3... Dec-11-201905:3... DocsDemo hdfs document.dg.local 002311 documentdg... 10121311 [
17 Test_defection Paused at 0.00% Dec-11-2019 05:2... Dec-11-201905:3.. DocsDemo hdfs document.dg.local 0B doumentdg... 1012311 [
16 Test defection Paused at 0.00% Dec-11-2019 05:1... Dec-11-201905:2... DocsDemo hdfs document.dg.local 021311 documentdg... 10121311 [
15 Test defection Paused at 0.00% Dec-11-2019 05:0... Dec-11-201905:1... DocsDemo hdfs document.dg.local 021310 documentdg... 10121311 [
8 Test_detection Paused at 0.00% Dec-11-2019 04:4... Dec-11-201905:0... DocsDemo hdfs document.dg.local 0RBI doumentdg... 102311 [
7 Test_defection Paused at 0.00% Dec-11-2019 04:4... Dec-11-2019 04:4... DocsDemo hdfs document.dg.local 021311 documentdg... 10121311 [
6 Test detection Falled at 0.00% Dec-11-2019 04:3... Dec-11-201904:3.. DocsDemo hdfs document.da.local 10021311 doumentdg... 10121311 ]
7.3.2.2 Hive

1. Task Details
The top panel of the Hive Tasks page lists all the tasks that you have permission to view.
When you select a task in this list, information about the task is displayed in the panels
below.
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Select Cluster: hdfsCluster M

Hive Tasks | New Task

£ Hdit Execute | | | | & Refresh | Cluster Status Active Show | | | Hide | | | Delete

pPection_M Dec-18-2019 15:49:44 Dec-18-2019 15:49:53 dataguise

6 pPratection_M Dec-18-2019 15:49:19 dataguise D

5 hiveRestAPItask_percentagel Dec-18-2019 15:46:39 Dec-18-2019 15:47:05 dataguise B

3 Hive_P Dec-17-2019 16:41:38 Dec-17-2019 17:58:38 dataguise D

1 Hive_test Dec-17-2019 16:39:48 Dec-17-2019 17:57:48 dataguise D
Page 1 of 1 & Displaying 1 - 5 of 5

Task Details

Task Name: Hive_test  Task Description: Hive fest  Created By: dataguise  Last Executed On: Dec-17-2019 17.57:48  Task Type: Detection

Policies Selected: HIPAA_Hadoop.PCI_Hadoop
Sampling By: Number of Rows/Map  Sampling Value: 1000

Table Selected Sensitive Types Detail

Table Name Sensitive Types

external_text_table Telephone (Dot Separation)
URL

Social Security # (Space Separation)
Sodial Security # (Dash Separation)
Telephone (Space Separation)
Telephone (Dash Separation)
Telephone (Standard)
(

Telephone (Standard without spaces)

Eull Nam

95. Task Overview

For this tab, the panel displays the date and time that the task was last executed on, and
details the task's composition.The displayed parameters include:

a) The types of sensitive data that are searched for (e.g., social security and credit card
numbers).

b) The type of task that is performed — discovery, masking, encryption by row,
encryption by cell, or decryption.

c) The directory path details.

d) Task Instances.

Task Details

Task Name: Hive fest  Task Deseription: Hive test  Created By: daiaguise  LastExecuted On: Dec-17-201917:57:48  Task Type: Detection
Folicies Selected: HIPAA_Hadoop,PCI_Hadoop

Sampling By: Number of Rows/Map  Sampling Value: 1000

96. Table Selected

Lists the tables selected for the scan under the selected task and provides details of the
selected table name, column name, Sensitive Type, data type and Domain name.
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Table Selected
extemal_text_table  ccno_digits Credit Card # (Digi.. STRING HDFS

97. Sensitive Type Detail

Lists all the sensitive types selected in the selected task.

Sensitive Types Detail
Sensitive Types -
Credit Card # (Digits Only)

Credit Card # (Space Separation)
Credit Card # (Dash Separation)

7.3.2.3 Hbase

To view all the existing tasks, go to HBASE> HBASE Tasks.

Hbase Tasks New Task

TASKID 4 T  TASKNAME Y  CREATEDON T LASTRUNON T  CREATED BY T | ACTION [] sHow/HIDE
5 task_1_demo Dec-06-2019 10:51:17 Dec-06-2019 10:51:26 d ® Z « O

7.3.3 NoSQL

In NoSQL, screen appears when click on Tasks sub-menu. This page offers in-depth details
about the tasks that the user has permission to view.

The below image shows the user interface of the screen of the Tasks page.
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Tasks New Task Sampling Configuration

S Edit | | .»__(‘ Execute | |

discovery

Page |1 of 1 Pl Rl

&)

Task Overview || Task Instances

Task Name: discovery Task Description: discovery

Start Time: Jul-17-2019 00:26:16

Sampling Configuration: Top 1000 rows

Connection Name: NoSQlLDiscovery
Database/Schema(s):
Northwind

| | & Refrash

Sensitive Type =

=]

show | | Hide | () Delete

oo oo Tl e
1

Jul-17-2019 00:26:16

Displaying 1 - 1 of 1

PCI_DBMS

Credit Card # (Dash Separation)
Credit Card # (Digits Only)
Credit Card # (Space Separation)

Email Address
Full Names
Social Security # (Dash Seoaration}

B show/Hide/Del
0

=

~

To access the Task page. Click NoSQL > Detection > Tasks.

1. Detection Task Panel: The detection task panel shows the tasks and the properties
associated with each task. Properties include details about the task creation date, system-
generated task ID. °

Tasks MNew Task | Sampling Configuration

o Edit | | | Execute | |

| 2 Refresh Show | | | Hide | | (@ Delete

1 &

discovery Jul-17-2019 00:26:16

98. Task Overview tab: It displays the basic information for the selected task. It displays
information such as the Task Name, Task Description, Sampling Configuration,
Connection Name, Database schema, list of Sensitive Type, etc.

Sensitive Type ~

Task Overview || Task Instances

Task Mame: discovery  Task Description: discovery

Start Time: Jul-17-2019 00:26:16

Sampling Configuration: Top 1000 rows

Connection Name: MNoSCQLDiscovery
Database/Schemal(s):
Northwind

= PCI_DBMS
Credit Card # (Dash Separation)
Credit Card # (Digits Only)
Credit Card # (Space Separation)

Email Address
Full Names
Social Security # (Dash Seoaration)

DgSecure User Guide
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99. Task Instances tab: it displays the information about each instance of the task
selected in the Tasks panel. Information such as Task Name, Task ID (system
generated), Status of the task, Start time and End time.

Task Overview || Task Instances

s

discovery Started Dec-05-2019 06:55:46
158 discovery Completed Aug-05-2019 18:55:54 Aug-05-2019 18:56:28
157 discovery Failed Aug-05-2019 18:45:34 Aug-05-2019 00:00:00
127 discovery Completed Jul-20-2019 18:29:47 Jul-20-2019 18:30:11
126 discovery Completed Jul-20-2019 18:24:55 Jul-20-2019 18:25:19
125 discovery Completed Jul-20-2019 18:22:35 Jul-20-2019 18:22:59
124 discovery Failed Jul-20-2019 18:12:51 Jul-20-2019 00:00:00 -
Page |1 of2 || ([P || Displaying 1 - 20 of 25

The status of the task can be in any of the listed states:

i Completed
ii. Running
iii. Failed

iv. Stopped

7.3.4 Files

In Files, screen appears when click on Tasks. This page offers in-depth details about the tasks
that the user has permission to view.

The below image shows the user interface of the screen.

Select Fileshare: ankit_Ifz .
Tasks Mew Task Sampling Configuration
4 Edit | | |7 Execute | | | | Files Browser | | 2 Refresh Cluster Status Active Show | | Hide | |
Task ID Created On Last Run On Created By W show/Hide/
f_bug Dec-05-2019 12:56:13 Dec-05-2019 12:59:24
40 files_150mb_entire Dec-05-2019 12:50:52 Dec-05-2019 12:50:55 d D
39 files_150mb Dec-05-2019 12:50:36 Dec-05-2019 12:50:37 d D
28 det_all_files_limit Dec-04-2019 15:09:38 Dec-04-2019 15:09:43 d (=]
24 Ifa_dec Dec-04-2019 14:27:55 Dec-04-2019 14:27:56 d =]
23 Ifa_row Dec-04-2019 14:22:05 Dec-04-2019 14:22:09 d E
22 Ifa_maks Dec-04-2019 14:20:29 Dec-04-2019 14:20:30 d [}
13 det_all_files Dec-04-2019 13:23:06 Dec-04-2019 13:23:08 d (=]
g t_non Dec-04-2019 13:05:03 Dec-04-2019 13:05:04 d D
8 testl Dec-04-2019 13:01:29 Dec-04-2019 13:01:31 d =]
4 test Dec-04-2019 12:50:20 Dec-04-2019 12:50:24 d &}
Page | 1 of L || B ([l | |2 Displaying 1 - 11 of 11
Task Overview || Task Instances
Task Name: f_bug Task Description: test  Created By: d Last Executed On: Dec-05-2019 12:59:24 Scan Type: Full Dump Metadata: false -
Task Type: Detection Read Files: Part of Files Sampling Configuration: Top 1000 rows Include Files that failed previously: False Files Modified After: NA Files Modified Before: NA
~
Included Scan Locations Exclude From Scan Sensitive Type Details
Jtmpfrochakfcc Bugi7424
Page |1 of 1 || 0| [l | [ Displaying 1 - 1 of 1

To access the Task page. Click Files > Tasks > Tasks tab.
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1. Detection Task Panel: The detection task panel shows the tasks and the properties
associated with each task. Properties include details about the task such as Task ID, Task
Name, creation date, Created by, etc.

Tasks New Task Sampling Configuration

2 Edit| | | Execute | | | | Files Browser | | | 2 Refresh | Cluster Status Active Show | | Hide | |@ Delete
Task ID Created On Last Run On Created By W show/Hide/
il f_bug Dec-05-2019 12:56:13 Dec-05-2019 12:59:24 d Fl

40 files_150mb_entire Dec-05-2019 12:50:52 Dec-05-2019 12:50:55 d =]

39 files_150mb Dec-05-2019 12:50:36 Dec-05-2019 12:50:37 d |:|

28 det_all_files_limit Dec-04-2019 15:09:38 Dec-04-2019 15:09:43 d E

24 Ifa_dec Dec-04-2019 14:27:55 Dec-04-2019 14:27:56 d D

23 Ifa_row Dac-04-2019 14:22:05 Dac-04-2019 14:22:09 d =

100. Task Overview: It displays the basic information for the selected task. It displays
information such as Task Name, Task Description, Created by, Last executed on,
Sampling Configuration, etc.

101. Task Overview tab also includes Included Scan Location and Exclude From Scan
tab, Sensitive Type Details panel.

a) Included Scan Location: This window will display list of directory location from
where the files are scanned.

b) Exclude from Scan: This tab will display File Extension and Scan Location pane.

c) Sensitive Type Details: This tab displays the list of Sensitive Type for the selected
task.

Task Overview || Task Instances

Task Name: f_bug Task Description: test Created By: d Last Executed On: Dec-05-2019 12:59:24 Scan Type: Full Dump Metadata: false -

Task Type: Detection Read Files: Part of Files Sampling Configuration: Top 1000 rows Include Files that failed previously: False Files Modified After: NA Files Modified Before: NA

Included Scan Locations Exclude From Scan Sensitive Type Details
Jftmpjrochak/cc Bug17424
Page |1 of 1 o Displaying 1 - 1 of 1

102. Task Instances: it displays the information about each instance of the task
selected in the Tasks panel. Information such as Task ID, Task Name, Status, Start
time and End time, Executed By, IDP Hostname, IDP IP Address, etc.
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Task Overview || Task Instances

f_bug Completed Dec-05-2019 1.. Dec-05-2019 1. root rack160-hdp26-ga 192.168.0.. rack160-hd... 192.168.0....
84 f_bug Completed Dec-05-2019 1.. Dec-05-20191.. d root rack160-hdp26-ga 192.168.0.. rack160-hd... 192.168.0.... D
83 f_bug No Conforming Files ~ Dec-05-2019 1 d root rack160-hdp26-qa 192.168.0. rack160-hd 192.168.0. El
82 f_bug Mo Conforming Files  Dec-05-2019 1. d root rack160-hdp26-ga 192.168.0.. rack160-hd... 192.168.0... []
yoL - Page | 1 of 1 2 Displaying 1 - 4 of 4

The status of the task can be in any of the listed states:
i. Completed

ii. Running

iii. Failed

iv. Stopped

7.3.5 Azure

1. Task
Use Azure tasks to define and launch tasks that search for, and optionally mask or
encrypt sensitive information within an HDFS cluster. Create tasks with the information to
search for (such as credit card numbers and names), the locations to search in, and the
masking option to apply.

103. Task Details

The top panel of the Azure Tasks page lists all the tasks that you have permission to view.
When you select a task in this list, information about the task is displayed in the tabbed
panel below.
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Select Cluster: azure 5

Tasks | NewTask | Sampling Configuration

2 Edit | | Execute | | |  Azure Browser | | | 2 Refresh Cluster Status Active Show | | | Hide | | |@ Delete
8 s
6 detection_pause Dec-15-2019 08:41:25 Dec-15-2019 09:27:59 d D
5 fp_encryption Dec-18-2019 13:14:45 Dec-18-2019 13:14:51 d B
4 decryption Dec-18-2019 13:09:49 Dec-18-2019 13:23:13 d ]
3 seq_builtin Dec-18-2019 13:00:20 Dec-18-2019 13:02:06 d (]
2 batch_size Dec-18-2015 10:10:13 Dec-18-2015 10:10:16 d ]
1 date_masked Dec-18-2019 09:33:55 Dec-18-2019 09:33:57 d B
Page |1 of 1 = Displaying 1 - 6 of 6

Task Overview | Task Instances
Task Name: detection_pause  Task Description: Cefection_pause  Created By: d  LastExecuted On: Dec-19-201909:27:59  Scan Type: Incremental  Dump Metadata: false

Task Type: Defection  Read Objects: Pariof Objects ~ Sampling Configuration: Top 1000 rows  Include Objects that failed previously: True  Objects Modified After: NA  Objects Modified Before: NA

Batah BinalEilac): 90 Min Batak Sian/MBi- MA

Included Scan Locations | Exclude From Scan Sensitive Type Details

e

adl://qarochak.azuredatalakestore.net/str2/sensitiveData_Comma.txt
adl://garochak azuredatalakestore.net/str2/Alldata_vikram_updated_comma.txt

Page |1 of 1 7t Displaying 1 - 2 of 2

104. Task Overview

For this tab, the panel displays the date and time that the task was last executed on, and
details the task's composition. The displayed parameters include:

a) The types of sensitive data that are searched for (e.g., social security and credit card
numbers).

105. The type of task that is performed — discovery, masking, encryption by row,
encryption by cell, or decryption.

106.  The directory path details.

107.  Task Instances.

Task Overview || Task Instances
Task Name: defection_pause  Task Description: cefection_pause  Created By: d  LastExecuted On: Dec-19-201909:27:59  Scan Type: Incremenial  Dump Metadata: false

Task Type: Detection ~ Read Objects: Pariof Objecis ~ Sampling Configuration: Top 1000 rows  Include Objects that failed previously: True  Objects Modified After: NA  Objects Modified Before: NA

Datah CinalCilasl: 90 Min Datah CimalMB): KL

Following tabs get populated on the screen when the Task Overview tab is selected:

a) Include Scan Locations and Exclude From Scan
The locations added to the Include list. When the Included Scan Location tab is
selected, the instance's target directory, the structure assigned to the directory, and
the domain to which it is assigned are shown. Not all scan locations are associated
with a structure or domain.
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108. The locations added to the Exclude list. When the Exclude from Scan tab is
selected, the panel displays any excluded file extensions and file paths.

Included Scan Locations

adl://qarochak azuredatalakestore.net/swati3/builtinFile_longw... seql W

109. Sensitive Type Details

The Sensitive Type Details panel shows the task instance's sensitive types.

Sensitive Type Details

Sensitive Type Name

URL

Social Security # (Space Separation)
Social Security # (Dash Separation)
Telephone (Space Separaticn)

i ] P SN e T S e Ny e ]

110. Task Instance

When a task is executed, the resulting scan, with its unique start time and results, is called
a task instance. For this tab, the panel tracks these instances ordered by the date of
execution.For each instance, the tab displays:

a) The task name.

111. The start and finish times.
112.  The status (Started, Running, Completed, or Canceled).

Task Overview | Task Instances

6 fp_encryption Failed Dec-18-2019 13:1... Dec-18-2019 13:1... hdfs hno-ga-tea 10.0.0.26 maninderinux  10.0.0.7

7.3.6 AWS

7.3.6.1.1 S3
In S3, screen appears when clicked on Tasks. This page offers in-depth details about the tasks
that the user has permission to view.

The below image shows the user interface of the screen.
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Select Cluster: ga-ankit-aws-6-dec
Tasks Mew Task Sampling Configuration
# Edit | | | ¢ Execute | |

| | s3Browser | 2 Refresh | Cluster Status Inactive show |  Hide | (2 Delete

ankit_s3

Dec-06-2019 17:34:39 Dec-06-2019 17:39:40

7 s3_mask Dec-06-2019 16:11:21 Dec-06-201% 17:32:12 d D
6 s3_det Dec-06-2019 16:05:10 Dec-06-2019 16:20:14 d D
Page |1 of 1 ]

Displaying 1 - 3 of 3
Task Overview | Task Instances

Task Name: 53 _det Task Description: d Created By: d Last Executed On: Dec-06-2019 16:20:14 Scan Type: Full Dump Metadata: false

~
Task Type: Detection Read Objects: Part of Objects Sampling Configuration: Top 1000 rows Include Objects that failed previously: False Objects Modified After: NA
Ohiarts Modifiad Rafara: LA -
Included Scan Locations Exdude From Scan Sensitive Type Details

s3a:/[rochak33/11autodisc/Pure_Parg_2000Rows Credit Card # (Digits Only)

Credit Card # (Space Separation)
Credit Card # (Dash Separation)

Page |1 of 1 = Displaying 1 - 1 of 1

To access the Task page. Click AWS > S3 > Tasks tab.

1. Detection Task Panel: The detection task panel shows the tasks and the properties

associated with each task. Properties include details about the task such as Task ID (system
generated), Task Name, Created On, Last Run On, Created by, etc.

Task ID « Created On Last Run On Created By W show/Hide/Delete

ankit_s3 Dec-06-2019 17:34:39 Dec-06-2019 17:39:40
7 s3_mask Dec-06-2019 16:11:21 Dec-06-2019 17:32:12 d |:|
6 s3_det Dec-06-2019 16:05:10 Dec-06-2019 16:20:14 d B
Page 1 of 1 i Displaying 1- 3 of 3

113. Task Overview: It displays the details for the selected task. It includes

information such as Task Name, Task Description, Created by, Last Executed On,
Sampling Configuration, Scan Type, etc.

Task Overview || Task Instances

Task Name: ankil_s3  Task Description: fest  Created By: d Last Executed On: Dec-08-2018 17-38:40 Scan Type: Full Dump Metadata: false

Task Type: Masking/Field Encryption Structured: false Delete Input Objects on Job Completion: false

v
Included Scan Locations Exclude From Scan Sensitive Type Details
Scan Location

T N
<3://rochak33/str3/ TestFile_FPM.bct ankit_s3 Credit Card # (Digits Only)

Credit Card # (Space Separation)

Credit Card # (Dash Separation)

Random (Credit Card N._.  false
Random (Credit Card .. false
Random (Credit Card N... false

of 1

&

fil k Displaying 1 - 1 of 1
tmElocalfiletasks 1 lisplaying
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Task Overview tab also includes Included Scan Location tab, Exclude From Scan tab, and
Sensitive Type Details pane.

a) Included Scan Location: This pane displays the list of included files for the selected
scan locations. Information includes Scan Location, Structure, Domain.

Included Scan Locations Exclude From Scan

T S N

53:ffrochak33/str2/TestFile_FPM.bxi ankit_s3

Page 1 of 1 .;E" Displaying 1 - 1 of 1

114.  Exclude from Scan: This pane displays the list of excluded file extensions and
scan locations of an excluded object.

Included Scan Locations Exclude From Scan

oo s o ]

115. Sensitive Type Details: This tab displays the list of Sensitive Type for the
selected task.

Sensitive Type Details

Sensitive Type Name Protection Option
Credit Card # (Digits Only) Random (Credit Card N...  false

Credit Card # (Space Separation) Random (Credit Card N... false

Credit Card # (Dash Separation) Random (Credit Card N... false

116. Task Instances: it displays the information about each instance of the task
selected in the Detection Tasks panel. Information such as Task ID (system
generated), Task Name, Status, Start Time and End Time, Executed By, User, IDP
Hostname, IDP IP Address, etc.
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Task Overview | Task Instances

269 s3_mask Completed Dec-06-2019 1..  Dec-06-2019 1. ip-172-31-31-8 17231318  rackl60-hd.. 192.166.0..
268 s3_mask Completed Dec-06-2019 1.. Dec-06-2019 1. d hdfs ip-172-31-31-8 17231318 racki60-hd.. 192.168.0.. D
233 s3_mask Completed Dec-06-2019 1.. Dec-06-2019 1. d hdfs ip-172-31-31-8 172.31.31.8  rackl60-hd.. 192.168.0... [
Page 1 of 1 =2 Displaying 1 -3 of 3

The status of the task can be in any of the listed states:

i Initializing
ii. Completed
iii. Running
iv. Failed

V. Stopped

7.3.6.1.2 RDS/RedShift
In RDS/RedShift, you can check tasks for both Detection and Masking module.

Detection
In RDS/RedShift, screen appears when clicked on Tasks. This page offers in-depth details about the
tasks that the user has permission to view.

The below image shows the user interface of the screen.

Tasks New Task sampling Configuration

#Edit| | |47 Execute | | | | 2 Refresh Show | Hide | (&) Deletz
rds_schedule_det Dec-06-2019 10:35:01
g detect_allPrimaryDBs Dec-05-2019 13:27:18 |:|
Page |1 of 1 il Displaying 1 - 2 of 2

%

Task Overview || Task Instances

Task Name: rds_schedule_det  Task Description: d @ Sensitive Type = Database Object Filter
Task Type: Detection
e = PCI_DBMS Connection Info| Table/View Of Table/Vie

Start Time: Dec-06-2018 10:35:01 Exit on first hit: false Credit Card = (Dash Separation)

Sampling Configuration: Top 1000 rows Credit Card # (Digits Only)
Connection Name: sql_rds_d Credit Card # (Space Separation)
Database/Schema(s):

Sankush

Connection Name: pg_rds_d
Databage/Schemalsh - < b

To access the Task page. Click AWS > RDS/RedShift > Detection > Tasks tab.
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1. Detection Task Panel: The detection task panel shows the tasks and the properties
associated with each task. Properties include details about the task such as Task ID (system
generated), Task Name, Created On, Last Run On, Created by, etc.

1 rds_schedule_det Dec-06-201% 10:35:01 |l
g detect_allPrimaryDBs Dec-05-201% 13:27:18 (=]
Page 1 of 1 & Displaying 1 - 2 of 2

117. Task Overview: It displays the details for the selected task. It includes
information such as Task Name, Task Description, Task Type, Exit on first hit, Start
Time, Sampling Configuration, etc.

Task Overview | Task Instances

Task Name: rdz_schedule_det  Task Description: d B Sensitive Type =

Task Type: Detection
= PCI_DBMS

Start Time: Dec-06-2019 10:35:01 Exit on first hit: false Credit Card # (Dash Separation)

Sampling Configuration: Top 1000 rows Credit Card # (Digits Only)

Connection Name: sql_rds_d Credit Card # (Space Separation)
Database/Schemals):
Sankush

Connection Name: pg_rds_d
Database/Schemais): -

Task Overview tab also includes Sensitive Type Details and Database Object Filter pane.

a) Sensitive Type Details: This tab displays the list of Sensitive Type for the selected
task.

Sensitive Type Details

Sensitive Type Name Protection Option

Credit Card # (Digits Only) Random (Credit Card N...  false
Credit Card # (Space Separation) Random (Credit Card N... false
Credit Card # (Dash Separation) Random (Credit Card N...  false

118. Database Object Filter: The database Object Filter pane displays only those
databases/tables/columns that match the filter applied. The columns display
information such as the applied operator, connection information, Table/View
operator, Table/View Filter, column operator and column filter.

Page 267 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

Database Object Filter

119. Task Instances: it displays the information about each instance of the task
selected in the Detection Tasks panel. Information includes such as Task ID (system
generated), Task Name, Status, Start Time and, End Time and Show/Hide checkbox.

Task Overview | Task Instances

935 rds_schedule_det Failed Dec-08-2019 10:37:09 Dec-08-2019 10:42:43 |
541 rds_schedule_det Failed Dec-07-2018 10:37:43 Dec-07-2019 10:43:17 |:|
162 rds_schedule_det Completed Dec-06-2019 10:40:56 Dec-06-2019 10:44:09 =

Page |1 of L el Displaying 1- 3 of 3

The status of the task can be in any of the listed states:

i Initializing
ii. Completed
iii. Running
iv. Failed

V. Stopped

Masking
In RDS/RedShift, screen appears when clicked on Tasks. This page offers in-depth details about the

tasks that the user has permission to view.

The below image shows the user interface of the screen.
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Tasks/Template New Task/Template

& Edit || | Execute | | | 2 Refresh Show | | | Hide | | (2 Delete

23 task [}

Sukhmani_masker_task _restAPI 3

17 rds_orcl task (=]

16 sql_test task [}

15 rds_mask_schedule task |

13 dg_sql_mask task =

12 sql_mask_rds task ]

10 postgres_mask task |

9 mysqgl_mask task =

< b
Page |1 of 1 ] Displaying 1 - 8 of 8

Task Overview || Task Instances

Task Name: Sukhmani_masker_task_restAPl_3 Task Description: fest
Connection Name: Database Type: Last Updated Time: Dec-08-2019 22:18:03

Incremental task: Mo

Commit Size: Manual (0) Max Workers: Manual (0) Package Schema: AUTOMATION_DG_DB Enable Watermark: True

s s oommosow et owars—sscaretes —Jsrgoese ——Je o 1r s Jor

AUTOMATION_T. AUTOMATION_TARG AUTOMATION_S NAME VARCHARZ Character Mask Right character(s) from wit.

Page |1 of 1 53‘ Displaying 1- 1 of 1

To access the Task page. Click AWS > RDS/RedShift > Detection > Tasks tab.

1. Detection Task Panel: The detection task panel shows the tasks and the properties
associated with each task. Properties include details about the task such as Task ID (system
generated), Task Name, Type, etc.

23 Sukhmani_masker_task_restAPI_3 task =

17 rds_ord task B

16 sql_test task E

15 rds_mask_schedule task =

13 dg_sql_mask task =]

12 sql_mask_rds task B

10 postgres_mask task E

9 mysql_mask task =

< >
Page |1 of 1 el Displaying 1 - 8 of B

120. Task Overview: It displays the details for the selected task. It includes
information such as Task Name, Task Description, Database Type, etc.

It also displays information about the database such as SourceDB/Schema, Table, Column,
Datatype, Masking Details, etc.
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Task Overview Task Instances
Task Name: Sukhmani_masker_task_restAP|_3 Task Description: test
Connection Name: Database Type: Last Updated Time: Dec-08-2018 22-15:03

Incremental task: Mo

Commit Size: Manual (0) Max Workers: Manual (0} Package Schema: AUTOMATION_DG_DE Enable Watermark: True

AUTOMATION_T. AUTOMATION_TARG AUTOMATION_S NAME VARCHARZ Character Mask Right character{s) from wit.

Page |1 of 1 el Displaying 1- 1 of 1

121. Task Instances: it displays the information about each instance of the task
selected in the Detection Tasks panel. Information includes such as Task ID (system
generated), Task Name, Status, Start Time and, End Time.

Task Overview | Task Instances

T N

119 postgres_mask Dec-05-2019 18:13:31 Dec-05-2019 18:14:13 Error
118 postgres_mask Dec-05-2019 18:11:01 Dec-05-2019 18:12:52 Completed
116 postgres_mask Dec-05-2019 17:33:52 Dec-05-2019 17:54:41 Error
115 postgres_mask Dec-05-2019 17:50:06 Dec-05-2019 17:51:15 Completed
111 postgres_mask Dec-05-2019 17:26:29 Dec-05-2019 17:27:51 Error
104 postgres_mask Dec-05-2019 16:09:09 Dec-05-2019 16:09:51 Error
Page 1 of 1 @ Displaying 1 - 6 of 6

The status of the task can be in any of the listed states:

i. Initializing
ii. Completed
iii. Running
iv. Failed

V. Stopped

7.3.7 Google Cloud

7.3.71 GCS

In GCS, screen appears when clicked on Tasks. This page offers in-depth details about the tasks that
the user has permission to view.

The below image shows the user interface of the screen.
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Select Cluster: rdk-5-dec-ges v

Tasks | NewTask | Sampling Configuration

# Edit | | |7 Execute | | | | GCSBrowser | 2 Refresh | Cluster Status Inactive Show | | | Hide | (@ Delete
Task 5 Dec-05-2019 15:10:08 Dec-05-2019 15:10:10
4 d Dec-05-2019 14:51:46 Dec-05-2019 14:51:56 d D
3 Task_02 Dec-05-2019 12:32:00 d D
2 Task 03 Dec-05-2019 12:32:00 d D
1 Task_01 Dec-05-2019 12:16:31 Dec-05-2019 12:16:41 d (=]
Page |1 of 1 el Displaying 1- 5 of 5

Task Overview || Task Instances

Task Name: Task_5 Task Description: Ignore Created By: d Last Executed On: Dec-05-2019 15:10:10 Scan Type: Incremental Dump Metadata: false -

Task Type: Defection  Read Objects: Pari of Objects ~ Sampling Configuration: Top 1000 rows  Include Objects that failed previously: False  Objects Modified After: NA

Ohiarts Madifind Bafara: LA

~

Included Scan Locations Exclude From Scan Sensitive Type Details
T N T
gs://tarunafAll_expressionsl.avro | Credit Card = (Digits Only)
gs://taruna/alldata_vikram_updated_co Credit Card # (Space Separation)
gs:/ftaruna/P_SEQ Credit Card # (Dash Separation)
gs:fftaruna/Parguet_comma -
Page 1 of 1 el Displaying 1- 6 of 6

To access the Task page. Click Google Cloud > GCS > Tasks tab.

1. Detection Task Panel: The detection task panel shows the tasks and the properties
associated with each task. Properties include details about the task such as Task ID, Task
Name, creation date, Created by, etc.

Tasks | Mew Task | Sampling Configuration
S Edit| | A Execute | | | | Files Browser | | 2 Refresh | Cluster Status Active Show | Hide | @ Delete
f bug Dec-05-2019 12:56:13 Dec-05-2019 12:59:24 d

40 files_150mb_entire Dec-05-2019 12:50:52 Dec-05-2019 12:50:55 d |:|

39 files_150mb Dec-05-2019 12:50:36 Dec-05-2019 12:50:37 d ]

28 det_all_files_limit Dec-04-2019 15:09:38 Dec-04-2019 15:09:43 d E

24 Ifa_dec Dec-04-2019 14:27:55 Dec-04-2019 14:27:56 d [

23 Ifa_row Dec-04-2019 14:22:05 Dec-04-2019 14:22:09 d ]

122. Task Overview: It displays the details for the selected task. It displays
information such as Task Name, Task Description, Created by, Last executed on,
Sampling Configuration, Scan Type, etc.

Task Overview tab also includes Included Scan Location tab, Exclude From Scan tab, and
Sensitive Type Details pane.

a) Included Scan Location: This pane displays the list of Included Objects for the
selected scan locations.

123.  Exclude from Scan: This pane displays the list of excluded Object Extension and
Scan Location of an object.

Page 271 DgSecure User Guide © Dataguise, Inc. 2020



SATAGUISE

124. Sensitive Type Details: This tab displays the list of Sensitive Type for the
selected task.

Task Overview | Task Instances

Task Name: Task_5 Task Description: lgnore Created By: d Last Executed On: Dec-05-2019 15:10:10 Scan Type: Incremental Dump Metadata: false -

Task Type: Dsteclion  Read Objects: Pari of Objects  Sampling Configuration: Top 1000 rows

Nhiarts Marifiad Rafara: LA

Included Scan Locations | Exclude From Scan

Include Objects that failed previously: False  Objects Modified After: NA

Sensitive Type Details

T I T T
gs://tarunajAll_expressions1.avro | Credit Card # (Digits Only)
gs:fftarunafAlldata_vikram_updated_co...
gs:/ftaruna/P_SEQ

Credit Card # (Space Separation)

Credit Card = (Dash Separation)
gs:/ftaruna/Parquet_comma

tml#dgPolicyDB |- of L || ||kl | [ Displaying 1 - 6 of 6

125. Task Instances: it displays the information about each instance of the task
selected in the Tasks panel. Information such as Task ID, Task Name, Status, Start
time and End time, Executed By, IDP Hostname, IDP IP Address, etc.

Task Overview Task Instances
Task Name m Start Time Executed By _ IDP Hostname IDP IP Address| Instance Hostn{ Instance IP Adq

277 DiscoveryGCS Completed Sep-17-2019 20 Sep-17-2019 20 admin gesdproc-m 10.168.0.18 ip-172-31-2 172.31.20.171

Page 1 of 1 || || bl | |2

Displaying 1 - 1 of 1

The status of the task can be in any of the listed states:

i Completed
ii. Initializing
iii. Running
iv. Failed

V. Stopped

7.3.8 SharePoint

The below screenshot shows the user interface of the default screen of the Tasks tab.
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Select IDP: SP_136 »

Tasks New Task

& Edit | | A7 Execute | | + Refresh
Task 01 May-29-2020 12:31:17 May-29-2020 18:13:27
Page 1 of 1 f::“ Displaying 1 - 1of 1

Task Overview | Task Instances
Task Name: Task_01 Task Description: hsAGs Task Type: Detect and Notify Created By: d Last Executed On: May-29-2020 18:13:27 -
Version to scan: all
File Types: td, doc, docx, xls, xlsx, ppt, pptx, pdf, csv, zip, lists
Policies Selected: NA

Included Scan Sites Sensitive Type Details
T £ g P S TN

http://192.168.1.136: 1177 /sites/sanjay/Root Site Address Line (Best suited f... 4 Notify Rajni.chaurasia@dataguise.

http://192.168.1.136:1177/sites/SPDev/DevSubsite Credit Card # (Dash Separ. 4 Notify Rajni.chaurasia@dataguise
Credit Card # (Digits Only) 4 Notify Rajni.chaurasia@dataguise
Credit Card # (Space Sepa... 4 Notify Rajni.chaurasia@dataguise...
Email Address 4 Notify Rajni.chaurasia@dataguise...
IP Address 4 Notify Rajni.chaurasia@dataguise...
Social Security # (Dash Se... 4 Notify Rajni.chaurasia@dataguise...
Social Security # (Digits O... 4 Notify Rajni.chaurasia@dataguise...
Social Security # (Space 5.. 4 Motify Rajni.chaurasia@dataguise...
Telephone (Digits Only) 4 Motify Rajni.chaurasia@dataguise...

Page |1 of 1 ol Displaying 1 - 2 of 2

To access the Task tab from the menu. Click SHAREPOINT > Tasks tab.

1. Task Panel:
This panel shows the tasks and the properties associated with each task. Properties include
details about the task such as Task ID (system generated), Task Name, Task Creation date.

o Edit | | |7 Execute | | | | 2 Refresh
Task_01 May-29-2020 12:31:17 May-29-2020 18:13:27
Page |1 of 1 & Displaying 1- 1 of 1

126. Task Overview tab:

This panel displays the basic information for the selected task. It displays the information
such as the Task Name, Task Description, Task Type, Sampling Configuration, Connection
Name, Database schema, list of Sensitive Type, etc.

It also displays information for the Included Sites for scanning and Sensitive Type Details.

o Included Scan Sites: This panel will display the list of all the sites which
were selected for scanning

o Sensitive Type Details: This panel will display the list of Sensitive Type
discovered while scanning.
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Task Overview || Task Instances
Task Name: Task_01 Task Description: hsAGs Task Type: Deiect and Notify Created By: d Last Executed On: May-29-2020 18:13:27 -
Version to scan: all
File Types: txt, doc, docx, xls, xisx, ppt, ppbe, pdf, csv, zip, lists
Policies Selected: NA ~
Included Scan Sites Sensitive Type Details
I = e T S
http:/[192.168.1.136: 1177 sites/sanjay/Root Site Address Line (Best suited f... 4 Notify Rajni.chaurasia@dataguise...
http:/[192.168.1.136:1177sites{SPDev/DevSubsite Credit Card # (Dash Separ. 4 Notify Rajni.chaurasia@dataguise...
Credit Card # (Digits Only) 4 Notify Rajni.chaurasia@dataguise...
Credit Card # (Space Sepa... 4 Notify Rajni.chaurasia@dataguise
Email Address 4 Notify Rajni.chaurasia@dataguise
IP Address 4 Notify Rajni.chaurasia@dataguise
Social Security # (Dash Se. 4 Notify Rajni.chaurasia@dataguise
Social Security # (Digits 0. 4 Notify Rajni.chaurasia@dataguise
Social Security # (Space 5. 4 Notify Rajni.chaurasia@dataguise
page | 1 of 1 v 1[50 @ Displaying 1 -2 of 2 Telephone (Digits Only) 4 Notify i.chaurasia@dataguise .
R - nrosic mmimmd e mine

127. Task Instances

This panel will display the related information about each instance of the task selected in
the detection task panel. Information such as Task Name, Task ID (system generated), Status
of the task, Start time and End time.

Task Overview || Task Instances

114 Task_01 Completed May-29-20201...  May-29-2020 1. d 192.168.1.136 192.168.1.136 DG-D-W001 10.12.15.41
113 Task_01 Completed May-29-20201...  May-29-2020 1. d d 192.168.1.136 192.168.1.136 DG-D-W001 10.12.15.41
112 Task_01 Completed May-29-2020 1. May-29-2020 1. d d 192.168.1.136 182.168.1.136 DG-D-W001 10.12.15.41
111 Task_01 Completed May-29-2020 1. May-29-2020 1. d d 192.168.1.136 182.168.1.136 DG-D-W001 10.12.15.41
110 Task_01 Completed May-29-2020 1. May-29-2020 1. d d 192.168.1.136 192.168.1.136 DG-D-W001 10.12.15.41
109 Task_01 Completed May-29-2020 1. May-29-2020 1. d d 192.168.1.136 192.168.1.136 DG-D-W001 10.12.15.41
108 Task_01 Completed May-29-20201...  May-29-2020 1. d d 192.168.1.136 192.168.1.136 DG-D-W001 10.12.15.41
107 Task_01 Completed May-29-20201...  May-29-2020 1. d d 192.168.1.136 192.168.1.136 DG-D-W001 10.12.15.41
Page |1 of 1 || b |FBl| | |2 Displaying 1 - 8 of 8

The status of the task can be in any of the listed states:

i Initializing
ii. Completed
iii. Running
iv. Fail

V. Stopped
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7.4 Masking Options

DgSecure provides several masking options for securing sensitive data on an organization’s data
repositories. The table below shows the masking options available for different data types.

Masking Option Characters Variable Number Clob
Name (Char) Characters
(Varchar)
Static mask X X X X
Character mask X X
Format Preservation X X X
Mask (FPM)
IntelliMask mask X X
Random mask X X X
NPI mask X X X
Compose mask X X
Compose Math X
Expression mask
Date Synch mask X
Name Synch mask X
Email Policy mask X X
Expression mask X
Full Name mask X
Regular Expression X X
mask
Custom Lookup mask X X X
Custom mask X X X
Shuffle mask X X X
JSON mask X X
XML mask X X
AES X X
Encryption/Decryption
FPE X X X
Encryption/Decryption

7.4.1 Static Mask

Use the static mask to insert the same value into every field in the column. You can enter
either a static value (such as AAA or 123) or a null value.

The Static masking option is suitable for columns that meet the following conditions:

e Do NOT have uniqueness constraints.
e Do not require a variety of values for downstream testing or analysis purposes.
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7.4.2 Character Mask

7.4.3

Use the Character mask to replace one or more characters at the beginning or end of a string
with a meaningless character. The Character mask uses these characters:

e #pound sign

e Sdollarsign

e @ at-the-rate-of sign
e % percent sign

e . period

The Character mask is suitable for structured fields with an invariable format, like account or
credit card numbers, where:

e Only a specific portion of the field is sensitive

e Non-sensitive portions contain useful information you want to retain.

e The sensitive part of the data is at the beginning or end of the field. Valid masks
include #23456, ###456, #####6, 12345#, 1234##4#, 1H###H, but not 12##56.

If you want to mask a segment in the middle of a structured field, consider Intellimask instead.

Format Preservation Mask (FPM)

Use Format Preservation Mask (FPM) to insert a random value that preserves the format of
the original data:

*Note:

Don’t use Format Preservation Mask (FPM) on columns of unique values unless the possible
number of potential random values is large. For example, if a column contains only unique 2-
digit numbers, the pool of potential values is only 99. With such a small possible number of
replacement  values, the FPM mask  will generate  duplicate  values.

When you apply FPM to a column with unique values, DgMasking monitors the number of
"collisions" (duplicate values) produced. Once 20 duplicate values are created, DgMasking
stops attempting to apply the mask and skip the column entirely.

The Format Preservation Mask is suitable when:

e The number of characters or the length of the field is not changed.
e (Capital letters are masked with random capital letters.

e Small letters are masked with random small letters.

e Digits are masked with random digits.

e Special characters are left as is.

The FPM mask is suitable for structured data with two exceptions:

e If business rules constrain the value or some part of the value. For example, if business
rules require a telephone number to have a valid area code and exchange, then FPM is
not a good masking choice. Instead, consider using the Random masking option, which
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generates random but valid data for common sensitive types such as telephone, credit
card, and Social Security numbers. For non-standard sensitive types, consider using the
Regular Expression mask, which allows you to apply any necessary constraints.

e |f the data in the masked column will be analysed. Random input would render any
analysis meaningless. Instead, consider using the Shuffle mask.

FPM supports masking in a variety of European Languages: French, German, Italian, Spanish,
Czech, Slovak, Danish, Finnish, Estonian, Latvian, and Polish.

Additionally, Format Preservation Masking (FPM) should not be used on data requiring
unique values unless the possible number of potential random values is large. For example,
if a column contains only unique 2-digit numbers, the pool of potential values is only 99.
With such a small possible number of replacement values, the FPM mask will generate
duplicate values.

In order to use Format Preserving Masking, an FPM key must first be generated. To do this,
navigate to http://<hostname or IP_address>:8111/HDFSIDP/FPMKeygen.html. Enter the
domain to which the key should be assigned, a passphrase and passphrase for key. Click
Generate.

7.4.4 IntelliMask Mask

Use Intellimask to replace a subset of characters with random values based on a regular
expression. The rest of the field is left intact.

The Intellimask is suitable for structured fields with an invariable format that meet the
following conditions:

Only a specific portion of the information is sensitive.
The non-sensitive portion contains useful information you want to leave intact.

The sensitive portion has format and/or value constraints that are enforced at the
database or application level, making it impossible to mask with a simple Character mask.

7.4.5 Random Mask

Use the random mask to insert a random, fictitious value that retains the properties of the
original data. The random mask generates random numeric, string, and date values. It can also
generate realistic, fictitious values for these common sensitive types:

Credit card number, Social security number.
Street address, City, State, and Country
Email address, Telephone number

First name, last name, and full name
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Choose a random value that matches the type of data you want to mask.

Option Parameters Parameter Description
Address Line 1  |Case Options Choose UPPERCASE, lowercase, or Title Case (capitalizes the first letter
of each word)
Credit Card Select Providers |Credit card number structure varies by provider. Place a check mark
Numbers Manually next to the variations you want to include in the randomly-generated
data. The choices are: American Express, Discover, Master Card, Visa,
and User-Defined.
If you choose User-Defined, enter a regular expression that describes
the custom format.
Random Generates credit card numbers that are realistic but not necessarily
Number valid. (In other words, they do not contain functioning check digits.)
Use this option only if your application does not validate credit card
numbers.
Auto Generation|Generates credit card numbers that match the format of the values
being masked. Visa numbers are masked with Visa numbers;
MasterCard numbers are masked with MasterCard numbers, and so
on.
Digit/ Space/ Indicate how to format the credit card numbers:
Dash Separation| . o
Using digits only
With spaces or dashes separating the components of the number.
Date Minimum/ Define a range of output values by selecting a minimum and maximum
Maximum date.
Increment By  [Select a range of days, months, and years to use to increment the
original date.
Decrement By [Select a range of days, months, and years to use to decrement the
original date.
Timestamp Minimum/ Define a range of output values by selecting a minimum and maximum
Maximum date |date and time.
Format Select a date format: ddMMyyyy HH:MM:SS, MMddyyyy HH:MM:SS,
or yyyyMMdd HH:MM:SS
Email Address No parameters
First Name Case Options Choose UPPERCASE, lowercase, or Title Case.
First and Last Case Options Choose UPPERCASE, lowercase, or Title Case.
Name
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Option Parameters Parameter Description
Last Name Case Options Choose UPPERCASE, lowercase, or Title Case.
Random String  |(Various output |Choose from five options:
options) . .
Alphabetic characters (letters)—choose mixed case, upper case, or
lower case
Alphanumeric characters (letters and digits) Printable characters
(letters, digits, and symbols)
Social Security  |Digit/ Space/ Indicate how to format the Social Security numbers:
Number Dash Separation| . .
Using digits only.
With spaces or dashes separating the components of the number.
Valid numbers |Generate numbers that could pass validation checks (i.e., numbers
that follow the rules of allocation used by the Social Security
Administration).
Random Generate random numbers that follow the correct format but would
numbers not necessarily pass a validation check.
Telephone Determine Choose the type of separation (if any) to use between the
Number Generation Type|components of the phone number (area code, exchange, and
subscriber number):
Digits Only
Space Separation
Dash Separation
Standard. Standard format is: (123) 456-7890.
Number Minimum/ Define a range of output values by selecting a Minimum and Maximum
Maximum number.
Precision Indicate the number of decimal places (if any) to include in the
number.
Padding Pads the value with leading zeros, if necessary, to achieve the specified
field length.
7.4.6 NPl Mask

Use the NPI mask to insert a number that follows the formatting and rules of the National

Provider Identifier (NPI). DgSecure applies the Luhn algorithm to generate valid 10-digit
combinations in sequence from lowest to highest. You further randomize this sequence by
providing a starting value (called an NPI "seed") and an increment.

Page 279

DgSecure User Guide

© Dataguise, Inc. 2020




JATAGUISE

Note: Use this masking option only on columns with a numeric data type of at least 10 digits

7.4.7 Compose Mask

Use the Compose mask to generate a value by combining full or partial values from other fields
in the same row.

The Compose option is suitable:

e  When the field to be masked is a dependent of information obtained from other source
fields in the same row.

e One or more of those source fields will be separately masked.

e You want to make the value in the dependent field reflects the new (masked) values in the
source fields.

To make sure the dependent field matches the source field, DgSecure masks the source fields
before the composed field.

7.4.8 Compose Math Expression Mask

Use this Compose Math Expression mask to generate a value by performing a calculation on
two or more fields in the row. The components of the math expression can include any
numeric column in the table and any of the following operators:

e + (for addition)

e - (for subtraction)

e * (for multiplication)
e /(for division)

The Compose Math Expression mask is suitable where:

e When the field to be masked is a numeric and derives its value from other source
fields in the same row.

e One or more of those source fields will be separately masked.

e You want to make the value in the dependent field reflects the new (masked) values in
the source fields.

To make sure the dependent field matches the source field, DgSecure masks the source fields
before the composed field.
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7.4.9 Date Synch Mask

Use the Date Synch mask to replace the date in the target field with a date from another field
in the same row. You can adjust the format of the date as necessary.

Note: This masking option is not available on SQL Server.

This specialized mask is useful with de-normalized tables in which the same value (in this case a
date) appears two or more times in a single row. If you mask one of those instances, the
remaining instances should be updated with the new value. To accomplish that, you apply a
Date Synch mask to those instances.

To make sure the dates are synchronized, DgSecure masks the primary date field before the
dependent field(s).

7.4.10 Name Synch Mask

Use the Name Synch mask to replace the name in the target field with a name from another
field in the same row, automatically adjusting the format as necessary.

Note: This masking option is not available on SQL Server.

This specialized mask is suitable for de-normalized tables in which the same value (in this case
a name) appears two or more times in a single row. If you mask one of those instances, the
remaining instances should be updated with the new value. To accomplish that, you apply a
Name Synch mask to those instances.

The Name Synch masking option automatically detects and duplicates the name format used in
the target field. However, there are instances where Name Synch cannot determine the format
of a name field. You need to supply a default format for these occasions, for example, when the
field is null.

To make sure the dates are synchronized, DgSecure masks the primary date field before the
dependent field(s).

7.4.11 Email Policy Mask

Use the Email Policy mask to generate an email address by combining values from two other
fields in the same row (along with a domain and extension that you specify).

The Email Policy option is best used in situations where business rules require:

e A specific, invariable format for email addresses.

e Synchronization between elements of the email address and information contained in other
fields (typically the first and last name fields).

To make sure the email fields are synchronized, DgSecure masks the source field before the
composed field(s).
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7.4.12 Expression Mask
Use the Expression mask to modify a numeric value in any of three ways:

e Incrementing or decrementing it by a set percentage or number.
e Replacing it with a random value within a specified range.
e Replacing it with a random value from a specified sequence.

The expression mask is suitable for:

e Numeric fields that will not be statistically analysed.

e Preserving statistical information such as a column’s minimum value, maximum value,
sum, or average value, consider using the Shuffle option instead.

e Generating random values from a specified sequence is a good way to mask numeric
primary keys such as employee or patient IDs. This option, called a "scrambled sequence",
does not produce duplicate values, and so it does not violate the primary key constraint.

Used alone, incrementing or decrementing is probably not sufficient protection for sensitive
data such as salary, because if even one original value is known, the pattern is easy to decipher.
It is best to use this option in conjunction with masking on other fields such as names or other
identifiers.

If you use a Scrambled Sequence to mask a primary key, make sure to select the Synchronized
CUPS option as well, to ensure that the new primary key values are written to the corresponding
foreign keys as well.

7.4.13 Full Name Mask

Use the Full Name mask to replace a full name with a fictitious full name of the same format.
This mask is suitable for full name columns that do not need to be synched with First Name
and Last Name columns.

Note: If you need to keep a full name in synch with first and last names that appear in the same
row, use the Compose masking option instead.

Use the Regular Expression mask to insert a value based on a regular expression you define.
This mask is suitable for:

e Non-standard sensitive data for which there are no pre-built masking formulas.
e Data that is constrained to a specific format, specific values, or both.

Verify that the result of the expression matches the data type of the column you are masking.

Component Description Expression

DC A two-letter department code. [A-Z]){2}

- Literal hyphen. -

Page 282 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

Component Description Expression

Yy The last two digits of the fiscal year. [0-9]{2}

- Literal hyphen. -

T A one-letter code indicating the contract type. Possible |[a-d]
values are: a, b, ¢, and d. Letter must be lower case.

- Literal hyphen. -

Nnnn A three or four-digit serial number. [0-9]{3,4}

Here is an example of a regular expression:

[A-Z] {2}/-[0-9]{2}/-[a-d] /-[0-9]{3,4}

Sample input: Sample output:
FN-10-c-349 EX-91-a-5234

7.4.14 Regular Expression Mask
Use the Regular Expression mask to insert a value based on a regular expression you define.
This mask is suitable for:

e Non-standard sensitive data for which there are no pre-built masking formulas.
e Data that is constrained to a specific format, specific values, or both.

Verify that the result of the expression matches the data type of the column you are masking.

Component Description Expression

DC A two-letter department code. [A-Z]{2}

- Literal hyphen. -

Yy The last two digits of the fiscal year. [0-9]{2}

- Literal hyphen. -

T A one-letter code indicating the contract type. Possible |[a-d]
values are: a, b, ¢, and d. Letter must be lower case.

- Literal hyphen. -

Nnnn A three or four-digit serial number. [0-9]{3,4}

Here is an example of a regular expression:

[A-Z] {2}/-[0-9]{2}/-[a-d] /-[0-9]{3,4}

Page 283 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

Sample input: Sample output:
FN-10-c-349 EX-91-a-5234

7.4.15 Custom Lookup Mask

This mask retrieves and inserts a substitute value using a lookup table. The lookup table can be
in any schema (or database, in the case of an SQL Server) that DgSecure is able to connect to.

This masking option is designed for use with existing masked data sets. Use it when you have
rich sets of realistic but fictitious data that you have organized in relational tables for the express
purpose of masking data. Tables like this are commonly set up to mask sensitive types such as
names, addresses, and telephone numbers.

To configure a Custom Lookup mask, you must:

e Specify the two columns that will form the join: The Base Reference column (in the table of
actual data) and the Lookup Reference column (in the table of fictitious data). These
columns need not have the same name, but they must share values in common. In this
example, the Emp ID column and the EmployeelD column form the join.

e Specify the column that contains the fictitious data that will replace the actual data. This is
called the Lookup Data column, and in this example the column is named TelephoneNo.

During the actual masking operation, DgMasking reads each value in the Base Reference column
and searches for a matching value in the Lookup Reference column. When it finds a match, it
retrieves and inserts the associated lookup data. In the example below, DgMasking has found a
match for the value 102 and will now replace the original telephone number (415-456-1234)
with the telephone number in the Lookup Data column (617-234-4567).

Base Reference Column to be Lookup Reference Lookup Data
Column masked Column Column
Emp ID Telephone EmployeelD TelephoneNo
104 510-834-38423 100 905-123-4567
100 510-567-2347 101 510-567-2378
102 415-458-1234 <> | 102 817-234-4567
101 905-234-67288 103 415-456-1237
103 510-345-3456 104 510-456-2345

Note: The lookup table and the table containing the column to be masked must have at least
one column in common on which to base a join. Make sure that the data type of the lookup
data matches the data type of the column you are masking.
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7.4.16 Custom Mask

74.16.1

Overview of the Feature

Custom masking option allows users to create their own customized functions on databases
for data masking. The dropdown list of Custom function screen displays the custom masking
functions within the database for which a connection has been created from DGSecure
Connection Manager. To apply custom masking, user will choose a function from the functions
list. A parameter list will be populated with text boxes where user can assign a table column,
a static value to the parameter or column properties. User can also assign the column
properties to the parameter as ‘Smasked column name$’, ‘Scolumn length$’, ‘Scolumn data
typeS’, ‘Scolumns scale$’, ‘Scolumn precision S’ by selecting it from the drop down list. These
properties are added so that user can have access to column properties in custom function.

A value or table column can be assigned to the field as per the parameter datatype and
parameter length. User can apply a filter on the function names to get the desired list of
functions.

Policy change —New masking option added — ‘custom’. User can apply the custom function
masking from the policy screen by choosing the custom option. User will select the desired
database connection on policy screen and can select the custom functions to apply masking
on detected columns using policy

Use the Custom mask for special situations that require complex data masking. The Custom
masking option lets you prepare a set of instructions that perform the desired data
transformation

For example, a column in your data named National ID contains different types of values, such
as Social Security Numbers (SSN), Individual Taxpayer Identification Numbers (ITIN), and Social
Insurance Numbers (SIN). You can create a custom mask (or script) that does the following:

e Checks the format of the current value.

e Ifthe value has the format of a Social Security Number, applies the Random/SSN masking
option to generate a fictitious but valid replacement.

o If the value has some other format, applies the Format Preservation masking option
(FPM) to generate a random value of the identical format.

Note: The concept of custom masking has been changed. Custom masking function is
created at the database. The ‘Custom Functions’ tab under masking head has been removed
from the DgSecure Ul screen.

7.4.16.2

Externals of the Feature:
a. User Interface:
On Ul, custom masking option will appear on 2 screens - On Policy and on Masking
screens:
e Screen appears as shown below:
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Select Function:

N o T T T

b. DGCL Impact:
DGCL will be responsible for following things:

e Fetching the List of Functions

e Getting the function parameters

e Assigning static values or table columns to the parameters provided, the
length and datatypes match.

e Assigning column properties to the parameters.

7.4.16.3 Detailed Design:
Flow of Custom Masking:
1. Masking through Policy

Create a Policy and select ‘custom’ option to mask the detected column.

Drop down in custom function screen will load all functions from back end
database with which connection is created in connection manager. User can type
the name of the function to load or search the function.

After selecting the function, the list of parameters will be displayed.
Assign static value or column properties against the parameter
Apply detection through the created policy.

Create masking task by selecting the above created policy.

Execute the task to mask the data.

Note: The option to test custom function does not appear on the policy screen. This option is
only available for custom masking from the masking screen.

2. Custom Masking

Create a masking task.

Select masking type as - ‘custom’

Drop down in custom function screen will load all the functions from the back
end database with which connection is created in connection manager. User can
search a function by its name.
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e After selecting function the parameters list is displayed.

e Assign column name, static value or column properties against parameter. User
can enter the value in single Column only.

e User can test the function. Results will be displayed on UI.

Impacts, if any, of the design on:

i. High Availability in the DgSecure system: No

ii. Web Services with Other Components: Earlier there was only one web service
which was able to create and test custom function. Now there are 2 web
services:

Yes — A new web service has been added to the masker IDP which can be
called from DgController. This web service will return a list of all functions with
which connection has been created from the Connection manager in
DGSecure Ul. Prefix of the function can be used to filter functions.

Test Custom Function web service is required to test the function call by
database. This web service will return the function result.

iii. Encryption in the Controller Repository, Results Database: No
iv. Audit Reports in DgSecure: No.
v. DgSecure RBAC — Changes needed for RBAC with this feature: No.

vi. Controller Snapshots — Feature requires an addition to the fields saved in the
Task Instance snapshot in the Controller: YES. (following tables are required
to increase the size of the column ‘param?2’

dg_masking_temp_columns
dg_masking_columns
dg_policy_details
dg_policy_details_hist
dg_masking_column_hist
dg_mask_cols_snapshot

ok wnE

vii. DDL Changes — Captures DDL changes: Yes.
Alter the table ‘dg_columns’ —
Set the size of columns param2 and param3 to 2000. Save the json of
parameters as param2 and save the function call as param3 column.

viii. Logging — especially overly verbose logging and leakage of sensitive data in
logs:
No.
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7.4.16.4

7.4.16.5

7.4.16.6

7.4.17

Performance and Scalability Considerations
No.

Security Considerations

These changes have been made to improve security. Earlier any user logged on to DGSecure
could create any type of custom masking, which could also be used for creating malicious
queries or content. With the new security features only users that have rights to databases
can create custom functions.

Other impacts
If user creates multiple connections with multiple databases, user will have to create a custom
masking function on all those databases for which connections have been created.

DgSecure requires a specific script format for each supported database. For more information,
contact Dataguise Technical Support.

Shuffle Mask

Use the Shuffle mask to change the order of values within a table column. In other words, the
values in the column are "shuffled" so that each value ends up in a randomly-assigned row
that is different than the one it started out in.

If there are fields that need to remain associated, you can shuffle them together as a unit so
that they maintain their relationship. You can shuffle up to seven fields in tandem.

This mask is suitable for:
e Preserving statistical information, such as a column's minimum, maximum, sum, or

average value.

e Ensuring that the masked data will not violate business rules at the database or
application level. (Since the data is repositioned rather than replaced, the values are
guaranteed to meet all

7.4.18 JSON Mask

Use the Json names to present the CLOB (Character Large Object) field in Oracle table. It will
encrypt or mask the fields within the CLOB.

e CUPS are disabled for Json masking.
e JSON masking is supported for NVARCHAR_MAX, VARCHAR, VARCHAR_MAX and TEXT

data types.

Note: For JSON/XML masking support minimum required version is 1.6

7.4.19 XML Mask

Use XML tags to present the CLOB field in Oracle table.

e CUPS are disabled for XML masking.

Page 288 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

e XML, XML_TYPE, VARCHAR, VARCHAR_MAX, NVARCHAR_MAX, TEXT and CLOB are the
only data types for which masking is available.

Note: For JSON/XML masking support minimum required version is 1.6

7.4.20 AES Encryption/Decryption

Use AES (Advanced Encryption Standard) encryption/decryption to protect classified
information. AES uses symmetric block cipher to encrypt the sensitive data.

This masking is suitable for:

e AES encryption/decryption supports CHAR and VARCHAR datatypes.

e Maximum length of the column should be less than or equal to length of encrypted string.

Formulae for calculating length of AES encrypted string using from plain text.

Enc_text_length = ((4*((length(plain_text)/16+1)*16)/3)+3)&'3

Plain text Min Length Plain text Max Length Encrypted String Length
1 15 24
16 31 44
32 47 64

For Example:

19 bytes is encrypted using AES results in 32 binary bytes. The 32 bytes represented as a
printable string in Base64 is 44 characters. In summary, encrypting 19 bytes with AES will always
result in 44 character Base64 bytes.

7.4.21 FPE encryption/Decryption

Use the FPE encryption/decryption to preserve the format of the data. It encrypts the data in
such a way that output is in the same format as the input (the plaintext).

This masking if suitable for:

e FPE encryption/decryption supports CHAR, VARCHAR and NUMBER data types.
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7.4.22 Partial Field FPM

This option masks a specified portion of the sensitive data. It only applies to numeric characters.
It is only applicable to HDFS tasks. This is a good protection option for numbers that need to be
protected but still retain their format. This masking option requires a FPM Key. This key can be
generated through the ..../HDFSIDP/FPMKeygen.html page.

7.4.23Custom Masking

Use the custom masking option to create a user-defined protection solution. It is only
applicable to HDFS tasks.

To leverage this solution,

1) place the CustomProtectionDefinition.json file at

{Installation_path}/webapps/dgcontroller/

*Note: This JSON file is configurable. It contains the mapping of custom masking plugins with
the sensitive types, controller will pass this mapping to GUI and then GUI will populate the
custom masking options for the correspondingly mapped sensitive types on tomcat restart

Example JSON:
[

"sensitiveType": "Credit Card (Digits Only)",
"customProtectionDetails": [{
"protectionName": "Retain Credit Card Type",
"paramsList": ["numberOfCharsToRetain", "delimiter"]
}I
{
"protectionName": "Address Line 1",
"paramsList": ["Country", "Case"]

2) And two jar files (CustomProtection.jar and Retain Card Type.jar) at the path specified by
the “local.custom.masking.jar.path” property in HDFSIDPConfig.properties. This property
is configurable. By default, the path is {Installation Path}/HDFSIDP/expandedArchive/WEB-
INF/plugins/custom_protection/

3) Restart the HDFSIDP.

4) The custom masking solution is ready to use. Apply the masking solution on the Hadoop
Policy page or New/Edit HDFS Task page.
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7.4.24Custom Transformation

This masking option calls a web service to allow external masking/encryption. It is only available
for credit card numbers. Also, this masking option is only available when the property in the
projparams.properties file is turned on. For more information on how to configure this property,
please refer to the Installation and Configuration Guide.
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8 Scheduler

Scheduler provides an ability to schedule a task at a pre-defined time or at a specified time
interval.

To access the scheduler page. Click Scheduler.

The below screenshot shows the user interface of a Scheduler.

Select Module: 2
3 Task Scheduler

Start Date: [3 @ End date End Date:

DATAGUISE  [Sirenene ko © toend e

Schedule Type: Select Schedule Type |
HOME
[#IMonday [Tl Tuesday  [T] Wednesday [ Thursday

Rolicy [ Friday [ saturday [ Sunday

REPORTS
Daily Freguency:

DOMAIN Scheduled

ROLES

SCHEDULER

RDBMS

AWS

AZURE

‘GOOGLE CLOUD

Welcome docsdemo w | Last Login Time: Dec-02-2019 23:44:36 UTC—5:00 (America/New_York) | Help w

8.1 Schedule a Task

This section will explain the process of scheduling a task.

Following are the steps for scheduling a task:

Select Module: Detection v
Task Scheduler
| | Refresh Start Date: 12/03/2019 16:22:00 |[3 @ End date End Date: | 12/04/2019 16:22:00 [3

O S

test 1 Detection

cl = Schedule Type: Daily >

[ test Detection

[7] Detection1 Detection Recurs every: N 2] day(s)

Daily Frequency:
Page |1 of 1 ] Displaying 1 -3 0f 3 | @ Occurs once at | 00:04 >

1. Click the Select Module drop-down to select the module.
2. Check the required task in the Task Scheduler panel.

3. Select the task schedule Start Date.
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4. Select the task schedule End date or No end date, if task scheduled is forever.

5. Select Schedule Type from the drop-down.

Daily: Select this option to schedule the task daily.

Hourly:

Select the frequency of the task in the Recurs.

Select Occurs once at and mention the time, if you want to perform the
task once in a day.

Select Occurs every and mention the hours, Starting at and Ending at, if
you want to perform the task in every few hours.

Select this option to schedule the task in every few hours.

Select the Interval Time.

Monthly: Select this option to schedule the task on the selected days of the

month.
[ ]
[ ]

Select Day of one or more Months to perform the task.

Select a specific Weekday of one or more Months to perform the task.
Select Occurs once at and mention the time, if you want to perform the
task once in a day.

Select Occurs every and mention the Hours, Starting at and Ending at, if
you want to perform the task in every few hours.

Once: Select this option to schedule the task only once.

Weekly: Select this option to schedule the task on the selected days of the week.

Check the Days of the week to schedule the task.

Select Occurs once at and mention the time, if you want to perform the
task once in a day.

Select Occurs every and mention the hours, Starting at and Ending at, if
you want to perform the task in every few hours.

6. Click the Schedule button to schedule tasks.

7. Click the Reset button to re-scheduled tasks, if required.

8.2 List a Scheduler

This section will explain the screen of the Scheduler section.

The below screenshot shows the user interface of the Scheduler.
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D
DATAGUISE

HOME

Select Module: Detection

Welcome docsdemo w | Last Login Time: Dec-03-2019 23:35:37 UTC-5:00 (America/New_York) [ Help v

POLICY

REPORTS

DOMAIN

DECRYPTION ACLS AND
ROLES

SCHEDULER

RDBMS

AZURE

‘GOOGLE CLOUD

Task Scheduler
Clear Filter | Refresh Start Date: 12/05/2019 10:42:00 [ @ End date End Date: | 12/06/2019 10:42:C = |3 =
OIS
test_1 Detection
- = = Schedule Type: Daily >
[ test Detection
Recurs every: 1 2| dayls)
Daily Frequency: o
Page 1 of 1 & Displaying 1 -3 of 3 | . | 5
Scheduled
N g e S = N T [ S LTSy
test DBMS Weekly  Monday, Tuesday,Sund 20131248 104 20181224 10:4. Ocarsevery: L Hourls]  Edt
Starting at: 00:00 & E...
Page |1 of 1 fl Displaying 1- 1 of 1

Task Scheduler Panel: This panel lists down all the tasks for the selected module. It
displays information about the task such as Task Name, Task Type. A user can also
schedule a task by providing inputs such as the Start Date, End Date, Schedule Type,
etc.

You can also Refresh and Clear Filters from the Task Scheduler Panel.

i. Clear Filters: Click the Clear Filters button to remove any applied filters from
the column.

ii. Refresh: Click the Refresh button to update the current screen.

Select Module: Detection 7
Task Scheduler
Clear Filter | | Refresh Start Date: 12/04/2019 11:31:00 [3 @ End date End Date: | 12/05/2019 11:32:00 [
T
test 1 Detecti
7] test on Schedule Type: {Weekly X |
[ test Detection
Monday ] Tuesday (O] Wednesday [Z] Thursday
[T Friday [7] saturday [ sunday
Page |1 of 1 ol Displaying 1 -3 of 3 | Daily Frequency:

Scheduled: It displays the list of all scheduled tasks and the details related to it. The
screen displays details for the scheduled task such as Task ID (system generated), Task
Name, Module Type, Schedule Type, Day(s), Interval, Start Date, End Date, Daily
Frequency etc.

You can also Edit and Delete a scheduled task from the Scheduled panel.

i. Edit: A user can also edit a scheduled task by clicking the Edit Button. This will

allow user to edit or update the information.
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ii. Delete: Click the Delete button to delete the scheduled task.
Scheduled
DBMS Weekly Monday, Tuesday, Sund... 2019-12-18 10:4... 2018-12-24 10:4... Occurs every: 1 Hour(s)  Edit @

Starting at: 00:00 & E...
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9 Results
9.1 RDBMS

9.1.1 Detection

9.1.1.1 Results
The Result screen displays information about the Sensitive data detected in the existing
database. This screen is divided into three panels.

1. Task Instances
2. Task Instances Detail
3. Overview

Task Instances

+ Refresh | | Queue For Remediation [C] Remediated Results "] with Results | | Show ||| Hide
m_

orade Completed Jan-09-2020 04:23:28 Jan-09-2020 04:34:52

43 Task? Completed Jan-08-2020 07:00:32 Jan-08-2020 07:00:53 No o (]

42 Taskl Failed Jan-08-2020 06:58:44 Jan-08-2020 06:58:45 Mo o |}

< >

Page |1 of 1 | [l | |2 Displaying 1 - 11 of 11

Task Instance Details Bl Sensitive Type » Database Object Filter
Task Name: oracle  Task Instance 1D: 44 - S HIPAA DBMS - Connection Infon Table/View O Table/Vie

Task Type: Detection

Email Address No rows to display.
Start Time: Jan-09-2020 04:23:28 Full Names
Samnlinn Confinuration: Tan 1000 rows ~ | IP Address
g D NP v N

Results Detailed Results Skipped Columns Logs Data Scanned Mon-Sensitive Scanned Tables

{5 Save Results to File | B Save Results to PDF

Credit Card DATAGUISE A MUNISH

Credit Card DATAGUISE NA SUPPORTTEST CREDITCARD A 30

Email Address DGCONTROLLER_..  NA DG_DATABASE_ATTRIB.. CONTACT_EMAIL  NA 16

Email Address DGCONTROLLER_.. NA DG_HADOOP_ATTRIBUT.. CONTACT_EMAIL  NA 16

Email Address DGCONTROLLER_..  NA DG_NOTIFICATIONS_US...  EMAIL A 16

Email Address DGCONTROLLER_.. NA DG_NOTIFICATIONS_US...  EMAIL A 16

Email Address DGCONTROLLER_.. NA DG_NOTIFICATION_SEN... EMAILCONTENT A 16 ~
Page |1 of 15 | b || Bl || Displaying 1 - 20 of 286

o Task Instances
The Task Instance pane display information for the masking tasks. This pane will display
information such as ID (system generated), Task Name, Status, Start Time, End Time, etc.

Task Instances
+ Refresh | | | Queue For Remediation ["] Remediated Results[~] With Results | | Show | | Hide
+“ orade Completed Jan-09-2020 04:23:28 Jan-09-2020 04:34:52
43 Task? Completed Jan-08-2020 07:00:32 Jan-08-2020 07:00:53 No o =
42 Taskl Failed Jan-08-2020 06:58:44 Jan-08-2020 06:58:45 No o =
~

< >

Page |1 of 1 || || Bl | [ Displaying 1 - 11 of 11

1. Refresh: Click the Refresh button. It will update the current page with the updated
information
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2. Clear Filters: Clear Filters: Click the Clear Filters button. It will remove any applied filters on
the Tasks page.

Resume: Click the Resume button to re-start the task where it was initially stopped.

4. Show: Click the Show button to unhide a task.

w

5. Hide: To hide any task, follow the below steps:
i. Check Show/Hide checkbox for the policy.
ii. Click the Hide button. The policy will get greyed out.
6. With Results: Check the With Results checkbox, if you want to see the results for the selected
masking task.

7. Queue For Remediation: Click this button to queue the task for remediation workflow. This
option allows you to queue the task for remediation manually.

Once the task has been queued for remediation, the value for the remediation can be seen in
the Task Instances panel under the column name REMEDIATED. It specifies the value as YES or

NO.
Task Instances
& Refresh | | | | Queue For Remediation [/] Remediated Results "] With Results | = Show | | Hide
m_
183 email_privacy Completed May-19-2020 17:35:08 May-19-2020 17:35:29
153 Ritish DGWalker Oracle Completed May-18-2020 10:18:17 May-18-2020 10:18:21 No ° =}
152 Ritish DGWalker Oracle copy by parteek.. Completed May-18-2020 10:17:13 May-18-2020 10:17:27 No ° E

< >

To queue the task for remediation workflow automatically, set the value of AUTO QUEUE FOR
REMEDIATION to YES in DgAdmin application under SETTINGS.

8. Remediated Results: check the Remediated Results checkbox, if you want to view the final
results for the selected fields which are marked as Remediated. The remediated result will be
displayed in the Detailed Result tab under the Overview panel.

e Task Instance Details
The Task Instance Details pane will display the basic information for the task selected in the
Task Instance pane. The includes details such as Task Name, Task Description, Start Time, End
Time, Task Type, etc.

It also provides additional information for the Sensitive Type and the Database Object Filter.

Task Instance Details EIR Sensitive Type -~ Database Object Filter

Task Name: oracle  Task Instance ID: 44 - = HIPAA_DBMS - Connection Infon Table/View O] Table/Vie
Task Type: Detection vl Address No rows to display.

Start Time: Jan-09-2020 04:23:23 Full Names

samnling Confinuration: Ton 1000 rows ¥ | 1P Address

< > NPT | < >

e Overview
The bottom panel will show the detailed information for the selected task. The information
displayed is dependent on the currently selected tab.
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Results Detailed Results Skipped Columns Logs Data Scanned Mon-Sensitive Scanned Tables
£ Save Results to File | | ] Save Results to PDF
Credit Card DATAGUISE MA MUNISH
Credit Card DATAGUISE MA SUPPORTTEST CREDITCARD MA 30
Email Address DGCONTROLLER_... MA DG_DATABASE_ATTRIB... COMNTACT_EMAIL MA 16
Email Address DGCONTROLLER_... MA DG_HADODOP_ATTRIBUT.. COMTACT_EMAIL MA 16
Email Address DGCONTROLLER_... MA DG_NOTIFICATIONS_US... EMAIL MA 16
Email Address DGCONTROLLER_... MA DG_NOTIFICATIONS_US... EMAIL MA 16
Email Address DGCONTROLLER ... MA DG_NOTIFICATION_SEN... EMAILCONTENT MA 16 4
hiizdgroiegse 1 of 15 || || M| |2 Displaying 1 - 20 of 286

1. Results: The Result tab provide information for the Sensitive Type encountered in the database
along with the additional information such as Column Name, Table Name, Sensitive Group
Confidence.

2. Detailed Results: This pane list the Sensitive table columns that are discovered, along with
their location, data type, Table Name, Column Name, Data Type, etc.

3. Skipped Columns: This pane list down any skipped columns along with the data type
identified in that column.

4. Data Scanned: The Data Scanned pane list down the sampled and the total data targeted with
the scan.

5. Non Sensitive Scanned Tables: This pane list down all the Database Name along with their
Host Name, Directory Path, Table Name and Table Size which were found non — sensitive
during the scan process.

6. Logs: This pane list any errors which occurred during the task execution. It displays the log
information for the errors such as Database Name, Schema Name, Column Name, Error
Description, and Error.

*Note: The Metadata Results and Metadata Relation Results tab are available in Results
screen only when Task Type = ‘Metadata Discovery’ is selected for Oracle and Teradata
connections.

7. Metadata Results: This panel will display the list of all the columns names along with the other

information such as column size, column type, constraints (primary key, foreign key, surrogate
key etc). This tab displays the association of a column name with a table and database name.

The highlighted records in the tab are the results of Metadata Discovery.

Metadata Results Metadata Relation Results
Eg Save Results to File | | B Save Results to PDF
ritish_new_simple_key dbo.viewl ABA_ROUTING_NUMB... 100 varchar 16.0 K
ritish_new_simple_key dbo.MY_DISCOVERY ABA_ROUTING_NUMB... 100 varchar 16.0 K
ritish_new_simple_key dbe.RITISH_DISCOVERY4 ADDRESS 100 varchar Canada Address (Unstructured data enly) 16.0 K
ritish_new_simple_key dbo.viewl ADDRESS 100 varchar Canada Address (Unstructured data enly) 16.0 K
ritish_new_simple_key dbo.MY_DISCOVERY ADDRESS 100 varchar Canada Address (Unstructured data only) 16.0 K
ritish_new_simple_key dbo.RITISH_TABLE ADDRESS 100 varchar Canada Address (Unstructured data only) 0.0
ritish new simnle kewv dhn RTTTISH DTSCOVFRY1N ADDRFSS 1nn varchar Canada Address (Hnstructured data anh 160K -
Page |1 of20 || b | Bl || Displaying 1 - 20 of 393
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8. Metadata Relation Results: This panel will display the relation between the parent and child
tables for any database. It will display other information based on which a relation a can be
inferred between the child and parent tables. The information includes column names as Child

Column, Parent Column and Relation.

Metadata Results Metadata Relation Results
£ Save Results to File | | |B] Save Results to PDF
dbo.RITISH_DISCOVERY4 ritish_new_simple_key dbo.RITISH_DISCOVERYS ID_DISCA_FK -
] dbo.RITISH_DISCOVERYS n ritish_new_simple_key dbo.RITISH_DISCOVERYS 1D_DISCI_FK
] dbo.RITISH_DISCOVERYS 0 ritish_new_simple_key dbo.RITISH_DISCOVERYZ 1D_DISCB_FK
] dbo.RITISH_DISCOVERYZ n ritish_new_simple_key dbo.RITISH_DISCOVERYE 1D_DISC7_FK
D dbo.RITISH_DISCOVERYS D ritish_new_simple_key dbo.RITISH_DISCOVERYS 1D_DISCE_FK
D dbo.RITISH_DISCOVERYS D ritish_new_simple_key dbo.RITISH_DISCOVERY4 1D_DISCS_FK
NPL dbo.RITISH_DISCOVERYZ2 NPT ritish_new_simple_key dbo.RITISH_DISCOVERY3 1D_DISC2_FK v
Page 1 of 1 LYl ,;E" Displaying 1- 7 of 7

9. Save Results to File: Click the Save Results to File, if you wish to download the data in text
format.

10. Save Results to PDF: Click the Save Results to PDF, if you wish to download the data in PDF
format.

11. Remediate: Click this button to remediate any result in DETAILED RESULTS tab. To remediate
the selected result, perform the following steps:
a) Select the record in the Detailed Result tab and click the Remediate button.

Results Detailed Results Skipped Columnas Logs Data Scanned Non-Seasitive Scanned Tables
| - Upload Safelist | |  Edit Safelist | (% Save Resulistofle | | B Save Results to P | Results Summary
|
‘ Sensitive erJ Hosuwvj Da Dir Table Column | Data T| Data Led Nullabl Xey Pal Databes of Nl Cd Quick § Ma: m Rduenn Rda’mg
Email Add 192 orv_ NA dbo.ga EMAL . wvar 80 Y NA sonam 82 10 10 8 SQLS Unre
Emall Add 192 orv_ NA dbo.GA Emar var 100 Y NA sonam 78 1000 1,000 752 oY N N TA SQUS Unre
Emai Add 192, orv_ RA dbo.ga EMAL.  var 80 Y NA onam 77 2,000 2,000 1,484 101 Y N N TA SQUS Unre
Email Add 192 gV, NA dbo.ga EMAL . var 80 Y NA sonam 76 2,000 2,000 1477 102 Y N N TA SQLsS Unre
Emai Add 192, orv_ NA dbo.ga EMAL var 80 Y NA sonam 76 2,000 2,000 1,468 102 Y N N TA SQLS Unre
Emal Add 192 ov_ NA dbo.ga  EMAL  var. 80 Y MA  sonam 77 2,000 2,000 1485 103 Y N N TA. SQLS Unce
Page 1 of 1 T Displaying 1- 6 of &

b) Enter the details for Remediation Action and Remediation Value (%) field in the

popup.
Remediation
Scope
Host Name: 192.168.0.151 DB Name: grv_discover
Remediation Action: | Select remediation action e
Table Name: dbo.gaurav_10lakh_1 Field Name: EMAIL_ADDRESS
Sensitive Type: Email Address Enabled
Cancel Save

i. Following are the options in Remediation Action field.
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o Mark as Non Sensitive: Select this option to mark the record as Non
Sensitive. The system will ignore this record in future re-run.

e Mark as Correct: Select this option to mark the record as Sensitive. The
system will not ignore this record in future re-run.

o Decrease the Confidence Factor: select this option to decrease the
confidence factor in Remediation Value (%) field.

e Increase the Confidence Factor: Select this option increase the confidence
factor in Remediation Value (%) field.

ii. Enter the remediation value in percentage. This field will be enabled when you
select Decrease or Increase the Confidence Factor in Remediation Action field.

Once the remediation value has been set and saved, the same can be seen under Saved
Remediation tab.

Results Logs Saved Remediation
Remediation
Edit | | | 2 Refresh | | () Delete
Scope
Table Name Field Name Sensitive Type Remediation Action Name | Remediation Acti{ Enabled
HostName Database Name
192.168.1.56 RITISH_NEW_GDPR. RITISH_MASK WARCHAR_COL2 Decrease Confidence Per...
153.64.73.16 mandeep_test5 SMOKE_20 EMAIL_ADDRESS Emiail Address Increase Confidence Per. true
153.64.73.16 mandeep_tests SMOKE_20 ABA_ROUTING_...  ABA Routing number Mark As Correct true
153.64.73.16 mandeep_tests SMOKE_20 URL URL Mark As Non Sensitive true

9.1.1.2 Saved Remediation
The Saved Remediation tab allows you to view all the records that have been selected as remediated
results in DETAILED RESULTS tab under OVERVIEW panel.

*Note: To know more about how to enable and queue the task for remediation workflow, refer
section Settings under DgAdmin.

Once the remediation value has been set and saved in DETAILED RESULTS tab, the same can be seen
under Saved Remediation tab. The Saved Remediation tab will display the information such as Host
Name, Database Name under Scope, Table Name, Field Name, Sensitive Type, Remediation Action, etc.

Results || Logs | Saved Remediation
Remediation
Edit | 2 Refresh | &) Delete
Scope
Table Name Sensitive Type Remediation Action Name | Remediation Acti| Enabled
HostName Database Name
192.168.1.56 RITISH_NEW_GDPR RITISH_MASK VARCHAR_COL2 Decrease Confidence Per.
153.64.73.16 mandeep_tests SMOKE_20 EMAIL_ADDRESS Email Address Increase Confidence Per... 10 true
153.64.73.16 mandeep_test5 SMOKE_20 ABA_ROUTING_. ABA Routing number Mark As Correct true
153.64.73.16 mandeep_test5 SMOKE_20 URL URL Mark As Non Sensitive true
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To edit the remediation details, click EDIT. This functionality allows you to update the information for
remediated results, if required.

To delete the remediated record, select the record and click Delete. This will delete the selected
remediated record from the screen.

Click Refresh to update the screen.

9.1.1.3 Logs
In Logs tab, you can view the list of all the Task Name along with the errors occurred during
the task execution. The Logs tab is divided into two panes:

1. Logs List
2. Logs Details

£ Save Results to File | | B3] Save Results to PDF

| -
Taskl Detection1Mysgl
DetectionTask MysqglDetection Reference data for "Names' sensit.
Page |1 of 1 P

Displaying 1 - 2 of 2
Logs Details

42
41

2020-01-08 06:58:44.0 2020-01-08 06:58:45.0
2020-01-08 06:57:27.0 2020-01-08 06:57:44.0

Page |1 of 1 = Displaying 1 - 2 of 2

® Logs List: This pane will display the list of all the Tasks Name along with the errors occurred
during the task execution. It will also display the information such as Database Name, Directory
Path, Table Name and Connection Name.

1. Save Results to File: Click the Save Results to File button to save the Logs List
information in .csv format.

2. Save Results to PDF: Click the Save Results to PDF button to save the Logs List
information in PDF format.
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£ Save Results to File | | |B] Save Results to PDF

Taski Detection1Mysal
DetectionTask MysqlDetection Reference data for ‘Names' sensit

Page [1 | of1

@

Displaying 1 - 2 of 2

® Logs Details: The Logs Details pane will display the information for the selected task in the Logs
List. The information includes Task Instance, Start Time and End Time.

Logs Details

oo

2020-01-08 06:58:44.0 2020-01-08 06:58:45.0
41 2020-01-08 06:57:27.0 2020-01-08 06:57:44.0

]

Page [1 | of1 Displaying 1- 2 of 2

9.1.2 Masking

The Result page displays information about the data masked with each masked task instance.
The Result page is divided into three panes:

i. Task Instances
ii. Task Instance Details
iii. Overview

Task Instances

2 Refresh | | 7] With Results | | show | | | Hide
S S S S (S . ™

Maskil ‘Completed Jan-09-2020 05:04:33 Jan-09-2020 13:23:06

45  Maskil Error Jan-09-2020 05:00:04 1an-09-2020 05:01:45 ° ° &

40 TeradataMasking Completed Dec-19-2019 05:46:57 Dec-19-2019 05:47:20 o E

39 TeradataMasking ‘Completed Dec-19-2019 05:42:26 Dec-19-2019 05:45:50 ° E

< >

Page 1 of 1| [ [ | |2 Displaying 1 - 4 of 4

Task Instance Details ES

Task Name: Maski1 Start Time: Jan-08-2020 05:04:33 End Time: Jan-09-2020 13:23:06  Incremental task: No  Rows to Mask: 1000000 Rows Masked: 1000000

Rows with Masking Errors: 0

Detailed Results Logs

(] Save Results to File | | |E] Save Results to PDF

cradeasking DATAGUISE DATAGUISE MUNISH ADDRESS Random(Full Address) 1,000,000
cradeasking DATAGUISE DATAGUISE MUNISH CCNO u Random{Credit Card .. 1,000,000 0

Page 302 DgSecure User Guide © Dataguise, Inc. 2020



SATAGUISE

e Task Instances:

The Task Instance pane displays information for the masking tasks. This pane will display
information such as ID (system generated), Task Name, Status, Start Time, End Time, etc.

Task Instances
2 Refresh | | [C] with Results | | Show | | | Hide
S S TS S S
Maskil Completed Jan-09-2020 05:04:33 Jan-09-2020 13:23:06 °
45 Maskil Error Jan-09-2020 05:00:04 Jan-09-2020 05:01:45 ° ° B
40 TeradataMaskin: Completed Dec-18-2019 05:46:57 Dec-18-201% 05:47:20 o D
39 TeradataMaskin: Completed Dec-19-2019 05:42:26 Dec-1%-201% 05:45:50 ° I:‘
< »
Page 1 of 1 & Displaying 1 - 4 of 4

1. Refresh: Click the Refresh button. It will update the current page with the updated
information
2. Clear Filters: Clear Filters: Click the Clear Filters button. It will remove any applied
filters on the Tasks page.
3. Show: Click the Show button to unhide a task.
4. Hide: To hide any task, follow the below steps:
i. Check Show/Hide checkbox for the policy.
ii. Click the Hide button. The policy will get greyed out.

5. With Results: Check the With Results checkbox, if you want to see the results for the
selected masking task.

e Task Instance Details:

The task Instance Details pane will display the basic information for the masking task selected
in the Task Instance pane. The information includes details related to tasks such as Task Name,
Start Time, End Time, Incremental Task, etc.

Task Instance Details
Task Name: Maskil  Start Time: Jan-09-2020 05:04:33  End Time: Jan-09-2020 13:23:06  Incremental task: No  Rows to Mask: 1000000  Rows Masked: 1000000

Rows with Masking Errors: 0

e Overview:

The bottom pane shows the detailed information for the selected task. The information
displayed is dependent on the current selected tab.

Detailed Results Logs

£ Save Results to File | B] Save Results to PDF

oracleasking DATAGUISE DATAGUISE MUNISH ADDRESS Random(Full Address) 1,000,000
oracleasking DATAGUISE DATAGUISE MUNISH CCNO u Random(Credit Card ... 1,000,000 0
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Detailed Results: The Detailed Results panel lists each masked column along with details
such as the Connection Name, Source DB, Destination DB, Table, Column, CUPS Option,
etc.

Save Results to File: Click the Save Results to File, if you wish to download the data in text
format.

Save Results to PDF: Click the Save Results to PDF, if you wish to downlad the data in PDF
format.

Logs: This pane list any errors which occured during the task execution. It display the log
information for the errors such as Database Name, Schema Name, Column Name, Error
Description, Error.

Detaded Resulls

Lo

Schema Mame Table Mame

9.2 NoSQL

The Results tab displays the information about the sensitive information found in the database.
The tab is divided into three panes. These are:

Era T Re-Evecute

) SN Faded D05 2019 (6550486 Coac-05- JOL5 06:57:57 a
158 dncovers Completed Bug 052019 1555 Aug0- 2009 18:55: 1 g
L Faded BugrS-2H9 AR Wisg-05- T08% 300200 ﬂ
— — —— P

Page | ol * Desplarging 1 - 35 of 25
Tank Instance Detads Bl Senstive Type .
Tank Rame; Gncovery  Tank instance KN 153 R —
Start Timat o 052005 185554 Credt Cad & (Dash Sepsiation)
Sampling Confgerabion: Top 1050 v Coadi Cu i (Digks vy}

Crede Casd & (Space Separaten )
ConnecBon Mame: HaSt Doy
Purtahawe. Schemars|
Results | Detsled Results  Dats Scanned
£ Sarve Panalts. 1o Fil
T N T N

Names Marthind R Cenmpton
Nyme: Marthwing curbamany Addrems
Names Merthand cuthasiery oy
Hames Marttvind L Cimrad vyt ot
Hames Marttraing pbamert Contarthiame
Mames Marthwingd Cutbasari ContactTita
Pearies Marttrind iR Rangeont

Page 1 afy "l Casplaging 1 - 24 of 24

1. Task Instances
2. Task Instances Detail
3. Overview

e Task Instances:

This window will display the information for the task such as ID (system generated), Task Name,

Status, Start Time, and End Time.
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158

157

aam

Task Instances

< Refresh | | With Results | | Shew | Hide

m CE—C

discovery Dec-05-2018 06:55:46 Dec-05-2019 06:57:57
discovery Completed Aug-05-2019 18:55:54 Bug-05-2019 18:56:28 °
discovery Failed Aug-05-2019 18:45:34 Aug-05-2019 00:00:00 (i)

- i PRIy PRETETIT TR T Y

Page 1 of 1 Digplaying 1 - 25 of 25

&

Cli

e Task

ck the Re-Execute button to re-run the task.

Instance Details:

The Task Instance Details pane will display the task properties such as Task Name, Task Instance,

Task

Type, Start Time, list of Sensitive Type, etc.

pro— :

Task Name: drscovery  Task Instance ID; 158
Start Time: Aug-05-2019 185554 Credit Card # (Dash Separation)

Sampling Configuration: Top 1000 rowes

Connection Name: NoSQLDiscovery
Database/Schemals):

3 PCT_DBMS

Credit Card # (Digits Only)
Credit Card # [Space Separation)

1. Sensitive Type: This pane displays the list of Sensitive Type.

e Overview:
The bottom panel will show the detailed information for the selected task. The information
displayed is dependent on the currently selected tab.

Naines
Names
Names
Namas

Naines

Results  Detsiled Results | Data Scanned
) Save fesults to File
N S [ o

Noithwasd cHRgans Dedrigtion
Horthwind customers Address
Northwind customers Cry
Northwand customers CompanyNames
Haithwind custaens Contacthlame
Horthwind customers ContactTitle
Horthwang customers Region
S nsdun Fhnns dbun

Page 1 o1 2 Displaying 1- 24 of M

1.

Results: The result tab will display the high level information of the Sensitive Types for the
selected task in the detection task pane. The information includes Sensitive Data Group,
Database, Collection and Field Name.

Detailed Results: The Detailed Results tab will provide you the detailed information for the
Sensitive Type encountered in the database. The information will include Sensitive Type,
Hostname, Database, Collection, Field Name, Confidence, etc.
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Results | Detailed Results | Data Sconned
£ Save Reslts to File
e T — e
Full Hames 13.56.82.12 Horthwind products Prodiariame ] TN
Full Hames 13.56.82.12 Neoathwiind CREGUIES Dt 6 LN
Full Names 13.56.82.12 Heoathvind supphers Contacthame M L0
Full Hames 13568212 Heearthrind supplars Address L1 IN
Full Hemes 15568212 Horthwind supplien Homefage : ] F]
Full Hames 13.56.82.12 Horthwind rupplien ContatTithe 5 3N
Full Hames 13568212 Hedthwingd Auplher) City 6 4N
1 e an bin kb d i o A e .
Page |1 o1 @ Displaying 1- 24 of 24

3. Data Scanned: List the total number of rows in the scanned tables and how many of those
rows DgSecure actually scanned.

Results | Detailed Results | Data Scanmed

| % Save Results ta File
Horthwind categories B 3209 3208 ]
Morthwind ustOmers 91 mamn L 9
Horthwind employee-temitories 4# 2695 2858 49
Horthwind nadthwisd 3000 558626 166000 1000
HNorthwind order-details 2155 1287 58000 1000
orthwind orders 1660 146 JBE000 1000
Horthwind produdts i 17814 1ra tEl
mtbdmd  smmimes a A%h AdE
Fage 1 of1 r Displaying 1 - 11 of 11

= Save Results to File: Click the Save Results to File to download the data in Doc format.

9.3 Hadoop

9.3.1 HDFS

9.3.1.1

Results-By Task
The By Task tab under HDFS Results, provides the details of the selected HDFS tasks.The Task

Instances panel, at the top of the page, contains a list of all the HDFS tasks that you have
permission to view.

1. Select a task instance to display its parameters and results in the panels below.
2. Click Refresh to update the list with any recently-launched task instances. Click Resume to
restart canceled tasks.
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Task Instances
| | & Refresh | | | Queue For Remediation [C] Remediated Results | [] with Results | | Show | | | Hide
mm_m
Test detection Completed Dec-18-2019... Dec-18-201.. DocsDemo document.dgJocal 10.12.13... documen.. 10.12.13.
23 Test detection Completed Dec-16-2019... Dec-16-201.. DocsDemo  hdfs document.dgJocal 10.12.13... documen.. 10.12.13... HNo ° [
20 Test detection Completed Dec-11-2019... Dec-11-201..  DocsDemo  hdfs document.dg.ocal  10.12.13. documen...  10.12.13. No ° (=]
19 Test detection Completed Dec-11-2019... Dec-11-201...  DocsDemo  hdfs document.dg.ocal  10.12.13. documen...  10.12.13. No 1~ =] 4
< >
Page |1 of 1 | B PRl | fc2 Displaying 1 - 13 of 13
Task Instance Overview Included Scan Locations Exclude From Scan Sensitive Type Details

Task Name: Test_deiection  Task Description: Defection  Created By: DocsDemo Sensitive Type Name

Last Executed On: Dec-18-2019 01:25:35 Scan Type: Full Dump Metadata: false

Jmunish
Task Type: Detection  Read Files: Part of Files  Sampling Configuration: Top 1000 rows Sodal Security # (Space Separation)
Include Files that failed previously: False Files Modified After: NA Social Security # (Dash Separation)
Files Modified Before: NA llH Page |1 of 1 B e‘ Displaying 1 - o

Teleohone (Soace Separation)

Results Overview Results Detailed Results Structured Summary Results Mon-Sensitive Scanned Files || Skipped Files Logs
1

-

W Address

W cCredit Cara Draw
[Eraw chart; B EmailAddress | | chart:
'féa‘\:"m W P Adoress @ with
NPl scale
© Without W Social Security © Without
0 scale W Telephone

scale
W uRL

Files Found

W csv

Structured & UnStructured
-

=)

W Structured [l UnStructure¢ [l Sensitive [l Non-Sensitive Skip

The middle panel shows the Task Instance Overview, Included and Excluded scanning locations and
Sensitive Type Details. While the scan is running, the panel displays a progress bar that shows you the
total number of tables to be scanned and the number that have been scanned so far. The various tabs
on this tab are discussed below:

e Task Instance Overview: Provides identifying information about the selected task instance and
describes the work that it performed.

Task Instance Overview

Task Name: Test_detection  Task Description: Detection  Created By: DocsDemo
Last Executed On: Dec-18-2019 01:25:35 Scan Type: Full Dump Metadata: false

Task Type: Detection  Read Files: Partof Files ~ Sampling Configuration: Top 1000 rows
Include Files that failed previously: False Files Modified After: NA Files Modified Before: MNA

Sampled Data: 2.90 KB Total Data: 2.90 KB

e Included Scan Locations: The locations added to the Include list. When the Included Scan
Location tab is selected, the instance's target directory, the structure assigned to the
directory, and the domain to which it is assigned are shown. Not all scan locations are
associated with a structure or domain.

Included Scan Locations Exclude From Scan

cntocen——————omere—Loomon

Jmunish

Page |1 of 1 I (i Displaying 1 - 1 of 1

e Excluded From Scan: The locations added to the Exclude list. When the Exclude from Scan tab
is selected, the panel displays any excluded file extensions and file paths.
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Included Scan Locations Exclude From Scan

e Sensitive Type Details: The Sensitive Type Details panel shows the task instance's sensitive
types.
Sensitive Type Details
Sensitive Type Name
URL
Social Security # (Space Separation)
Social Security # (Dash Separation)
Telephone (Space Separation)
Talambeorme M ackh oo™
The tabs shown in the bottom panel are as follows:
¢ Results Overview: For the Results Overview tab, the panel gives a graphical summary of the
results for the selected task instance. Hovering over data points in any of the graphs shows the
number of hits and hit percentage for a file or sensitive type.
Results Overview | Results | Detailed Results || Structured Summary Results | Non-Sensitive Scanned Files || Skipped Files | Logs
o 14 1 -
g— B Address
Z o B Credit Card
7] < .
31 z ’ Draw chart: I Emal Address Dy chart:
& | 0| - B P Address
g f © W|t: scale "l ) W\t: scale B o
S (2 Without . . [ Without
g sale : :n‘ma:]ﬁecurw
= elephone
o T o- B R
W Structured [l UnStructured [ Sensitive [l Non-Sensitive [ Skippec

e Results: For the Results tab, the panel displays sensitive data by group, hit count, scan setting,
task name, whether the scan was incremental, and whether the data was masked/encrypted.
Results Overview | Results | Detailed Results || Structured Summary Results | Non-Sensitive Scanned Files | Skipped Files || Logs
§5avekesu|tsto Fle | 8] Save Rests to PDF
m
Test_detection Address /munish/AllData.csv hdfs Structured Sampling(100... 2019-11-25 02:37:.00
Test_detection Credit Card /munish/AllData.csv sy hdfs Structured Sampling(100... 30 2019-11-2502:37:00
Test_detection Email Address munish/AllData.csv v hdfs Structured Sampling(100.. 10 2019-11-25 02:37:00
Test_detection 1P Address Jmunish/AlData.csv csv hdfs Structured Sampling(100.. 10 2019-11-25 02:37:00
Test_detection NP Jmunish/AllData.csv csv hdfs Structured Sampling(100.. 10 2019-11-25 02:37:00
Test_detection Soclal Security munish/AllData.csv v hdfs Structured Sampling(100.. 20 2019-11-25 02:37:00
W 4| page 1 of 1| [l || |2 Displaying 1 - 8 of 8
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e Detailed Results: The Detailed Results tab displays the sensitive data by type. When the
Detailed Results tab is selected, two buttons appear in the menu bar of the bottom panel. You
can, Save results to file or Save Results to PDF.

Results Overview || Results | Detailed Results | Structured Summary Results | Non-Sensitive Scanned Files | Skipped Files | Logs

g Save Results to File | /B Save Results to Pdf

T S B i S N L

Test_detection Address City (Best svited for stru...  /munish/AllData.csv hdfs Structured Sampling(100... 2 2019-11-25 02:37:00
Test_detection Address City (Best suited for stru... /munish/AllData.csv csv hdfs Structured Sampling(100... 1 2019-11-25 02:37:00
Test_detection Address City (Best suited for stru...  /munish/AllData.csv csv hdfs Structured Sampling(100... 10 2019-11-25 02:37:00
Test_detection Address City (Best suited for stru...  /munish/AllData.csv csv hdfs Structured Sampling(100... 1 2019-11-25 02:37:00
Test_detection Address City (Best suited for stru...  /munish/AllData.csv csv hdfs Structured Sampling(100... 1 2019-11-25 02:37:00
Test_detection Address City (Best suited for stru... /munish/AllData.csv csv hdfs Structured Sampling(100... 1 2019-11-25 02:37:00

Tk Antnctinn Fendit Fard 4 Nank Canaeabian) frrimizh [AllPabn e o hdfe Charchurnd Frnanlinali0n 10 3A1A 11 AF AYATAN

The columns in the Results and Detailed Results tables are described below:

Column Description

Task Name The name of the task that was executed to create
this instance.

Sensitive Data Type A specific sensitive type within a sensitive type
group. The sensitive type and sensitive type group
may be synonymous.

Sensitive Data Group The type of sensitive information that has been
discovered.
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File Path The location of the file with sensitive data.
Hit Count. The number of values in in the listed file
path that match the search criteria.

File Type The type of file scanned.

File Owner The user for task execution.

Detection Type

The type of detection, structured or simulated.

Content Read

The sample type of the data scanned.

Hit Count

The number of sensitive types detected.

AES/Masked

Indicates whether or not the sensitive type was
masked. This column displays "False" if the sensitive
data was not masked and "True" if the sensitive data
was masked.
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FP/Row Encrypted Indicates whether or not the sensitive type was
encrypted. This column displays "False" if the
sensitive data was not encrypted and "True" if the
sensitive data was encrypted.

FP/Row Decrypted Displays "True" if the scan was incremental and
"False" if it was a full scan.

Modification Date The date on which the task was last modified.

e Structured Summary Results: This tab only appears for Detection results. It indicates the
number of sensitive data items - categorized by sensitive data type - the task instance
discovered and which column contains the sensitive elements.

Results Overview || Results | Detailed Results || Structured Summary Results | Non-Sensitive Scanned Files | Skipped Files | Logs

@ Remedite | | Save Resuits toFile | | |BY] Save Resultsto P

Sensitive Type mm Match Count Sample Mode Null Count Null Ratio Field Name Match

Address City (Bestsui...  /munish/AlData.csv Column 11 Sample: 0,r,1000; 1 8 false
Telephone (Standard)  /munish/AllData.csv Column 11 87 10 12 Sample: 0,7,1000; 1 3 true
Telephone (Standard ... /munish/AllData.csv Column 12 87 10 12 Sample: 0,r,1000; 1 8 true
Address City (Best sui.. /munish/AllData.csv Column 12 7 1 12 Sample: 0,7,1000; 1 3 false
1P Address Jmunish/AlData.csv Column 14 87 10 12 Sample: 0,r,1000; 1 8 true
NPIL /munish/AllData.csv Column 15 87 10 12 Sample: 0,7,1000; 1 3 true
Aeddvnen Fib Tk i lmnanise {0 lIPntn e Foluimn 10 an n i im0 e 1000 ' a £l

e Non Sensitive Scanned Files: Lists out all the fills where no sensitive content was detected.
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Results Overview || Results | Detailed Results | Structured Summary Results | Non-Sensitive Scanned Files | Skipped Files | Logs

| v £ | B
T L N [T

No non-sensitive scanned files.

e Skipped Files: The files that were skipped during scan are listed here.

Results Overview || Results | Detailed Results || Structured Summary Results | Non-Sensitive Scanned Files | Skipped Files | Logs

| T g | e
File Path Skipped Reason Fle Type Modification Date

No file skipped.

e Logs: For the Logs tab, the bottom panel lists any errors that occurred while the task was
running (for example, if a target machine was offline and therefore unsearchable).

Results Overview | Results | Detailed Results | Structured Summary Results | Non-Sensitive Scanned Files | Skipped Files | Logs

Clear Filters | |

o g L

Na log to show.

9.3.1.2 Results-By Date Range
The By Date Range tab under HDFS Results, provides the details of HDFS tasks executed within
a period of time. To generate time based results, take the following steps:

1. Enter From Date and To Date, which you require results between.

2. Click Update Results.

3. The three tabs on the bottom panel will get populated with the details of task, data scanned,
data protected, data encrypted, sensitive items found and the breakup of different sensitive
items detected on your systems within the specified period.

Date Filter ES

From Date: | 11/05/2019 (| To Date: | 02/05/2020 (M | update Results

You are viewing results between 11/05/2019 and 02/05/2020 dates.

Results Overview || Results | Detailed Results

34 300 o
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The bottom panel of this screen contains the following three tabs:

e Results Overview: For the Results Overview tab, the panel gives a graphical summary of the
results for the selected task instance. Hovering over data points in any of the graphs shows
the number of hits and hit percentage for a file or sensitive type. Only sensitive types
uncovered by the selected task instance are displayed.

Results Overview || Results | Detailed Results
34 300
34 250 4
-
2
g
g2 o 2004
= 5
S 2 W Address
g g B Credit Card
g 2 2 1504 Draw chart: B Email Address
)
< 2 @ With scale W P Address
3 ]
5 E © without scale NPl .
H 1 100 | W Social Security
e W Telephone
o
2 MR
14 50
0 I e e e 04
g 2 - ¢ 2 T 2 ¢ = 2 g 2 T ¢ 2 ¥ @2 =9 = 2
d &4 4 & & & d & a3 403 d & & 3 & & &’
~+- Searched - Protected Encrypted -e- Sensitive ltems
e Results: For the Results tab, the panel displays sensitive data by group, hit count, scan setting,
task name, whether the scan was incremental, and whether the data was masked/encrypted.
Results Overview || Results | Detailed Results
Clear Filters | | £ Save Results to File | | B Save Results to Pdf
TN o S ) e e [ e e e ey
Test_detection Address JmunishfAllData.csv Structured Samplin. false false false 2019-11-25 02:37:00
Test_detection Address Jmunish/AllData.csv €SV hdfs Structured Samplin.. 16 false false false 2019-11-25 02:37:00
Test_detection Address Jmunish/AllData.csv  CSV hdfs Structured Samplin_. 10 false false false 2018-11-25 02:37:00
Test_detection Address JmunishfAllData.csv  CSV hdfs Structured Samglin... 16 false false false 2019-11-25 02:37:00
Test_detection Address JmunishfAllData.csv  CSV hdfs Structured Samglin... 10 false false false 2019-11-25 02:37:00
Test_detection Address /munish/AlData.csv csv hdfs Structured Samplin... 16 false false false 2019-11-25 02:37:00
Test_detection Credit Card Jmunish/AllData.csv  CSV hdfs Structured Samplin_. 30 false false false 2018-11-25 02:37:00
Test_detection Credit Card Jmunish/AllData.csv €SV hdfs Structured Samplin_. 30 false false false 2019-11-25 02:37:00
Test_detection Credit Card JmunishfAllData.csv  CSV hdfs Structured Samglin... 30 false false false 2019-11-25 02:37:00
Test_detection Email Address JmunishfAllData.csv  CSV hdfs Structured Samplin... 10 false false false 2019-11-25 02:37:00
Test_detection Email Address fmunish/AllData.csv €SV hdfs Structured Samplin.. 10 false false false 2018-11-25 02:37:00
Test_detection Email Address Jmunish/AllData.csv  CSV hdfs Structured Samplin.. 10 false false false 2019-11-25 02:37:00
Test_detection Email Address JmunishfAllData.csv  CSV hdfs Structured Samglin... 10 false false false 2019-11-25 02:37:00
Test_detection 1P Address JmunishfAllData.csv  CSV hdfs Structured Samplin... 10 false false false 2019-11-25 02:37:00
Test_detection 1P Address /munish/AlData.csv csv hdfs Structured Samplin... 10 false false false 2019-11-25 02:37:00 .,
Page 1 of2 || b |[M|| |82 Displaying 1 - 20 of 33

e Detailed Results: The Detailed Results tab displays the sensitive data by type.
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Results Overview | Results | Detailed Results
Clear Filters | | é Save Results to File | B Save Results to Pdf
Test_detection Email Address [munish/AlData.csv Structured Samplin. 10 false false false 2019-11-25 02:37:00
Test_detection Telephone (Standard... /munish/AllData.csv csv hdfs Structured Samplin... 10 false false false 2019-11-25 02:37:00
Test_detection URL fmunish/AllData.csv csv hdfs Structured Samplin. 10 false false false 2019-11-25 02:37:00
Test_detection Telephone (Standard)  /munish/AllData.csv csv hdfs Structured Samplin.. 10 false false false 2019-11-25 02:37:00
Test_detection Telephone {Dash Se... fmunish/AlData.csv  CSV hdfs Structured Samplin... 10 false false false 2019-11-25 02:37:00
Test_detection Social Security # (Da__ [munish/AllData.csv  CSV hdfs Structured samplin_ 10 false false false 2019-11-25 02:37:00
Test_detection NPT [/munish/AlIData.csv csv hdfs Structured Samplin... 10 false false false 2019-11-25 02:37:00
Test_detection Social Security # (Sp_ [munish/AlData.csv  CSV hdfs Structured samplin__ 10 false false false 2019-11-25 02:37:00
Test_detection Telephone (Space Se...  /munish/AllData.csv csv hdfs Structured Samplin.. 10 false false false 2019-11-25 02:37:00
Test_detection 1P Address fmunish/AllData.csv csv hdfs Structured Samplin. 10 false false false 2019-11-25 02:37:00
Test_detection Email Address [munish/AllData.csv csv hdfs Structured Samplin.. 10 false false false 2019-11-25 02:37:00
Test_detection Telephone (Standard... /munish/AllData.csv csv hdfs Structured Samplin... 10 false false false 2019-11-25 02:37:00
Test_detection Credit Card # (Digits . fmunish/AllData.csv ~ CSV hdfs Structured samplin__ 10 false false false 2019-11-25 02:37:00
Test_detection Social Security # (Da... /munish/AllData.csv csv hdfs Structured Samplin.. 10 false false false 2019-11-25 02:37:00
Test_detection NPT fmunish/AllData.csv csv hdfs Structured Samplin. 10 false false false 2019-11-25 02:37:00 .
Page |1 of3 || b M| |2 Displaying 1 - 20 of 55

The Results and Detailed Results can be downloaded as a pdf and csv. Details about the following
fields are shown under the Results and Detailed Results tabs:

Column Description

Task Name The name of the task that was executed to
create this instance.

Sensitive Data Type A specific sensitive type within a sensitive type
group. The sensitive type and sensitive type
group may be synonymous.

Sensitive Data Group The type of sensitive information that has
been discovered.
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File Path The location of the file with sensitive data.
Hit Count. The number of values in in the listed
file path that match the search criteria.

File Type The type of file scanned.

File Owner The user for task execution.

Detection Type The type of detection, structured or simulated.
Content Read The sample type of the data scanned.

Hit Count The number of sensitive types detected.
IAES/Masked Indicates whether or not the sensitive type

was masked. This column displays "False" if
the sensitive data was not masked and "True"
if the sensitive data was masked.
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FP/Row Encrypted Indicates whether or not the sensitive type
was encrypted. This column displays "False" if
the sensitive data was not encrypted and
"True" if the sensitive data was encrypted.

FP/Row Decrypted Displays "True" if the scan was incremental
and "False" if it was a full scan.

Modification Date The date on which the task was last modified.

9.3.1.3 Saved Remediation
The Saved Remediation tab allows you to view all the records that have been selected as remediated
results in DETAILED RESULTS tab under OVERVIEW panel.

*Note: To know more about how to enable and queue the task for remediation workflow, refer
section Settings under DgAdmin.

Once the remediation value has been set and saved in DETAILED RESULTS tab, the same can be seen
under Saved Remediation tab. The Saved Remediation tab will display the information such as Host
Name, Database Name under Scope, Table Name, Field Name, Sensitive Type, Remediation Action, etc.
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Results || Logs | Saved Remediation
Remediation
Edit | 2 Refresh | & Delete
Scope
Table Name Sensitive Type Remediation Action Name | Remediation Actii Enabled
HostName Database Name
192,168.1.56 RITISH_NEW_GDPR RITISH_MASK VARCHAR_COL2 Decrease Confidence Per...
153.64.73.16 mandeep_tests SMOKE_20 EMAIL_ADDRESS Email Address Increase Confidence Per... 10 true
153.64.73.16 mandeep_tests SMOKE_20 ABA_ROUTING_. ABA Routing number Mark As Correct true
153.64.73.16 mandeep_tests SMOKE_20 URL URL Mark &s Mon Sensitive true

To edit the remediation details, click EDIT. This functionality allows you to update the information for
remediated results, if required.

To delete the remediated record, select the record and click Delete. This will delete the selected
remediated record from the screen.

Click Refresh to update the screen.

9.3.2 Hive

9.3.2.1 Results-By Task
The By Task tab under Hive Results, provides the details of the selected Hive tasks.

The Task Instances panel, at the top of the page, contains a list of all the Hive tasks that you
have permission to view.

1. Select a task instance to display its parameters and results in the panels below.
2. Click Refresh to update the list with any recently-launched task instances. Click
Resume to restart canceled tasks.
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Select Cluster: Hadoop Cluster v
By Task | By Date Range || Saved Remediation
Task Instances
| | & Refresh || | Queue For Remediation (| Remediated Results | | With Results | - Stow | | Hide
Test detection Completed Dec-18-20190.. Dec-18-20190.. DocsDemo document.dg.local 10.12.13.11  documentd.. 10.12.13.11 No
23 Test detection Completed Dec-16-20191.. Dec-16-20191.. DocsDemo  hdfs document.dg.local 10121311 documentd.. 10121311 No ° 0
20 Test defection Completed Dec-11-20190.. Dec-11-20190.. DocsDemo  hdfs document.dg.local 10121311 doumentd.. 10121311 No o 0
19 Test detection Completed Dec-11-20190.. Dec-11-20190.. DocsDemo  hdfs document.dg.local 10121311 documentd.. 10121311 No ° 0
18 Test defection Failed at 0.00% Dec-11-20190...  Dec-11-20190.. DocsDemo  hdfs document.dg.local 10121311 documentd.. 10121311  No ° O
Page 1 of 1| [0 (I || Displaying 1 - 13 6f 13
Task Instance Overview Included Scan Locations || Exclude From Scan Sensitive Type Details
Task Name: Test defection  Task Description: Detection  Created By: DocsDemo m Sensitive Type Name
Last Executed On: Dec-18-201901:25:35  Secan Type: Full  Dump Metadata: false
[munish
Task Type: Detection  Read Files: PartofFiles  Sampling Configuration: Top 1000 rows Social Securtty # (Space Separation)
Include Files that failed previously: False  Files Modified After: NA  Files Modified Before: NA Sadal Securty # (Dash Separation)
: : Telephone (Space Separati
Sampled Data: 290KB  Total Data: 2.90 KB P 1 1 @ Osyng1- 10t elephone (Space Separation)
Talanhana /Nach Canaratian)
Results Qverview | Results | Detailed Results || Structured Summary Results | Non-Sensitive Scanned Files | Skipped Files | Logs
. 14 1a
L
1:3; B Address
2 o B Credit Card
0 5 ]
5. 2] Draw chart: W EmalAddess  pray chart:
. P Addr
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The middle panel shows the Task Instance Overview, Included and Excluded scanning locations
and Sensitive Type Details. While the scan is running, the panel displays a progress bar that
shows you the total number of tables to be scanned and the number that have been scanned
so far. The various tabs on this tab are discussed below:

e Task Instance Overview: Provides identifying information about the selected task instance and
describes the work that it performed.

Task Instance Overview

Task Name: Test_detection  Task Description: Detection  Created By: DocsDemo
Last Executed On: Dec-158-2019 01:25:35 Scan Type: Full Dump Metadata: false

Task Type: Detection  Read Files: Parfof Files ~ Sampling Configuration: Top 1000 rows
Include Files that failed previously: False Files Modified After: NA Files Modified Before: NA

Sampled Data: 290KE  Total Data: 2.90 KB

¢ Included Scan Locations: The locations added to the Include list. When the Included Scan
Location tab is selected, the instance's target directory, the structure assigned to the
directory, and the domain to which it is assigned are shown. Not all scan locations are
associated with a structure or domain.
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Included Scan Locations Exclude From Scan

cntocen——————omere—Loomon

Jmunish

j4 || < Page |1 of 1 y el | 2 Displaying 1 - 1 of 1

e Excluded From Scan: The locations added to the Exclude list. When the Exclude from Scan tab
is selected, the panel displays any excluded file extensions and file paths.

Included Scan Locations Exclude From Scan

e Sensitive Type Details: The Sensitive Type Details panel shows the task instance's sensitive
types.

Sensitive Type Details

Sensitive Type Name

URL

Social Security # (Space Separation)
Social Security # (Dash Separation)
Telephone (Space Separation)

] PN AP e T S e e

The tabs shown in the bottom panel are as follows:

e Results Overview: For the Results Overview tab, the panel gives a graphical summary of the
results for the selected task instance. Hovering over data points in any of the graphs shows the
number of hits and hit percentage for a file or sensitive type.

Results Overview | Results | Detailed Results || Structured Summary Results | Non-Sensitive Scanned Files || Skipped Files | Logs
. 14 1=
@
8 B Address
g o B Credit Card
4] c .
5 1 21l Draw chart: I EmalAddress gy chart:
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e Results: For the Results tab, the panel displays sensitive data by group, hit count, scan setting,
task name, whether the scan was incremental, and whether the data was masked/encrypted.
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Results Overview | Results | Detailed Results
Test_detection Address
Test_detection Credit Card
Test_detection Email Address
Test_detection 1P Address
Test_detection NPT
Test_detection Social Security
Toet_detnctinn Talanhana

Page 1 of 1 :‘

Structured Summary Results

Jmunish/AllData.csv
[munish/AllData.csv
munish/AllData.csv
munish/AllData.csv
Jmunish/AlData.csv
Jmunish/AllData.csv

Lo iz LR A ren e

Non-Sensitive Scanned Files | Skipped Files | Logs

Gsv
v
v
Gsv
v

o

g SaveResuitsto File | B Save Resis to PDF

Sensitive Data Group ~ m File Type Detection Type Content Read | Hit Count Modification Date

hefs Structured Sampling(100... 2019-11-25 02:37:00
hdfs Structured Sampling(100... 30 2019-11-25 02:37:00
hdfs Structured Sampling(100... 10 2019-11-2502:37:00
hdfs Structured Sampling(100.. 10 2019-11-25 02:37:00
hdfs Structured Sampling(100.. 10 2019-11-25 02:37:00
hdfs Structured Sampling(100.. 20 2019-11-25 02:37:00

b, Chrrehurnd Frmanlinalinn an AM1A 11AF AT

Displaying 1 - 8 of 8

e Detailed Results: The Detailed Results tab displays the sensitive data by type. When the
Detailed Results tab is selected, two buttons appear in the menu bar of the bottom panel. You
can save results to file or save results to PDF.

Results Overview || Results | Detailed Results

Tk _Antastinn Fendit Far,

Test_detection Address City (Best suited for stru...

Test_detection Address City (Best suited for stru...
Test_detection Address City (Best suited for stru...
Test_detection Address City (Best suited for stru...
Test_detection Address City (Best suited for stru...
Test_detection Address City (Best suited for stru...

A 4 [Pk Cansratinn)

Structured Summary Results

/munish/AllData.csv
/munish/AllData.csv
[munish/AllData.csv
fmunish/AllData.csv
fmunish/AllData.csv
fmunish/AllData.csv

frns iz (AlIDimbn e

Non-Sensitive Scanned Files

S B T N T

csv
csv
csv
csv
csv

Skipped Files | Logs

£ Save Resuits oo File | | B Save Results to Pof

hdfs Structured Sampling(100... 2 2019-11-25 02:37:00
hdfs Structured Sampling(100... 1 2019-11-25 02:37:00
hdfs Structured Sampling(100... 10 2019-11-25 02:37:00
hdfs Structured Sampling(100... 1 2019-11-25 02:37:00
hdfs Structured Sampling(100... 1 2019-11-25 02:37:00
hdfs Structured Sampling(100... 1 2019-11-25 02:37:00

hdfe P Comanlinalinn 10 a1 11 a0 e

The columns in the Results and Detailed Results tables are described below:

Column

Description

Task Name

this in

The name of the task that was executed to create

stance.

Sensitive Data Type

A specific sensitive type within a sensitive type

group.
may be synonymous.

The sensitive type and sensitive type group
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Sensitive Data Group

The type of sensitive information that has been
discovered.

File Path The location of the file with sensitive data.
Hit Count. The number of values in in the listed file
path that match the search criteria.

File Type The type of file scanned.

File Owner The user for task execution.

Detection Type

The type of detection, structured or simulated.

Content Read

The sample type of the data scanned.

Hit Count

The number of sensitive types detected.

AES/Masked

Indicates whether or not the sensitive type was
masked. This column displays "False" if the sensitive
data was not masked and "True" if the sensitive data
was masked.

FP/Row Encrypted

Indicates whether or not the sensitive type was
encrypted. This column displays "False" if the
sensitive data was not encrypted and "True" if the
sensitive data was encrypted.

FP/Row Decrypted

Displays "True" if the scan was incremental and
"False" if it was a full scan.
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Modification Date The date on which the task was last modified.

e Structured Summary Results: This tab only appears for Detection results. It indicates the
number of sensitive data items - categorized by sensitive data type - the task instance
discovered and which column contains the sensitive elements.

Results Overview || Results | Detailed Results | Structured Summary Results | Non-Sensitive Scanned Files | Skipped Files | Logs

0 Remediate | m Save Resuits to File | | B Save Results to Paf

Sensitive Type File Path » m Match Count Sample Mode m Null Ratio Field Name Match

Address City (Best sui.. /munish/AllData.csv Column 11 Sample: 0,7,1000; 1 8 false
Telephone (Standard)  /munish/AllData.csv Column 11 87 10 12 Sample: 0,r,1000; 1 8 true
Telephone (Standard ... /munish/AllData.csv Column 12 87 10 12 Sample: 0,7,1000; 1 8 true
Address City (Bestsui...  /munish/AlData.csv Column 12 7 1 12 Sample: 0,r,1000; 1 8 false
1P Address /munish/AllData.csv Column 14 87 10 12 Sample: 0,7,1000; 1 8 true
NPI Jmunish/AlData.csv Column 15 87 10 12 Sample: 0,r,1000; 1 8 true
P P S TSP S an in i Cnmmnlo ne 4000 s a folen

¢ Non Sensitive Scanned Files: Lists out all the fills where no sensitive content was detected.

Results Overview || Results | Detailed Results | Structured Summary Results | Non-Sensitive Scanned Files | Skipped Files | Logs

| . { |8

No non-sensitive scanned files.

e Skipped Files: The files that were skipped during scan are listed here.

Results Overview | Results | Detailed Results | Structured Summary Results | Non-Sensitive Scanned Files | Skipped Files | Logs

| . ‘ |
File Path Skipped Reason File Type Modification Date

No file skipped.

e Logs: For the Logs tab, the bottom panel lists any errors that occurred while the task was
running (for example, if a target machine was offline and therefore unsearchable).

Results Overview | Results | Detailed Results | Structured Summary Results | Non-Sensitive Scanned Files | Skipped Files | Logs

Clear Filters | |

No log to show.

9.3.2.2 Results-By Date Range

The By Date Range tab under Hive Results, provides the details of HDFS tasks executed within a period
of time.

To generate time based results, take the following steps:

1. Enter From Date and To Date, which you require results between.

2. Click Update Results.

Page 322 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

3. The three tabs on the bottom panel will get populated with the details of task, data scanned, data
protected, data encrypted, sensitive items found and the breakup of different sensitive items detected

on your systems within the specified period.

Select Cluster: Hadoop Cluster v
By Task | By Date Range | Saved Remediation

Date Filter

From Date: | 12/09/2019 3 To Date: 12/18/2019 3

You are viewing results between 12/09/2019 and 12/18/2019 dates.

Results Overview || Results | Detailed Results
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The bottom panel of this screen contains the following three tabs:

¢ Results Overview: For the Results Overview tab, the panel gives a graphical summary of the
results for the selected task instance. Hovering over data points in any of the graphs shows the
number of hits and hit percentage for a file or sensitive type. Only sensitive types uncovered

by the selected task instance are displayed.

Results Overview || Results | Detailed Results
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e Results: For the Results tab, the panel displays sensitive data by group, hit count, scan setting,
task name, whether the scan was incremental, and whether the data was masked/encrypted.
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e Detailed Results: The Detailed Results tab displays the sensitive data by type.
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The Results and Detailed Results can be downloaded as a pdf and csv. Details about the following

fields are shown under the Results and Detailed Results tabs:

Column

Description

Page 324

DgSecure User Guide

© Dataguise, Inc. 2020




JATAGUISE

Task Name

The name of the task that was executed to create
this instance.

Sensitive Data Type

A specific sensitive type within a sensitive type
group. The sensitive type and sensitive type group
may be synonymous.

Sensitive Data Group

The type of sensitive information that has been
discovered.

File Path The location of the file with sensitive data.
Hit Count. The number of values in in the listed file
path that match the search criteria.

File Type The type of file scanned.

File Owner The user for task execution.

Detection Type

The type of detection, structured or simulated.
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Content Read

The sample type of the data scanned.

Hit Count

The number of sensitive types detected.

IAES/Masked

Indicates whether or not the sensitive type was
masked. This column displays "False" if the sensitive
data was not masked and "True" if the sensitive data
was masked.

FP/Row Encrypted

Indicates whether or not the sensitive type was
encrypted. This column displays "False" if the
sensitive data was not encrypted and "True" if the
sensitive data was encrypted.

FP/Row Decrypted

Displays "True" if the scan was incremental and
"False" if it was a full scan.
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Modification Date

The date on which the task was last modified.

9.3.3 Hbase

To view results of executed tasks go to results screen under HBASE.
The top panel shows all the task instances on the selected cluster.

D HBASE: RESULTS

SelectCluster ~ HBASE v 1DP Status: (EED)

DATAGUI SE Task Instances
HOME —

e Dy T TASKNAME T  smaTus YT  STARTTIME YT ENDTIME T  AcTiON D SHOW / HIDE

R kS Version_3 Completed Dec-10-2019 16:38:53 Dec-10-2019 16:39:51 cCeo B D
FepoRrs il Version_3 Completed Dec-10:2019 15:46:02 Dec-10:2019 15:47:13 ¢ % 3 O
BOMAN i Version_3 Completed Dec-10-2019 15:15:02 Dec-10-2M18 15:17:14 [ =] D
ACCESSCONIROL 7 Corpleted Dec10:2019 15045 Dec10:3018 150836 ce = O
B bl Completed Dec-10-2019 14:02:02 Dec-10:2019 140748 [ 0
RDEMS 3 Completed Dec-10-201913:58:48 Dec-10-2018 14:00:06 [ = D

1-2mof 2 s

=
Detailed Results Logs
17 $AVE RESULTS TO PDF l [Z SAVE RESULTS TO FILE I

SENSITIVE TYPE NAMESPACE TABLE Y COLUMN FAMILY T COwmN YT PROTECTION TYPE h ¢
::;:LE:L‘IW ¥(Epace karman 1ablel_uncom_ver_2 Social Security Number S_Space FPM
Sacial Securtty ¥ {Digits Only) karman 1zblel_uncom_ver 2 Social Security Number 5 Digits FPM
e Socizl Secwity # {Dash Separation)  karman 1zble_uncom_ver_2 Social Security Numser & Dash F*M
Credit Card # {Space Separation) karman 12ble1_uncom_ver 2 CRECIT CARD NUMBER Space FPM
Credit Card # (Digits Only) karman 1ablel_uncom_ver_2 CREDIT CARD NUMEER Digits FPM
Credit Card # (Dash Separation) karman 1zble1_uncom_ver 2 CRECIT CARD NUMBER Dash FFM

1-60f6 s

The bottom panel has two tabs:
1. Detailed Results: Provides complete description of the selected task instance.

Detailed Results

SENSITIVE TYPE T

Credit Card # (Space
Separation)

Credit Card # (Digits Only)

Credit Card # (Dash
Separation)

Logs

NAMESPACE

karman

karman

karman

TABLE

table1_uncom_ver_2

table1_uncom_ver_2

table1_uncom_ver_2

T COLUMN FAMILY A

CREDIT CARD NUMBER

CREDIT CARD NUMBER

CREDIT CARD NUMBER

SAVE RESULTS TO PDF l SAVE RESULTS TO FILE

COLUMN

Space

Digits

Dash

T  PROTECTION TYPE A

FPM

FPM

FPM

2. Logs: Generates results of errors of any file could not be masked due to an issue at the HBASE level,
i.e., was skipped for some reason.
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J HBASE: RESULTS Select Cluster  Anil v 1DP Status: £EI
ATAGUISE [ iescinetencss
- T
o D g T TASKNAME T SwAUs Y SIARTTIME Y ENDTIME T ACTION [ skow /HiDE
5 task_1_demo Faled Dec-06-2019 130138 Dac-06-2013 130144 csesm= ]
PORTS
4 task 1_demo Completed Dec-06-2019 10:51:26 Dec-06-2019 10:58:13 c=E O
A
EDULER
EMS
poos 1-2af [+
Detailed Results
kaman table1_uncom_ver2 Skipped maskingof the table, since the datput table mapped toit aieady exists
ruc EMENT
TEXT FIL

9.4 Files

The Result page displays the status and the results of the Files tasks. The information can be
tracked:

1. By Task
2. By Date Range
3. Saved Remediation

The below image shows the user interface of “By Task” tab when clicked on Result page:

- P

By TEm By Do bange

& v Bamin o | | ) v Bamin e B
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9.4.1 By Task

The 'By Task' pane is divided into three panes. These are:

1. Task Instances
2. Task Instance Overview
3. Overview

e Task Instances
The Task Instances pane display all the task instances along with their ID (system generated), Task
Name, Status, Start Time, End Time, Executed By, User, IDP Hostname, IDP IP Address, Instance
Hostname, etc.

Click the Re-Execute button, if you wish to re-run the task again.

Task Instances
| & Refresh | | Resume With Results | Show | Hide

e — S S R S R R R N
199  DiscoveryFiles Completed with 5 Aug-21-2019 . Augr21-2019 p=172-31-20-071.... 1723020, lp-172-31-.. 172.30.20.

19 DiscoveryFiles o Conforming Files  Aug-21-2019 admin root 1723120171, 1723120, ip-l72-30-.. 1723120, c

195 DigcorenFiles Completed with & Apy-21-2019 Aug-21-2019 admin oot ip=172-31-20-171. 172,31.20, ip=172-31 172.31.20, o
1. Pause: Click the Pause button to pause the running task for a while.
2. Refresh: Click the Refresh button. It will update the current page with the updated

information.

3. Clear Filters: Click the Clear Filters button. It will remove any applied filters on the Tasks page.
4. Resume: Click the Resume button to re-start the process from the point where it was paused.
5. Show: Click the Show button to unhide a task.
6. With Results: Check the With Results checkbox, if you want to see the results for the selected

masking task.

7. Queue For Remediation: Click this button to queue the task for remediation workflow. This
option allows you to queue the task for remediation manually.

Once the task has been queued for remediation, the value for the remediation can be seen in
the Task Instances panel under the column name REMEDIATED. It specifies the value as YES or

NO.
Task Instances
& Refresh | | Queue For Remediation [¥] Remediated Results["] With Results | | Show | | Hide
m_
email_privacy Completed May-19-2020 17:35:08 May-19-2020 17:35:29
153 Ritish DGWalker Oracle Completed May-18-2020 10:18:17 May-18-2020 10:18:21 No ° D
152 Ritish DGWalker Oracle copy by parteek. Completed May-18-2020 10:17:13 May-18-2020 10:17:27 No o (=]

< >

To queue the task for remediation workflow automatically, set the value of AUTO QUEUE FOR
REMEDIATION to YES in DgAdmin application under SETTINGS.
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8. Remediated Results: check the Remediated Results checkbox, if you want to view the final
results for the selected fields which are marked as Remediated. The remediated result will be
displayed in the Detailed Result tab under the Overview panel.

9. Hide: To hide any task, follow the below steps:
i. Check Show/Hide checkbox for the policy.
ii. Click the Hide button. The policy will get greyed out.

e Task Instance Overview
The Task Instance Overview pane will display the basic information for the Files task selected in the
Task Instance pane. This includes details such as Task Name, Task Description, Created By, Last
Executed On, etc.

The Task Instance Overview pane will also display information for the Scanned Locations in Included
Scan Locations and Exclude From Scan tab, Sensitive Type Details.

Task Instance Overview Included Scan Locations = Exclude From Scan Sensitive Type Details
Last Executed On: 2019.12.11 184223226 ScanType: Ful  Dump Metadata: faise

e P gs:/[ankit21/sensttive_50 Credit Card = (Digits Only)
Task Type: Detecton  Read Objects: Partof Objects  Sampling Configuration: Top 1000 rows §5://ankit21/Structure.tt Credit Card = (Space Separation)
Include Objects that failed previously: False  Objects Modified After: NA Credit Card = (Dash Separabicn)
Objects Modified Before: NA {4 Page 1 oft [ lln &2 Displaying1-

1. Included Scan Locations: It displays the information about the task target directories.
2. Exclude From Scan: It will display the list of excluded object extension and the file location.

Included Scan Locations Exclude From Scan

oot | oot

3. Sensitive Type Details: It display the list of all Sensitive Types discovered in the task.

e Overview
The bottom panel will show the detailed information for the selected task. The information
displayed is dependent on the currently selected tab.

Hesults Overview Results Detailed Results Structured Suemmary Results Mon-Senstve Scanmed Files Skipped Objects

g2 24
8
B B [ S
Draw
g 2 Draw chart: B CresCare thart:
- ] & With W e fciress
@
E g scale W Hawes K;:nh W csv
g f-a-o-l Saourity Without
5 B Tesrcoe scaly

Without
o L scale
W Streclured il UnStructures [l Sensitive [l Non-Sensitive Skip
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1. Result Overview: The Result Overview tab gives a graphical summary of the results for the selected
task instance. Hovering over the data points in any of the graphs shows the number of hits and hit
percentage for a file or an expression.

2. Results: The Results tab displays sensitive data groups, hit count, task name, Object Path, Object
Type, Detection Type and Content Read.

Results Dwerview Results Detailed Results Structured Summary Results Mon-Sensitive Scanned Files Skipped Files Lsgs
Clear Filters | | - i Sawe Results to File | | 8] Save Results to POF
st O o Otft T _| et T ot st _| ot __|

Disoover_QL_Files s nerkenloasstestfes/joes_files . ORC Shructared Samplng(1000 .. 76

Discover_QL_Files s quickenloastestflesfioes files AVRD Struchured Samplng(1000 FH

Discover_QL_Fies w3 fquackenlopnstestiiesjoes files . TEXT Urstruchured Samplng(1000 ., §

Discover_QL_Files 53y quickenloanstestiiles/joes: files TEXT Usstruchured Samplng( 1008 8

Discover_QL_Fikes 53y quickenloanstestiles/joes_files TEXT Unastructared Sampling( 1000 23

Mierowar 0 _Filas ol imickeninasectectfileslinas files TEXT. leetruichuned Samnkinal 1000 ] -
Paot 1 of 1 Displaving 1 - 120 of 120

3. Detailed Results: The Detailed Results tab will provide you the detailed information for the Sensitive
Type discovered in the database. The information will include Sensitive Data Type, Task Name,
Object Path, Object Type, Detection Type, Content Read and Hit Count.

Results Overview | Results  Detailed Results | Structured Summary Results | Non-Sensitive Scanned Files | Skipped Files  Logs
| - ) Save Results to File | | B] Ssve Resolts to Pdf

T S N S S =T~ [
Discover_QL_Files Address City (Best suited for strucha . 531/ quickenloanstestfiles/joes_files Sasnpling{ 1000 .
Disconver_OL_Files Address City (Best suited for strucha. 532/ quickenloanstestfiles/joes_files TEXT Unstruchered Saenpling{ 1000 . 146
Descover_QL_Files Address City (Best suited for structu. 53/ quickerkoanstestfiles/joes_files . TEXT Unstruchared Saenpling 1000 5
Descover_QU_Files Address City (Best suited for structu.. 53/ quickenkoanstestfiles/joes_files .  TEXT Unstructred Sanpling{1000 .. 2
Discover_OL_Files Address City (Best suited for structu 3/ quickenboanstestfiles{joes_files. ORC Structured Saenpling{ 1000 L]
Misrower 0 Files Address Citw (Best suited foe struchs <% llomickeslnanstectfilec/ioes files TEXT Lirestructned Samnndinal 10040 L]

Page 1 of1 | @ g Displaving 1 - 259 of 255

4. Structured Summary Results:

T T DT

Results Overview | Results | Detadled Results Mon-Sensitive Scanned Files  Skipped Files  Logs

Structursd Summany Results
£ Swve Resaits to File | ] Save Results ta Pof

e

Field Name Match

[Ernail Address s3:yjquickenloan...  Colums 8 L] Sample: 0.,1000; -] ] trus
Address City (Be.  s3:/quickenioan...  Columa 7 2] 76 100 Samgle: 0,0,1000; o 0 false
Address CRy (B2 $3qjquickenioan. . Columa 7 B2 4 5 Samgle: 0.0,1000; L ] tru
bddress Line (Be =3l quickenloan Columa & 106 ] L1 Sample: §,0,1000; -] 1] e
Address Oy (B s3y/quickenloan..  Columa 5 50 3 5 Samgle: 0,1,1000; ] o false
dirkdreas, Citv (R a%:{inickenlnan Cnbiima 4 34 ? 5 Samnde: 0.0, 1000 (i i falue
Page 1 of 1 | (10N | |50 Displaying 1 - 144 of 144

5. Skipped Objects: This tab will provide you with the list of objects that were skipped during the
execution. It displays information about the Object Path, Skipped Reason, Object Type, Object
Owner and Notification Date.

Results Overview | Resulis  Detailed Results | Struchured Summary Results | Mo Sensitive Scanned Files | Skipped Objects | Logs

i | a

Object Type

Skipped Reason

Mo file skipped.

6. Non-Sensitive Scanned Files:
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Hesslts Overview Results Detaibed Results Structured Summary Results Hon-Semyitive Scanmed Filles  Skipped Objects Logs

File Path File Ty Sire | object cvmer Mod#ication Duate
Mo non-sensiive scanned files.

7. Logs: It will list errors that occurred during task execution.

Aty Oreervicw Rz Detasled Results Structurcd Seswnary Reiuls Mo Sensitive Soaseed Files Sheigeped Dbjecis Lisgrs

ear Filters = . | &

Brvor Bl bt Mame Curectory Path
M2 log o show,

=  Save Results to File: Click the Save Results to File, if you wish to download the data in text
format.
=  Save Results to PDF: Click the Save Results to PDF, if you wish to download the data in PDF
format.
12. Remediate: Click this button to remediate any result in STRUCTURED SUMMARY tab. To
remediate the selected result, perform the following steps:
c) Select the record in the Detailed Result tab and click the Remediate button.

Results | Detailed Results |~ Skipped Columas | Logs | Data Scanned  Non-Seasitive Scanped Tables
| 1€ remedate Juplosd Sofelat | |Edt safelst | | | ) SaveResuktstoFle | | B Save Results to Pl | | Results Summary

WY)J HMMJ Da Column | Data T] Data Led Nullab I’eyP Databas| Confid{ Row Sd Vohses Hit Coq Nl Cd Quick Mask‘ Safe l Tabi m Rduenb. Rdu’nr\o Remed §|

Email Add dbo.ga NA sonam 82 10 8 Unre
Emall Add 192. grv_ NA dbo.GA EMAL wvar 100 Y NA sonam 78 1000 1,000 752 oY N N TA SQL s Unre
Email Add 192, orv_ NA dbo.ga EMAL. var 80 Y NA sonam 77 2,000 2,000 1484 101 Y N N TA SQUS Unre
Email Add 192, o, NA dbo.ga EMAL  wvar 80 Y NA sonam 76 2000 2,000 1477 102 Y N N TA SQLs Unre
Emai Add 192, orv_ NA dbo.ga EMAL var 80 Y A sonam 76 2,000 2,000 1,468 0wy N N TA SQLS Unre
Email Add 182 orv_ NA dbo.ga EMAL var 80 Y NA sonam 77 2000 2,000 1485 103 Y N N TA SQLS Unre
Page 1 of1 sy Displaying 1- 6 of 6

d) Enter the details for Remediation Action and Remediation Value (%) field in the

popup.
Remediation
Scope
Host Name: 192,168.0.151 DB Name: arv_discover
Remediation Action: | Select remediation action e
Table Name: dbo.gaurav_10lakh_1 Field Name: EMAIL_ADDRESS
Sensitive Type: Email Address Enabled
Cancel Save
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iii. Following are the options in Remediation Action field.

e Mark as Non Sensitive: Select this option to mark the record as Non
Sensitive. The system will ignore this record in future re-run.

e Mark as Correct: Select this option to mark the record as Sensitive. The
system will not ignore this record in future re-run.

o Decrease the Confidence Factor: select this option to decrease the
confidence factor in Remediation Value (%) field.

e Increase the Confidence Factor: Select this option increase the confidence
factor in Remediation Value (%) field.

iv. Enter the remediation value in percentage. This field will be enabled when you
select Decrease or Increase the Confidence Factor in Remediation Action field.

Once the remediation value has been set and saved, the same can be seen under Saved
Remediation tab.

Results Logs Saved Remediation
Remediation
Edit | | | 2 Refresh | | () Delete
Scope
Table Name Field Name Sensitive Type Remediation Action Name | Remediation Acti{ Enabled
HostName Database Name
192.168.1.56 RITISH_NEW_GDPR. RITISH_MASK WARCHAR_COL2 Decrease Confidence Per...
153.64.73.16 mandeep_test5 SMOKE_20 EMAIL_ADDRESS Emiail Address Increase Confidence Per. true
153.64.73.16 mandeep_tests SMOKE_20 ABA_ROUTING_...  ABA Routing number Mark As Correct true
153.64.73.16 mandeep_tests SMOKE_20 URL URL Mark As Non Sensitive true

9.4.2 By Date Range

The 'By Date Range' tab is divided into two panes. These are:
1. Date Filter
2. Overview
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Date Filter £

From Date: | D3y1272019 03 To Date: 17122019 L Update Resuits
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Date Filter: In Date Filter pane, you can specify the date range. Using this option, you can filter out
results based on the date range.

Overview
The Overview pane display the graphical representation of the information in Results Overview tab
and detailed information in Results and Detailed Results tab.

Reeuilis Creerview Results  Detailed Results
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1. Results Overview: The Results Overview tab display information in form of graphical
representation. It displays two bar chart and a pie chart.

= The first bar chart shows the number of files searched, encrypted and masked.
= The second bar chart shows the total number of sensitive files found.
= The pie chart shows the Sensitive Type found in each segment.

2. Results: The Results tab lists down the Sensitive Data Group detected in the specified time
range. Itincludes information such as Task Name, Sensitive Data Group, Object Path, Object
Type, Detection Type, Content Read, Hit Count, AES/Masked, FP/Row Encrypted, FP/Row
Decrypted.
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Resolts Overview  Resslts  Detailed Resalts

| O Savevesdtstofile | O] Seve Results 10 Pl

FPRow Encrypted | FPjRow Decrypted
DiscoveryGCS Address 05/ 6g-Cona/ARDets csv csv Seructred Scan(t00%) 26 folse false foise
DescovenyGCS Address esUiog-dema/narmaiSche . CSV Structured Scan(100%) 266 false false false
DncovenyGCS Crede Cand 5:// ég-dana/ ABData <3V csv Sractured Scan(00%) 3 falge false false
DescovenyGCs Crode Card slfdg-dwainoemaiiche . CSV Seructueed Scan(200%) 3 faize faize false
DiscoveryGCS Ernad Addeess 521/ 6g-dona/ AAData cov oV Structured Scan(100%) 18 faize faise faise
DiscovenyGCS Names psfidg-dana/narmaiSche . CSV Structired Sca(100%) 7 faise faise faise
DescovenyGCS Soos Securty 51// 6g-Ganal AAData.csv csv Structured Scan(100%) 20 faise faise faise
DecovenyGCS Sockal Securty s/ [dg-datafoarmatiche . TSV Strectired Scm(100%) M false faise false
DucovenGLs Telephone aldg-danal NSDRLa C3v csv rwctued San(100%) ® false false false
DescovenyGLS Telephene pa/fdg-demafosemaiiche . CSV Saructueed Scas(100%) 1 foize faise fabse

Poge 1 o1 S Drsplayng 1 - 10 of 20

3. Detailed Results: The Detailed Results tab lists down the Sensitive Types detected in the
specified time range, grouped by type and location. The tab also displays information such
as Task Name, Sensitive Data Group, Object Path, Object Type, Detection Type, Content
Read, Hit Count, and whether the data was masked.

Results Overview  Resalts | Detailed Results
|| i Swve Results to Fle | | | B Save Rassults ta Pa
Ot Ton | Dcn e s ] |
DescoveryGLS Address Line (Best suted gs:fdg-detanomalSche (=) Structured Scan(100%) 154 False False faloe
DiescoveryGLs S Address sfidg-dataARData. v o Shructured Scan(100%) 10 false false false:
DiscovenyGCS Address City (Best sumed . gs:fidg-data/AlDatacoy OV Snuckured Scan(100%) 16 ks false false:
DiscovenyGLS Address Oty (Best suled . gu:/dg-data/nomalSche . OS5V Saructued San100%) 71 fkse false false
DeicveryGLS Address Tip (Best guited £ gafidg-data/nofmalSche (=2 Seructuied Scaa(100%) 41 falia Falee falie
DiscoveryGLS Credit Card # (Space Sep o5/ dg-deta/normalSche (=) Structured Scan(100%) 3 Falne False false
DHscovenyGCS Credit Card = (Dipits Only)  gsofidgr-data/AlData.cov (=24 Sructured Scanf100%) 10 false false false:
DiscoveryGCS Credit Card & (Space Sep..  gecfidgrdaba/AiDatacey OV Struchured Scan{100%) 10 [ false false:
DeicevenyGLS Crofit Card & (Dash Sepa  goc//dg-daw/AlDatacsy €SV Shrudtured Sean(100%) 10 faks false it
DirceveryGLS Emasl Address g5/ da-deta Al cov. (=) Saructured Scan(100%) 10 falna False fale
DescoveryGls Full Hames gs:fidg-detanommaliiche (=24 Sructwred Scanl100w) 7 False False fabse
DiscoveryGCS Sodal Security 2 (Space . guifjdg-data/AlDatacey OS5V Struchured Scan{100%) 10 fakse false false:
DescoveryGLS Social Secerty = (Space . gu:fidg-data/nomalsche . CSV Struchured Scan{100%) 70 false false fase:
DiscovenyGLS Social Secerty = (Dask 5. gu:fjdg-datw/AlDatacsy  CSV Snuetated Scan(100%) 10 falst fase fast:
Depsovery QLS Telephone (Space Separa.. gicfidg-data/ AlDatacov o Saructured ol 100%) 10 Talse False Tahe
Page 1 of 1 & Displaying 1 - 19 of 19

= Save Results to File: Click the Save Results to File, if you wish to download the
data in text format.

= Save Results to PDF: Click the Save Results to PDF, if you wish to download the
data in PDF format.

=  Clear Filters: Click the Clear Filters button. It will remove any applied filters on the
Detection task page.

9.4.3 Saved Remediation

The Saved Remediation tab allows you to view all the records that have been selected as remediated
results in DETAILED RESULTS tab under OVERVIEW panel.

*Note: To know more about how to enable and queue the task for remediation workflow, refer
section Settings under DgAdmin.
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Once the remediation value has been set and saved in DETAILED RESULTS tab, the same can be seen
under Saved Remediation tab. The Saved Remediation tab will display the information such as Host
Name, Database Name under Scope, Table Name, Field Name, Sensitive Type, Remediation Action, etc.

Results Logs Saved Remediation

Remediation
Edit | 2 Refresh | (&) Delete

Scope

Table Name Sensitive Type Remediation Action Name | Remediation Acti Enabled

HostName Database Name
192.168.1.56 RITISH_NEW_GDPR RITISH_MASK VARCHAR_COL2 NPT Decrease Confidence Per...
153.64.73.16 mandeep_test5 SMOKE_20 EMAIL_ADDRESS Email Address Increase Confidence Per. 10 true
153.64.73.16 mandeep_tests SMOKE_20 ABA_ROUTING_. ABA Routing number Mark As Correct true

153.64.73.16 mandeep_test5 SMOKE_20 URL URL Mark As Non Sensitive true

To edit the remediation details, click EDIT. This functionality allows you to update the information for
remediated results, if required.

To delete the remediated record, select the record and click Delete. This will delete the selected
remediated record from the screen.

Click Refresh to update the screen.

9.5 AWS

In AWS, you can track the information for the tasks executed in S3 and RedShift/RDS.

9.5.1 S3
The Result page displays the status and the results for the S3 tasks. The information can be
tracked:
1. By Task

2. By Date Range
3. Saved Remediation

The below image shows the user interface of “By Task” tab when clicked on Result page:
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9.5.1.1 ByTask

The 'By Task' tab is divided into three panes. These are:
1. Task Instances

2. Task Instance Overview

3. Overview

e Task Instances:
The Task Instances pane display all the task instances along with their ID (system generated), Task
Name, Status, Start Time, End Time, Executed By, User, IDP Hostname, IDP IP Address, Instance
Hostname, etc. Click the Re-Execute button, if you wish to re-run the task again.
1. Pause: Click the Pause button to pause the running task for a while.
2. Refresh: Click the Refresh button. It will update the current page with the updated
information.
3. Clear Filters: Click the Clear Filters button. It will remove any applied filters on the Tasks page.
4. Resume: Click the Resume button to re-start the process from the point where it was paused.
5. Queue For Remdiation
6. With Results
7. Show: Click the Show button to unhide a task.
8. Hide: To hide any task, follow the below steps:
i. Check Show/Hide checkbox for the policy.
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ii. Click the Hide button. The policy will get greyed out.

e Task Instance Overview:
The Task Instance Overview pane will display the basic information for the GCS task selected in the
Task Instance pane. The includes details such as Task Name, Task Description, Created By, Last
executed On, etc.

The Task Instance Overview pane will also display information for the Scanned Locations in included
Scan Locations and Exclude From Scan tab, Sensitive Type Details.

Task Instance Overview Included Scan Locations = Exclude From Scan Sensitive Type Details
Last Executed On: 2019.12.11 184223226  ScanType: Ful  Dump Metadata: false o

gs://ankit21/sensitive_50 Credit Card = (Digits Only)
Task Type: Detection  Read Objects: Partof Objects  Sampling Configuration: Top 1000 rows 5://ankit21/Structure.bdt Credit Card = (Space Separation)
Include Objects that failed previously: False  Objects Modified After: NA Credit Card = (Dash Separation)
Objects Modified Before: NA i Page 1 of 1 (| > Displaying1-

1. Included Scan Locations: It displays the information about the task target directories.
2. Exclude From Scan: It will display the list of excluded object extension and the file
location.

Included Scan Locations Exclude From Scan

e T

3. Sensitive Type Details: It display the list of all Sensitive Types discovered in the task.

=  Overview:
The bottom panel will show the detailed information for the selected task. The information
displayed is dependent on the currently selected tab.

Results Overview Results Detaibed Results Structured Summary Results Pon-Sensitive Scanned Files Skipped Objects

B2 2.
g
B E W Aren
Draw
E z Draw chart: W e caee thart
"
=] ] @ With | W=
=1 - & With .
B z seale W rare eeala W c=v
Z, ) m:‘“""‘“‘ SN SN @) without
5 T .l [ Tescrcrs scabe

B Structured i UnStructured [l| Sensitve ] Non-Sensitive Skip

1. Result Overview: The Result Overview tab gives a graphical summary of the results for the selected
task instance. Hovering over the data points in any of the graphs shows the number of hits and hit
percentage for a file or an expression.

2. Results: The Results tab displays sensitive data groups, hit count, task name, Object Path, Object
Type, Detection Type and Content Read.
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Results Owerview Results = Deladled Results Structured Summary Results |~ Mom-Sensitive Scanned Files | Skipped Files | Logs
Coear Fiters | | - 7 Save Recubs to File | | ] Save Ressits bo PDF
Disconrer_Q1_Files 53/ quickeninasstestibes/joes_files ORC Struchared Sampling( 1000 76
Disoover_QL_Files s quickenloanstestiilesfjoes_files...  AVRO Struchared Sampling(1000 ... 27
Discower QL Files shyffquickenlpasstestiies/joes files . TEXT Ungtructared Samplng(1000 ... 5
Discover_QL_Ples 3/ quickenioanstestiles/joss_fles..  TEXT Unstructured Sampling(1000 .. §
Discover_QL_Fles o3/ quickenioanstestles/joes_files . TEXT Unstructursd Sampling(1000 ., 23
Mizrenar Di_Fillas sl immickeninasetectfilaclines files TFXT. rectruchuned Samolinal 1000 ]

Page |1 ofy il Displarving 1 - 120 of 120

3. Detailed Results: The Detailed Results tab will provide you the detailed information for the Sensitive
Type discovered in the database. The information will include Sensitive Data Type, Task Name,
Object Path, Object Type, Detection Type, Content Read and Hit Count.

Results Overview | Results = Detailed Results || Structured Summary Results | Non-Sensilive Scanned Files | Skipped Files  Logs
| - ) Save Rresults to File | | 8] Save Results to Pdf

rek o S T S T S T T
Disconver_QL_Files Address City (Best suited for struchs . s3:(fquickenloanstestfilesfjoes_files. Structured Saenpling{ 1000 .
Descover_QU_Files Address City (Best suited for structs...  s3:(fquickendoanstestiilesfjoes_files .  TEXT Ursstructiared Samnpling(1000 .. 146
Discover_QL_Files HAddress City (Best suited for structu s3:ffquickenloanstestfilesfjoes_files. TEXT Unstruchuned Sampling{ 1000 5
Descover_QU_Files Address City (Best suited for structu...  s3:/fquidoendoanstestiilesfjoes files .  TEXT Unstructured Sampling{1009 .. 2
Discover_QL_Files Address City (Best suited for structu..  53:((quickenloanstestfiles/joes_files. ORC Structured Samnpling{ 1000 9
Misrower (8 Files Address Citw (Rest suited for stroctu sl Tmmickerlnanstestfilesiines files TEXT L imestrurtaned Samndinal 1006 [

Page 1 of 1 [ |li] 3D Displaving 1 - 259 of 259

4. Structured Summary Results:

Results Onverveew Results Detasled Results Structured Summary Results Mon -Sensative Scanned Fibes Skipped Files Logs

£ Sove Resubts to Fle | ] Save Results to Pdf

Field Hame Match

Email Address =%/ quickenloan Columa 8 Sample: 0,5, 1000; @ ] ftrue
Address City (Be.  s3:/quickenloan...  Columa 7 B4 76 100 Samgle: 0,1, 1000; [} o false
Address CRy (Be . s3://quickenloan.  Columa 7 82 4 5 Sample: 0.1, 1000; L} 1] frue
Address Line (Be.  s3:/quickenloan Columa & 100 L] 5 Sample: 0,1, 1000; -] [ frus
Address City (Be..  s33/quickenlgan..  Columa § 50 3 H Sample: 0,1,1000; [] ] false:
Airdrenn Tty (Fas a3/ lanickeninan Cndums 4 34 r 5 Sansele: e, 1000k 1] i falae
Fage 1 ofl |l |2® Displaying 1 - 144 of 144

5. Skipped Objects: This tab will provide you with the list of objects that were skipped during the
execution. It displays information about the Object Path, Skipped Reason, Object Type, Object
Owner and Notification Date.

Results Overview | Results | Defailed Results | Structured Summary Resalts | Mon-Seasitive Scanned Files | Skipped Objects | Logs

| - s | B

Oiliject Type

Skipped Reason

6. Non-Sensitive Scanned Files:

Hesults Overview Results Detailed Reaults Structured Summary Results Hon-Semsitive Scanned Fides  Skipped Objects Logs

Hodificstion Dute

Filz Path
No mon-senskive scanned files,
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7. Logs: It will list errors that occurred during task execution.

Resulls Overview Resulls  Debasled Results Structured Suswnary Redalls Mo Sensitive Scasscd Files Shipeped Objects Lesgs

Dear Filiers = | &

Frree bl Objact Mame Cereciery Fath
B bog to show,

= Save Results to File: Click the Save Results to File, if you wish to download the data in text format.
= Save Results to PDF: Click the Save Results to PDF, if you wish to downlad the data in PDF format.

9.5.1.2 By Date Range
The 'By Date Range' tab is divided into two panes. These are:
1. Date Filter
2. Overview

Duste Fillber £

From Date: | 0%/12/2019 k) ToDate:  1H1X2015 K] Update Fesuits

Vi 30e viewing results between I112/2009 and 12/11/2019 dates.

Results Oververw Aesslits Drtailed Brsbis
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e Date Filter: In Date Filter pane, you can specify the date range. Using this option, you can filter out
result based on the date range.

e Overview:
The Overview pane display the graphical representation of the information in Results Overview tab
and detailed information in Results and Detailed Results tab.
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1. Results Overview: The Results Overview tab display information in form of graphical
representation. It displays two bar chart and a pie chart.
=  The first bar chart shows the number of files searched, encrypted and masked.
= The second bar chart shows the total number of sensitive files found.
= The pie chart shows the Sensitive Type found in each segment.
2. Results: The Results tab lists down the Sensitive Data Group detected in the specified time

range. It includes information such as Task Name, Sensitive Data Group, Object Path, Object
Type, Detection Type, Content Read, Hit Count, AES/Masked, FP/Row Encrypted, FP/Row
Decrypted.

DiscoveryGCS Address 54/ 0g-Cata/ARDets csv csv Sructved Scan(t00%) 26 false faise faise
DascoveryGCS Address s/ 6g-dma/narmaiSche csv Structured Scan(100%) 266 false false false
DucovenGCs Crede Cand /| 6g-data/ ABData cxv csv Frectured Scan(100%) M false faise false
DicovenyGLS Crode Caed 93/ Ag-data/normaiiche v Seractred Scan(t00%) 3 false faize fase
DiscoveryGCS Ervadl Addess 8/ 6g-dona/ ARDeta cov v Soructured Scan(100%) 10 folse false faise
DescovenyGCS Names e/ 6g-data/nermaiSche sy Strectred Scan(100%) 7 faise faise folse
DescoveryGCS Soosl Security 5./ 6g-data/ AIData csv csy Strectured Scn(100%) N faise faise folse
DucovenyGLS Sockal Secwrity o/ /dg-dna/narmache sy Srecteed S(I00%) N faise false false
DiscovenGCs Telephone o2/ 4g-dana/ NBDeta cov v Rrctured <aa(100%) w0 false false false
DascoveryGLS Telephene 5/ [Gg-dana/nermaliche v Seructueed Scas(t00%) 1 falze false faise
Page 1 o1 < Duplayng 1 - 10 of 30
3. Detailed Results: The Detailed Results tab lists down the Sensitive Types detected in the

specified time range, grouped by type and location. The tab also displays information such
as Task Name, Sensitive Data Group, Object Path, Object Type, Detection Type, Content
Read, Hit Count, and whether the data was masked.
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DistanveryGls Address Oty (Best subied .. gs//dg-data/ANDts. cov o Sanuctured Scan(100%) 16 false false false
DhsceveryGlS Address Oty (Best suded .. gac//dg-datanormalSche . C5V Sanutured Scan(100%) 71 false fabse false
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= Save Results to File: Click the Save Results to File, if you

wish to download the data in text

format.

= Save Results to PDF: Click the Save Results to PDF, if you wish to downlad the data in PDF
format.

= (Clear Filters: Click the Clear Filters button. It will remove any applied filters on the Detection
task page.

9.5.1.3 Saved Remediation
The Saved Remediation tab allows you to view all the records that have been selected as remediated
results in DETAILED RESULTS tab under OVERVIEW panel.

*Note: To know more about how to enable and queue the task for remediation workflow, refer
section Settings under DgAdmin.

Once the remediation value has been set and saved in DETAILED RESULTS tab, the same can be seen
under Saved Remediation tab. The Saved Remediation tab will display the information such as Host
Name, Database Name under Scope, Table Name, Field Name, Sensitive Type, Remediation Action, etc.

Results || Logs | Saved Remediation
Remediation
Edit | 2 Refresh | & Delete
Scope
Table Name Sensitive Type Remediation Action Name | Remediation Actii Enabled
HostName Database Name
192,168.1.56 RITISH_NEW_GDPR RITISH_MASK VARCHAR_COL2 Decrease Confidence Per...
153.64.73.16 mandeep_tests SMOKE_20 EMAIL_ADDRESS Email Address Increase Confidence Per... 10 true
153.64.73.16 mandeep_tests SMOKE_20 ABA_ROUTING_...  ABA Routing number Mark As Correct true
153.64.73.16 mandeep_tests SMOKE_20 URL URL Mark &s Mon Sensitive true

To edit the remediation details, click EDIT. This functionality allows you to update the information for
remediated results, if required.
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To delete the remediated record, select the record and click Delete. This will delete the selected
remediated record from the screen.

Click Refresh to update the screen.

9.5.2 RedShift/RDS

In RedShift/RDS, the Result page displays the status and results of the Detection and Masking
tasks.

9.5.2.1 Detection
9.5.2.1.1 Results

The Results tab is divided in three panes. These are:
1. Task Instances
2. Task Instance Details
3. Overview

Task Instances
o Refresh | I I With Rassubs |
Mo pos Lo display

Fage of @ ol

ot ot . T :-cox: o

¥a records ta dapley

No rows to display,

Results Detailed Results Shappoed € chamns Logs Data Scanmed Hon-Senulier Scanned Tables

Tk Ciharnas Ky Path Senstve Greup Confid Riferential Typse Referrisg Te

Mo oS 1o display

e Task Instances

This pane will display the information for the task such as ID (system generated), Task Name, Status,
Start Time, End Time, Show/Hide, etc. Click the Re-Execute button next to the selected task to re-
run it. Selecting a task instance displays its parameters and results in the panels below.

= Refresh | | With Results |

N S S S S [T

No rows to display
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1. Refresh: Click the Refresh button. It will update the current page with the updated

information.

2. Clear Filters: Click the Clear Filters button. It will remove any applied filters on the Tasks
page.

3. Resume: Click the Resume button to re-start the process from the point where it was
paused.

4. Show: Click the Show button to unhide a task.
5. Hide: To hide any task, follow the below steps:
i. Check Show/Hide checkbox for the policy.
ii. Click the Hide button. The policy will get greyed out.
6. Queue For Remediation: Click this button to queue the task for remediation workflow.
This option allows you to queue the task for remediation manually.

Once the task has been queued for remediation, the value for the remediation can be seen
in the Task Instances panel under the column name REMEDIATED. It specifies the value as

YES or NO.
Task Instances
& Refresh | | | | Queue For Remediation [¥] Remediated Results "] With Results | = Show | | Hide
mm
email_privacy Completed May-19-2020 17:35:08 May-19-2020 17:35:29
153 Ritish DGWalker Oracle Completed May-18-2020 10:18:17 May-18-2020 10:18:21 No ° B
152 Ritish DGWalker Oracle copy by parteek.. Completed May-18-2020 10:17:13 May-18-2020 10:17:27 No ° E

< >

To queue the task for remediation workflow automatically, set the value of AUTO QUEUE
FOR REMEDIATION to YES in DgAdmin application under SETTINGS.

7. Remediated Results: check the Remediated Results checkbox, if you want to view the
final results for the selected fields which are marked as Remediated. The remediated
result will be displayed in the Detailed Result tab under the Overview panel.

8. With Results: Check the With Results checkbox, if you want to see the results for the
selected masking task.

e Task Instance Details:
The Task Instance Detail pane will display the basic information for the RDS/RedShift detection
task selected in the Task Instance pane. It includes details such as Task Name, Task Description,
Created By, Last Executed On, etc.

The Task Instance Details pane will also display the list of Sensitive Types and Database Object

Filter used.
— T
Task Mame: mysgl_rds  Task Instance 1D: 94 4 PCI_DBMS mm Table/View o Tabile/ m
Task Type: Detecti
sk Type: Letechion Credit Card # (Dash Separation) Mo rows to display.
Start Time: Dec-13-2018 14:00.05 Credit Card & (Digits Only)

Sampling Configuration: Top 1000 rows Credk Card # (Space Separaiion)

1. Sensitive Type: The Sensitive Type pane will display the list of Sensitive Type for the
selected task.
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Database Object Filter: The database Object Filter

e Overview:
The Overview pane will show the overview of basic information for the selected task. The

information displayed is dependent on the currently selected tab.

pane displays

only those
databases/tables/columns that match the filter applied. The columns display information
such as the applied operator, connection information, Table/View operator, Table/View
Filter, column operator and column filter.

Aesults Dertaibed Realts

Skipped Colunes

Logs Data Scasned Hon - Semsitiee Scanscd Tables

i Seve Results v File | | 1] Save Foesults by POF

Sortnve Cate Grous - Directory Path e Ky Path

Addiess ahiski_detecien L Addrers_Tip Add_Tig A 1]
Addveis ik dstedtion MA all_rriimiatich 1) A B4
Address thubs_detechon i guri_new wddress [ 4
Address shubi_detedtion A quir_new Address_oby e 103
Address shaibi_detedtan MA quni_new wddress_cousbry A =]
Address shubs_detetan MA qusi_new Address_sise 1A 7=
Address thube_deireten MA quii_new Addeeds_mg A w2

Page 1 of3 |k H & Dusplaying 1 - 20 of 4

1. Results: The result tab will display the high level information of the Sensitive Types for the
selected task in the detection task pane. The information includes Sensitive Data Group,
Database, Table, Column, Sensitive Group Confidence, etc.

2. Detailed Results: The Detailed Results tab will provide you the detailed information for the
Sensitive Type encountered in the database. The information will include Sensitive Type,
Hostname, Database, Table, Column, Database User, etc.

Results Detailed Results Skipped Columns Logs Data Scanned Mon-Sensitive Scanned Tables

3. Skipped Columns: This tab will provide you with the list of columns that were skipped

Results Summary

during the execution.

D Remediate  Upload Safelist Edit Safelist | | () Save Resultsto Fide | B SaveResultsto Pdf | Fesults Summary
mm o o mmmmm-mmmmm
Address Gt 10.12..  dgstar tmip_strt Y N H
Address Cit 10.12 5 A sys_config  variable VAR 128 N HA root 14 [ [ 1 0N H H BA. I'-I'g'SQL Primar.
Address 5t 10.12.. dgstar  NA dg_dbm.. location VAR £ ¥ HA root B4 1 i i [} H H BA MyS0L
Address St 10.12..  dgstar  NA tmp_stet  stmit VAR. 4000 Y NA root 10 59 99 12 [ H H BA.. MySQL
Address .. 1012 sys N sys_config value VAR 128 ¥ NA root 14 [ [ 1 1 H ] H BA. MySQL
Date (Best .. 10.12.. dgstar  NA dog_cow.. wpdat. DAT.. 19 Y & root 0 L] o 0 [ § ] H BA.  MySOL
Date (Best.. 10.12.. dgstar  NA dg_dbm.. updat. DAT.. 19 ¥ NA roct #0 [] 0 0 [ N H BA. MySOL -
Page. 1 of 1 & Displaying 1 - 20 of 20
= Remediate
=  Upload Safelist
= Edit Safelist
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Results | Detailed Results | Skipped Columns | Logs | Data Scanned | Non-Sensitioe Scanned Tables

No rows to display

4. Logs: It will list errors that occurred during task execution.

Resalts | Detailed Resulis Shipped Codumns Logs Dl Scanmned Flan-Sensitive Scansed Tabiles

Dirgctery Path

5. Data Scanned: List the total number of rows in the scanned tables and how many of those
rows DgSecure actually scanned.

Risults Deetaibed Results Skipped Cohemns Lags Dista Scanmed Han-Sensllive Scanned Tables

.
T T S T [Ty [y e st

No rows to display,

6. Non Sensitive Scanned Tables: It will list down the tables which contain non sensitive data.
This tab includes information such as Host Name, Database Name, Table Name, Table
Size(bytes).

Results Detaibed Results Shupped Columns Logs Data Scamned Plon-Sensitive Scamnned Tables
|

[y oS T displary,

7. Remediate: Click this button to remediate any result in DETAILED RESULTS tab. To
remediate the selected result, perform the following steps:
e) Select the record in the Detailed Result tab and click the Remediate button.
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Results Detailed Results Skipped Columnas Logs Data Scanned Non-Sensitive Scanned Tables

Upload Safelist | - Edit Safelist | as-venahsmue ID Save Results to P |

e 1] oo o] et 1| cov v vmwc
Email Add 192 orv_ NA dbo.gs EMAL var 80 Y NA sonam 82 10 10 8 SQLS Ume
Emall Add 192 grv_ NA dbo.GA Emar var 100 Y NA sonam N 1,000 1,000 752 oY N N TA SQLS Unre
Emai Add 192, onv_ NA dbo.ga EMAL  var 80 Y NA sonam 77 2,000 2,000 1,484 101 Y N N TA SQULS Unre
Emad Add 192 gv_  NA dboga  EMAL  var. 80 Y MA  zonam 76 2000 2,000 1477 102 Y N N TA. SQLS Unre
Emai Add 192 orv_ NA dbo.ga EMAL var 80 Y A sonam 76 2,000 2,000 1,468 02 Yy N N TA SQLS Unre
Email Add 152 orv._ NA dbo.ga EMAL  var 80 Y KA sonam 77 2,000 2,000 1,485 103 Y N N TA SQLS Unre

Page 1 of1 T Displaying 1-6of 6

f) Enter the details for Remediation Action and Remediation Value (%) field in the

popup.
Remediation
Scope
Host Name: 192.168.0.151 DB Name: grv_discover
Remediation Action: | Select remediation action g
Table Name: dbo.gaurav_10lakh_1 Field Name: EMAIL_ADDRESS
Sensitive Type: Email Address Enabled
Cancel Save
V. Following are the options in Remediation Action field.
e Mark as Non Sensitive: Select this option to mark the record as Non
Sensitive. The system will ighore this record in future re-run.
e Mark as Correct: Select this option to mark the record as Sensitive. The
system will not ignore this record in future re-run.
o Decrease the Confidence Factor: select this option to decrease the
confidence factor in Remediation Value (%) field.
o Increase the Confidence Factor: Select this option increase the confidence
factor in Remediation Value (%) field.
vi. Enter the remediation value in percentage. This field will be enabled when you

select Decrease or Increase the Confidence Factor in Remediation Action field.

Once the remediation value has been set and saved, the same can be seen under Saved
Remediation tab.
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Results Logs || Saved Remediation
Remediation
Edit | | | 2 Refresh | () Delete
Scope
Table Name Field Name Sensitive Type Remediation Action Name | Remediation Acti{ Enabled
HostName Database Name
192.168.1.56 RITISH_NEW_GDPR. RITISH_MASK VARCHAR_COL2 Decrease Confidence Per...
153.64.73.16 mandeep_tests SMOKE_20 EMAIL_ADDRESS Emiail Address Increase Confidence Per. true
153.64.73.16 mandeep_tests SMOKE_20 ABA_ROUTING_...  ABA Routing number Mark As Correct true
153.64.73.16 mandeep_tests SMOKE_20 URL URL Mark As Non Sensitive true
9.5.2.1.2 Logs

In Logs tab, you can view the list of all the Task Name along with the errors occurred during
the task execution. The Logs tab is divided into two panes:

1. Logs List
2. Logs Details

g Save Results to File | | BY] Save Results to PDF

Taskl Detection1Mysql
DetectionTask MysqlDetection Reference data for "Names' sensit.
Page |1 of 1 | i | Bl | (2 Displaying 1 - 2 of 2
Logs Details
42 2020-01-08 08:58:44.0 2020-01-08 06:58:45.0
41 2020-01-08 06:57:27.0 2020-01-08 06:57:44.0
Page 1 of 1 || b ([0 | [ Displaying 1 - 2 of 2

® Logs List: This pane will display the list of all the Tasks Name along with the errors occurred
during the task execution. It will also display the information such as Database Name, Directory
Path, Table Name and Connection Name.

1. Save Results to File: Click the Save Results to File button to save the Logs List
information in .csv format.

2. Save Results to PDF: Click the Save Results to PDF button to save the Logs List
information in PDF format.
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£ Save Results to File | | |B] Save Results to PDF

Taskl Detection1Mysal
DetectionTask MysqlDetection Reference data for ‘Names' sensit
Page |1 of 1 el Displaying 1 - 2 of 2

® Logs Details: The Logs Details pane will display the information for the selected task in the Logs
List. The information includes Task Instance, Start Time and End Time.

Logs Details
oo
2020-01-08 06:58:44.0 2020-01-08 06:58:45.0

41 2020-01-08 06:57:27.0 2020-01-08 06:57:44.0

Page (1 | of1

@

Displaying 1- 2 of 2

9.5.2.1.3 Saved Remediation
The Saved Remediation tab allows you to view all the records that have been selected as remediated
results in DETAILED RESULTS tab under OVERVIEW panel.

*Note: To know more about how to enable and queue the task for remediation workflow, refer
section Settings under DgAdmin.

Once the remediation value has been set and saved in DETAILED RESULTS tab, the same can be seen
under Saved Remediation tab. The Saved Remediation tab will display the information such as Host
Name, Database Name under Scope, Table Name, Field Name, Sensitive Type, Remediation Action, etc.

Results || Logs | Saved Remediation
Remediation
Edit | 2 Refresh | &) Delete
Scope
Table Name Sensitive Type Remediation Action Name | Remediation Acti| Enabled
HostName Database Name
192.168.1.56 RITISH_NEW_GDPR RITISH_MASK VARCHAR_COL2 Decrease Confidence Per.
153.64.73.16 mandeep_tests SMOKE_20 EMAIL_ADDRESS Email Address Increase Confidence Per... 10 true
153.64.73.16 mandeep_tests SMOKE_20 ABA_ROUTING_. ABA Routing number Mark As Correct true
153.64.73.16 mandeep_tests SMOKE_20 URL URL Mark &s Mon Sensitive true
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To edit the remediation details, click EDIT. This functionality allows you to update the information for
remediated results, if required.

To delete the remediated record, select the record and click Delete. This will delete the selected
remediated record from the screen.

Click Refresh to update the screen.

9.5.2.2 Masking

In Logs tab, you can view the list of all the Task Name along with the errors occurred during
the task execution. The Logs tab is divided into two panes:

1. Logs List
2. Logs Details

£} Save Results to File | | B3] Save Results to PDF

| -
Taskl Detection1Mysgl
DetectionTask MysqlDetection Reference data for "Names' sensit.
Page |1 of 1 P

Displaying 1 - 2 of 2
Logs Details

42 2020-01-08 06:58:44.0 2020-01-08 06:58:45.0
41 2020-01-08 06:57:27.0 2020-01-08 06:57:44.0
Page 1 of 1 e

Displaying 1 - 2 of 2

® Logs List: This pane will display the list of all the Tasks Name along with the errors occurred
during the task execution. It will also display the information such as Database Name, Directory
Path, Table Name and Connection Name.

1. Save Results to File: Click the Save Results to File button to save the Logs List information
in .csv format.

2. Save Results to PDF: Click the Save Results to PDF button to save the Logs List
information in PDF format.
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1 = £ Save Results to File | | |BY] Save Results to PDF
Detabase Neme < —— Tabe Nome [—
Taski Detection1Mysql
DetectionTask MysglDetection Reference data for ‘Names' sensit.
i Page |1 of 1 bl | 2 Displaying 1 - 2 of 2

® Logs Details: The Logs Details pane will display the information for the selected task in the Logs
List. The information includes Task Instance, Start Time and End Time.

Logs Details

2020-01-08 06:58:44.0 2020-01-08 06:58:45.0
41 2020-01-08 06:57:27.0 2020-01-08 06:57:44.0

| || Page |1 of 1 || b || Wl | |2 Displaying 1 - 2 of 2

9.6 Azure

9.6.1 Azure Blob/Data Lake

9.6.1.1 ByTask
The Results tab is divided in three panes. These are:

1. Task Instances
2. Task Instance Details
3. Overview
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Task Instances

= Pafrash | | | with Results |
m
o pews 10 displin
Page of @ = ¥ records be deplay
e T o
Mo resws to display,

Results [ertatled Rrwslts Shapprd ( chemns Logs Data Scansmed Hon Sensltrer Scanned Tables

T [ [T S S [ [y

i P 0 Sy

4. Task Instances
This pane will display the information for the task such as ID (system generated), Task Name,
Status, Start Time, End Time, Show/Hide, etc. Click the Re-Execute button next to the selected task
to re-run it. Selecting a task instance displays its parameters and results in the panels below.

o Refresh | With Results |
e S S S [ S [T
Ho rows to display

Refresh: Click the Refresh button. It will update the current page with the updated information.
Clear Filters: Click the Clear Filters button. It will remove any applied filters on the Tasks page.
Resume: Click the Resume button to re-start the process from the point where it was paused.
Show: Click the Show button to unhide a task.
Hide: To hide any task, follow the below steps:

i. Check Show/Hide checkbox for the policy.

ii. Click the Hide button. The policy will get greyed out.

5. Task Instance Details:
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The Task Instance Detail pane will display the basic information for the RDS/RedShift detection task
selected in the Task Instance pane. It includes details such as Task Name, Task Description, Created
By, Last Executed On, etc.
The Task Instance Details pane will also display the list of Sensitive Types and Database Object
Filter used.

e— T - v
Task Name: mysgl_rds  Task Instance ID: 94 3 PC1_DBMS EM Table/View O( Table/Vi

Task Type; Detection
Credt Card # (Dash Separation) No rows to display,

Start Time: Dec-13-2013 14:00.05 Credit Card & (Dsgits Onky)
Cradit Card # (Space Separation)

Sampling Configuration: Top 1000 rows

6. Sensitive Type: The Sensitive Type pane will displays the list of Sensitive Type for the selected
task.

7. Database Object Filter: The database Object Filter pane displays only those
databases/tables/columns that match the filter applied. The columns display information such
as the applied operator, connection information, Table/View operator, Table/View Filter,
column operator and column filter.

8. Overview:
The Overview pane will show the overview of basic information for the selected task. The
information displayed is dependent on the currently selected tab.

Rralis Dtailed Beulis Skipped Coluns Logs Data Scashed Hon - Seasither Scanscd Tables
- 5 Seve Besulty ta File | | | Seve Reselts by POF
S LT T [T e
Address thube_detegtsn MA Additid_ T Add_ T A L
Bddress ihubi_debection B all_miimatch EEng hed B4
Bddresy thubs_detection . guri_new wddress i, “
Beddress shubi_detection MA gui_new Address_oby A, 103
Bddress shubi_detection M4 guri_new address_cousbry (1Y B
Address shubi_detection MA gusi_new Address_state 1t ]
Address thube_detecen [m gui_new Addeis_mm Hea F
Page 1 ofy |k H & Dusplaying 1 - 20 of 44

e Results: The result tab will display the high level information of the Sensitive Types for the
selected task in the detection task pane. The information includes Sensitive Data Group, Database,
Table, Column, Sensitive Group Confidence, etc.

o Detailed Results: The Detailed Results tab will provide you the detailed information for the
Sensitive Type encountered in the database. The information will include Sensitive Type,
Hostname, Database, Table, Column, Database User, etc.
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Results  Detailed Results | Skipped Columns | Logs | Data Scanned | Non-Sensitive Scanned Tables
@ Remediste | Upload Safelist |  EditSafelist | | Save ResultstoFde | | ) SaveResulbtstoPdf | | Results Summary

g o e o PR P ey e

Address Gt 1012 . dnstar ¥ ] H

Address (.. 10.12.. sys 1A _:nnﬁq variable VAR.. 128 N HA oot 14 [ [ 1 0N N H BA. I'lg'SQL Frienar

Address St 1042 dgstar  NA do_dbm.. location VAR. B4 ¥ HA root 2] 1 1 1 0N N N BA. MysOL

Address 5t 10.12.. dgstar  NA tmp_stmt  stmt VAR.. 4000 ¥ HA rook 10 9 59 12 [} N H BA. MySQL

Address 1. 1012 oy N oy_tonfig valbe VAR 128 ¥ NA  root 14 [ [ 1 H N H BA.  MySOL

Date (Best . 10.12.. dgstar  NA dp_cou.. updat. DAT. 19 Y WA oot 40 [ 0 [ Y N H B MySQL

Date (Best . 10.12.. dgstar  NA dg_dbm.. updat. DAT. 19 ¥ NA oot 4 [ 0 [ 0y ] N BA.  MySOL

ebdenags, (1 | oft | [N | Displaying 1- 20 of 20

e Skipped Columns: This tab will provide you with the list of columns that were skipped during the
execution.

Results | Detailed Results | Skipped Columns | Logs  Data Scamned | Non-Sensitive Scanned Tables
| "

Mo rows Lo display

e Logs: It will list errors that occurred during task execution.

Results | Detadled Resulls Shipperd Coduming L Draltan Secaimeed Man Senutnee Scanecd Tables

Databaie Name - Dirgctery Path Table Nass Cosnaction Hame
Mo rows to display

e Data Scanned: List the total number of rows in the scanned tables and how many of those rows
DgSecure actually scanned.

Resulis Detaibed Results | Skipped Columns =~ Logs = Dabs Scanned Hon-Sensiive Scanned Tables

- x| | B
Host Keme = Datshase Name Directory Path M Total Rioves Rowws Scanned (M) Tokal Diata Sampled Data

N rows bo display,

e Non Sensitive Scanned Tables: It will list down the tables which contain non sensitive data. This
tab includes information such as Host Name, Database Name, Table Name, Table Size (bytes).
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Results  Detailed Reswlts  Shipped Columns | Logs  Data Scamned | Mon-Sensitive Scamned Tables

I = -]

Higd Nama = Dulabaie Mame Derectony Path Ty Hame Table Sz

M rows to display,

9.6.1.2 Saved Remediation
The Saved Remediation tab allows you to view all the records that have been selected as remediated
results in DETAILED RESULTS tab under OVERVIEW panel.

*Note: To know more about how to enable and queue the task for remediation workflow, refer
section Settings under DgAdmin.

Once the remediation value has been set and saved in DETAILED RESULTS tab, the same can be seen
under Saved Remediation tab. The Saved Remediation tab will display the information such as Host
Name, Database Name under Scope, Table Name, Field Name, Sensitive Type, Remediation Action, etc.

Results Logs Saved Remediation

Remediation
Edit | 2 Refresh | (&) Delete

Scope

Table Name Sensitive Type Remediation Action Name | Remediation Acti Enabled

HostName Database Name
192.168.1.56 RITISH_NEW_GDPR RITISH_MASK VARCHAR_COL2 Decrease Confidence Per...
153.64.73.16 mandeep_tests SMOKE_20 EMAIL_ADDRESS Email Address Increase Confidence Per.. 10 true
153.64.73.16 mandeep_tests SMOKE_20 ABA_ROUTING_.. ABA Routing number Mark &s Correct true

153.64.73.16 mandeep_test5 SMOKE_20 URL URL Mark As Non Sensitive true

To edit the remediation details, click EDIT. This functionality allows you to update the information for
remediated results, if required.

To delete the remediated record, select the record and click Delete. This will delete the selected
remediated record from the screen.

Click Refresh to update the screen.

9.6.2 Databases

9.6.2.1 Results

The Result screen displays information about the Sensitive data detected in the existing
database. This screen is divided into three panels.
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4. Task Instances
5. Task Instances Detail
6. Overview

Task Instances
+ Refresh | | | | Queue For Remediation [C] Remediated Results "] With Results | | Show ||| Hide
orade Completed Jan-09-2020 04:23:28 Jan-09-2020 04:34:52
43 Task? Completed Jan-08-2020 07:00:32 Jan-08-2020 07:00:53 Mo o (=
42 Taski Failed Jan-08-2020 06:58:44 Jan-08-2020 D6:58:45 Mo o =
v
< »
Page |1 of 1 ol Displaying 1 - 11 of 11

Task Name: oracle  Task Instance 1D: 44 - S HIPAA DBMS - Connection Infon Table/View O| Table/Vie

Task Type: Detection

Email Address No rows to display.
Start Time: Jan-09-2020 04:23:28 Full Names
samnlinn Confinuration: Ton 1000 rows ~ | IP Address
< 3 NPT V¢ »

Results Detailed Results Skipped Columns Logs Data Scanned Mon-Sensitive Scanned Tables

£ Save Results to File | B8] Save Results to PDF

Credit Card DATAGUISE A MUNISH

Credit Card DATAGUISE NA SUPPORTTEST CREDITCARD A 30

Email Address DGCONTROLLER_..  NA DG_DATABASE_ATTRIB.. CONTACT_EMAIL  NA 16

Email Address DGCONTROLLER_.. NA DG_HADOOP_ATTRIBUT.. CONTACT_EMAIL  NA 16

Email Address DGCONTROLLER_..  NA DG_NOTIFICATIONS_US...  EMAIL A 16

Email Address DGCONTROLLER_.. NA DG_NOTIFICATIONS_US...  EMAIL A 16

Email Address DGCONTROLLER_.. NA DG_NOTIFICATION_SEN... EMAILCONTENT A 16 ~
Page |1 of 15 | b || Bl || Displaying 1 - 20 of 286

o Task Instances
The Task Instance pane display information for the masking tasks. This pane will display
information such as ID (system generated), Task Name, Status, Start Time, End Time, etc.

Task Instances
< Refresh | | | Queue For Remediation ["] Remediated Results[] with Results | | Show || Hide
4“4 orade Completed Jan-09-2020 04:23:28 Jan-09-2020 04:34:52
43 Task2 Completed Jan-08-2020 07:00:32 Jan-08-2020 07:00:53 No o =)
42 Taski Failed Jan-08-2020 06:58:44 Jan-08-2020 06:58:45 No o [}
~

< >

Page 1 of 1 e Displaying 1 - 11 of 11

9. Refresh: Click the Refresh button. It will update the current page with the updated
information

10. Clear Filters: Clear Filters: Click the Clear Filters button. It will remove any applied filters
on the Tasks page.

11. Resume: Click the Resume button to re-start the task where it was initially stopped.

12. Show: Click the Show button to unhide a task.

13. Hide: To hide any task, follow the below steps:
i. Check Show/Hide checkbox for the policy.
ii. Click the Hide button. The policy will get greyed out.
14. With Results: Check the With Results checkbox, if you want to see the results for the
selected masking task.
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15. Queue For Remediation: Click this button to queue the task for remediation workflow.
This option allows you to queue the task for remediation manually.

Once the task has been queued for remediation, the value for the remediation can be seen in
the Task Instances panel under the column name REMEDIATED. It specifies the value as YES or

NO.

Task Instances

& Refresh | | | | Queue For Remediation [¥] Remediated Results[ | With Results | | Show | | Hide
m_

email_privacy Completed May-19-2020 17:35:08 May-19-2020 17:35:29
153 Ritish DGWalker Oracle Completed May-18-2020 10:18:17 May-18-2020 10:18:21 No ° |:|
152 Ritish DGWalker Oracle copy by parteek..  Completed May-18-2020 10:17:13 May-18-2020 10:17:27 No ° &}
-

< >

To queue the task for remediation workflow automatically, set the value of AUTO QUEUE FOR
REMEDIATION to YES in DgAdmin application under SETTINGS.

16. Remediated Results: check the Remediated Results checkbox, if you want to view the
final results for the selected fields which are marked as Remediated. The remediated
result will be displayed in the Detailed Result tab under the Overview panel.

e Task Instance Details
The Task Instance Details pane will display the basic information for the task selected in the
Task Instance pane. The includes details such as Task Name, Task Description, Start Time, End
Time, Task Type, etc.

It also provides additional information for the Sensitive Type and the Database Object Filter.

Task Instance Details Bl Sensitive Type » Database Object Filter
Task Name: oracle  Task Instance ID: 44 - o HIPAA DBMS - Connection Info Table/View O] Table/Vie
Task Type: Detection Email Address No rows to display.
Start Time: Jan-09-2020 04:23:28 Full Names
Samnlina Confinuration: Ton 1000 rows ~| TP Address
> NPL >]< L

e Overview
The bottom panel will show the detailed information for the selected task. The information
displayed is dependent on the currently selected tab.

Results Detailed Results Skipped Columns Logs Data Scanned Mon-Sensitive Scanned Tables
£ Save Results to File | | ] Save Results to PDF

Credit Card DATAGUISE MUNISH

Credit Card DATAGUISE NA SUPPORTTEST CREDITCARD NA 30

Email Address DGCONTROLLER ... NA DG_DATABASE_ATTRIB.. CONTACT_EMAIL NA 16

Email Address DGCONTROLLER ... NA DG_HADQOP_ATTRIBUT... CONTACT_EMAIL NA 16

Email Address DGCONTROLLER ... NA DG_NOTIFICATIONS_US... EMAIL NA 16

Email Address DGCONTROLLER ... NA DG_NOTIFICATIONS_US... EMAIL NA 16

Email Address DGCONTROLLER ... NA DG_NOTIFICATION_SEN... EMAILCONTENT NA 16 g
htii#dgrofEdes 1 of 15 || b | Bl || Displaying 1 - 20 of 286
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13.

14.

15.

16.

17.

18.

19.

20.

21.

Results: The Result tab provide information for the Sensitive Type encountered in the database
along with the additional information such as Column Name, Table Name, Sensitive Group
Confidence.

Detailed Results: This pane list the Sensitive table columns that are discovered, along with
their location, data type, Table Name, Column Name, Data Type, etc.

Skipped Columns: This pane list down any skipped columns along with the data type
identified in that column.

Data Scanned: The Data Scanned pane list down the sampled and the total data targeted with
the scan.

Non Sensitive Scanned Tables: This pane list down all the Database Name along with their
Host Name, Directory Path, Table Name and Table Size which were found non — sensitive
during the scan process.

Logs: This pane list any errors which occurred during the task execution. It displays the log
information for the errors such as Database Name, Schema Name, Column Name, Error
Description, and Error.

Save Results to File: Click the Save Results to File, if you wish to download the data in text
format.

Save Results to PDF: Click the Save Results to PDF, if you wish to download the data in PDF
format.

Remediate: Click this button to remediate any result in DETAILED RESULTS tab. To remediate
the selected result, perform the following steps:
g) Select the record in the Detailed Result tab and click the Remediate button.

Results

E’na Add
Emall Add
Email Add
Email Add
Emad Add
Email Add

mm-- oot

Pag

Detadled Results Skipped Columns Logs Data Scanned Non-Sensitive Scanned Tables

Upload Safelist | - Edit Safelist Qmmmﬂe | B Save Results to P |

e i it L] e e e

dbo.gs EMAL Y Y QLS Unre

grv_ NA dbo.GA Emal var 100 Y NA sonam 78 1000 1,000 752 oY N N TA SQLsS Unre

192, onv_ NA dbo.ga EMAL var 80 Y NA sonam 77 2,000 2,000 1,484 101 Y N N TA SQULS Unre
192 ov_.  NA dboga. EMAL  var. 80 Y MA  zonam 76 2,000 2000 1477 102 Y N N TA. SQLS unre
orv_ NA dbo.ga EMAL var 80 Y NA sonam 76 2,000 2,000 1,468 0wy N N TA SQLS Unre

orv. NA dbo.ga EMAL var 80 Y A sonam 77 2,000 2,000 1,485 103 Y N N TA SQLS Unre

e 1 of 1 g Displaying 1- 6 of 6

h) Enter the details for Remediation Action and Remediation Value (%) field in the
popup.
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Remediation
Scope
Host Name: 192.168.0.151 DB Name: arv_discover
Remediation Action: Select remediation action 2
Table Name: dbo.gaurav_10lakh_1 Feld Name: EMAIL_ADDRESS
Sensitive Type: Email Address Enabled
Cancel Save
vii. Following are the options in Remediation Action field.
e Mark as Non Sensitive: Select this option to mark the record as Non
Sensitive. The system will ignore this record in future re-run.
e Mark as Correct: Select this option to mark the record as Sensitive. The
system will not ignore this record in future re-run.
o Decrease the Confidence Factor: select this option to decrease the
confidence factor in Remediation Value (%) field.
e Increase the Confidence Factor: Select this option increase the confidence
factor in Remediation Value (%) field.
viii. Enter the remediation value in percentage. This field will be enabled when you

select Decrease or Increase the Confidence Factor in Remediation Action field.

Once the remediation value has been set and saved, the same can be seen under Saved
Remediation tab.

Results Logs Saved Remediation
Remediation
Edit | | | 2 Refresh | | (2 Delete
Scope
Table Name Field Name Sensitive Type Remediation Action Name | Remediation Actii Enabled
HostName Database Name
192.168.1.56 RITISH_NEW_GDPR. RITISH_MASK VARCHAR_COL2 Decrease Confidence Per
153.64.73.16 mandeep_tests SMOKE_20 EMAIL_ADDRESS Email Address Increase Confidence Per... 10 true
153.64.73.16 mandeep_tests SMOKE_20 ABA_ROUTING_...  ABA Routing number Mark As Correct true
153.64.73.16 mandeep_tests SMOKE_20 URL URL Mark As Non Sensitive true

9.6.2.2 Saved Remediation
The Saved Remediation tab allows you to view all the records that have been selected as remediated
results in DETAILED RESULTS tab under OVERVIEW panel.

*Note: To know more about how to enable and queue the task for remediation workflow, refer
section Settings under DgAdmin.
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Once the remediation value has been set and saved in DETAILED RESULTS tab, the same can be seen
under Saved Remediation tab. The Saved Remediation tab will display the information such as Host
Name, Database Name under Scope, Table Name, Field Name, Sensitive Type, Remediation Action, etc.

Results Logs Saved Remediation
Remediation
Edit | 2 Refresh | (&) Delete
Scope
Table Name Sensitive Type Remediation Action Name | Remediation Acti Enabled
HostName Database Name
192.168.1.56 RITISH_NEW_GDPR RITISH_MASK VARCHAR_COL2 Decrease Confidence Per...
153.64.73.16 mandeep_test5 SMOKE_20 EMAIL_ADDRESS Email Address Increase Confidence Per. 10 true
153.64.73.16 mandeep_tests SMOKE_20 ABA_ROUTING_..  ABA Routing number Mark As Correct true
153.64.73.16 mandeep_test5 SMOKE_20 URL URL Mark As Non Sensitive true

To edit the remediation details, click EDIT. This functionality allows you to update the information for
remediated results, if required.

To delete the remediated record, select the record and click Delete. This will delete the selected
remediated record from the screen.

Click Refresh to update the screen.

9.6.2.3 Logs
In Logs tab, you can view the list of all the Task Name along with the errors occurred during
the task execution. The Logs tab is divided into two panes:

1. Logs List
2. Logs Details

g Save Results to File | | E¥] Save Results to PDF

Taskl Detection1Mysgl
DetectionTask MysqlDetection Reference data for "Names' sensit.
Page |1 of 1 fied Displaying 1 - 2 of 2
Logs Details
42 2020-01-08 06:58:44.0 2020-01-08 06:58:45.0
41 2020-01-08 06:57:27.0 2020-01-08 06:57:44.0
Page |1 of 1 = Displaying 1 - 2 of 2

® Logs List: This pane will display the list of all the Tasks Name along with the errors occurred
during the task execution. It will also display the information such as Database Name, Directory
Path, Table Name and Connection Name.
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3. Save Results to File: Click the Save Results to File button to save the Logs List
information in .csv format.

4. Save Results to PDF: Click the Save Results to PDF button to save the Logs List
information in PDF format.

£ Save Results to File | | B Save Results to PDF

‘ -

Taskl Detection1Mysgl
DetectionTask MysqlDetection Reference data for ‘Names' sensit

I| page [1 | of 1 |[B](Pl

@

Displaying 1 - 2 of 2

® Logs Details: The Logs Details pane will display the information for the selected task in the Logs
List. The information includes Task Instance, Start Time and End Time.

Logs Details
s o
2020-01-08 06:58:44.0 2020-01-08 06:58:45.0

41

2020-01-08 06:57:27.0 2020-01-08 06:57:44.0

{ || Page |1 of 1 ||| ¥

@

Displaying 1- 2 of 2

9.7 Google Cloud

The Result page displays the status and the results of the GCS tasks. The information can be
tracked:

1. By Task
2. By Date Range
3. Saved Remediation

The below image shows the user interface of “By Task” tab when clicked on Result page:
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Select Custer: GA-ankR-GCS-DOstores \
Dy Task Uy Date Range | Saved Remediabion
Task Instances
| S Refresh | | | | | Quews For Remedation Remedated Results | || With Results | Show | Hade

1D~ Task Name Stat: Start Time -
11 oo shedds Completed Dec:11-2019 . Dec-11-2019. dataguse  Adfs qurankit-gcspos . 10.1280.64 xeni72c  LLUES0 . Mo °
10 o det Completed Dec-11-2019.. Dec-il-2019.. dataguse  hdfs GRS DOS 10.128.0.64 xen172-C A92A680.. No °
WL page 1 o1 |[#)ln) |
Task Instance Overview Included Scan Locations  Exclude From Scan
e ¢ Gt e e

2 2019-12-11 184223228 Type: F : taise
Last Executed On: 3® ScanType: il Dump Metadata: o5t/ [mkit21/senstve_SO Credit Cand 2 (Dipts Only)
Tesk Type: Detection  Read Objects: Part of Otjects  Sampling Configeration: Tep 1000 rows o5://snki2y/Seructure.txt Crede Caed 7 (Space Separation)
Include Objects that failed previously: Faise  Objects Modded After: NA Credit Caed = (Dash Separation)
Otpects Modified Before: NA W4 Page 1 oy el D 3-

| Results Overview Results  Detalled Results Strctured Summnary Results — Noo-Sensitive Scasned Filles  Skipped Objects Logs

224 2
g b
E g Oraw chart: Ocaw
5 " ' chart:
- S With @ weh
3 g scale Scaie
Witheus
| ) Without
g 0 0 scale scale
B Structured [l UnStructured [l Senstve [l Non-Senstve i Skip
9.7.1 By Task
The 'By Task' tab is divided into three panes. These are:
1. Task Instances
2. Task Instance Overview
3. Overview
Task Instances
| & Refresh | = | | Queue For Remediation | Remediated Results | | With Results |  Show |  Hide
| Tash Start Time End Time Executed By | User | 10P Hostname 0P 1P Addre Instance Hod Instance 1P 4 Remediotd Re-Exect Bl Show|
11 g shedde Completed Dec-11-2019. Dec-11-2015. dataguise  hdfs qa-ankitgcs-pos.  10.128.0.64 xenl72-C. 1921680 . No °
10 ocs det Completed Dec-11-2015.  Dec-11-2019.  dataguise  hdfs GErankit-gcs-pos..  10.128.0.64 xenl72< 1921680 No °
,.7‘ Page 1 o1 [ e|inl & Displaying 1-20f 2
Task Instance Overview Included Scan Locations  Exclude From Scan | Sensitive Type Details
T e o ¢ oo o
Last Executed On: 2019-12-11 184223226 Scan Type: Full  Dump Metadata: false I oscHamia2t = Grodht Cird # (Digts Onl)
Task Type: Defection  Read Objects: Part of Objects  Sampling Configuration: Top 1000 rows gs<//ankit21/Structure.bt Credtt Card = (Space Separation)
Include Objects that failed previously: Faise  Objects Modified After: NA | Credr Card # (Dash Separation)
Objects Modified Before: NA LR Page |1 RO 1-
Results Overview Results  Detaded Results Structured Summary Results — Non-Sensitive Scanned Files  Skipped Objects Logs
g 2 2
5 5 i
2 & Draw chart: chart:
@ 2 @ with 5
e § scale W CrestCas ;‘l‘zm W csv
- ° Without
g 0 0 scale g

W Stuctured ] UnStructurec [l Sensitive Ji| Non-Senzitve | Skip
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e Task Instances:
The Task Instances pane display all the task instances along with their ID (system generated), Task
Name, Status, Start Time, End Time, Executed By, User, IDP Hostname, IDP IP Address, Instance
Hostname, etc. Click the Re-Execute button, if you wish to re-run the task again.

Task Instances
| | & Refresh | | ' Queue For Remediation | wmnml Show | | Hide
— S Toe e ety e
acs shedule Dec-11-2019..  Dec-11-2019 dataguise hdfs qa-ankit-gcs-pos. 10.128.0.64 xenl72-c 192 J68.0 Ne
10 Qcs det Completed Dec-11-2019 Dec-11-2019 dataguise hafs qa-ankit-gcs-pos. 10.128.0.64 xen172-¢ 192.168.0 No °
Page 1 of 1 1 Displaying 1 - 2 of 2

1. Pause: Click the Pause button to pause the running task for a while.
2. Refresh: Click the Refresh button. It will update the current page with the updated
information.
3. Clear Filters: Click the Clear Filters button. It will remove any applied filters on the
Tasks page.
4. Resume: Click the Resume button to re-start the process from the point where it
was paused.
Queue For Remdiation
With Results
Show: Click the Show button to unhide a task.
Hide: To hide any task, follow the below steps:
i. Check Show/Hide checkbox for the policy.
ii. Click the Hide button. The policy will get greyed out.

® N oW

e Task Instance Overview:
The Task Instance Overview pane will display the basic information for the GCS task selected in the
Task Instance pane. The includes details such as Task Name, Task Description, Created By, Last
Executed On, etc.

The Task Instance Overview pane will also display information for the Scanned Locations in Included
Scan Locations and Exclude from Scan tab, Sensitive Type Details.

Task Instance Overview Included Scan Locations = Exclude From Scan Sensitive Type Details
Task Name: gcs_shedule  Task Description: ¢ Created By: dalaguse Scan Location
Last Executed On: 2019-12.11 184223226  ScanType: Ful  Dump Metadata: false
o » yoozie g g5:/ankita1sensitive_50 Credt Card = (Dights Orly)
Task Type: Defection  Read Objects: Partof Objects  Sampling Configuration: Top 1000 rows g5/ [ankit21/Structure.bet Credit Card = (Space Separation)
Include Objects that failed previously: False  Objects Modified After: NA = Credit Card = (Dash Separation)
Objects Modified Before: NA Page 1 of 1 &>/ Displaymng 1-

1. Included Scan Locations: It displays the information about the task target
directories.
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2. Exclude From Scan: It will display the list of excluded object extension and the file
location.

Included Scan Locations Exclude From Scan

o TN

3. Sensitive Type Details: It display the list of all Sensitive Types discovered in the task.

e Overview:
The bottom panel will show the detailed information for the selected task. The information
displayed is dependent on the currently selected tab.
Results Overview | Results | Detailed Results Structured Summary Results | MNon-Sensitive Scanned Files | Skipped Objects
32 24
2
g E il
“5" E Draw chart: = x,.:m g;amrt
) £ @ wWith B Evaiasoress
E g scale W Haras :H;':m W s
1] without Socis Sacurty
Eo 0 scale ( R T m;‘:"hm
B Structwed i UnStructures [l Sensitive [l Non-Sensitve Skip

4. Result Overview: The Result Overview tab gives a graphical summary of the results
for the selected task instance. Hovering over the data points in any of the graphs
shows the number of hits and hit percentage for a file or an expression.

Results: The Results tab displays sensitive data groups, hit count, task name, Object
Path, Object Type, Detection Type and Content Read.

Baselty Qreprvies  Bapely | Duteded Resulty  fSerchered Semmary Resets  Won-Sanative Scanasd Pl | Shipeed Dbty
Clee Piltiers - [} Seve Rt o Pl | | 10 S Rl b PP
T T T
[ [re— -y It oo o Sirgciurnd S 300 | ,1
Dincovaryics e R = Stractirns Scan{300% ) £
DiscrrGCS e Cartl At IO T o Strutired S 10 ®
Dt VRS Lo Cord A T e o et S 100 | ]
=] Lmad hidrei ety Mt 2 o Strachirad Scanl300%} w
Dnscptr S, N Ot T T T (e o Stretlured w100 | r
DincomnyiS Sacial Sacurly -y AUt v o Shrachrnd S 300% | -
Dincomny s Socil Sacurty i ol e i o Strachuwad Scan{300% ] ]
DemcrvrylilS Trmrore gty MG Che. Oy Spretured L -
Fage ] wi L) Dmgryie; 1 - 18 of 28

6. Detailed Results: The Detailed Results tab will provide you the detailed information
for the Sensitive Type discovered in the database. The information will include
Sensitive Data Type, Task Name, Object Path, Object Type, Detection Type, Content
Read and Hit Count.
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Results Overview Results Detailed Results Structured Summary Results MNon-Seasitive Scanned Files Skipped Objects
| - _JiSaveResulstoFle | B Save Resuls to Pdf

Task Name \ Sensitive Data Type + ‘ [ ! Object Type Detection Type Content Read ‘ He Count
DiscoveryGCS Address City (Best susted for structu...  gs<//dg-data/noemalSchema.csv oSV Structured Scan(100%) n
DiscoveryGCS Address Oty (Best suited for structu. 95://dg-data/NIData.csv csv Structured Scan(100%) 16
DescoveryGCS Address Une (Best suited for structu . g52//dg-data/normalSchema.csv sy Structured Scan(100%) 154
DiscovenyGCS Address Zip (Best suited for structur . gs://dg-data/noemalSchema.cosv csv Structured Scan(100%) L1
DiscoveryGCS Credit Card # (Dash Separation) g5://8g-data/AlData. csv csv Structured Scan(100%) 10
PescowenGES. Credit Card 2 (Diasts Onbv) ns:/lda-datalAiData.rsv sV Stroctured Seanl 100%) L]

Page 1 of1 ] Displeving 1 - 19 of 19

7. Structured Summary Results:

Results Overview | Results | Detaled Results | Structured Semmary Results | Non-Sensitive Scaneed Files | Skipped Objects | Logs

| = @ Remediste | | Save Resulte toFile | ] Suve Resubts to Pdf

Credit Caed @ (D gs</jankit2}/Strue..  Cobamn 2 B4 50 50 Samphe: 0, 1000, 0 ] false -
Credit Caed # (Sp__  gso/jankit2}/Struc . Column 3 84 50 50 Samphe: 0, 1000; ] ] false
Credit Card # (Da...  gso/famkit?)/Struc..  Column 4 El 50 50 Sample: 0,r,1000; ] ] false
Credt Caed = (4., gsffamlit?)fsens.  Column 2 57 s0 L Samgle: 0,7, 1000; e EH falze
Credit Caed @ (Sp.  gsc/famiit2)/sensi..  Colemn 3 57 50 b Samghe: 0, 1000; M 32 faise

Credit Caed £ (Tia s ankit? 1 fsensi Cirdamin 4 57 Sk 74 Samele: e, 1000 4 32 s .

Fage 1 of 1 [ llpdl lo™ Displaying 1 - & of &

=  Remediate

8. Skipped Objects: This tab will provide you with the list of objects that were skipped
during the execution. It displays information about the Object Path, Skipped Reason,
Object Type, Object Owner and Notification Date.

Roesaills Owervisw Results  Detailed Results | Strectured Summany Resalts | Moa-Sensitive Scamned Fibes | Skipped Objects Logs

Skipped Reason Olject Type Modificaison Disbe

9. Non-Sensitive Scanned Files:

Hesslts Overview Results Detailed Rewults Structured ¥ Results  Nom Scanmed Filles  Skipped Objects Logs

File Path Hodification Date
N pon-sensiive scanned files,

10. Logs: It will list errors that occurred during task execution.

Rty Creerview Revulis Detanbed Revults Strudtured Soremary ool Hon Senwutnee Scaseeed Files Shapped Obgroiy Legs
Cear Filters | - & ||

Error | Objct Mame Carectory Path
M2 log to show,
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= Save Results to File: Click the Save Results to File, if you wish to download the data
in text format.

= Save Results to PDF: Click the Save Results to PDF, if you wish to downlad the data
in PDF format.

9.7.2 By Date Range

The 'By Date Range' tab is divided into two panes. These are:
1. Date Filter
2. Overview

Dafe Fillier &

From Date: | {5/13/2019 ) ToDate: 13132019 5 Update Results

Yoad 3fe viEWIng results Debween 091212019 and 12/12/2019 dates.

Results Owerview. | Rrsslis | Detailed Eesulis

4 [
i
E 500
XL
é; § 1
i £
£z 5w
i_ § Dirawr chart:
Ez- ] & wih scalt
& & 200 4
- - Withtnat Seale
@ 1.
]
=
2

e Date Filter: In Date Filter pane, you can specify the date range.

e Overview:
The Overview pane display the graphical representation of the information in Results Overview tab
and detailed information in Results and Detailed Results tab.

Rewults Overview  Results  Detailed Resilts
24 500 -
24 450 4
2 2 e paarchad between 09-17 and 05-28
% 9 #00 <
Ez' 350
- 1 5
F & 300
3 w
Z § 200 B aoem
= | ==
& 4 E’ Drarw char: W Evas dseress
E.. E'D:" & wieh scale [~
Igu_ 150 4 without scale Sociel Secuty
H Twerroem
i 04 100 <
-
]
o
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3. Results Overview: The Results Overview tab display information in form of graphical
representation. It displays two bar chart and a pie chart.

= The first bar chart shows the number of files searched, encrypted and masked.
= The second bar chart shows the total number of sensitive files found.
= The pie chart shows the Sensitive Type found in each segment.

4. Results: The Results tab lists down the Sensitive Data Group detected in the specified
time range. It includes information such as Task Name, Sensitive Data Group, Object
Path, Object Type, Detection Type, Content Read, Hit Count, AES/Masked, FP/Row
Encrypted, FP/Row Decrypted.

Resalts Overview Results Oetadbesd Resalts
| | () SaveResatsto e | O Save Results 10 Pl
Coottent Read| MRt Count AES Masked | FPRow Encrypted | FPWow Decrypled
DescoveryGCS Adtress 054/ 6g-Cona/ ARDets csv csv Strectured Scan(100%) 26 false faise faise
DescoveryGCS Address s/ 6g-dama/marmaiSche sV Structured Scan(100%) 266 false false false
DwcovenGCs Crede Cad @5/ 6g-data/ ABDats cxv csv rectired Sa(i0%) N false false false
DetcovenyGCS Crode Card o/ 8g-dara/normaliche (=2 Seractured Scan(i00%) 3 Falze falze false
DiscovenyGCS Eradl Addeess P94/ 65-dona/ ARDeta cov csv Structured Scan(100%) 10 folse false faise
DiscovenyGCS Names e/ 6g-data/nermaiSche v Strectured Scan(100%) 7 faise faise faise
DescoveryGCS Soos Security @51/ 6g-data/ AAData csv sy Strectured Scan(100%) 20 faise faise faise
DacovenyGCS Socal Security o/ /dg-dnta/narmaiche oSy Strectised S(l00%) N false falze false
DiscovenGLS Telephcne 51/ 6g-data/ NIDRLa cEV s Rrctused San(100%) w0 false faise false
DucovenyGCS Telephene 9/ [6g-dana/nermaliche v Seructured Scan(200%) 1 falze false faise
Poge 1 o1 oy Dsplayng 1 - 10 of 20

5. Detailed Results: The Detailed Results tab lists down the Sensitive Types detected in
the specified time range, grouped by type and location. The tab also displays
information such as Task Name, Sensitive Data Group, Object Path, Object Type,
Detection Type, Content Read, Hit Count, and whether the data was masked.

Results Overview  Resslts | Detailed Results

| |_ i Sove Results to File | | ] Save Results to Paf
DescovenyGLS ddress Line [Best sulted gs:fidg-datainormalSche =2 Structured Scan(100%) 154 Talse False fake
DisooveryGLS US Address psdg-data/alDatacry  CSW Structured Scan(100%) 10 false false fale
DsteveryGls Address City (Best suited .. gaefidp-data/AlDatacsy OV Struckared Sean{100%) 16 false false false
DisgovenyGCS Address Oty (Best sulted . gs://dg-datwnormaliiche . TSV Seructared Scan(100%) 71 [ false fakse
DiidervenyGLS Address Tip (Best suited 1. ga<//dg-datajnomalSche . TSV Structured Scan(100%) 41 folse false Tk
DecovenyGLS Credit Card # [Space Sep gs:/idg-detaynormalsche (=2 Structured Scan(100%) 3 L] False falee
isooveryGls Credit Card # (Digits Dby} gs/idg-data/AlDats.cov o Structured Scanl100%) 10 false false false
DiscewenyGLS Credit Card & (Space Sep...  gs:f/dg-data/AiDotacry OV Struchured Scan(100%) 10 false false false
DesgevenGLS Credt Card & (Dash Sega.  goe//dp-data/AlDatacy  C9W Shrutured Sean(100%) 10 fale fatse fale
DigovenyGLS Email Address gs:{i dg-data/AiDwta v oW Sructured Scan(100%) 10 falie False falie
DecovenyGLS Full Hames gs:fidg-dataynormalSche (=2 Sructured Sean{100%) 7 L] Falze fake
CxpooveryGiS Socsl Seowrkty # (Space s/l dg-deta/WiDatacov =2 Structured Scan{100%) 10 false false: false
DisgewvenyGLS Socal Secerky # (Spece . gsef/dg-datafnormalSche . OV Shructured San(l00%) 70 false false false
Dscevery LS Socisl Seoerky # (Dash 5. gs:f/dg-datwAlDstacry OS5V Structured Sean(100%) 10 fakie falst false
DetcovenyGLS Telephone [Spsce Separs g dg-dat /AW v =2 Rructured Sen{100%) 10 LT Palve fale

Page |1 of 1 ar Displaying 1 - 19 of 19

= Save Results to File: Click the Save Results to File, if you wish to download the data in text format.
= Save Results to PDF: Click the Save Results to PDF, if you wish to downlad the data in PDF format.
= (Clear Filters: Click the Clear Filters button. It will remove any applied filters on the Detection task

page.
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9.8 SharePoint

9.8.1 By Task

The Results page displays information about the databases discovered with the sensitive data.

Access the Results page from the menu under SHAREPOINT > Results.

Task Instance Details Included Scan Sites Sensitive Type Details

Task Type: Detect anc Moty Created By: d

Results Overview Results

100

Draw chart:
@ with scale
© without scale

Files Found
n
2

L]

W Sensitive i Mon-Sensitive

D00OO

Salect IDP: SP_136 et
By Task
Task Instances
2 Refresh | |
R T S e T S e
Task 01 Completed May-29-2020 18: May-29-2020 18: 192.168.1.136 192.168.1.136  DG-D-W001 10.12.15.41
113 Task 01 Completed May-29-2020 17: May-29-2020 18: d d 192.168.1.136 192.168.1.136  DG-D-W001 10.12.15.41
112 Task 01 Completed May-29-2020 17: May-29-2020 17: d d 192.168.1.136 192.168.1.136  DG-D-W001 10.12.15.41
111 Task 01 Completed May-29-2020 17: May-29-2020 17: d d 192.168.1.136 192.168.1.136  DG-D-W001 10.12.15.41
110 Task 01 Completed May-29-2020 16: May-29-2020 16: d d 192.168.1.136 192.168.1.136 DG-D-WO0O01 10.12.15.41
Page |1 af1 | [

Displaying 1 - 8 of 8

http://192.168.1.136: 1177/sites/sanjay/Root Site Address Line (Best suit=d 4 Matify Rajni.chaurasia@dataguis
Last Executed On: May-20-2020 13:1327  Job Id: 2028181327 .
¥ i http://192.168.1.136: 1177 sites/SPDev/Deviubsite Cradit Card # (DashSepa. 4 Matify Rajni.chaurssis@dstsguis
Version to scan: = Motify Rajni.chaurasia@dataguis...
. - ex.115.1155.ppt pot paf csv.zip lists = oz e ——————
File Types: bxt.dac,docx.ls.x/5+ Bt et paf.cav.zin ists Pege |1 e 2

W Address

W Credit Card

W Emai Address

W 7 Address
Social Security

B Telephone

W VAL

The screen is divided into six panes that are described below.
1. Task Instance:

This panel displays the list of tasks created for the IDP along with the status, start and end
time, executor name, user, IP address etc. You can pause, resume and cancel the task.

To re-execute a task, click @ button.

Task Instances
2 Refresh | |
T S T N e e e e
Task 01 Completed May-79-2020 18:.. May-29-2020 18:.. 152.168.1.136 152.168.1.136  DG-D-WOD1 10.12,15.41
113 Task 01 Completed May-753-2020 17:.. May-29-2020 18:.. & d 152.168.1.136 152,168.1.136  DE-D-WO01 10.12.15.41 °
112 Task 01 Completad May-79-2020 17:... May-29-202017:... d d 152.168.1.136 152.168.1.136 DG-D-WO01 10.12.15.41 o
111 Task 01 Completed May-73-2020 17:... May-29-2020 17:... d d 152.168.1.136 152.168.1.136  DG-D-WOD1 10.12.15.41 °
110 Task 01 Completed May-753-2020 16:.. May-29-2020 16:.. d d 152.168.1.136 152.168.1.136  DE-D-WO01 0121541 (@
Page |1 of 1 ) Displaying 1 -8 of 8

2. Task Instance Details:

This panel displays all the information about the executed task. To view task instance
details, select the task from the Task Instance panel.
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Task Instance Details

Task Name: Task_01 Task Description: hsAGs I
Task Type: Detect and Motify Created By: d

Last Executed On: May-28-2020 17:53:21 Job Id: 2028175321
Version to scan: a3

File Types: td doc,docsx xls, 2lsx, ppt.pptz, pdf,csv.zip lists

6. Included Scan Sites:

This panel displays the locations that are scanned.

Included Scan Sites
http://192.1688.1.136: 1177/ sites/sanjay/Root Site
http://192,168.1.136: 1177 sites/SPDwev| DevSubsite
http://192,168,1.136: 1177/ sites/SPDev/ Rzt Site

Page |1 of 1 || 2| Displ

7. Sensitive Type Details:

This panel displays the details about the sensitive data type, discovered.

Sensitive Type Details

e e P N [ N

Address Line (Best suited ... 4 Maotify Fajmi.chaurasia@dataguis. ..
Credit Card # (Dach Sepa... 4 Maotify Rajni.chaurasia@dataguis. ..
Cradit Card # (Digits Only) 4 MNaotify Fajni.chaurasiai@dataguis. ..
Cradit Card # (Space S=p.. 4 MNotify Rajni.chaurasiai@dataguis. ..

- NN a P . PRI | e A

8. Results Overview:

This panel displays the graphical summary of the scan result for the selected task.

Results Overview || Results

200

W P Address
W Emai Address
W Credit Card
W Address

Draw chart:
@ with scale
© Without scale

Files Found
=

Social Security
W Teephone

W UL

W Sensitive [l Mon-Sensitive

a) The bar chart on the left shows the number of different types of record. The x-axis
represents the type of data. The y-axis represents the number of files with different
data types.
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9. The pie chart displays the ratio of different sensitive record types for that
database.

10. Results:

This panel displays the details of files with sensitive data and the data type. Click Save
Results to File or Save Results to PDF in the top right corner to export the details.

To download the reports in CSV format, click Save Results to File. To download the reports
in PDF format, click Save Results to PDF.

Results Overview Results

| || Save Results toFile | | |B¥] Save Results to POF

e i e o
TKT 1

Task_01 hitp:/[132.168.1,136:1177) sites/SPD=v/ IncRioct/New. bt Email Address 2
Task_01 hitp:/[152.168.1.136:1177) sites/SPDav/Shared Documants/Splev (4).b¢t ™ URL 1 2
Task_01 http://152.168.1,136: 1177 sites/SPDav/ IncRioct New. bet T IP Address 1 2
Task_01 http:/[132.168.1,136:1177 sites/SPDev/Shared Documents/Splev (4).b¢ T Email Address 1 2
Task_01 http:/[152.188.1.136:1177)sites/SPD=v/Shared Documents/SPDev (3).docx DOCK Telephone (Digits Only) 1 11
Page |1 of 69 || B |kl |52 Displaying 1 - 20 of 1368
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10 Reports

10.1 Overview

The Overview page provides a complete picture of the organization’s sensitive data. It displays
detailed information about the sensitive data which is Exposed, Protected (encrypted or
masked), Safe or Skipped. It also shows the information in graphical representation stating the
total data processed based on the type of file i.e. structured or unstructured. It also gives a
clear picture of the total size of the sensitive data processed, based on the data source type in
each policy.

1. Exposed: The sensitive data which is not protected during the processing is marked as
Exposed.

2. Protected: The sensitive data which are encrypted or masked using protection option such
as AES Encryption, FPE Masking, etc., while processing is categorized as Protected.

3. Safe: The sensitive data which is marked safe in Safe-list or the data is already protected is
marked as Safe.

4. Skipped: The data records which were skipped during the processing is marked as Skipped.

*Note: By default, only Admin can access the Reports section. You can provide rights to other
users for accessing the Reports section through, User Management > Roles > Edit Product
Access Permissions option in DgAdmin.

To know more visit section 6.1.5. Manage Roles and Permissions

To access Overview page, click Reports > Overview.
The page is divided into three panels.
1. ASSETS IN SCOPE

128. OVERALL COVERAGE
129.  EXPOSTURE AND PROTECTION
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ASSETS IN SCOPE OM-FREMISES  CLOVD
i )
n 1

ALL ASSETS

OVERALL COVERACE
OWVERALL COVERACE D PROCESSED COVERACE TREMND D PROCESSED COMNTEMT D POLICY COMNTEMNT
Tlampden Papal By b st ple g 4 4y
. ) . r s paiogly (3
z A S o T MarT Aps 1D L o “'. ul S . y .-
- T — DEMS - File Share - HIDFS
Claud Store | B LEe s . T ] - wias cawi [l
W oo peres [ aarn [ mevn W envancmas oo [ o miLasss o [ ] s | B ||

EXPOSURE AND PROTECTION

EXPOSED O PROTECTED O sare O swprED

.

The graphics in each row, provide insight of the total objects in all data sources e.g. DBMS, HDFS, S3,
Hadoop, etc. You can segregate the result for ‘All’, ‘On-Premises’ or ‘Cloud’ data in the charts, based on

the selection made at the top of the screen. Click the E button to download the Overview screen in
the PDF format.

Data assets are termed as data sources or data stores and Data objects are referred as tables/files.

Assets in Scope

ASSETS IN SCOPE ON-PREMISES  CLOUD
H & °
0
11 .l.l £55.97 GB 0.0% 0.0% 0.0% 0.0%
COMN-PREMISES CLouUD
270KB 0 bytos
ALL ASSETS SAFE W53 SHIPPED 2
ORIECTS OBIECTS

143

This section provides a complete overview of the data assets. There are various charts that provide
information for the sensitive data stored in different tables/files. Click on each chart to view the total
size and count of tables/files stored in each data asset.

1. The first chart All Assets indicates the total number of data assets present on the On-
Premises and on the Cloud environment.
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& &y
11 1

OM-PREMISES CLOUD

ALL ASSETS

2. The second chart provides the total size and count of all the objects discovered across all
the data sources.

36433 CB
TOTAL 441736 OBIECTS

To view the size and count of the total data objects in each data source, click the chart and
it will display the total size and count of the tables/files for all the data source.

*Note — If any object has @ in the last column, it means that due to some unexpected
reasons such as revoking the permission from the user for accessing the database or
unexpected shutdown of the system, etc., you are not able to access it.

TOTAL OBJECTS

MAME SIZE COUNT
Cloud Store a o
DEMS 164.54 CB 10248
Fils Share 12294 CB ETIL4E
HOFS 7150 Ca 6298
CLOSE

To view the in-depth details for each data source, click the data source name and the
Server/Cluster Details screen will appear.
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VERW kl Dams
ZERVERS COMBOEHEHINE READATL SERVER DETAILS
(o serus [+ siowoams. 3 cworraror
= HAME T Size 9.01 ME Ciount 138
ReorcraDE My EOL-QA-SANIU S -ASODA-
YR -INETANCE 1 COLEVTIDEME L~

EAST.] DD AMATORLAWS COM

4]

QA-NIHAR.
ARRASH COCANITDDEME Li-EAST-
1 BDE AMATOAN WS C0M
[P T
MYSOL MYS0L DATABASE ATIJIE COM

OraCH-191168.0 163
NIHAR

QLCRVYTIDAME F5-EAST-
LAAS.COM

DETECTION.CAGHMISATETE U5
SHIFT AMATCMANE COM

Salepicroe-M A
S4B B4 HAMA-TH 145 106 58

Sozeaflabe BT dateguie _paiher aail.
ua-2agurs anowiakecomputing com

ooOoo 0O OO0 0o

FOL Server 131680151

To view the the total size and count of Sensitive Type discovered for the selected server/cluster
name, check the checkbox next to the server/cluster name. Click Show Details button. This will
display the size and count of sensitive type in the Server/Cluster Details panel. To update the
Servers/Clusters panel with all the connections name, click Refresh button.

To view reports for DBMS data source, click the Comphrensive Reports button. This will display
information in form of graphs for various dimensions such as Sensitive Types, Policies, DB Types,
etc.

To know more information for Comphrensive Reports, visit Comprehensive Reports.
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OVERVIEW.TOTAL > DEMS = COMPREHENSIVE REPORTS

TOTAL COUNT OF SERVERS AMD TABLES SCANMNED BY DE TYPE [m] PERCENTACE OF TABLES EXPOSED BY DB TYPE a
- i
? 00 e . Ei.:
F 8 L] L] ] L] ]
14 1 1 14 1 [ . T o
W i I": o
PERCENTAGE OF SERVERS SCANNED BY DB TYPE [m] PERCEMTAGE OF TABLES EXPOSED BY SENSITIVE TYPE o
l-: . . FEET f 1] a1l T A .34 534 T B34
?ﬂ: i3 LM LM LM 18 LM _ I8 LW LM 1M L E'}' . . = .. ;
i, EEW .. . - S n . .. mE.
| - . by g
PERCENTACE OF SERVERS EXPOSED BY DB TYPE BY POLICY TYPE a
€
?t
:: & o a -] a 1] D 1]
0 — G L .
] - =y T | -

130. The third chart indicates the percentage of the exposed objects that contain
sensitive type group. It also displays the total size and the count of the exposed
objects.

[ ]
0.0%
1.03 MB
EXPOSED 16 OBIECTS
To view the total size and count of the objects for each data source, click the chart and it
will display the total size and count of objects containing the exposed data for each data
source.
MAME T SIZE COUNT
Cloud Store 123 KB F
DEMS o =
File Share 202 KB 1
HDFS 10806 KB T
NoSQL [1] 1
CLOSE

To view the in-depth details for each data source, click the data source name and the
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Details screen will appear.

OVE RVIEW: EXPOSED> HDFS
CLUSTERS CLUSTER DETAILS
[0 sernes
MAME T  MName Exposed 7 fileds) Sangitive Type Croup  5ize 108.06 KB
byl v i hefs_cltr T filels) 108.06 KB
- Shanmmasn 7 filofs) fpm.PCl_Hadoop W08.06 KB
- Shsrmman e 2 fiba{s) PCI_Hadoop BOT HE
B Aeasmandaves /8l sxpressions]avio ¥ Cridit Card L0Z KR
B kasmanavio/hep_all_expression.avio Y Craedit Card 405 KB
¥ Skanmany/Data_Files 100 5 file{s) PCI_Hadoop 9999 KB

This screen displays the information for the exposed objects along with the sensitive type
group in each object for the selected data source.

To download the report in PDF format, visit Export as PDF.

131. The fourth chart indicates the percentage of the protected objects. These
objects contain any sensitive type group and is marked as protected using any of
the protection options such as FPE Masking, AES Encryption, Random Masking, etc.
This chart also displays the total size and the count of objects which are marked as
protected.

0.03%

9610 MB
PROTECTED 3 OBJECTS

To view the size and count of protected objects for each data source, click the chart. This
screen will display the size and count of objects for each data source.

PROTECTED

MAME SIZE COUNT

DEMS 6.00 MB “

HDFS 3.02KB -
CLOSE

To view the in-depth details for each data source, click the data source name and the
Details screen will appear.
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COVERVIEW: PROTECTED> DBMS
SERVERS (==l Uil SERVER DETAILS
| o neraEs | ® SHOW DETAILS [ EXPORT AS POF
B naME T Name Protected 2 table{s) Size 6.00 M8
Orache-GA-NHAR- = & Cracke-QA-NIHAR-ORACLEIZC COCRVYTZDRME 1 tablels) o
GRACLE12C COCRAVYTZDAME US-EAST-
LROS AMATONAWS COM - = AMNKIT 1 tables(s] [+]
Rechunifs- B MASKING_OMELAKH ¥
MANINOERDETECTION. CADHMOSRTETE US-
EAST-1 AEDSHIFT AMATONAWS.COM w & Redshift-MANINDERDETECTION CADHMOSRTETE 1tablels) 6.00 ME
O seseneeazicsom » & nh_db7238 1tablesis) 6.00 ME
SO Servir-SANKLS-
D SO DATAQASE WINDOWS NET H !A!I'.QIN_A l&)lﬁ_ﬂl !

This screen displays the information for the protected objects marked as ‘Y’ along with the
size of each object for the selected data source.

To download the report in PDF format, visit Export as PDF.

132.  The fifth chart indicates the percentage of the safe objects within the data
sources. It also displays the count and size of all the objects that are marked as safe.

0.01%

45.63 MB
SAFE 1259 OBJECTS

To view the size and count of the safe objects for each data source, click the chart and the
screen will display the total size and count for all objects in each data source in which
sensitive type group is marked safe.

NAME SIZE COUNT

DEMS i} 1058

HDF5 170 KB 1
CLOSE

To view the complete details for each data source, click on the data source name and the
Details screen will appear.
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OO0OOo0OO o O

CVERVIEW. SAFE> DAMS

SERVERS SERVER DETAILS

==1
— T T Name
Plarialill-(pa-NIMAS- v = MaraDE-QA-NIHAR- MARIADE COCRVYTZORME U
MARIADE COCAVYTIDAME US-EMST:
1RDS AMAZONAWS COM w & nh_7T242_used
Orache-1I2168.0163 B DC_RECREATE_INDEX

CuaciasQaHIHAR:

ORACLEIZC COCEVYTZDRME US-EAST- I OC_RECREATE_TRICCER

TR0 AMATONAWS COM » & Oracle-19L2168.0163
Ridiratt-

= AL
MAMNINDERDETECTION CADMMOSRTERE US- M e
EAST-1 REDSHIFT AMAZONAWS COM B DCS_1000
Salesforce=NA

B DC_COLUMN_LOCKS
SAP 54 MANA.IE 185106 68

B DC_TABLE_LOCKS
Sncenflake-hitps. ' detsguise _pariner sasi-us-
Zazure snowflakecomputing com B TEST
SLL Saraar-SANNUS-
S0L DATABASE WINDOWS NET

Safe & tablels)
< table{s)

2 tables(s)

¥

L

£ tabiels)

& tables(s)

¥

¥

L

Y

Size 0

B EXPOAT AS POF

This screen displays the information for the objects which are marked as Safe as ‘Y’ in Safe

column along with the size of each table.

To download the report in PDF format, visit Export as PDF.

133.  The sixth chart indicates the percentage of the skipped objects for each data
source. This chart also displays the total size and count of the objects which are

skipped.

0.0%

0

SKIPPED 1 OBJECTS

Click the chart to view the size and count of objects skipped in each data source. The screen

will display the size and count for each data source in which objects were skipped.

MAME SIZE
HDFS Q
CLOSE

To view the complete details for each data source, click the data source name and

Details screen will appear.
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OVERVIEW: SKIFFED> HDFS

CLUSTERS

| o meracsx | | @ snow dETALS |
B HAME T
s _ciy

CLUSTER DETAILS

Mamie
- hdfs_cits
- JEBFTAR

- 5 Skarmanavro

B earman/avroSemply_ecample.avro

B KB, svios empty_eRamghoZ avo

Sloippsad 2 fie(s) Size 0
2 filals] o
2 Tikes] o
2 filals) o
Y o
¥ 0

The Details screen will display information of the all skipped objects along with the size for
the selected data source.

To download the report in PDF format, visit Export as PDF.

134. The seventh chart indicates the percentage of the unprocessed objects. This
chart also displays the total size and the count of the objects which are marked as
unprocessed.

99.96%

36419 CB

UNPROCESSED 458272 OBJECTS

Click the chart to view the details for each data source. This screen will display the total size
and count of unprocessed objects for each data source.

UNPROCESSED OBJECTS

MAME T
DBMS
File Snare

HDFS

CLOSE

SIZE

176.50 CB
12294 CB
2T249GB

COUNT
101331
468480
56719

To view the in-depth details for each data source, click the data source name and the Server
Details screen will appear.
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OVERVIEW: UNPROCESSED> HDFS

CLUSTERS CLUSTER DETAILS

| o rernes | | » sHow oeTans |
MAME T  Size27249CH Count SE710

Pads_city

To view the the total size and count of Sensitive Type discovered for the selected
server/cluster name, check the checkbox next to the server/cluster name. Click Show

Details button. This will display the size and count of sensitive type in the Server/Cluster
Details panel.

Overall Coverage

OVERALL COVERAGE
OVERALL COVERACE [m| PROCESSED COVERACE [m| PROCESSED COMNTENT O POLICY COMTENT O
TREMD “Sansitive Bried Balanging 1 maltiphy
podeCiEs Are 8 hosn BCCOndgiy
HE 2 2 59 ki ME
Ehl?ﬂ-lfl:tigmaiaws. X049 & oed1a ameam 2pREeNE IE‘ KB @ Invlai REFE ME o ]
Cloifhos DEMS  Fdafeaes  MDFL  BVE - Braerinas o131 WS ngam 91 wmaa 1l LY,
File Share == HIIFL
= = o Bew File Share -~ Cloud Stare e Ty e W mooooe W roes

The Overall Coverage section displays the information in four different charts. This section offers an
insight of the sensitive data based on the different dimension such as Content Type, Policy, Coverage

Trend based on the data sources and Overall Coverage graph showing whether data in the objects were
Exposed, Protected, Safe or Skipped.

Click on the box provided on the top right corner of each graph, to view it in the full screen as well as to
download the graph in PDF format.

OVERALL COVERAGE

OVERALL COVERAGE O

Full Screen View |

457080 883 EE:KBCIEEam;e
—_— == e M ___| Export as PDF

Choud Stowe  DBEMS Fika Shara HOFS HIVE

l EXPOSED protecTen [l sare
LKIPPED

Click on the chart legend mentioned on the bottom of the chart, to view data for specific dimension.
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OVERALL COVERACE O

457,30 KE 803.66 KE ' ' 0

Cloud Store DBMS  File Share  HDFS HIVE
W ExposeD

For example, in the above screenshot the you can view data for Exposed chart legend. Since Protected,
Safe and Skipped has been hidden.

1. The Overall Coverage graph display size of the objects in each data source which are
Exposed, Protected, Safe and Skipped.

OVERALL COVERACE

49738 WE.EGEKEC{E%MEH.HEEU{ED aooo

Cloud Store DBMS  FileShare  HOFS HIVE
I EXPOSED proTECTED Il sarFe
SKIPPED

O

To view the complete details of all the tables/files that are marked as Safe, Protected,
Exposed or Skipped, click the chart and the Details screen will appear.

OVERVIEW.: OVERALL COVERACE> DEMS

COMPREMENSIVE REPOQTS

SERVERS

: HAME

& BHOW DETAILS
T

Aurcrali My SOL-OR- AN KL SR AU RO A~
MAYSOL-INSTANCE-1 COCAVFTEDEME LIS-
EAST-1 RDS AMAZONMNS COM

A or a0 E POt e QASANK LN
ARCRAROET CAES-INETANCE-
LG TIDRMAE UE-LALT-
TEDE ARAT DR ARG DO

O

MlariaDS. Q- NI HAR.
SRR LADE COCEVYTIDRME L5 EAST:
1 BEE AMATONAWS SOM

Aty RO -SAN KL G-
MTSOL MYSOL DATABASE ATURE COM

Cwcle-FILBEE.00ET

ot QA - NIHAR -

CRACLENIC COCEVYTIDRME 5 EAST:

1 B AMAT ONAWE D08

Secdphift-

MANINDEQDETECTION CADHMOSRTETE US-
EAST-] REDSHIFT AMA T ONAWS COM
Salsafoaca=MA

SAP §h MANAL1E. 185106 64

SnaraTlaka-nEtps Clatagu it _partra dasteue
Lapare incwilakecomputing com

SO0 Sprven-1HL 1680151

SOL Servee-SANKLIS-
SO DATABASE WINDOWS.NET

ODo0O0oO000O Oooo O

SERVER DETAILS

M

w* = AurceaDEMySOL- QA SANKUSH-ALURCHEA-MYS0L-1

& nh_datal

Expadod & tabila(s)

& taie(s)
& tables(s)
- = nh_delect) ¥
ABA_ROUTING_NUMBER

ADDRESS

ADDRESS _COUNTRY
ADDRESS _COUNTRY
ADDRESS _COUNTRY
sddreds_un
address_un
ADDRESS_ZIP
CARDHOLDER _MAME
CARDHOLDER _MAME
CCND

CCHOD

[=1a )
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This screen will display the name of all tables/files, size of table/files and the information

in form of ‘Y’ (yes) or ‘N’ (No) whether the file was marked as Safe, Exposed, Protected or
Skipped.

To download the report in the PDF format, visit Export as PDF.

135. The Processed Coverage Trend graph displays the information about the data
processed in the specific time i.e. month wise. This chart displays the total size of
the tables or files and the month on which the processing was done.

PROCESSED COVERACE O
TREMD
o Ded'19 SHMBIEE  IRREENE
File Share =~ HDF5
File Share Cloud Store

136. The Processed Content graph shows the breakdown of the data processed
based on the schema. This chart categorizes the data based on the schema i.e.
structured, unstructured files and relational, non-relational databases.

PROCESSED CONTENT .|
Iﬁ!ﬁ.w KED 0 Iﬁkﬁa KEFZME g
Clowd On-Promisas

I STRUCTURED FILES UMSTRUCTURED FILES
reLaTionaL DE [ MON RELATIONAL DB

To view the size and count of the processed data based on the schema, click the chart. It
will display the information for the processed content based on the selection.

PROCESSED CONTENT

MAME SIZE COUNT
DEMS 16.00 bytes 037
CLOSE

E.g. The above screenshot displays the information of the processed content for structured
files in Cloud Store and File Share when clicked on the structured files bar chart.

To view the complete details for each data source, click the data source name. It will display
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the Details screen.

OVERVIEW: PROCESSED CONTENT> DBMS
SERVERS COMPREHENSWE REPOATS SERVER DETAILS
=== [« svowoeinas |
MAME T  Hame Content Type Size 16.00 bytes
PO S 192168.0051 ¥ & SOL Server-192168.015) relaticnal db 16.00 bytes
Oracle-TIZMALIGH - cono_data relational db 16.00 bytes
E e - dbo.cong ralational db 16.00 bytas
Slastor A v & Orack-192168 0163 relational db “
w5 ANIALI relational db o
' DCS_000 relational db 1]
' DE_COLUMM_LOCKS relaticnal db li]
- &= DC_TABLE_LOCKS relaticnal db 0
] TEST redaticnal db 4]
b B SAP 54 HAMAS165106.68 relational db ]
k Sabisfond- MLA, ridational di 4]

This screen will display information for the selected data source along with the Content
Type and Size of the file/table. The Comphrensive Reports are available only for DBMS data
source. To access Comprehensive Reports screen, click the Comphrensive Reports button
in the left side panel.

To know more information for Comphrensive Reports, visit Comprehensive Reports.

To download the report in the PDF format, visit Export as PDF.

137.  The Policy Content graph shows the breakdown of the content based on the
different policies. It displays the size of the sensitive types belonging to multiple
policies and data sources.

POLICY CONTENT .|

“Sensitive types belonging to multipla
policies are shown accordingly

401.21 kESME pgpm 31 Keaa 14 L ME,

I PCI_HADOOP pi_Hapoor I poci_pems
PI_DEMS

To view the size and count of the Policy Content on the basis of different data sources,
click the chart.
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MAME T
File Share

Fe
DFS

CLOSE

SIZE
02 KB

10806 KB

COUNT

The screen displays the total count and size of the tables/files across each data sources
name. E.g. in the above screenshot displays the information of the policy content for Pl
Hadoop in HDFS and File Share.

To view the complete details for each data source, click the data source name. It will display

the Details screen.

OVERVIEW: POLICY COMTENT> HDFE
CLUSTERS CLUSTER DETAILS
[+ svowscoms |
MAME T  Hame Sensitive Type Croup S0 108.06 KB Court 7
Rafd e - Pl _city PCI_Hadoop W8 06 KR 7 filgds)
- Sesrman PLI_Hadoop BOBLOE KE T ey
= 5 farmnanaio PCI_Hadoop B.OT KB 1 fikeda)
B fkanman/saoSAll_eapressions]sero Crodit Card LOTHB 1Tk s}
B Tkanmandaerodhisp el eapresiion e Credit Card 205 KB 1 fila{ 5}
+ & Swarman/Data_Files 100 POI_Hadoop 9393 KB S filads)
B MeaivreanDaka_Files 100, BulltnFile Crodil Card 889 KB 1 filaa{ 5}
B /kanman/Data_Files 100/orcFile Crodit Card LESOHB 1Tk s}
B Mkarman/Data_Files 100/ pangFile Credf Card 267 KB 1 fila{ 5}
B /kanman/Data_Files_ 100/ rcFia Credit Card I7T9% KB 1 Tila{ 5}
B Meanran/Data_Files 100/ teatFile et Crodit Card 200 KB 1 Fila{ 5}

This screen will display information for the selected data source along with the content
type, size of the file or table and the Sensitive Type group it holds.

To download the report in the PDF format, visit Export as PDF.

EXPOSURE AND PROTECTION

EXPOSURE AND PROTECTION
EXPOSED [0  PROTECTED [  SAFE ]  SKIFPED o
ThabE  1hgsnm T4T.B0KE

4506 18

17762 KE
570068  EIRESNE .55 KE BRa KR o

- 1 e Dbt Fia frare EE Fom Grarn [= 1 Hora Dbt Figfrars WO Fim foare

The Exposure And Protection graphs break down the objects based on the sensitive data in them. It
provides information whether the sensitive data has been Protected (masked or encrypted),
Exposed (detected but unprotected), Skipped or marked Safe in the objects.

Click on the Legend for each chart to hide or unhide the selected data in the graph.
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1. The Exposed graph displays the size of the exposed objects. This graph depicts that during
the scanning of the data source how much sensitive data has been detected and is exposed.

EXPOSED
13.83 ME
457 30 KE 803.68 KE
Cloud Store DBMS File Share

O

13.64 MB

HDFS

E.g., in the above screenshot 497.30 KB of Sensitive data in Cloud store is marked as unsafe.
Similarly, the data for other three data sources have been displayed in the graph.

To view the complete details for selected data source, click the data source name. It will
display the Details screen.

CLUSTERS

MAME
nafs_citr

CWVERVIEW, EXPOF

SED> HODFS

& SHOW DETAILS

T

CLUSTER DETAILS

Mama
- Pec's_ ity
- karman
- earman,/avro
B /kaman/ewo/All_sapressionsl.avio
B Skarman/avro/hap_all_expression.avro

b fusnman, Data_Files_100

Exposed 7 file(s)
7 filads)

7 fileds]

2 fileds]

¥

¥

5 filads]

Sensitive Type Croup

fpm.PC1_Hadoop
PCI_Hadoop
Credit Card

Cresdit Card

PCI_Hsdoop

B EXPORT AS PDF

Size 108.06 KB
106.06 KB
108.06 K
BOTEE

4+ 02 KB

405 KB

99.99 KB

This screen will display the information for the selected data source along with the Exposed
File column specifying the number of tables or files exposed and the name of the sensitive
type group which is marked as ‘Y’ for being exposed or unprotected.

To download the report in the PDF format, visit Export as PDF.

138.

as protected.

PROTECTED

45.06 KB

File Share

O

The Protected graph will display the total size of the objects which are marked

Page 385

DgSecure User Guide

© Dataguise, Inc. 2020




JATAGUISE

E.g., in the above screenshot the total of 45.06 KB of objects is Protected i.e. either masked
or encrypted.

To view the complete details for selected data source, click the data source name. It will
display the Details screen.

B EXPORT AS POF

CVERVIEW: PROTECTED™ DEMS
SERVERS e it  SERVER DETAILS
HAME T  Hame Protected & tablofs) Size 6.00 ME
Gewche-QA-HIHAR- » I Ovacie-QA-NIMAR-ORACLETZC CQURAVYTZDRME 1 tabisls) o
CRACLENHC COCRVYTIDRME US-EAST- A ac i
LROS AMATORANS COM - &= Redshift- MANINDERDETEC TION CAOHMOSRTETE 1 tabie{s) £,00 MB
Bedanaft- - nh_db72%8 1 tables(s) 6,00 MB
MANINDERDETECTION CAGHMOSRTENE US- -
EAST-1 REDSHIFTAMATONAWS COM B schema_stabie_al ¥
L v B SOL Server SANKUS-SOL DATABASE WINDOWS 1 tablds) 7200 bytes
QL Server-RANKLS- " )
SO DATARASE WINDOWS HET v = Masker 1 tables(s) 72,00 Bytes
B dbormask_20 Y
- SO Server-192168.0151 1 tabieds) 16.00 bytes
w» = cono_data 1 tablosis) 16.00 bytos

This screen will display the information for the selected data source along with the
Protected File column specifying the count of tables/files and the size of each file marked
as ‘Y’ (yes) which depicts that the file is protected.

To download the report in the PDF format, visit Export as PDF.

139. The Safe graph will display the total size of the objects which are marked as
Safe.

SAFE .|

747.80 KE

177.62 KB

Cloud Store DEMS Fila Shara HDF5

E.g., in the above screenshot the total of 747.80 KB of objects in DBMS is marked as Safe.
Similarly, the objects for other three data sources can be seen in the graph such as 1.59 KB
for Cloud store, 8.34. KB for File Share and 177.62 KB for HDFS are marked as Safe.

To view the complete details for selected data source, click the data source name. It will
display the Details screen.
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RWIEW: SAF HDFS
CLUSTERS CLUSTER DETAILS
===
E MAME T Hame
B ndfcnr

- i Py _cltr
- aarmian
- farmanawo

B sermaensercSAl_sopeessions] s

Safe 1 filsls)

Fileds]
Fitels]

Fibods)

¥

Sire 27T0KB
270 KB
270 KB
2TO KB

270 KB

This screen will display the information for the selected data source along with the Safe File
column containing the total count of tables/files and the size of each file marked as ‘Y’ (yes)
which depicts that the file is Safe.

To download the report in the PDF format, visit Export as PDF.

140. The Skipped graph display the total size of the objects for each data source that
has been skipped. Any files/tables that have not been scanned is shown in the
Skipped graph.

SKIPPED

0

Fila Shara

O

To view the complete details for selected data source, click the data source name. It will
display the Details screen.

CVERVIEW, SKIFFED> HI
CLUSTERS CLUSTER DETAILS
EL== [ @ stow peas |
H HAME T Mo Skipped 2 fileis) Siza O
hatfs_cite ~ & hafs_citr 2 fibels) o
- FRATTan 2 fileg) i}
- SearrmanSavro 2 Tila{s) (1}
B Akarman/avio/ermply _example svio " o
B Akarman/avro/emply_oxamplc avio ¥ o
This screen will display the information for the selected data source along with the Skipped
File column containing the total count of objects and the size of each file marked as ‘Y’ (yes)
which depicts that the file is not scanned or have been skipped.
To download the report in the PDF format, visit Export as PDF.
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10.1.1Export as PDF

To download the report in PDF format, perform the below steps:

1. Click the Export as PDF button. A pop-up with the PDF file name will appear on the screen.

Request for the PDF creation is submitted successfully. Please
download
"OperationData_safe_DBMS_2020.05.28.08.54_36.pdf” from the
Exported Reports section.

141. To download the generated PDF report, visit Exported Reports.

10.2 Periodic Reports

The Periodic Reports provide details about the scanned data sources that how much sensitive
data has been exposed, protected, and safe for a specific duration. These reports display the
size and count of the sensitive data detected for different source types over a defined period of
time.

*Note: By default, only Admin can access the Reports section. You can provide rights to other
users for accessing the Reports section through, User Management > Roles > Edit Product
Access Permissions option in DgAdmin.

To know more, visit section 6.1.5. Manage Roles and Permissions.

To access Periodic Reports, click Reports > Periodic Reports. Perform the following steps to
generate a Periodic Report:

1. Enter the Start Date and the End Date. By default, the End Date will be the current date
and the Start Date will be 7 days prior to it. You can modify both the dates.

142.  Click Update Results .

143.  The reports for the specified period of time will display:
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Start Date 12/11/2019 B End Date 1218/2019 a8

SOURCE TYPE EXPOSED PROTECTED SAFE
DEMS 286.00 KB (7 Table(s)) 00 Table(s)) 2.42 MB (57 Table(s))
HOFS 8.69 KB (3 File(s)) 0 (0 Files)) o [0 Fibe(s))

To view the sensitive groups that has been detected, perform the steps:

1. Click on the link under the Exposed field to view the sensitive group details for the
correspondng source type. A popup appears:

SEMSITIVE CROUP MAME PROCESSED COUNT
Address 3
Credit Card 3
Email Address 3
IF Address 3
NP1 3
Social Security 3
Telephone 3
URL 3
=N

This dialog box lists all the names of the Sensitive Groups and the total count of the sensitive
data detected within each group for the selected Source Type.

2. Click OK to close the pop up.

10.3 Tableau Reports

Go to DgSecure> Reports> Tableau Reports, to view detailed Tableau Reports. You will be
logged into Tableau and see the screen below:
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¢ Explore / Dataguise reports / DataguiseTableauReports

INTAGUISE

Click on the Report Name to view it. For instance, a Sensitive Type Wise Report for DBMS
would appear as follows:

DBMS - Sensitive Typewise Report JATAGUISE
Sensitive Type Sensitive Type Sensitive Type
g ° W 284 Routing nu.. [l Salary Visa_Full
" ) o . W icaress W socizl Security [l Visa_Ge
H o
E g n Bank Account SSN_Custom [ Visa_IPV|
Kl 9 @ - | feall SN_Customl | Visa_Las
3 & I Credit Card VIFTCode [ Visa_Ms]
£ o @ Dates clephone [l Visa_Mi
@ @ r = Driverlicense [l U Passoort Nu.. [ Visa_Nic
2
Tl k] I Beanh allafaaaafanaaam Email Address [ URL Visa_Pas|
8 [ g 5 [l European Addr. [l Visa_Age
c P Address =
@ I Nares s
z National Identi Familial_
z
“ Wwe isa_First_Na..
Pl F 2
1 . 1 w
Source Database Name Column Name Sensitive Type Sensitive Count
DB2192.168.0.134 SAMPLE P P
DE2192.168.0.151 A 1
= 1
ADMINISTRATOR.IN_TRAY 1

A Tableau report offers more flexibility in terms of selecting any number of Sensitive Type or
Source System to view detailed graphs in an easily understandable format.
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10.4 GDPR View

GDPR View offers insight into the details of the data sources, RoA and RtE request status, and
the information related to the alerts and the alert rules.

*Note: By default, only Admin can access the Reports section. You can provide rights to other
users for accessing the Reports section through, User Management > Roles > Edit Product
Access Permissions option in DgAdmin.

To know more, visit section 6.1.5. Manage Roles and Permissions.

Access the GDPR View screen from the menu under Reports > GDPR View.
There are three tabs under GDPR View:

1. GDPR Overview
2. ROA (Right of Access) and RtE (Right to Erasure)
3. Dg Monitor

*Note: If a user checks the Include GDPR Dashboard View checkbox on the Policy> New Policy
tab, only then the data for that policy will be displayed under the GDPR View screen.

GDPR Overview

The GDPR Overview tab provides the complete details about the data sources.

COPR OVERVIEW ROA & RTE | C:C MOMNITOR

ASSETS IN SCOPE M own-eaimises  cuoun
(2] & °
.l 3 .l? 1.87 TE 1.62% 0.32%. 0.0% %

H-PREMISES

. 5100 Gi 607 Gl 1S T
ALL ASSETS TOTAL T18ELT RPOALD 157 PROTECTED & 2 w s gt MPEOCTSSED

OVERALL COVERAGE

OVERALL COVERAGE O PROCESSED COVERAGE TREMD O PROCESSED CONTENT O POLICY CONTENT [m]
J 2™ . —.-..: iy Pt
b s b . I . . y L&
P & & o o o g
Mo data to display g a0 & o g 2 I 2 I I
] L] n = Wl
" u n | n | o "
EXPOSURE AND PROTECTION
EXPOSED, O rrROTECTED O sare O skiereD [m]

= >

&
. Ho data to divplay
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The charts in each row provide insight into the sensitive data status of different data sources. You can
segregate the results for All, On-Premises, or Cloud data in the charts, based on the selection made at

the top of the screen. Click EI to download the GDPR View screen.

1. Assets in Scope

This panel provides an overview of the complete data assets.

ASSETS INSCOPE | on-pREmsEs  clown

I=

E . . - " . .
]
-I 3 -I 7 187 TB 1.62% 0I2% 0.0°% 0 98.08%

OM-PREMIZES

ALL ASSETS

260,00 Wil O bytes
SAFE 7 OBIECTS SKIPPED O OBMECTS

a) The All Assets chart indicates that how many data assets are On-Premises and on the
Cloud. Any AWS and Azure assets are considered in the cloud, while all other Hadoop
and RDBMS assets are considered to be on-premises or in the cloud according to their
designation. Hadoop location is set when setting up the cluster connection. RDBMS

location is set when creating a database connection. One asset is equal to one Hadoop
cluster or one database.

7 2

OMN-PREMISES CLOuUD

All ASSETS

144. The Total chart indicates the total number of the sensitive data discovered
across all the data assets.
To see what will happen on clicking the chart, view Server Details.

1nTB
TOTAL 1079134
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145. The Exposed chart indicates the percentage of the exposed files and tables that
contain sensitive data.
To see what will happen on clicking the chart, view Server Details.

0.0%

804.61 KB
EXPOSED 8

146. The Protected chart indicates the percentage of protected sensitive data
sources that DgSecure has masked or encrypted.
To see what will happen on clicking the chart, view Server Details.

0%

0
PROTECTED ©

147. The Safe chart indicates the percentage of the safe objects within the assets.
To see what will happen on clicking the chart, view Server Details.

0.0%

813.00 KB
SAFE 10 OBJIECTS

148. The Skipped chart indicates the percentage of the skipped objects.
To see what will happen on clicking the chart, view Server Details.

Page 393 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

0%

0
SKIPPED O

149. The Unprocessed chart indicates the percentage of Unprocessed objects.

To see what will happen on clicking the chart, view Server Details.

100%

1nTE
UNPROCESSED

150. Overall Coverage

This panel offers insight into the sensitive data coverage across all the data assets.

OVERALL COVERAGE

OVERALL COVERACE O PROCESSED COVERACE (] PROCESSED COMNTENT ] POLICY CONTENT O
TREND “Sanitiee el Deittg g bt muttiple
pelind hrd shewn deardinghy
2,_-!“0;26,\::15'.!4&“ Eu\'r.}l:x(l: 000 o el 15 W paEnE IE‘” ki [} ) IE‘“ iﬂn -] y .
CoudSioss DOMS  FiSras  WOFS  WvE Clenst - Pramises son.31 bES MR naam 1 krsad g LUK,
+ File Share == HDF5

pei_anoos [ pu_anoos Bl Pci_pems
i _ina

I EXPOSED eaorecten [l sare File Share Cloud Svore
SaiiED

Click on the rectangular icon shown in the top right corner of each of the graph to view it
in the full screen as well as to download it in the PDF format.

OVERALL COVERAGE Maximize
OVERALL COVERACE O
Full Screen View
96.10 M Bxport 25 POF
4563 MB

DOUQID!NIl‘)E!‘:KFGD e 900

Cioud Stare DEMS HDFS. HIVE

W exeosen proTecTen M sare M sweeeo
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a) The Overall Coverage graph shows the number of tables and files involved in the
coverage. The Sensitive data can be in any of the state i.e. Exposed, Protected,

Safe and Skipped.
OVERALL COVERAGE 0O
96,10 ME
45.63 ME
O 0O O 01.03MB D290KE 0O O O o 0 0
Cloua S10re DEMS HDFS HIVE
H exposen proTecTer W sare B sxereDp

e Exposed: The Sensitive data which is not protected during the processing,
is marked as Exposed.

e Protected: The Sensitive data which is encrypted or masked while
processing, is categorized as Protected.

e Safe: The Sensitive data which is marked as safe in the Safelist and the data
which is already protected, is marked as Safe.

e Skipped: The data which were skipped during the processing, is marked as
Skipped.

To see what will happen on clicking the graph, view Server Details.

151. The Processed Coverage graph shows the coverage trend of the Sensitive Data
for different data sources.

PROCESSED COVERAGE TREND ]

16:00 KB

0 0

Mar "20 Apr 20

DEMS

To see what will happen on clicking the graph, view Server Details.

152. The Processed Content graph shows the breakdown of the data based on the
structured vs unstructured data and relational vs non-relational data sources.
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PROCESSED CONTENT O

142.76 MB

4] 0 o 0 290KE 0 0

Cloud On-Promisss

I STRUCTURED FILES UMSTRUCTURED FILES
reLaTionAL DB [l NON RELATIONAL DB

To see what will happen on clicking the graph, view Server Details.

153. The Policy Content graph shows the breakdown of the data based on the
different policies.

POLICY CONTENT 0O

S r-srti'-g types belonging to multiple policies are
shown a.;’a:urdlnql'r

=

@ = - @
» = u =
8 g 8 2
N — ('] (]
on-Premises
HIPAA_DEMS wiesa_Haocoe W pci_pems

poi_HAaDooe W P1_HADOOR

To see what will happen on clicking the graph, view Server Details.

154.  Exposure and Protection

The Exposure & Protection graphs break down the data sources based on the Sensitive
data in them. It provides information whether the Sensitive data has been
Protected (masked or encrypted), Exposed (detected but unprotected), Skipped or Safe.

EXPOSURE AND PROTECTION
EXPOSED O PROTECTED O SAFE O SKIPPED

IEEIME 1364 ME T47.80 KB
45.06 KB

i77.62 KB
457.30KE  BOI.GEKE 1.59 KB B34 KE 0

Cloud Fave Doas Fda Gnans WDES Fiis Srare Cloud Shore Dons Fdg Grare HWOFS Fig Snare
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a) The Exposed graph displays information for the exposed data, data source-wise. This
graph basically depicts that during the processing the sensitive data was detected
which falls under the unprotected category i.e. Exposed.

EXPOSED ]

13.83ME 1364 ME

457.30 KB E03.66 KE

Cloud Store DaMS File Snare HOFS

To see what will happen on clicking the graph, view Server Details.

155. The Protected graph displays information for the protected data which is either
masked or encrypted, data source-wise.

PROTECTED |

45.06 KB

Fila Share

To see what will happen on clicking the graph, view Server Details.

156.  The Safe graph displays information for the Sensitive data which are marked as
Safe, data source-wise.

SAFE (.

74780 KE

177.62 KE

Claud Store DEBMS Fila Snara HDFS

To see what will happen on clicking the graph, view Server Details.
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157. The Skipped graph displays information for the Skipped data, data source-wise.
Any files or tables that have not been scanned is shown in the Skipped graph.

SKIPPED -

To see what will happen on clicking the graph, view Server Details.

10.4.1Server Details
To view the Server/Cluster Details and to download the report, perform the following steps:

1. Click on the chart. A pop up will appear that displays total data details in a tabular form,
data source-wise.

MAME T
Cloud Store
DEMS

File Share
HDFS

NoSQL

CLOSE

SIZE

1234 KB

402 KB

10808 KB

COUNT

= ]

2. Click onthe name of the data source to view the Server Details for the selected data source.

COPR VIEW.: EXPOSED> DEMS

SERVERS et iE] SERVER DETAILS

[+ cowocims|
0 mame T size35.92CB Count 252

0O oescie

3. Check the checkboxes in the left panel listing the servers or clusters name to view the in-
depth details, and click Show Details. The Server Details screen will display the server
details as well as the table details.
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CLUSTERS
B e
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B arman o Wl _gape gssionsl awro
B anman o Tap 8l snpdesion e
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Spe 308 O R
e e i)
Wl D KB
BOTEE
LO2ER

405 KB

399 KB

Click Export As PDF export the report.

You can access the Exported Reports from the menu under Reports > Exported Reports.

EXPORTED REPORTS

POF MAME DATA SOURCE TYPE CATECORY EXPORTED TIME PROCRESS DOWNLOAD
OperatisnDats_sxpesed_DEMS_2000 05 ¥7.2F 29 38 paf DEMS. saposed 2030-05-2TTELILAT FI6=05.30 -E- s
OperationDuts_ safe_DBMS_2020.05 2722 3014 pal DEMS sate 2020-05-2TT22.35.36.866-05.30 [ woox ] &
OparwticnDuts_sife_ DEMS_T020.0% 3722 50,18, paf DEMS 8T 202006277 215410598 08,30 [ w0k ] i
OperationDats_safe_DBMS 1030 06 37 32 30.05 paf DEMS sale HOT0-0R-27T 1140 1L 230530 [ woox | 'y
QperatienDats_rafe DEME_1020.05 37 32 1 &6 ped DS wate LOL0-05-2TTLIL IS T TR0 10 m £
OperaticnDats_scpored_DBMS_1000 05 11111904 paf DBMS wapoied 0-05-2TTEL IL T 1510530 [ woox ] &
OpseatisnDEts_iafe_DEMS_T020.05 37,23 50,23 pad DEMS it 2020-05-2TT2ZE 18,64 H5-05.30 m A
CiparatisnDuts_safe_DEMS_T030 05 27 23 52 &d palf DEMS. sala F030-05-27T2L.15.36 555-05.30 [ wox ] A
OparationDuts_ sate_DBMS_2020.05.27 22 35,25 paf DEME sl 2020-05-27T21.36.06.924-05.30 &
OprationDsts, safe DEMS, 202005 27 23 15 54 pat DEME safe 005 27T L1626 5830830 100% i

6. Click in the Download column to download the report.

10.5 RoA & RtE

RoA and RtE screen provides insight into RoA and RtE request status. The screen is further
divided into three panels:

1. Overview

158. Coverage Trend

159. Data Subject Status (On Group Basis)
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CDPR OVERVIEW ROA & ATE 0T MOMITOR
'
0% 33) 0%
TOTAL REQUEST Srvirw Pending
Process sk Iy Te—— BoA
COVERACE TREND START DATE &1/201%  # ENDDATE S312020  #
ROK COVERAGE TREND O RTE COVERAGE TREND m]
Completed == Review Pending -~ In Process Completed == Rrview Pending  © In Process

DATA SUBJECT STATUS (ON GROUR BASIS)

IN PROCESS O ReEViIEW PENDING O compLeTED a

L] | i s L - _

*Note: By default, only Admin can access the Reports section. You can provide rights to other users for
accessing the Reports section through, User Management > Roles > Edit Product Access Permissions
option in DgAdmin.

To know more, visit section 6.1.5. Manage Roles and Permissions.

Click the menu under Reports > GDPR View > RoA and RtE.

1. Overview
The charts in this panel provide an overview of RoA and RtE requests.

TOTAL REQUEST
6 1 0% 0% 67% 0% 33% 100%
ok REE
n Brocess In Bracess FtE Boviow Baview Completed Completed
Red Pending Roi Panding RLE Red RE

a) The first chart indicates that how many data subjects have been submitted for
RoA/RtE scan. The Right of Access (RoA) allows the data subject to retrieve their
personal data, which the controller might have used or processed. The Right to
Erasure (RoE) is also known as the Right to be Forgotten under GDPR. It allows the
data subject to request the erasure of all their personal data being processed or
stored, by a controller.
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TOTAL REQUEST

6

Ro&

RtE

b) The second and third charts display the total percentage of data subjects are
underincoming status. Whenever a data subject is created and submitted for RoA/RtE
scan, the data subject falls under In Process status.

0%

In Process
Ro&

0%

In Process REE

c) The fourth and fifth charts display the total percentage of data which are awaiting for

manual review.

67%

Raview

Pending RoA

0%

Rawview
Pending RtE

d) The sixth and seventh charts display the total percentage of data subjects under

Completed status i.e. fulfilled the request.

33%

Completed
Ro&

100%

Completed
RLE
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160. Coverage Trend

The Coverage Trend panel offers insight about the number of requests having In Process,
Review Pending, and Completed status. The information is displayed on the basis of Start
Date and End Date. By default, the information is displayed for one year. You can modify
both the dates. The difference between the start date and end date will remain one year.
Click Update Results to get the updated result.

The first and second graph shows that how many requests were In Process, Review
Pending, and Completed for RoA and RtE respectively for the dates that you have

specified.
COVERAGE TREND START DATE 6172019 @ ENDDATE 5312020 &
ROA COVERAGE TREND O RTE COVERAGE TREND o

Completed == Review Pending In Process Completed == Review Pending In Process

You can also maximize the graph by clicking on the rectangular icon displayed on the
extreme right corner of both the graphs.

161. Data Subject Status (On Group Basis)
A data subject belongs to a data group. The rule specified in the group to which a
data subject belongs decides the operation that has to be performed.

The graphs in the Data Subject Status (On Group Basis) panel show that how many data
subjects for a specific data group are, In Process, Review Pending, and Completed status for
RoA and RtE.

On hovering over any bar icon, you can see the name of the data group followed by the
number of data subjects present in that data group for a specific status. All the data groups
for which information is getting displayed, are listed at the bottom of each graph.

DATA SUBJECT STATUS (ON GROUP BASIS)
IN PROCESS O  REVIEWPENDING O  COMPLETED o

5%

» fnlnprrvacy 1

You can also maximize the graph by clicking on the rectangular icon displayed on the
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extreme right corner of each graph.

10.6 DgMonitor

DgSecure detection tasks need to be run in order to identify where sensitive data resides.
After executing the detection tasks, sensitive data can be located and monitored.

*Note: By default, only Admin can access the Reports section. You can provide rights to other
users for accessing the Reports section through, User Management > Roles > Edit Product
Access Permissions option in DgAdmin.

To know more, visit section 6.1.5. Manage Roles and Permissions.

The Dg Monitor screen offers a birds-eye view of the current monitoring statuses of known
sensitive data.The screen is divided into three panels:

1. Alert Rules and Alerts

162.  Alert Rules
163.  Alert Issued/24HRS

Alert Rules and Alerts
6% ]
Alert Rules
Alert Rules delined on Source Systems = Alert Rules defined on Comphance Policies =
Aol Dvscovery T Aevl_Docowery B
Arvd_Discovery Arvil Ovscwery IV
B Ared Dvscovery VI Avwl_Discowery W
HIPAA Hadoop T Others I 1O Madoop
™ Hadoop
Alerts Issued/24hrs
Alerts on Complance = Alerts on Source Systems = Alerts on Users =
Pohcres
-
Aol D owery
B Ard Dvcowery 8
Al Dvcovery B
Al Dwcovery IV
'y

Access the Dg Monitor screen from the menu under Reports > GDPR View > Dg Monitor.

1. Alert Rules and Alerts
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This panel has two graphs. The first graph shows the percentage of sensitive data covered
by the alert rules. Whereas, the second graph shows the number of people who trigger alert
notifications.

Alert Rules and Alerts

6% ]

2. Alert Rules

This panel contains two graphs. The first graph shows how many alert rules are defined for
a specific source system. Whereas, the second graphs shows how many alert rules are
defined for a specific compliance policy.

Alert Rules
Alert Rules defined on Source Systems = Alert Rules defined on Comphance Policies =

Arvll_Discovery T Avvl_Dvscovery 8
Al Discovery I Al Descovery IV

B Al Discovery VT Arvll_Dvscovery VI
HIPAA Hadoop Tl Others T PCI Hadoop
™ Hadoop

3. AlertIssued/24HRS

The panel has three graphs, which shows the number of alerts issued on compliance
policies, source systems, and users over the past 24 hours respectively.

Alerts Issued/24hrs

Alerts on Comphance = Alerts on Source Systems = Alerts on Users
Policies

MRS VM

Arwl_ Doscovery
B Arvl_Descovery 8

Al Dvscovery

Al Descowery IV

1Y

10.7 Comprehensive Reports

Comprehensive Reports provide information for various dimensions such as Sensitive Type,
Servers, and Policies. An information is displayed in graphical representation. This screen
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compares the following aspects of functions on DgSecure:

1. Total Count of Servers and Tables Scanned by DB Type

164. Percentage of Tables Exposed by DB Type

165.  Percentage of Servers Scanned by DB Type

166.  Percentage of Tables Exposed by Sensitive Type

167. Percentage of Tables Exposed by DB Type by Policy Type

*Note: By default, only Admin can access the Reports section. You can provide rights to other
users for accessing the Reports section through, User Management > Roles > Edit Product
Access Permissions option in DgAdmin.

To know more, visit section 6.1.5. Manage Roles and Permissions.

To access Comprehensive Reports, click Reports > Overview. Perform the following steps:

1. Click on the bar chart of Overall Coverage graph displayed on the Overview screen.

OVERALL COVERAGE
OVERALL COVERACE O PROCESSED COVERACE O PROCESSED CONTENT O POLICY CONTENT -
TREND ";-ll—-lalfhﬂhﬁﬁ"-i"‘lf"-"\?‘lu -
- :'f;:l_ﬁ:‘ﬁv:q es o008 - i o0 aE e ¢ =z : o 3='E\'l) "+ ?' § ?f
A Bt g 290 K8 A R
I;:.l_- reorecren W mare DEMS == HDFS ' pmco e W errevcrumco . I s oo B Lt 1o
2. A screen containing information for server will be displayed. Click the Comprehensive
Report button on top left corner of the screen.
*Note: The name of the screen will vary depending on the selected data source. For example,
Server Details name will be displayed if DBMS chart is selected. Similarly, the name will change
to Cluster Details, if Hadoop chart is selected.
OVERVIEW: TOTAL> DBMS
5ERVERSI SERVER DETAILS
(5 erocs ]
MNAME T T™WPE T Size 87319 CB Count 116283
OrACH-N A oracke
Sybase HJ-182 73,9513 Sybase i
Teradata-155.64 75316 Teraaata

3. Click the Comprehensive Reports button and the Comprehensive Reports screen will
appear.
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OVERVIEW-TOTAL > DBMS > COMPREHENSIVE REPORTS

TOTAL COUNT OF SERVERS AMD TABLES SCANNED BY DB TYPE O PERCEMTACE OF TABLES EXPOSED BY DB TYPE [m]
20 1
£ " 5
ERRT 5 2
- 1 i 1 1 8 & " o
1] — — — 0
. Tarndietn L] parartiags of laiiay saporad by 38 bpe
W vl LT FaBLE ConanT B TERADATA SHALLE
PERCENTACE OF SERVERS SCANMED BY DB TYPE a s PERCENTACE OF TABLES EXPOSED BY SENSITIVE TYPE O
50 g 12
re — — e e o — — — -'
5 f : fF o8 o8 AANAAELE BaA A 2 W o3
= 0 20 ] B

DDA R PR BB
waTICa iIoewTIRCAnon nussneRs [l swoer coce
T_CUSTOM_EPTRELTION e

Percentage
&

N ADCRELIEE DATES

FiecarAngs of sarvion scarnad by DB fype e FMAL ADCRTSS

B =g seeves srease sy [ meaapara [l csacie 1zv

PERCENTACE OF SERVERS EXPOSED BY DB TYPE BY POLICY TYPE a

Percentage

W e cobl_tdsd B B o

4. Toview a report in full screen or to download a report in PDF format, click Maximize option
at the top right cornor of each graph.

a) Click Full Screen View to maximize the selected graph.

168.  Click Export to PDF if you want to download the report.

OVERVIEW-TOTAL > DBMS > COMPREHENSIVE REPORTS

TOTAL COUNT OF SERVERS AND TABLES SCANMED BY DB TYPE D PERCENTACE OF TABLES EXPOSED BY OB TYPE D
20 [ [ 1
Wiew in full screen '|__,“

£ " Download POF docummont .
3 10 | v &
- 1 : ! L ] & 0 ]

C. — I I 0

fr— Teraats Sybans 19 persarsinge of iaksien suprened ins D yme
. SERVER COUNT TABLE COUNT . TERADATA QRACLE

10.8 Audit Reports

The Dashboard provides extensive reports of DBMS and Hadoop. The Audit
Reports Dashboard allows you to view additional details based on the operations performed by
each user such as who logged into the DgSecure application, which task was executed, when
did user log off from the application, etc.
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*Note: By default, only Admin can access the Reports section. You can provide rights to other
users for accessing the Reports section through, User Management > Roles > Edit Product
Access Permissions option in DgAdmin.

To know more, visit section 6.1.5. Manage Roles and Permissions.

The report provides extensive information for DBMS and Hadoop data source. The Audit
Reports maintain a logs of all the accesses to DgSecure and the information based on the
operations performed by each user.

Within one screen, you can view information either for DBMS or for the Hadoop based on the
selection made in Select Module drop-down.

Select Module | Hadoop  *
BY EVENTS

USERS Filter by Rodes

VSER ROLE MAME EMAIL

At e SUPER_ADMM dgagin

EVENTS From. 2728/2020 B To NS B E

SNO EVENT EVENT DETAILS TIMESTAMP }

BET BARLION HEnecut/ REpires

To access Audit Reports, click Reports > Audit Reports screen.
There are two types of Audit Reports based on which you can view information:

1. By Users: If you want to view the report for a specific User, click the Reports > Audit Report
> By Users tab.

169. By Events: if you want to view report for any event within a specific date range,
click the Reports > Audit Report > By Events tab.

Within one screen, you can view information either for DBMS or Hadoop based on the selection
made in Select Module drop-down.
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Select Module v

Hadoop
Hadoop

DEMS

The screens are discussed below:

10.8.1By Users

The Audit Reports — By Users screen is divided into two panels.

1. Users - This panel will display the list of all available user.
170. Events - This panel displays the list of all operations performed by a user
selected in Users panel.
REPORTS AUDIT REPORTS
Select Module  Hadoop v
m BY EVENTS
USERS Filtor by Rolos v & cieanrre f C |
USER ROLE NAME EMAIL
dataguise SUDER_ADMIN dgBdp
Qtnan CEFAULT_USER
From. 2 © 1o s o XTI R B
SHO EVENT EVENT DETANLS TIMESTAMP
2 "/ SUSER _ADMIN 01
-1 #1pired SUPER_ADMIN
& wapitad SUPER_ADMIN
&
4 wrpired ot erpived “dataguise SUDER_ADMIN
T Lagln SUPER_ADMIN

Users

The Users panel allows you to filter the Events panel data based on the selected the user.
This panel displays the information for selected user such as Name, Email and Role assigned
to user, etc. The Filter By Roles drop-down allows you to select users based on which you

can filter the information.

Page 408 DgSecure User Guide

© Dataguise, Inc. 2020




JATAGUISE

Filter by Roles ¥

Filter by Roles

All Roles

DEFALULT _USER
COMMECTION_ADMIN
TASK_DESICMER
TASK_EXECUTOR
AMALYST
OVER_LAPPING
CDPR_DPO
CDPR_ADMIN
USER_MANACEMENT
DCDSAR-LITE-ADMIN
DCDSAR-LITE-USER
SUPER_ADMIM

Similarly, you can also filter the Events panel by providing the User Name in Filter by
UserName searchbox. To remove the applied filters, click Clear Filter button.

To refresh the Users panel with updated records, click .

BY EVENTS

USERs e -

USER ROLE MNAME EMAIL
dataguise SUPER,_ADMB dglagin

[« L2 DEFALLT_USER

Perform following steps to view specific users or usernames:

a) When you select the By Users tab. The Users panel will display the list of users and
their role in DgSecure.

171. To view report for a specific role or a specific username in the Users panel.
Select the role in Filter by Roles drop-down or enter the username in Filter by
Username textbox.

The Filter by Role will display the result in User panel for the selected role. For Filter
by Username, the User panel will display the data for the specific user entered in
Filter by Username.

SUPER_ADMIN v | dataguise El

172.  Select the user in the Users panel and the Events panel will display events for
the selected User.

173.  You can also view Events for the selected user based on the date range defined

in the Date Filter. Click Eto update the results.
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REPORTS ALDIT REPORTS
Select MOdule  Hadoop v
[ oruscrs SR
USERS SUPER_ADMIN ¥ & cearruren i © |
USER ROLE KNAME EMAIL
dataguine SUPER_ADMIN dgldgin
EVENTS from 22820 B T vmua o ENEEed EEeeacid B
MO EVENT EVENT DETAILS TIMESTAMP B
Legin
Login
3 Uisae SEtion Rimaaut/ enpieed guise” / "SUPER_ADMIN
. Login
5 Legin
3 Log O
H User session timeout/enpired User seatic taguise” / "SUFER_ADMIN

E.g., in the above image when SUPER_ADMIN role is selected

in the Filter

by Role drop-down. The Events panel is populated with all the operations performed

by the SUPER_ADMIN.

174.
175.  Click Clear Filters to clear the results.
176. Events

Click Export to PDF button to generate a PDF format of the report.

The Events panel allows you to filter the data for a defined time period. The Events panel
will display all the operations performed by the user along with the Timestamp and Event

Details.

Perform following steps to view specific event within a date range:

EVENTS From: 2

SN EVENT

EVENT DETAILS
M B uELEyRER [ e e

L Log in Log In “datagasse” / "SUPER_ADMIN

Log In “detagiive” £ “SURER_ADMIN

Teiting Hafi Conn Hadosp

B To. 52872020

Gl o urpaTE REsWLT | B EXPORT TO POF H

TIMESTAMP .}

P

pY. _OG-'-T-;".G‘:C.'.'P -+I-::-l';“.|f'€_".;r:'-‘15.'-'l'.- - . ) o - -
L] Testing Hdds Conn wating Hafy Conn Hadeop
ol 824 1< < > >l
a) To modify the Event panel for any specific date range. Select starting date in
From and end date in To drop-down.
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Click the Update Results button to apply filters.

S MO

EVENTS

EVENT
g

Legin

Login

Cort Cluster D
Tusting Mads Conn
Teiting Hdds Conn
Craate

From:. /287200 B To 52872020

EVENT DETAILS

Log Im “datagusie

Log In “dataguine

Toiting Hati Conn Hades

Gt Chukter Dotails Hadoop Age wils Cluster Type: "HDIE5_ Agent id. "29

ng Mty Conn Medoop

Teiting Hafi Conn Hadoop Agent

Creatw Infrastrociuce node "azure_vi' Type "DHA

Gl & upoate ResUeT | B EXPORT TO POF E

TIMESTAMP .}

g S s A

5.23.28
Q052837

003448

Mlay=27s

1€ € > 3l

10.8.2By Events

178.  Click button to update the Events panel with updated data.

Click Export To PDF button if you want to download the data.

E.g., in the above image the Events panel displays the filter results for a given time
period.

The Audit Reports — By Events screen allows you to filter data for a defined time period. The
Events screen will display all the operations performed by the user along with the
Timestamp and Events Details. You can also filter the data by selecting a specific event in
View drop-down. There are around 35 pre-defined events for which you can filter out the data.

View:  All Events v
:
i Al
| Create
| Update
Delete
{ Login
Log Off
View Results
| Execute
Cancel finding tasks
Push Config Flume
| Push Config FTP
User login failed to the system
User session timeout/expired
Push Structure Flume
| Create Columnar Structure
| Assign Policies to Domain
Export
Iimport
Install >

|

To view reports in By Events tab, perform the following steps:

a) Select the event in View drop-down.
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180.  Select the starting date range in From and end date in To drop-down or events
in View drop-down. You can select either both the option or just one option from
View and Date Range.

BY USERS

View: Execute *  From: 2872000 B To 28200 Gl o ueoate resuuT [l (3 EXPOAT TO PDF E

181.  Click the Update Result button to apply the filters.

182. The Events panel will be updated for the defined time period or for selected
events. It will display all the occurences of operations performed for a defined time
period or for selected event specified in the top panel.

REPORTS AUDIT REPORTS

Select Module  Hagoop v
BY USERS

N I e - o v | 6 oo oro ] o)
SNO EVENT

EVENT DETAILS TIMESTAMP
2 0 03.5610

Execute
Execute

Execute

Execute

B B EUR B
g 33 & 3

3 $ 2 2 2 2 % 3 13
<

EE RS

,
E:BB R ER RBEKE B BB B
3858353333353 38§

>l

183.  Click button to updated the By Events tab with latest records.
184.  Click the Export To PDF button to download the report in the PDF format.

10.9 Hadoop

10.9.1 Entitlement Report

The Entitlement Report display the access rights for both specific user / group or directory / file.
It also specifies the content type for a data stored in directory/file. A content type for a data
stored in a file/directory can be Sensitive, AES/Masked, FP/Row Encrypted, Processed and
Skipped.
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Content Type

Sensitive
AES/Masked
FP/Row Encrypted
Processed
Skipped

When Entitlement Report is processed for a specific user/group, this indicates what their
access rights are for a specific file or directory. If it is processed on a directory/file, then it

indicates the access rights for a specific user/group.

5 Losp Croup

REPORTS / EMTITLEMEMNT REPORTS

Select CIUSter  hats_sgont v

5 LosplUser g UnuxCroup [ Linus User

0P Status: EED

i) Seraitvor Data [ AESMasked Duta [ FP/Rew Encrypted Data [ Precessed Dota [ Shipped Duta

CROUPS/US

ER LIST DIRECTORIES/FILES LIST
E] contentType an v
= v
OB~ = Arkn

oE~ detection ANFiles

O@E N 1Jskhen

oW

oQ

B TO0mb
]
]
O & ORCFile FielsEne
&
.

All_gxpeesainnal bvia
desectian_mil_ceno_digas
oE Parguel_oomima

oW
O N RCFile FeldEne

P_SEQFP_Enc

W swati_date_ml_filetxt
.ﬂ B TestFile_Field_Enc tat
@~ meskOut

I & TestFie Random ta

The Entitlement Report screen is divided into four panels

Top View
Groups/Users List
Directories/File List
Permission List

ol
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REPORTS / ENTITLEMEMNT REPORTS
Select Cluster  hafs_sgort = IDF Status. D)
B LdapCroup 3 LdapUier  ah UnuxCioup A Ui Uger @ Sernive Dats ] AES Masked Cata [ FP/Row Encrypted Duts [ Processsa Duts [ Skipped Dets
CGROUPS/USER LIST DIRECTORIES/FILES LIST PERMISSIONS FOR ALL USERS ON (ANKIT/STRZ
E Content Type AN kS ﬂ USER MA PATH PERMISSIC PERMISSION T
Ankitvird Crarer
v 55 hafs =
Ankit/uirl/ TertFie_Rands Crmrim
OEE - ankr

Otrad Use AR 2 Structured TestFi Tes otnad
O @ > » saecticn alFies

& > = maskow

o@@» =2

There is one Entitlement Report per cluster. To access the Entitlement Report screen, click Reports
> Hadoop > Entitlement Report.

1. Top View
This panel allows you to select the cluster from the Select Cluster drop-down. It also display
the status of an IDP i.e. whether it is Active or Inactive.

REPORTS EMTITLEMENT REPORTS

Sebect Cluster  hois_agent v IDP Statiis m ‘

2. Groups/User List: This panel display all the LDAP/Linux Groups to which LDAP/Linux User is
associated for a given cluster. The icon next to the name of group specifies whether the
group is LDAP group or Linux group. You can also view the icons detail on top of the
Groups/User List panel.
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e Ldsp Cioup B Ldap Uier Ay Limaiz Gicup A Linsix Uses

GROUPS/USER LIST
w3 halzzemon
A haldaemon

w i hdfs

w o hdfs
A activity_analyzer
A hdfs
¥ % karman
¥ o Idap
> oh lp
» & mail
» o mysql
¥ o nfsnobody
¥ o nobody
¥ o nged

> A% np

To update the Groups/User List panel, click button.

To get permission or to generate a report, click E| next to the group name. This will display
the list of permissions associated with a group or a user.

a)

4 Get Permissions for Sensitive Files in Directory

B Get Permissions for Selectad Directory
Y Generate Summarized POF Report
Y Generate Detailed PDF Report

The Get Permissions for Sensitive Files in Directory will list down all the files name
with absolute path. It also displays other information such as Permissions (Read,
Write, Execute), Permission Type, FP/Row Encryption, Sensitive Data, etc.

*To view other columns information scroll the bar to the right.
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PERMISSIONS FOR CGROUP: MAIL ON fANKIT

PERMISSIO PERMISSION T FP

Cther fal:

TeatFile Bandcdm txt La2E T fali
StructuredT et ils tet - CHner fali
sition_AlFiles CHngr fali
sction_ANIFdes /Al _ssprestionglavio [ Otnar tali
et _ AIF iles 1 _lakn, txt Fas Dtner faly
sction_AllFiles/ T00mb txt (= Otner fals
setion_&llFiles TestFille _Field_Enc txt [ Other fals
cticn_AllFiles/ detecticn_mi_ccno_di_ Fr= CHher fals
-ction_AlFiles/P_SEQ_FP_Enc [ DHner fal:
seticn_AlFles/Parquet _comma - DnEr fal
etion  AlFlel/ACFile Fisldbns - CHner fal
sition_AlFles QBCFile_FisldEns - CHner fal
Oiner fal

TestFile_Bandom tat Otner fal
StructuredTestFile tut == Otner fal

185. The Get Permission For Selected File option will list down all the file names with
absolute path for which a user has user permission to read, write and execute. The
information includes the path of file, permissions and permission type.

PERMISSIONS FOR USER: ADM ON /KARMAMN/AVRO/EMPTY_EXAMPLE.AVRO
PATH PERMISSIONS PERMISSION TYPE

Skarman/avro/empty _example.avre Other

186. The Generate Summarized PDF Report option allows you to download the
report. Upon selecting the option, a Filter Report popup appears.

FILTER REPORT

Report Type®  Select Action v

[ include sub-Directaries

® CANCEL ™ GENERATE

Select the option from the Report Type drop-down. To include the sub-directories
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in the downloaded report, check the Inlcude Sub-Directories checkbox.

Report Type® | Select Action v
All
Read Only
Write Only

Execute Only

Read & Execute Only

Read & Write Only

Write & Execute Only
Read, Write & Execute Only
Mone

Click Generate button. This will download the report based on specified filters.

187. The Generate Detailed PDF Report option allows you to download the detailed
version of report. Upon selecting the option, a Filter Report popup appears.

FILTER REPORT

Report Type®  Select Action v

l:| Include Sub-Directories

X CANCEL * CEMNERATE

Select the option from the Report Type drop-down. To include the sub-directories in
the downloaded report, check the Inlcude Sub-Directories checkbox.

Report Type* | Select Action v
All
Read COnly
Write Only

Execute Only

Read & Execute Only

Read & Write Only

Write & Execute Only
Read, Write & Execute Only
Mone

Click Generate button. This will download the report based on specified filters.

188.  Directories/Files List

This panel will display the list of all files stored in a directory. The icons next to each file or
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folder specify that the folder contains sensitive data which is processed and has been
protected by some masking option.

You can view the icons detail on top of the Directories/Files List panel.

) Sensities Data ﬂ A% Madked Data [ FPYRew Encrypled Duts Ii Procediisd Date Shipgd Duts

DIRECTORIES/FILES LIST

Content Type A v | @ |
A
OEE~ — Ankn
O duecton AlFies =
O@ N 1-lskhi
OoF § T00mbm
OEF N Alespressions avio
‘ n 19 cetection_ml_cong_d LAY
O@E N ORCFle FieldEnc
OF N Paouscomma
OF N P.SEQFP.Enc

OE K FRCFile FisldEnc
B swati_date_ml_file e
OO N TesFieField Encn
@ » = masku
OEGE>»» =2

You can also filter out the Directory/File list by specifying the content from Content
Type drop-down. A content type for a data stored in a file/directory can be Sensitive,
AES/Masked, FP/Row Encrypted, Processed and Skipped.

Content Type

Sensitive
AES/Masked
FP/Row Encrypted
Processed
Skipped

To update the Directories/Files List panel, click button.

To get permission or to generate a report, click E| next to the directory/file name.
This will display the list of permissions for the selected directory/file name.
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‘ Sensitive Data

n AES/Masked Data FP/Row Encrypted Data n Processed Data Skipped Data

DIRECTORIES/FILES LIST

Content Type  AES/Masked v [=]
v /
OoEdE v Ankit
oQdEv sir2

OELE N TestFie Randomta

B Gt Sensitive Type Details For File

W GetPermissions For Selected Group
& GetPerrmessions For All Users
9 Generate Summarnized POF Report
Generate Detailed PDF Repont

a) The Get Sensitive Type Details For File option will display list of sensitive data

associated with the selected file. Upon selecting the option, the Sensitive Data popup
appears.

SENSITIVE DATA

SENSITIVE TYPE SEMSITIVE TYPE COUNT FR/ROW ENCRYPTED DETECTED AES/MASKED
Credit Cardd M [Dash Separstesn) 00 falie trus s

W00 Talie truw Arus

WD Talie

Credit Card # (Digits Only]

Crede Card # (Space Separation]

Arue

CANCEL

189. The Get Permission for the Selected User option will display the list of all files

that user can access. The Permission panel displays information such as Path,
Permissions and Permission Type for that file.

PERMISSIONS FOR USER: KARMAN ON
JKARMAN/AVRO/EMPTY_EXAMPLE AVRO
PATH PERMISSIOMNS PERMISSION TYPE

fkarman/avro/empty_sxample avro Other
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190. The Get Permission for Selected Group option will display a list of all files that
can be accessed by a group of users. The Permission panel displays information for
Path, type of permission for the file and the permission type (Read, Write, Execute).

PERMISSIONS FOR CROUP: HDFS ON /ANKIT/STR2
PATH PERMISSIO.

SAnkit/detection_AllFiles/TestFile_Field__

PERMISSION T.

Crwhner

191. The Get Permission for All Users option will display the list of all files that all
users can access. The Permission panel displays information such as User Name,
absolute path for all listed files in a directory, Permissions, Permission Type.

USER MA PATH
SEarmansDats_Files 100 o8

~Crner Use SearmansData_Files 100508

PERMISSIONS FOR ALL USERS ON /KARMAMN/DATA_FILES_100/ORCFILE
PERMISSIO.

PERMISSION T
Orainer

Leli T

192. The Generate Summarized PDF Report option allows you to download the
report. Upon selecting the option, a Filter Report popup appears.

Report Type®  Select Action v

]:| Includse Sub-Dirsctores

X CANCEL

FILTER REPORT

* CEMNERATE
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Select the option from the Report Type drop-down. To include the sub-directories in
the downloaded report, check the Inlcude Sub-Directories checkbox.

Report Type® | Select Action v
Select Action

All

Read COnly

Write Only

Execute Only

Read & Execute Only

Read & Write Only

Write & Execute Only

Read, Write & Execute Only
Mone

Click Generate button. This will download the report based on specified filters.

193. The Genrate Detailed PDF Report option allows you to download the detailed
version of report. Upon selecting the option, a Filter Report popup appears.

FILTER REPORT

Report Type®  Select Action v

[ include sub-Directones

Select the option from the Report Type drop-down. To include the sub-directories in
the downloaded report, check the Inlcude Sub-Directories checkbox.

Report Type® | Select Action v
Select Action

All

Read Only

Write Only

Execute Cnly

Read & Execute Only

Read & Write Only

Write & Execute Only
Read, Write & Execute Only
None

Click Generate button. This will download the report based on specified filters.

194. The Fetch Unprocessed Files from Cluster option allows you to re-load the files
from cluster. Upon selecting this option, Confirm Action popup appears.
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CONFIRM ACTIOM

This action will reload files from cluster, and this process may take
some time. Do you want to continue?

CAMNCEL CONFIRM

Click Confirm to reload the files from cluster.

10.9.2Time Based Report

The Time Based Report display results in the form of graphs based on the provided date range.
This report display results for the Sensitive Data in form of graphs.

To access Time Based Report, click Reports > Hadoop > Time Based Reports.

REPORTS / TIME BASED REPORTS

Start Date 2272020 @ EndDate Y2202 @

FILES SEARCHED, MASKED & ENCRYPTED

g0 4

a e o o 2 2 o e o o o e o o - o o 9 92 9 o e 2 o e o ©
- w o oW oW w 2 2 0k ok 2 2 & & B & B & & n "
ET ® E 3 5 =% 3 8 8 = 3 = IS T R = I 238 3 82 =i - A -}
+- Searched == Masked Encrypied
SEMSITIVE ITEMS FOUND
Y
D T T e B R
£ X S W o= o> @ 3 m E =) 2 2 % 8 8 22 2 3 8 = A = 8 & = - = = 9 o8 = @

Compliance Policies

W s O T T

1. The first line chart displays information for the Number of Files Searched, Masked &
Encrypted within a specified date range.

FILES SEARCHED. MASKED & ENCRYPTED
54 Files searched between 05=25 and 05-26

1 Files masked between 05=-25 and 05-26 [
0 Files encrypted benveen 05-25 and 05-26 f‘\
= =3 = =] = o = o o o = o o o = o o o o o o o o = = o o o o o o o o o o o
MR W W W W b W W W G w b H ~ ~ 2 = B B o0 I I I A A R
Mo B8 8 8 f = = & L Lo e & & b & s & L L L L L oL 3
8 R F & B o~ 2 @ O TR E B S Wy 8 3% - w w9 ow = 34 3

2. The second line chart display information for the Number of Sensitive Items found for
searched date range.
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SENSITIVE ITEMS FOUND

------------------------------------------------------------------- 45592 Sensitive items found between 05-19 and 05-20

- - - - - -

+ Sensitive hems

3. The third bar chart display information for the Number of Hits found for each Compliance
Group in Hadoop data source.

NUMBER OF HITS

Pi_Hadoop
ahlumber of Hit Caunt: 15.24 KB

Compliance Policies

B resmmn o T COUNT

To access the detailed Time Based Report, click on the data point of first and second graph to
generate the report. Perform the below steps to generate the tabular Time Based Report:

a) Select the Start and End Date in date filter.

Start Date 2/27/2020 # EndDate 52872020 @

b) Click the Update Results button. This will update the charts based for the given date
range.

FILES SEARCHED. MASKED & ENCRYPTED

SENSITIVE ITEMS FOUND

WUMBER OF HITS

24k
core muscs raa s . [r—

Compliance Policies

c) Click on the data points of first and second graph to generate detailed Time Based
Report.
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TIME BASED REPORTS: DETAILS
TASK START
NAME TRME

20200628

e 0TG40
- 20000525
- oF 0831 508
2020-06-28

L OE1L50 18

FILES
SEARCHED

1

7

SEMSITIVE
FRLES

SENSITIVE
ITEMS

SIZE

OF DaTA

SEARCHED

FR/ROW
AR5 MASKED IMCREMEMNT
ENCRYPTED SHE i A
falie falie talis
Talpe firee falee
falie falie falie

STATUS

COMPLETED

COMPLETED

COMPLETED

10.10 Exported Reports

The Exported Reports screen allows you to download the pdf version of the reports generated
in the Overview and GDPR section of the Dashboard.

EXPORTED REFORTS

PDF NAME

OparationDats_sxpesed_DEMS_2000 05 3731 2928 pear

OperationDats_safe_DEMS_2020 05 27,22 3014 pat

OperationData_safe_DBMS_2020 05 2722 3018 pdf

QparaticnDats, safe DBMS 202006 27.22 30.05.paf
QparationDats_vafe _DOME_1020 0F 1722 1166 pat

DparationData_sxpored_DEBMS_2030.05 1713 2914 paf

OperationDats_safe_DBMS_I020 05 2732 3023 pdd

OptsteznDats_iafe_DBMS_2020.06 2722 32 44 potf

OperationData_ safe_DEMS_1020.06 37 23 X535 par

OparationData,_vafe DBEMS 2020 06 27 23 35 84 pai

DATA SOURCE TYPE

DEMS
DEMS
DBMS
DBMS
Dy
DBMS
DEMS
DEMS
DEMS

Dams

CATECORY

aaposed

EXPORTED TIME
2020-05-27TELILAT 60530
2030-05-27TEL.33.36 BEG-05.30
2 R0-05-2TT L4 10.558-05.50
2020~ 05-27TEL I DL 120530
2020-04-2TTEL IS TIR0 530
2030-045- 2T ELIL AT 151=08.30
2020-05-2TTEL33.54 HE-05.30
20:20-05-27T2L.35.36 SE5-05.30
2000=05-27T EL3606.9 260530

203008277 £2.36. 25 3850530

DOWNLOAD

[
100%

2 &
L a
[ S S S S S S

This screen will display the information for the reports such as PDF Name, Data Source Type,

Category, Export Time, Progress of the report, and IE' button in the Download column. To

refresh the Exported Reports screen, click .

To download the reports, perform the below steps:

1. To access the Exported Reports section, click Reports > Exported Reports.

EXPOATED REPORTS

FOF NAME

Operation

Cparaticni

OperationDuts_sxposed_DEMS_2020.05.27.22.29 20 pef
OparationData_sate_DEMS_2020 05 27.22 5016 pat
OparationDats_sats DEMS_2020.05.27.22 3018 pdf
OperationData_sate_ DBMS_2020 05 27,23 53,03 patf
OpsrsticnDats_safe DEME_1020 062722 1 Lo pad
apceed_DEMS_L000.05.EFIL19 14 paf
safe_DBMS_2020 052722 30.22 paf
OparatisnDats_sats_DEMS_3020 05 27.22 52 64 pat
OperationData_safe_DBMS_2020.06.27.23 5325 pat
OparationDats,_sats, DEMS_2020 052722 5364 pat

DATA SOURCE TYPE
DEMS
DEMS
CBMS
GBS
opmg
DBMS
DEMS
DEMS
DEMS
oBMS

CATECORY

wapoied

EXFORTED TIME
2020-05-2TTILILAT 6-05.30
2000527223336 8660530
2020-05-27TLL 34,10 S 58-05.50
220682 TT L b4 N 2205, 30
020-04-2TTILIITTRE08.30
30-05-27TIL ILOT L5053
2020-05-27T22:33,56 W5=05.30
20(20-05-27T22.35.36 S§5-05.30
200005277 22:35.06 924~ 0530
200005277 22.35.26 383-05.30

DOWNLOAD

[
100%

IEHEEEEEE‘
m
3 o
@
L R I R

2. Click IEI in Download column to download the report in PDF format.
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11 Monitor

DgSecure Monitor allows users to set alerts around data handling and/or data access in HFDS,
S3, MapR-FS, Hive, Oracle, or Teradata. Rules can be set around several conditions including
specific users, specific data type groups, specific systems, a specific command, source path, or
destination path. Rules can be set using one or all of these conditions.

The alerts are based off the targeted platform’s log files. Set alert rules on the Alert Rules page.
Review triggered alerts on the Alerts page. The Monitor Overview page provides a
comprehensive overview. In order to most effectively utilize DgSecure Monitor, DgSecure
detection tasks need to be run in order to identify where sensitive data resides.

The Monitor Overview page provides a centralized location to track the monitoring status of
known sensitive data. Monitoring capabilities are broken down according to the percentage of
sensitive types covered by alert rules, the number of people who receive alert notifications,
source systems, related DgSecure policies, and alerts issued over the past 24 hours.

11.1 Overview

The Overview page offers a birds-eye view of the current monitoring statuses of known
sensitive data.

Access the Overview page from the menu under Monitor > Overview. The Overview page is
divided into two panels which are described below.

JATAGUISE’ Alert Rules and Alerts atinhitats

Aert Pokcy Name Source | Senstive Type Time v
Arv_HW23VM_IT HW23_VM  NA Oct-18-. A
ArvI_HW23vM_I HW23VM  NA oct-18
6% 1 Arvi_HW23VM_X HW23 VM NA oct-18-
ArvI_HW23VM_IX HW23.VM  NA oct-18
Anvi_HW23vM_VII HW23VM NA Oct-18-

Sensitive data types covered by alert rules Number of users that are alerted on AVI_HW23VM_VIL HW23.WM  NA Oct-18-
Arvi_HW23VM_E HW23 WM NA Oct-18-,

Alert Rules Arvi_HW23VM_ HW23_WM  Credk_Card Oct-18-
NZIM_Y 23 Cr “ 18-
Alert Rules defined on Source Systems = Alert Rules defined on Compliance Policies =  Av-W2m. e i B e o 18
ArvI_HW23VM L HW23WM NA oct-18
1 ERL] Arvi_HW23VM_I HW23WM  NA Oct-18:
ArvI_HW23VM_V HW23 VM Crede_Card Oct-18
Arvi_HW23VM_I HW23_ VWM NA Oct-18-.
AVI_HW23VM_IT HW23_VM  Crede_Card Oct-18-
Monit Arvil_Discovery Il Arvil_Discovery_Il AVILHW23VM_1 HW23VM NA oct-18-

lonitor v = o

Arvil_Discovery_lil Arvil_Discovery_IV

Arv_HW23VM,_ HW23_VWM NA Oct-18-.

® Overview B Arvil_Discovery.V Il Arvil_Discovery_ VI = = %
Alert Rules HIPAA_Hadoop [l Others Il PC1_Hadoop Arvi_HW23VM_I HW23 VM NA Oct-18-
Aerts : PiI_Had Arvi_HW23VM_I HW23WM  NA oct-18-

: HW23_VM ndbox _Hadoop
Arvi_HW23VM_I HW23WM NA oct-18
Arvi_HW23VM I HW23WM  NA Oct-18-.
Alerts Issued/24hrs
Alerts on Compliance = Alerts on Source Systems = Alerts on Users =
Policies

W23 VM

Arvil_Discovery
I Arvil_Discovery_Il
Arvil_Discovery_lil
Arvil_Discovery_IV
13V HW23.VM hfs

The Monitor Overview page provides a centralized location to track the monitoring status of
known sensitive data. The majority of the page is a series of graphs showing the percentage of
sensitive types covered by alert rules, the number of people who trigger alert notifications,
source systems, and related DgSecure policies.
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Alert Rules and Alerts

6% 1

10f16
Sensitive data types covered by alert rules Number of users that are alerted on

Alert Rules

Alert Rules defined on Source Systems Alert Rules defined on Compliance Policies =

18

Values

HW23_VM
10 Ll m »

Arvil_Discovery Il Arvil_Discovery_Il
5 Arvil_Discovery_lIl Arvil_Discovery IV
M Arvil_Discovery 'V [l Arvil_Discovery_Vi
HIPAA_Hadoop [l Others [l PCI_Hadoop

Values

0
HW23_VM sandbox Pll_Hadoop
Alerts Issued/24hrs
Alerts on Compliance = Alerts on Source Systems = Alerts on Users =
Policies
- 15 15
o
=18
]
= . W23 VM 8
10 10
@ @
Arvil_Discovery = =
I Arvil_Discovery_Il = 5 Z s
Arvil_Discovery_lll
Arvil_Di v
rvil_Liscovery_| 0 0
13V HW23_VM hdfs

A panel on the right side of the page shows the most recently triggered alerts.

Latest Alerts
Arvi_HW23VM_T HW23_VM  NA Oct-18-. A
Arvi_HW23VM_T HW23_VM  NA Oct-18-.
Arvi_HW23VM_X HW23_VM  NA Oct-18-,
Arvi_ HW23VM_IX HW23_VM  NA Oct-18-.
Arvil_HW23VM_VII HW23_VM  NA Oct-18-.
Arvil_HW23VM_VIT HW23_VM  NA Oct-18-.
Arvi_HW23VM_T HW23_VM  NA oct-18-.
Arvi_HW23VM_VI HW23_VM  Credit_card Oct-18-.
Arvi_HW23VM_V HW23_VM  Credit_card oct-18-,
Arvi_HW23VM_T HW23_VM  NA Oct-18-,
Arvil_HW23VM_T HW23_VM  NA Oct-18-.
Arvil_ HW23VM_IV HW23_VM  Credit_Card Oct-18-.
Arvil_HW23VM_T HW23_VM  NA Oct-18-.
Arvi_HW23VM_II HW23_VM  Credit_Card Oct-18-.
Arvi_HW23VM_T HW23_VM  NA oct-18-,
Arvi_HW23VM_T HW23_VM  NA oct-18-,
Arvi_HW23VM_T HW23_VM  NA Oct-18-,
Arvil_HW23VM_T HW23_VM  NA Oct-18-.
Arvi_HW23VM_T HW23_VM  NA oct-18-.
Arvi_HW23VM_T HW23_VM  NA Oct-18-,
v
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11.2 Alert Rules

The Alert Rules page offers in-depth details about existing alert rules that the user has
permission to see.

Access the Alert Rules page from the menu under Monitor > Alert Rules. The Alert Rules page
is divided into two panels which are described below.

DATAGUISE

Alert Rules Summary
12 0 1 14 2 0 1 11
ot Triggered Triggered Monitored not Monitored Monitored Hot Monitored Active Inactive
Alert Rules Sensitive Groups Source Systems Alert Rules
Alert Rules D New MertRuk |2 Edit Aert Rule
AlRules | Default Rukes | Custom Rules
Copy Dekte
[ [ ik e SR aboasSata
4 pvi_pertRule_2 HW23_VM true @ AUg-09-2016 17:07:58
Monitor 3 = i
O Dgm_Arvi_For_Monitor sandbox fase Q Aug-09-2016 11:57:30
@ Alert Rules 4 DGM_CREDIT_CARD sandbox fake G AUg-09-2016 08:55:51
g 3 DGM_SOCIAL_SECURITY sandbox fake O Aug-09-2016 08:55:51
4 DGM_NAMES sandbox fatse (:} Aug-09-2016 08:55:51
# | DGM_ADDRESS sandbox fae ':) Aug-09-2016 08:55:51
¥ DGM_EMAIL_ADDRESS sandbox fase @] Aug-09-2016 08:55:51
4 pGM_IP_ADDRESS sandbox fabe ‘:‘ Aug-09-2016 08:55:51
3 DGM_TELEPHONE sandbox fake (@) Aug-09-2016 08:55:51
4 pGM_uRL sandbox fake '_’:J Aug-09-2016 08:55:51
3 pou_net sandbox fake O Aug-09-2016 08:55:51
¥ DGM_ABA_ROUTING_NUMBER sandbox fake (@) Aug-09-2016 08:55:51

Dispayng 1 - 120f 12

The top panel shows four number sets: alerts triggered, sensitive type groups actively
monitored, source systems monitored, and active alerts.

Alert Rules Summary

2 7 0 8 1 0 1 8

Not Triggered Triggered Monitored Not Monitored Monitored Not Monitored Active Inactive

Alert Rules i Sensitive Type Groups 9 Source Systems Y Alert Rules Y

The bottom panel shows either all alert rules, default alert rules, or custom alert rules.
Whichever table displays, the details of the selected alert rule type (custom, default, or all) are
shown. To create a new alert rule, click the New Alert Rule button. To edit an existing alert rule,
select the desired rule and click Edit Alert Rule. The status column shows either a white circle,
black circle, or red circle with an exclamation point. A black circle indicates the alert rule is on.
A white circle indicates the alert rule is off. A red circle with exclamation point indicates the
alert rule is on and has been triggered.
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Alert Rules © New AertRule [ » Edit Alert Rule
AllRules || Default Rules || Custom Rules

Copy | Delete
DGM_CREDIT_CARD sandbox Credtt Card false O Jul06-2016 00:06:49
DGM_NAMES sandbox Names false O Jul06-2016 00:06:49
DGM_ADDRESS sandbox Address false O Jul06-2016 00:06:49
DGM_EMAIL_ADDRESS sandbox Emai Address false O Jul-06-2016 00:06:49
DGM_IP_ADDRESS sandbox P Address false O Jul-06-2016 14:46:54
DGM_TELEPHONE sandbox Telephone false O Ju-06-2016 00:06:49
DGM_URL sandbox URL false O Ju-06-2016 D0:06:49
DGM_NPL sandbox NP false O Jul06-2016 00:06:49
Arvi_Command_All sandbox rename /ArVIRa/D33, [ArviRal...  hdfs 0 Ju-06-2016 15:05:32

Page 1 of 1 & Displaying 1 - 9 of 9

When the New Alert Rule button is clicked, a new page displays. Fill out the information as
needed. Only fields marked with a red asterisk are mandatory. Multiple values per condition
type can be set. Related DgSecure policies are automatically calculated based on the selected
sensitive types. Selecting the “Notification De-Duplication” checkbox displays another field that
allows the user to select a timeframe in minutes. When selected, only one rule is generated if
an alert condition is met multiple times within the timeframe.

*Note: When using “regex” as an operator for an alert rule, the regex pattern must follow
standard regex patterns.

Welkcome datagusse v | Last Logn Time: Feb-18-2019 10:46:11 UTC+00:00 (Europailondon) | Heip w

JATAGUISE’ New Alert Rule

Reauired fields
2 Raquined atlasst ans field valua

Home
Policy Alert Rule Identity Alert Conditions Email Notification Fields
Aert Rule Name: sensitve Group: + 5 Recpisnts
Reports
ser1d: ¢
Domain
Descrgtion: sencer:
Bucket Owner: .
Scheduler
Bucket: £
RDBMS sz 7 Suspect Ine:
® active (oN) Tnactive (OFF) e
Hadoop
— Alert Source —— —~ Notification De-Duplication
ocal Files
Source System Type: Operation:
AWS = = Concel o
TimeStamp:
o HOFS
2 oay:
Google Cloud ROBMS
MR Time:
Monitor Hive
oervien el Command:
® flert Rules AZUREDATA
Herts Source Poth:
Data Subject Rights Destination Path:
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11.3 Alerts

The Alerts page offers in-depth details about triggered alerts that the user has permission to
see.

Access the Alerts page from the menu under Monitor > Alerts. The Alerts page is divided into
two panels which are described below.

DATAGUISE’

Start Date: 07/10/16 End Date: 08/10/16 3 update Results

Alert Trend by Policy Alert Trend by Source System

Zoom 1m

¥ Im
1. Jul 18 Jul 25. Jul ug 8. Au S .l 18,0l Tl 1. Aug 5. Aug
Arvil_Policy | — Arvil_Policy_Il HIPAA_Hadoop Others — PCI_Hadoop
== Pll_Hadoop HW23 VM — sandbox
Monitor Aler‘s
Fetch Aerts
T e e L S S

Arvi_MertRule HW23_WM hdfs 192.168.7.79 Aug-10-2016 01:12:46 e Detais > Al

192.168.7.79

Displaying 1 - 20 of 917

The top panel shows two graphs. The first graph displays the number of triggered alerts by
policy. Hover the cursor over a policy plot point to see how many times an alert associated
with the policy has been triggered. The second graph displays the number of alerts by source

system. Hover the cursor over a plot point to see how many times alerts for a specific system
have been triggered.

Start Date: 07/10/16 T8 End Date: 08/10/16 (3 | update Results
Alert Trend by Policy Alert Trend by Source System
Zoom 1Im Zoom 1m
5 0 £ 0
8 11 Jul 18. Jul 25 Jul 1. Aug 8. Aug S 10l 18. Jul 25. Jul 1. Aug 8. Aug
11 Jul 25. Jul 8. Aug N
« [0 » 11, Jul 25. Jul £. Aug
Arvil_Policy I — Arvil_Policy_lI HIPAA_Hadoop Others — PCI_Hadoop : = .
— PILHadoop HW23_VM — sandbox
The bottom panel shows the details of triggered alerts including source system, Hadoop user,
time, and description of the violated rule.
Page 429

DgSecure User Guide © Dataguise, Inc. 2020



SATAGUISE

Alerts
|| Fetch Alerts
I e e e
[F] | Arvi_AertRuie HW23_VM hdfs 192.168.7.79 AUG-10-2016 01:12:46  The polcy "Arvil_AkrtRule" has been detected with the below information: Detals > A
timestamp="1470791565800" alowed="true" cmd="open" host="192.168.7.79"
sensitivity Type="Telephone" securityZone="NA" src="/Eagle/Telephones/Telephonestd.txt" dst="NA"
user="hdfs"
[F] | Arvi_AlertRule HW23_VM hdfs 192.168.7.79 AUg-10-2016 01:10:31  The policy "Arvil_AletRuie” hias been detected with the below information: Detalls >
timestamp="1470791428667" alowed="true" cmd="open" host="192.168.7.79"
sensitivity Type="Telephone" securityZone="NA" src="/Eagle/ Telephones/TelephoneStd.xt” dst="NA"
user="hdfs"
[ ArviAertRule HW23_uM hdfs 162.168.7.79 Aug-10-2016 00:49:07  The pojicy "Arvi_AlertRule” has been detected with the below information Detais >
timestamp="1470790143918" alowed="true" cmd="open" host="192.168.7.79"
sensitivityType="Emai Address" securityZone="NA" src="/Eagle/Emai/Mai.txt" dst="NA" user="hdfs" o
W 4| Page 1 of46 || b || M| |2 Displaying 1 - 20 of 917
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12 Attributes
12.1 Concept

Attributes classify databases on a network allowing for quicker identification and
enhanced insights in the DBMS and Hadoop & Files Dashboard. The Attribute page
displays all attribute groups and the attributes that compose them. Once attribute is
created, you can assign the attributes using Attribute Assignment section in the DgSecure.

The below sections explains the process of creating, editing an attribute in the Attribute
section and assigning attribute in the Attribute Assignment section.

12.2 Attribute

This section will explain the process of creating, editing and deleting an Attribute in DBMS and

Hadoop & Files section.

12.2.1Create an Attribute

12.2.1.1 DBMS

In DBMS, attribute classify databases on a network allowing for a quicker identification and

enhanced insights in the DBMS dashboard.

To access the Attribute page. Click Policy > DBMS > Attribute.

12.2.1.1.1 Create an Attribute Group

To create an Attribute, you need to first create an Attribute Group.

The below image shows the user interface for creating an Attribute Group.

Create DB Group

Group Name:

APPLICATION

Group Description: | Application|

Create Cancel

b3

e Add Group: Click the Add Group button to create DB group.

e Group Name: Enter the unique name for the group.
e Group Description: Enter the description for the group.

e Create: Click the Create button, if you want to create the DB group.

e Cancel: Click the Cancel button, if you do not want to save the changes.
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12.2.1.1.2 Create an Attribute
To create an Attribute, follow the below steps.

The below image shows the user interface for creating an Attribute.

Create Attribute ®

Attribute Name: HR

Attribute

Sl Human_Reources|

Create Cancel

e Add Attribute: Click the Add Attribute button to define the Attribute Name and
Attribute Description.

e Attribute Name: Enter the unique name for the attribute.

e Attribute Description: Enter the description for the attribute.

e Create: Click the Create button, if you want to save the changes.

e Cancel: Click the Cancel button, if you do not want to save the changes.

12.2.1.2 Hadoop & Files
In Hadoop & Files, attribute classify databases on a network allowing for a quicker
identification and enhanced insights in the Hadoop dashboard.

To access the Attribute page. Click Policy > Hadoop & Files > Attribute.

12.2.1.2.1 Create an Attribute Group
To create an Attribute, you need to first create an Attribute Group.

The below image shows the user interface for creating an Attribute.

Create Hadoop Group ®

Group Name: Department

Group Description: | Department]

Create Cancel
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e Add Group: Click the Add Group button to create DB group.

e Group Name: Enter the unique name for the group.

e Group Description: Enter the description for the group.

e Create: Click the Create button, if you want to create the DB group.

e Cancel: Click the Cancel button, if you do not want to save the changes.

12.2.1.2.2 Create an Attribute
To create an Attribute, follow the below steps.

The below image shows the user interface for creating an Attribute.

Create Attribute *

Attribute Name: HR

Attribute

Sl Human_Reources|

Create Cancel

e Add Attribute: Click the Add Attribute button to define the Attribute Name and
Attribute Description.

e Attribute Name: Enter the unique name for the attribute.

e Attribute Description: Enter the description for the attribute.

e Create: Click the Create button, if you want to save the changes.

e Cancel: Click the Cancel button, if you do not want to save the changes.

12.2.2Edit an Attribute

12.2.2.1 DBMS
To edit an Attribute. Select the attribute which you wish to edit.

Click POLICY > DBMS > Attribute> Edit Group.

12.2.2.1.1 Edit an Attribute Group
To edit an Attribute Group, follow the below steps.

The below image shows the user interface for editing the information.
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Edit DB Group ¥

Group Mame: DEPARTMENT

Group Description: | DEPARTMENT

Ipdate Cancel

e Edit Group: Click the Edit Group button, if you want to edit the group name and
description.

e  Group Name: Edit the name of the group.

e  Group Description: Edit the description for the Group Name.

e Update: Click the Update button, if you want to save the changes with new Group
Name.

e Cancel: Click the Cancel button, if you do want to save the changes.

12.2.2.1.2 Edit an Attribute
To edit an Attribute, follow the below steps.

The below image shows the user interface for editing an attribute.

Create Attribute *
Attribute Name: Sales
Attrihyte_ Sales
Description:

Update Cancel

e Edit Attribute: Click the Edit Attribute button to edit the Attribute Name and
Attribute Description.

e Attribute Name: Edit the name of the attribute.

e Attribute Description: Edit the description for the attribute.

e Update: Click the Update button, if you want to save the changes.

e Cancel: Click the Cancel button, if you do not want to save the changes.

12.2.2.2 Hadoop & Files
To edit an Attribute. Select the attribute which you wish to edit.

Click POLICY > DBMS > Attribute> Edit Group.
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12.2.2.2.1 Edit an Attribute Group

To edit an Attribute Group, follow the below steps.

The below image shows the user interface for editing the information.

Edit Hadoop Group

Group Name:

Group Description:

DEPARTMENT

DEPARTMENT

Update

Cancel

Edit Group: Click the Edit Group button, if you want to edit the group name and

description.

Group Name: Edit the name of the group.

Group Description: Edit the description for the Group Name.
Update: Click the Update button, if you want to save the changes with new Group

Name.

Cancel: Click the Cancel button, if you do want to save the changes.

12.2.2.2.2 Edit an Attribute
To edit an Attribute, follow the below steps.

The below image shows the user interface for editing an attribute.

Create Attribute

Attribute Name:

Attribute
Description:

Sales

Sales

Update

Cancel

e Edit Attribute: Click the Edit Attribute button to edit the Attribute Name and

Attribute Description.

e Attribute Name: Edit the name of the attribute.

e Attribute Description: Edit the description for the attribute.

e Update: Click the Update button, if you want to save the changes.

e Cancel: Click the Cancel button, if you do not want to save the changes.
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12.2.3List an Attribute

12.2.3.1 DBMS

In DBMS, this page displays all attribute groups and the attributes associated with the
groups.

The below image shows the user interface of the Attribute page.

HManage DB Attributes

(& Add Group ||| ,

LoB Line of Business 20 Dec 2019 07:43:55 GMT
APPLICATION APPLICATION 20 Dec 2019 07:43:55 GMT
REGION REGION 20 Dec 2018 07:43:55 GMT
DEPARTMENT DEPARTMENT 20 Dec 2019 07:43:55 GMT
Marketing Market

Sales Sales_dpt

HR Human_resource

e Manage DB Attribute: This pane displays all the existing attribute groups. These groups
organize the attributes but cannot themselves be used as a filter. It displays the Group
Name, Description and the Creation Date.

You can also view the list of all attributes associated to the Group.

HManage DB Attributes

(&) Add Group » Edit Group ||| (5) Delete Group

LOB Line of Business 20 Dec 2019 07:43:55 GMT
APPLICATION APPLICATION 20 Dec 2019 07:43:55 GMT
REGION REGION 20 Dec 2019 07:43:55 GMT
DEPARTMENT DEPARTMENT 20 Dec 2019 07:43:55 GMT

++» Add Group: Click the Add Group button to define the Group Name and

Description.

®

«» Edit Group: Click the Edit Group button to edit the information.

Page 436 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

++ Delete Group: Select the Attribute Group which you want to delete. Click the

Delete Group button.

e Attribute List: The Attribute list is the bottom pane in the Attribute Page. It will list
down all attributes which are associated with the selected Attribute Group. It displays
the information such as Name of the Attribute, Attribute Description, Attribute

Parent.

() Add Attribute # Edit Attribute ||| (2 Delete Attribute
Marketing Marketing
Sales Sales

HR. Human_Resource

«» Add Attribute: Click the Add Attribute button to define the Attribute Name
and Attribute Description.

Edit Attribute: Click the Edit Attribute button to edit the information.
Delete Attribute: Select the Attribute which you want to delete. Click the
Delete Attribute button.

R/
0.0

7
0.0

12.2.3.2 Hadoop & Files

In DBMS, this page displays all attribute groups and the attributes associated with the
groups.

The below image shows the user interface of the Attribute page.
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IManage DB Atiributes
(.3 Add Group
Log Line of Business 20 Dec 2019 07:43:55 GMT
APPLICATION APPLICATION 20 Dec 2019 07:43:55 GMT
REGION REGION 20 Dec 2019 07:43:55 GMT
DEPARTMENT DEPARTMENT 20 Dec 2019 07:43:55 GMT
Marketing Market
Sales Sales_dpt
HR Human_resource
L]

Manage DB Attribute: This pane displays all the existing attribute groups. These groups
organize the attributes but cannot themselves be used as a filter. It displays the Group
Name, Description and the Creation Date.

You can also view the list of all attributes associated to the Group.

Manage DB Attributes
(&) Add Group | || » Edit Group | || (&) Delete Group

LOB Line of Business
APPLICATION APPLICATION

REGION REGION
DEPARTMENT DEPARTMENT

20 Dec 201% 07:43:55 GMT
20 Dec 2019 07:43:55 GMT
20 Dec 2019 07:43:55 GMT
20 Dec 2019 07:43:55 GMT

R/

+» Add Group: Click the Add Group button to define the Group Name and
Description.

» Edit Group: Click the Edit Group button to edit the information.

++» Delete Group: Select the Attribute Group which you want to delete. Click the

Delete Group button.

Attribute List: The Attribute list is the bottom pane in the Attribute Page. It will list

down all attributes which are associated with the selected Attribute Group. It displays
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the information such as Name of the Attribute, Attribute Description, Attribute

Parent.
() Add Attribute | || o Edit Attribute | (5) Delete Attribute
N LT U S
Marketing Marketing
Sales Sales
HR. Human_Resource

<+ Add Attribute: Click the Add Attribute button to define the Attribute Name
and Attribute Description.

«+ Edit Attribute: Click the Edit Attribute button to edit the information.

+» Delete Attribute: Select the Attribute which you want to delete. Click the
Delete Attribute button.

12.3 Attribute Assignment

Attributes group databases on a network to allow for quicker identification and enhanced
reporting. The Attribute Assignment page is where the user can apply attributes to the desired
databases.

12.3.1RDBMS

To assign an attribute to Database/Schema, follow the below steps.

The below image shows the user interface of the Apply Attribute page.

Apply Attributes

Refrach Datsbace Lt

vh L1680, 1433 SQLSer. Admin T r—— [ Harketing | x ] -

] LL166.0,. © SQU Ser Tem | % DEFARTHENT

USER_BSSDATA  LSLISE0,.. O Oracle Sales | X Marketing

USER_655 1921680, . © Drade a:“

TEST_USER 1521680, 0 Orade i REGION

TESTUSER 1920880, . @ Giracle Terr

TAIMASIG 2160, @ Oracle e

TARASK 155.168.0, L] Dracle Chck here to add attributes

TANNDER: 1021880, © Oracle Click: here to add attributes

SUKH 192.158.0, [} Dracle Chele hire 1o 884 sributes

55_GOPR 192580, 1433 SQLSer Click here to add attribuies

£5_GOPR 192,580, © S04 Ser Click hiere to add attributes

25555 192.1%8.0, 1433 QL S Clck: here to add attributes

wunoy 192.088.0, L] SO Ser. Chck here to add sifributes

SP_DGHOFSINF.. 1920800, @ Crade Click here to add attribates

SF_DGOASHBOA . 192.185.0, L] Dracle Chck heve to add attributes

SP_DGCONTROL . L97.168.0, L Oracle Click here to add attributes

$P_DGCONTRIL 192.168.0, L] Dracle Chel hirg 1o add attributes

SRR _Fan 192.158.0, 1433 SO0 S Clicie here to add aitributes

senam_juan 1921580, © S04 Ser Click hiere o add attributes

senam_GDPR 1921680, 1433  SQLSer Click here to add attributes

senam GOPFR: 192.188.0.... 0 SO Ser... Chick: here to add attributes
Save Altsibutes
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e New Attributes: select the attribute name from the New Attribute drop-down.
This functionality allows you to add tags in the Attributes Applied column.

To remove tag, click the 'x' next to the tag name.

To create an Attribute Group and Attribute, click section 1.2 Attribute

e Contact Name: Enter the name of the person next to the database under the
Contact Name column.

{Agphy Attribates.
Refresh Database List

IF Address Port Mo | Vender Contact Mame | Costact Emall Production | Mttributes Applied
v

ISZLIE.0,15] X3 SQLServer " Admin Chick here o add attribubes
v 152,168,015 0 SO Server " ABE Chick here o add attributes
USER_GSSDATA 152,168.0.155 0 Oracle Enter Name Chick here to add attributes.
UER_683 152.088.0.155 0 Oracle Click here to add attributes
TEST_USER 1520.1§8.0.155 o Oracle Chck here bo add attribubes
TESTUSER 1% 55 0 Gratle Chike here b0 add attnbutes
TAIMASKR i% 0155 o Gracle Chick here bo add aizritutes
TAIMASK 132.168.0.155 o racle Chck here b2 add aizritetes
TAIMDER: 192.168.0155 0 Oeale Click here b5 add attsibutes

e Contact Email: Enter the email address next to the database under the Contact
Email Column.

Ditabase/Schema ~ [P Address m Production | Altributes Appied Hew Attributes

b 1920680, 1438 SQLSer. Admin " admin@dataguise.com Click here to add attributes
vb 1920680, © SQLSer.. "ABC " abe@ye.com Click here to add attributes
USER_SSSDATA 1520880 0 orade  Tajinder "Tafinder@dataquise.com [V Click here to add attributes
USER_885 1920880, © Oracke Frter Emad Click heve bo add attributes
TEST_UsER 182080, 8 Orade Click here to add attributes
TESTUSER 1921680, © Oracke Click here to add ttributes
TAASK? 1921880, 0 Orade Click here to add sttributes

e Save Attributes: Click the Save Attribute button, if you want to save the
changes.

e Production: Check the Production checkbox to specify that the selected
database/schema is the production database.

T T e e e B e e N 7" "B
vb 1921680, 1433 SQLSer. Adwmin " adenin @dataguise.com Click here to bdd attributes
b 192,680, © soLser. TABC " abegarye.com Click here to add attributes
USER_SSSDATA 1520880 0 orade  "Tajinder "Tafinder@dataquisecom [ Click here to add attributes
USER_885 1920880, © Oracke Frter Emad Click heve bo add attributes
TEST_USER 1920880, § Orade Click here to add attributes
TESTUSER 1921680, © Oracke Click here bo add attributes
TAMASKZ i, 0 Orace Click here to add sttributes

e Apply Attributes: Use the Apply Attribute pane to assign tags or descriptors to
database/schema. You can also use these tags to organize DBMS scan reports.
This pane will display basic information such as Database/Schema name, IP
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Address, Port No, Vendor, Contact Name, Contact Email, Production, Attributes
Applied, New Attributes.

e Refresh Database List: Click the Refresh Database List button. It will update the
current page with new information.

12.3.2 Hadoop

To assign an attribute to Database/Schema, follow the below steps.

The below image shows the user interface of the Apply Attribute page.

Select Cluster: HW

Apply Attributes-Hadoop
Refresh Directory List

[File:jcgroups_test 8020
[file:froot 8020
[hile:fsrv 8020
[file:/.pulse 8020
[file:/dev 8020
[file:/radhika_mas... 8020
[file:/lost+found 8020
[file:/lib 8020
[file:/bin 8020
[file:jusr 8020
[file:/kafka-logs 8020
[file:{proc 8020
[file:/net 8020
[file:/lib64 8020
[file:/media 8020
[file:/maskOut 8020
[file:ftmp 8020
[file:/Maskerlogs 8020
[file:/boot 8020
[File:jmisc 8020
[Blas levce gnan

hdfs://rac...

hdfs://rac...
hdfs://rac...
hdfs:/frac...
hdfs://rac...
hdfs://rac...

hdfs://rac.
hdfs://rac.
hdfs://rac.

hdfs://rac...
hdfs://rac...
hdfs://rac...
hdfs:/frac...
hdfs://rac...
hdfs:/frac...
hdfs://rac...

hdfs://rac.
hdfs://rac.

hdfs:/frac...
hdfs://rac...

helfo:frar

" admin admln@dalagulse com

" Shivani Gupta " shivan aguise.com

',\x

Sales | X

cot g o ervan

Click here to add attributes
Click here to add attributes
Click here to add attributes
Click here to add attributes
Click here to add attributes
Click here to add attributes
Click here to add attributes
Click here to add attributes
Click here to add attributes
Click here to add attributes
Click here to add attributes
Click here to add attributes
Click here to add attributes
Click here to add attributes
Click here to add attributes
Click here to add attributes
Click here to add attributes
Click here to add attributes
Click here to add attributes
Click here to add attributes

Flick hara o _add atribtac

Save Aftributes

~

e New Attributes: select the attribute name from the New Attribute drop-down.
This functionality allows you to add tags in the Attributes Applied column.

To remove tag, click the 'x' next to the tag name.

To create an Attribute Group and Attribute, click section 1.2 Attribute

e Contact Name: Enter the name of the person next to the database under the
Contact Name column.
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Select Cluster: HW w

Apply Attributes-Hadoop

Refresh Directory List

I N T T (T ey ey

fhile:fegroups_test hefs:/frack160-hdp26... Admin sdmin@dataguis . | HR|X Click here to add attributes
[filezfroot 8020 hdfs:/frack160-hdp26... Shivani Gupta shivani.gupta®d Marketing lx Sales | % Click here to add attributes
[filez/srv 8020 hdfs:/frack160-hdp26... |[Enter Name Click here to add attributes
ffile:/ pulse 8020 hdfs://rack160-hdp26. Click here to add attributes
file:z/dev 8020 hafs://rack160-hdp26. Click here to add attributes
[file:/radhika_mask 8020 hafs://rack160-hdp26. Click here to add attributes
[file:flost+found 8020 hdfs:/frack160-hdp26. Click here to add attributes
[ile:lib 8020 hdfs:/frack160-hdp26 Click here to add attributes

e Contact Email: Enter the email address next to the database under the Contact
Email Column.

Apply Attributes-Hadoop

Refresh Directory List

[file:/caroups_test 8020 hdfs:f/rack160-hdp26... Admin admin@dataguis.. |HR X Click here to add attributes
[file:/root 8020 hdfs:f/rack160-hdp26... Shivani Gupta shivani.gupta@d... | Marketing | X Sales | X Click here to add attributes
[file:fsrv 8020 hdfs:/frack160-hdp26... Click here to add attributes
[file:/.pulse 8020 hdfs:ffrack160-hdp26... Click here to add attributes
file:dev 8020 hdfs: /rack160-hdp26 Click here to add attributes

e Save Attributes: Click the Save Attribute button, if you want to save the
changes.

e Apply Attributes - Hadoop: Use the Apply Attribute pane to assign tags or
descriptors to database/schema. You can also use these tags to organize DBMS
scan reports. This pane will display basic information such as Database/Schema
name, IP Address, Port No, Vendor, Contact Name, Contact Email, Production,
Attributes Applied, New Attributes.

¢ Refresh Database List: Click the Refresh Database List button. It will update the
current page with new information.

Page 442 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

13 Structure Management

13.1 Concept

This feature enables user to apply masking on a database without employing detection
to find sensitive data. If you know which specific column within a database contain
sensitive data, then you can define a structure based on which masking is deployed.

Currently, DgSecure supports structure definitions for Text, Sequence, Avro, RC/ORC
and Parquet Files. For RC/ORC files, DgSecure also supports masking/encryption within
unstructured columns.

13.2 Create a Structure
This section will explain the process of creating a structure.

13.2.1RDBMS

In RDBMS, first you need to create a structure and then you can add the column for a masking.
You can also add new databases, edit or delete the existing databases.

13.2.1.1 Create a Structure
To create a structure. Click RDBMS > Structure Management > Add Structure.

The below image shows the user interface for creating a structure.

Add Structure

Structure Name:  Test

Description: | test_accountinfdl

Save Close

e Add Structure: Click the Add Structure button to define the Structure Name and
Description.

e Structure Name: Enter the name of the structure.

e Description: Enter the description for the structure name.

e Save: Click the Save button, if you want to save the changes.

e Close: Click the Close button, if you do not want to save the changes.

13.2.1.2 Add Column info for a Structure
To add a column for masking. Click RDBMS > Structure Management > Add Column.
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The below image shows the user interface for adding a column for masking.

Add Column X
Table Name: Dataguise
Column MName: Address_info

Sensitive Type: Address Line (Best suit >

Save Close

e Add Column: Click the Add Column button to specify the Table Name, Column Name
and Sensitive Type for masking.

o Table Name: Enter the name of the table.

e Column Name: Enter the name of the column which need to be masked.

e Sensitive Type: Select the Sensitive Type from the drop-down.

e Save: Click the Save button, if you want to save the changes.

e Close: Click the Close button, if you do not want to save the changes.

13.2.1.3 Create a Databases
To create a database. Click RDBMS > Structure Management > Add Database.

The below image shows the user interface of the creating a database.

Edit Databaze o
Source Database:  AdventureWorks2017 Browse
Structures: UnstructColumn st

Save Close

o Add Database: Click the Add Database button to specify the Source Database Name
and the Structure.

e Source Database: Enter the name of the database or you can click the Browse
button to search for database.

e Structures: Select the structure from the Structure drop-down.

e Browse: Click the Browse button to search for the database or you can manually

enter the name of the database.
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DBMS Browser
Select Connection: | mask_sqlserver v

Select Source DB/ Table

Filter by DB/Table name Refresh

=
A_GDPR_Banking

A_gdpr23nov

AdventureWorks2014

Automation_Target_DB_SL

Banking_Queries:

DBE_karman

DG

DG1XNE

DG_ANKIT

DG_M1_5

DG_M_S

DG_S

DG_harinder

EmployeeDB_Sukhmani

GDPR

GDPR_11nov_neha

GNPR 145 20122019 -

Cancel Select

1. Select Connection: Select the connection from the Select Connection drop-
down.

2. Select the DB/Table from the Select Source DB/Table pane.

3. Refresh: Click the Refresh button to update the current page with updated
information.

4. Cancel: Click the Cancel button, if you do not want to save the changes.

5. Select: Click the Select button, if you want to save the changes.

e Save: Click the Save button, if you want to save the changes.

e Close: Click the Close button, if you do not want to save the changes.

13.2.2Hadoop

Hadoop currently runs against text files (and compressed text files), Sequence files,
RC/ORC and Avro files

13.2.2.1 Text Structure
Create a Structure
To create a structure. Click Hadoop > Structure Management > Text Files > Add Structure.
The below image shows the user interface for creating a structure.
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Add Structure

Structure Name:  seq
Description:  seq

Number Of Header Rows: 0
Text Structure Type: Default W

Use Delimiter: v/
Column Delimiter: |

File Pattern: | *|

Save Close

Structure Name: Enter the name of the structure. The structure name accepts
letters, numbers and symbols. The name must be unique to each individual
structure.

Description: Enter the description for the structure name.

Number of Header Rows: Select the numeric value from the list box.

Text Structure Type: You can select the Text Structure Type from the drop-down.
The available options are: Default, HiveArray, HiveStruct, and HiveMap.

Use Delimiter: This field will appear, when you select Default as the Text Structure
Type. Check this checkbox to identify different columns from the text file, on the
basis of the provided delimiter.

Column Delimiter: This field will appear, when you select Default or HiveStruct as
the Text Structure Type. Enter the Column Delimiter. The Column Delimiter field
accepts several character types such as: Comma, Semicolon, Pipe, Space etc.
Position Counter: This field will appear, when you select Default as the Text
Structure Type. This field will appear only when you will uncheck the Use Delimiter
checkbox. Select the value of the position counter from the drop-down. Enter the
position values at the time of adding a column.

Array Delimiter: This field will appear, when you select HiveArray as the Text
Structure Type. Enter the delimiter for the Array.

Select Sensitive Type: This field will appear, when you select HiveArray as the Text
Structure Type. Select the Sensitive Type from the drop-down.

Kay-Value Delimiter: This field will appear, when you select HiveMap as the Text

Structure Type. Enter the key value delimiter.
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e Element Delimiter: This field will appear, when you select HiveMap as the Text
Structure Type. Enter the element delimiter.

e Select Sensitive Type for Key: This field will appear, when you select HiveMap as the
Text Structure Type. Select the Sensitive Type for the key.

e Select Sensitive Type for Value: This field will appear, when you select HiveMap as
the Text Structure Type. Select the Sensitive Type for the value.

o Add Keys: Check this checkbox to add a new key.
o " :Click this button to add a new key.

o “:Click this button to delete a key.

o Select Sensitive Type for Key: Select the Sensitive Type for the key.

o Select Sensitive Type for Value: Select the Sensitive Type for the value.
e File Pattern: Enter the File Pattern in the text box. The File Pattern accepts all

supported file types, for example, .txt, .xml, .csv

Add column info for a Structure
To add a column for masking. Click Hadoop > Structure Management > Add Column.

The below image shows the user interface for adding a column for masking.

Add Column X
Column Name: Coll
Column Number: | 1 C
Sensitive Type: US Address Ed
Save Close

e Column Name: Enter the name of the column which need to be masked. The column
name accepts letters, numbers and symbols.

e Column Number: Select the numeric value for the column from Column Number list
box.

e Offset: This option will appear when you select Position Counter value in the Create
Structure pop-up. Enter the starting position of the cell.

e Length: This option will appear when you select Position Counter value in the Create
Structure pop-up. Enter the length of the cell.

e Sensitive Type: Select the Sensitive Type from the drop-down.

e Save: Click the Save button, if you want to save the changes.
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e Close: Click the Close button, if you do not want to save the changes.

Create a Directory
To create a database. Click RDBMS > Structure Management > Add Directory.

The below image shows the user interface of the creating a database.

Add Directory *
Source Directory: | /Ankit/AVRO Browse
Structures: text w

Save Close

e Source Database: Enter the name of the directory or you can click the Browse
button to search for directory.

e Structures: Select the structure from the Structures drop-down.

o Browse: Click the Browse button to search for the directory or you can manually

enter the name of the database.

Hadoop File Browser *

= Refresh

-

Select Directory Search File/Directory [T11s Recursive

=3 Root active hdfs:/frack160-hdp26-qa:80... Dec-04-19 15:24 MWXIW...  yarn hadoap
# [ aba_maskOut
@ (] Akshay
] Aman
@ [ Ankit
[ app-logs
&[] apps
M ] ats
[ avro_file
[ [ Binary_Files
2 (] dataguise$
1+ [ ] dataguise22§
] d_maskOut
# [ encrypout_sukhmani
# [ encrypt_sukh
1 (] gbtable
# [ hdfs_maskOut <
(1 hdp - Page |1 of 1

(] done 0 hdfs:/frack160-hdp26-qa:80... MNov-28-19 12:28 rWx-—-... yarn hadoop

3
Displaying 1 - 2 of 2

(]

Cancel Select

1. Select Directory: Select the directory from the Select directory pane. The right
pane next to Select Directory pane will display the list of all Files and Folders.

2. Select the File/Directory from the right pane.

3. Select: Click the Select button, if you want to include the file or directory.

4. Refresh: Click the Refresh button to update the current page with updated
information.

5. Cancel: Click the Cancel button, if you do not want to save the changes.
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Save: Click the Save button, if you want to save the changes.

Close: Click the Close button, if you do not want to save the changes.

13.2.2.2 Sequence Files

Create a Structure

To create a structure. Click Hadoop > Structure Management > Sequence Files > Add Structure.
The below image shows the user interface for creating a structure.

Add Sequence File Structure x

Structure Name: i |

Description: e
Key Class: org.apache.hadoop.jo. Text
Value Type: BuiltIn =
Value Class: Tt s
Select One: Sensitive Type

9 Text Structure
Teod Structure: 84 o

Save Close

Structure Name: Enter the name of the structure. This field structure accepts
numbers, symbols and letters.
Description: Enter the description for the structure name.
Key Class: Enter the Key Class.
Value Type: Select the Value Type from the drop-down. You can select either ‘Built-
In” or ‘SelfDefined’.

+* Value Class: Choose appropriate Value Class from the drop-down.

++» Select One: You can choose either ‘Sensitive Type’ or ‘Text Structure’.

Save: Click the Save button, if you want to save the changes.
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e Close: Click the Close button, if you do not want to save the changes.

Create a Directories
To create a database. Click RDBMS > Structure Management > Add Directory.

The below image shows the user interface of the creating a database.

Add Directory *
Source Directory: | /Ankit/AVRO Browse
Structures: text w

Save Close

e Source Database: Enter the name of the directory or you can click the Browse
button to search for directory.

e Structures: Select the structure from the Structures drop-down.

o Browse: Click the Browse button to search for the directory or you can manually

enter the name of the database.

Hadoop File Browser x
2 Refresh
Select Directory Search File/Directory [ 1s Recursive =
=41 Root Akshay hdfs://rack160-hdp26-qa:8... Mow-22-19 10:36
& (] aba_maskOut £ Aman 0 hdfs:/frack160-hdp26-qa:B... Oct-23-19 16:41  rwwr-..  hdfs hdfs
] Akshay
& £ Aman = Ankit 0 hdfs:/{rack160-hdp26-qa:8... Dec-12-19 15:05 rwxrw...  hdfs hdfs
] Ankit [ Binary_Files 0 hdfs://rack160-hdp26-qa:B... Oct-24-19 16:36 rwxr-... hdfs hdfs
= app-logs (i KarmanmaskOut 0 hdfs://rack160-hdp26-qa:B... Aug-23-19 12:28  rwxr-..  hdfs hdfs
5 Q0 aves leaj hdfs k hdj hdfs hdfs
F 00t =2 Pankaj 0 :[frack160-hdp26-qa:8... MNow-23-19 13:35 PWXIW....
H ] avro_file (] Radhika o hdfs:/{rack160-hdp26-qa:8... Dec-23-19 18:20 rwxr-_. hdfs hdfs
I (] Binary_Files ]  Rochak 0 hdfs://rack160-hdp26-qa:8.. Dec-06-19 16:45  rwwr-..  hdfs hdfs
& ] dataguises
= RochakmaskOut 0 hdfs://rack160-hdp26-qa:8... Dec-03-19 11:22 rwxr-...  hdfs hdfs
@ (] dataguise225
& (] d_maskOut =] Sukhmani 14830  hdfs://rack160-hdp26-qa:8.. Oct-23-19 15:53  rw-r—.. hdfs hdfs
& ] encrypout_sukhmani [} SukhmaniData 0 hdfs:/frack160-hdp26-qa:8... Dec-08-1% 22:36 rwxr-..  hdfs hdfs
(e (3 encrypt_sukh ) Swati 0 hdfs://rack160-hdp26-ga:.. Dec-10-18 13:26  rwxrw.. hdfs  hdfs
& (] gbtable ~
(] hdfs_maskOut < ¥
= 0 hdp . Page 1 of4 || b ||l | |2 Displaying 1 - 20 of 62
Cancel

1. Select Directory: Select the directory from the Select directory pane. The right
pane next to Select Directory pane will display the list of all Files and Folders.
2. Select the File/Directory from the right pane.

3. Select: Click the Select button, if you want to include the file or directory.
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4. Refresh: Click the Refresh button to update the current page with updated
information.

5. Cancel: Click the Cancel button, if you do not want to save the changes.

Save: Click the Save button, if you want to save the changes.

Close: Click the Close button, if you do not want to save the changes.

13.2.2.3 AVRO Files

Create a Structure

To create a structure. Click Hadoop > Structure Management > AVRO Files > Add Structure.
The below image shows the user interface for creating a structure.

Add Structure kS

Structure Narme: HA

Description: Hadoop

File Type: @ Local Hadoop

Browse File: e.4. Thdglsample, v Browse,,
Read File Structure

Fields List:

s s s

Structure Name: Enter the name of the structure. This field accepts symbols, letters.
Description: Enter the description for the structure name.

File Type: Select either ‘Local’ or ‘Azure Cloud’ from the File Type options.

Browse File: Click the ‘Browse’ button to include the file from your local machine if
‘Local’ is selected in the File Type option.

Read File Structure: To read the structure of the file, click the Read File Structure.
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e Save: Click the Save button, if you want to save the changes.

e Close: Click the Close button, if you do not want to save the changes.

Create a Directories
To create a database. Click RDBMS > Structure Management > Add Directory.

The below image shows the user interface of the creating a database.

Add Directory *
Source Directory: | JAnkit/AVRO Browse
Structures: et »

Save Close

e Source Database: Enter the name of the directory or you can click the Browse
button to search for directory.

e Structures: Select the structure from the Structures drop-down.

e Browse: Click the Browse button to search for the directory or you can manually

enter the name of the database.

Hadoop File Browser *
+ Refresh
Select Directory Search File/Directory [] 1s Recursive J
== Root Akshay hdfs://rack160-hdp26-qa:B... Mov-22-19 10:36
1 ] aba_maskout ] Aman 0 hdfs://rack160-hdp26-ga:8.. OCt-23-19 16:41  rwwr-.. hdfs  hdfs
@[] Akshay
& 3 Aman (] Ankit 0 hdfs://rack160-hdp26-qa:8... Dec-12-19 15:05 rwxrw...  hdfs hdfs
& [ Ankit =2 Binary_Files 0 hdfs://rack160-hdp26-qa:8... Oct-24-19 16:36 rwxr-..  hdfs hdfs
= (] app-logs = KarmanmaskOut 0 hdfs:/{rack160-hdp26-qa:8... Aug-23-19 12:28 nwxr-..  hdfs hdfs
81 apes kaj hdfs k160-hd) hdfs hdfs
(O ats [C1]  Pankaj 0 :[frack160-hdp26-ga:B... MNow-23-19 13:35  nwxrw...
= ] avro_file [ Radhika 0 hdfs://rack160-hdp26-qa:8... Dec-23-19 18:20 rwxr-.. hdfs hdfs
= L] Binary_Files ]  Rochak ] hdfs://rack160-hdp26-qa:8.. Dec-06-19 16:45  rwwr-..  hdfs hdfs
] dataguises
[} Rochakmaskout 0 hdfs:/{rack160-hdp26-qa:8... Dec-03-19 11:22 nwxr-..  hdfs hdfs
(] dataguise22$
= 7 d_maskout =  Sukhmani 14830  hdfs://rack160-hdp26-qa:8.. Oct-23-19 15:53  rw-r—.. hdfs hdfs
= ] encrypout_sukhmani = SukhmaniData 0 hdfs://rack160-hdp26-qa:8... Dec-08-19 22:36 rwxr-...  hdfs hdfs
i 3 encrypt_sukh (i Swati 0 hdfs://rack160-hdp26-qa:8... Dec-10-19 13:26 rwxrw...  hdfs hdfs
(] gbtable ~
] hdfs_maskOut < 3
@ ] hdp . Page 1 of 4 [| B |[Pf ||| Displaying 1 - 20 of 62
Cancel

1. Select Directory: Select the directory from the Select directory pane. The right
pane next to Select Directory pane will display the list of all Files and Folders.
2. Select the File/Directory from the right pane.

3. Select: Click the Select button, if you want to include the file or directory.
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4. Refresh: Click the Refresh button to update the current page with updated
information.
5. Cancel: Click the Cancel button, if you do not want to save the changes.
e Save: Click the Save button, if you want to save the changes.

e Close: Click the Close button, if you do not want to save the changes.

13.2.2.4 RC/ORC Files

Create a Structure

To create a structure. Click Hadoop > Structure Management > RC/ORC Files > Add
Structure.
The below image shows the user interface for creating a structure.

Add Structure

Structure Name: | rc

Description: | rc

Number Of Header Rows: | 0 :
Structure Type: RC 2
File Pattern: | #|
Save Close

e Structure Name: Enter the name of the structure. This field accepts letters, symbols
and numbers. The structure name should be unique.

e Description: Enter the description for the structure name.

¢ Number of Header Rows: Select the numeric value from the list box.

e Structure Type: Select the structure type from the given options.

o File Pattern: Enter the File Pattern in the text box.

e Save: Click the Save button, if you want to save the changes.

e Close: Click the Close button, if you do not want to save the changes.

Add Column info for a Structure
To add a column for masking. Click Hadoop > Structure Management > RC/ORC Files > Add
Column.
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The below image shows the user interface for adding a column for masking.

Add Celumn ¥

Column Number: |1

<>

Sensitive Type: ABA Routing number |

Complex Z
Structure:

Save Close

e Column Number: Select the column number from the Column Number list box.
e Sensitive Type: Select the Sensitive Type from the drop-down.

e Complex Structure: Select the option from the Complex Structure drop-down.
e Save: Click the Save button, if you want to save the changes.

e Close: Click the Close button, if you do not want to save the changes.

Create a Directories
To create a database. Click Hadoop > Structure Management > RC/ORC Files > Add Directory.

The below image shows the user interface of the creating a database.

Add Directory *
Source Directory: | JAnkit/AVRO Browse
Structures: et »

Save Close

e Source Database: Enter the name of the directory or you can click the Browse
button to search for directory.

e Structures: Select the structure from the Structures drop-down.

e Browse: Click the Browse button to search for the directory or you can manually

enter the name of the database.
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Hadoop File Browser *
2 Refresh
Select Directory Search File/Directory [T]1s Recursive | £
= Root Akshay hdfs://rack160-hdp26-qa:8... Mov-22-19 10:36
= (] aba_maskOut £ Aman 0 hdfs://rack160-hdp26-qa:6... Oct-23-19 16:41  rwwr-..  hdfs hdfs
(] Akshay
@7 Aman [} Ankit 0 hdfs:({rack160-hdp26-qa:8... Dec-12-19 15:05 rexnw... hdfs hdfs
[ Ankit [ Binary_Files 0 hdfs://rack160-hdp26-qa:B... Oct-24-19 16:36 rwxr-...  hdfs hdfs
=] app-logs £ KarmanmaskOut 0 hdfs://rack160-hdp26-qa:B... Aug-23-19 12:28  rwxr-..  hdfs hdfs
220 apes kaj hdfs k hdj hdfs hdfs
80 ats [} Pankaj ] :ffrack160-hdp26-qa:8 Now-23-19 13:35  nwxnw
(] avro_file [} Radhika 0 hdfs:({rack160-hdp26-qa:8... Dec-23-1% 18:20 reexr-... hdfs hdfs
] Binary_Files ]  Rochak 0 hdfs:/frack160-hdp26-qa:B... Dec-06-19 16:45  rwr-..  hdfs hdfs
] dataguise$
= RochakmaskOut 0 hdfs://rack160-hdp26-qa:8... Dec-03-19 11:22  rwxr-..  hdfs hdfs
(] dataguise22$
& CJ d_maskOut =]  Sukhmani 14830  hdfs://rack160-hdp26-ga:8... Oct-23-19 15:53  rw-r—.. hdfs hdfs
& ] encrypout_sukhmani 7] SukhmaniData 0 hdfs://rack160-hdp26-ga:8... Dec-08-1922:36  rwwr—..  hdfs hdfs
& (] encrypt_sukh ) Swati 0 hdfsy//rack160-hdp26-qa:B... Dec-10-19 13:26  rwwrw...  hdfs hdfs
] gbtable v
@ [ hdfs_maskOut < y
=] hdp Page 1 of 4 M| Displaying 1 - 20 of 62
Cancel

5.

Select Directory: Select the directory from the Select directory pane. The right

pane next to Select Directory pane will display the list of all Files and Folders.

Select the File/Directory from the right pane.

Select: Click the Select button, if you want to include the file or directory.

Refresh: Click the Refresh button to update the current page with updated

information.

Cancel: Click the Cancel button, if you do not want to save the changes.

e Save: Click the Save button, if you want to save the changes.

e Close: Click the Close button, if you do not want to save the changes.

13.2.3Files

To access Structure Management in Files. Click Files > Structure Management.

To know the process of creating a structure for Text, Sequence, AVRO, RC/ORC and Parquet

Files, refer to section Hadoop.

13.2.4AWS

To access Structure Management in Files. Click AWS > Structure Management.

To know the process of creating a structure for Text, Sequence, AVRO, RC/ORC and Parquet

Files, refer to section Hadoop.
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13.2.5Azure

To access Structure Management in Files. Click Azure > Structure Management.

To know the process of creating a structure for Text, Sequence, AVRO, RC/ORC and Parquet
Files, refer to section Hadoop.

13.3 Edit a Structure

13.3.1RDBMS

13.3.1.1 Edita Structure
To edit a structure. Click RDBMS > Structure Management > Edit Structure.

The below image shows the user interface for creating a structure.

Edit Structure

Structure Name: Test

Description: | test_accountinfo

Save Close

e Structure Name: Edit the name of the structure.
e Description: Edit the description for the structure name.
e Save: Click the Save button, if you want to save the changes.

e Close: Click the Close button, if you do not want to save the changes.

13.3.1.2 Edit Column info for a Structure
To edit a column for masking. Click RDBMS > Structure Management > Edit Column.

The below image shows the user interface for adding a column for masking.

Edit Column *
Table Name: Dataguise
Column Name: Address

Sensitive Type: Address Line (Best suit

Save Close

e Table Name: Edit the name of the table.
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13.3.13

e Column Name: Edit the name of the column which need to be masked.
e Sensitive Type: Select the Sensitive Type from the drop-down.

e Save: Click the Save button, if you want to save the changes.

e Close: Click the Close button, if you do not want to save the changes.

Edit a Databases
To edit a database. Click RDBMS > Structure Management > Edit Database.

The below image shows the user interface of the creating a database.

Edit Database *
Sowrce Database:  AdventureWorks2017 Browse
Structures: UnestructColumn 5

Save Chase

e Source Database: Edit the name of the database or you can click the Browse button
to search for database.

e Structures: Select the structure from the Structure drop-down.

e Browse: Click the Browse button to search for the database or you can manually
enter the name of the database.

e Save: Click the Save button, if you want to save the changes.

o Close: Click the Close button, if you do not want to save the changes.

13.3.2Hadoop

13.3.2.1

Text Structure

Edit a Structure

To Edit a structure. Click Hadoop > Structure Management > Text Files > Edit Structure.
The below image shows the user interface for creating a structure.

Edit Structure

Structure Name: | build_str

Description: | f

<>

Number Of Header Rows: | 0
Text Structure Type: | Default 7

Use Delimiter:
Column Delimiter: |,

File Pattern: | *

Save Close
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e Structure Name: Edit the name of the structure. The structure name accepts letters,
numbers and symbols. The name must be unique to each individual structure.

e Description: Edit the description for the structure name.

¢ Number of Header Rows: Select the numeric value from the list box.

e Text Structure Type: You can select the Text Structure Type from the drop-down.

o Use Delimiter: Check the Delimiter checkbox, if you want to use this option.

o Column Delimiter: Edit the Column Delimiter. The Column Delimiter field accepts
several character types such as:
e Comma
e Semicolon
e Pipe

e Element Delimiter: Edit the Element Delimiter.

e Select Sensitive Type for Key: Select the Sensitive Type from the Select Sensitive
Type for Key drop-down.

e Select Sensitive Type for Value: Select the given option from the drop-down.

e Add Keys

e File Pattern: Edit the File Pattern in the text box. The File Pattern accepts all

supported file types, for example, .txt, .xml, .csv

Note:
¢ The Element Delimiter, Select Sensitive Type for Key, Select Sensitive Type for Value, Add Keys
options are available when HiveMap is selected in Text Structure Type drop-down.
e Array Delimiter option will be available when HiveArray is selected in the Text Structure Type
drop-down.
e Position Counter and Use Delimiter option will be available when Default is selected in the
Text Structure Type drop-down.

Edit column info for a Structure
To edit a column for masking. Click RDBMS > Structure Management > Edit Column.

The below image shows the user interface for adding a column for masking.
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Add Column

Column Name: Col1
Column Number: 1

Sensitive Type: US Address

Save

Litd

Close

Column Name: Edit the name of the column which need to be masked. The column

name accepts letters, numbers and symbols.

Column Number: Select the numeric value for the column from Column Number list

box.

Sensitive Type: Select the Sensitive Type from the drop-down.

Save: Click the Save button, if you want to save the changes.

Close: Click the Close button, if you do not want to save the changes.

Edit a Directory
To edit a database. Click RDBMS > Structure Management > Edit Directory.

The below image shows the user interface of the creating a database.

Add Directory

Source Directory:

Structures:

[Ankit/AVRO

text

Save

Browse

Close

Source Database: Edit the name of the directory or you can click the Browse button

to search for directory.

Structures: Select the structure from the Structures drop-down.

Browse: Click the Browse button to search for the directory or you can manually

enter the name of the database.
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Hadoop File Browser *

5.

Select Directory Search File/Directory

2 Refresh

[7] 15 Recursive

=3 Root active hdfs:/frackl60-hdp26-qa:80... Dec-04-19 15:24 MWXIW...  yarn hadoop

1+ (] aba_maskOut
i (] Akshay

1+ (] Aman

[ ] Ankit

# [ app-logs
&[] apps

[ ats

] avro_file

# [ Binary_Files
# ] dataguises
[ dataguise22$
[ d_maskOut
# [ encrypout_sukhmani

[ done 0 hdfs:/rack160-hdp26-qa: &0 Nov-28-19 12:28 reoe-- yarn hadoop

[ encrypt_sukh

=[] gbtable

[ [ hdfs_maskOut ‘ >
@ 7 hdp o Page |1 of 1 r:_,:‘ Displaying 1- 2 of 2

Cancel Select

Select Directory: Select the directory from the Select directory pane. The right
pane next to Select Directory pane will display the list of all Files and Folders.
Select the File/Directory from the right pane.

Select: Click the Select button, if you want to include the file or directory.
Refresh: Click the Refresh button to update the current page with updated
information.

Cancel: Click the Cancel button, if you do not want to save the changes.

e Save: Click the Save button, if you want to save the changes.

e Close: Click the Close button, if you do not want to save the changes.

13.3.2.2 Sequence Files

Edit a Structure

To edit a structure. Click Hadoop > Structure Management > Sequence Files > Edit
Structure.
The below image shows the user interface for creating a structure.

Page 460

DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

Add Sequence File Structure *

Structune Name: i |

Description: B

Key Class: org.apache.hadoop.io. Text

Walue Type: EBuiltIn e
Value Class: Text S
Select One: Sensitive Type

9 Text Structure

Teat Structure: i b

Save Close

e Structure Name: Edit the name of the structure. This field structure accepts
numbers, symbols and letters.

e Description: Edit the description for the structure name.

e Key Class: Edit the Key Class.

e Value Type: Select the Value Type from the drop-down. You can select either ‘Built-
In” or ‘SelfDefined’.

R/

#* Value Class: Choose appropriate Value Class from the drop-down.

++» Select One: You can choose either ‘Sensitive Type’ or ‘Text Structure’.
e Save: Click the Save button, if you want to save the changes.

e Close: Click the Close button, if you do not want to save the changes.

Edit a Directories
To edit a database. Click RDBMS > Structure Management > Edit Directory.

The below image shows the user interface of the creating a database.
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Add Directory *
Source Directory: | /ankit/AVRO Browse
Structures: et v

Save Close

e Source Database: Edit the name of the directory or you can click the Browse button
to search for directory.

e Structures: Select the structure from the Structures drop-down.

e Browse: Click the Browse button to search for the directory or you can manually

enter the name of the database.

Hadoop File Browser X
o Refresh

Select Directory Search File/Directory [ 15 Recursive £

=41 Root Akshay hdfs://rack160-hdp26-qa:6... Mov-22-19 10:36
@ (] aba_maskOut £ Aman 0 hdfs://rack160-hdp26-qa:B... Oct-23-19 16:41  rwr-..  hfs hdfs
&[] Akshay
&7 Aman i Ankit 0 hdfs://rack160-hdp26-qa:B... Dec-12-19 15:05  rwxrw... hdfs hdfs
=] Ankit = Binary_Files 0 hdfs://rack160-hdp26-qa:8. Oct-24-19 16:36 recar- - hdfs hdfs
(] app-logs (i KarmanmaskOut 0 hdfs:{frack160-hdp26-qa:8... Aug-23-19 12:28  rwxr-_.  hdfs hdfs
o 2wee Pankaj 0 hdfs k160-hdp26-ga:B. MNov-23-19 13:35 hdfs hdfs
(] ats = anka] :ffrack160-hdp26-ga:B... MNov-23- : TWXTW...
=] avro_file i Radhika 0 hdfs://rack160-hdp26-qa:8... Dec-23-19 18:20 rer-... hdfs hdfs
#)(] Binary_Files 71  Rochak 0 hdfs://rack160-hdp26-ga:6.. Dec-06-19 16:45  rwxr-.. hdfs  hdfs
(] dataguise$

[} RochakmaskOut 0 hdfs:/frack160-hdp26-qa:8... Dec-03-1% 11:22 rexr-... hdfs hdfs
] dataguise225
#1070 d_maskout = Sukhmani 14830  hdfs://rack160-hdp26-qa:8... Oct-23-19 15:53  rw-r-.. hdfs hdfs
= ] encrypout_sukhmani = SukhmaniData 0 hdfs://rack160-hdp26-qa:B... Dec-08-19 22:36  rwxr-..  hdfs hdfs
(3 encryt_sukh (| Swati 0 hdfs://rack160-hdp26-qa:B... Dec-10-19 13:26  rwxrw... hdfs hdfs
=[] gbtable ~
] hdfs_maskOut < 5
] hdp - Page |1 ofd || b |[Bl | 2 Displaying 1 - 20 of 62
Cancel

1. Select Directory: Select the directory from the Select directory pane. The right
pane next to Select Directory pane will display the list of all Files and Folders.

2. Select the File/Directory from the right pane.

3. Select: Click the Select button, if you want to include the file or directory.

4. Refresh: Click the Refresh button to update the current page with updated
information.

5. Cancel: Click the Cancel button, if you do not want to save the changes.

e Save: Click the Save button, if you want to save the changes.

e Close: Click the Close button, if you do not want to save the changes.

Page 462 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

13.3.2.3 AVRO Files
Edit a Structure
To edit a structure. Click Hadoop > Structure Management > AVRO Files > Edit Structure.
The below image shows the user interface for creating a structure.

Add Structure =

Structure Narme: HA

Description: Hadoop

File Type: 2 Local Hadoop

Browse File: &.4. C:\dg\sample,avs Browse.,
Read File Structure

Fields List:

ravme s s

Sdnve Oose

e Structure Name: Edit the name of the structure. This field accepts symbols, letters.

e Description: Edit the description for the structure name.

e File Type: Select either ‘Local’ or ‘Azure Cloud’ from the File Type options.

e Browse File: Click the ‘Browse’ button to include the file from your local machine if
‘Local’ is selected in the File Type option.

e Read File Structure: To read the structure of the file, click the Read File Structure.

e Save: Click the Save button, if you want to save the changes.

e Close: Click the Close button, if you do not want to save the changes.

Edit a Directories
To edit a database. Click Hadoop > Structure Management > AVRO Files > Add Directory.

The below image shows the user interface of the creating a database.
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Add Directory *
Source Directory: | /ankit/AVRO Browse
Structures: et v

Save Close

e Source Database: Edit the name of the directory or you can click the Browse button
to search for directory.

e Structures: Select the structure from the Structures drop-down.

e Browse: Click the Browse button to search for the directory or you can manually

enter the name of the database.

Hadoop File Browser X
o Refresh

Select Directory Search File/Directory [ 15 Recursive £

=41 Root Akshay hdfs://rack160-hdp26-qa:6... Mov-22-19 10:36
@ (] aba_maskOut £ Aman 0 hdfs://rack160-hdp26-qa:B... Oct-23-19 16:41  rwr-..  hfs hdfs
&[] Akshay
&7 Aman i Ankit 0 hdfs://rack160-hdp26-qa:B... Dec-12-19 15:05  rwxrw... hdfs hdfs
=] Ankit = Binary_Files 0 hdfs://rack160-hdp26-qa:8. Oct-24-19 16:36 recar- - hdfs hdfs
(] app-logs (i KarmanmaskOut 0 hdfs:{frack160-hdp26-qa:8... Aug-23-19 12:28  rwxr-_.  hdfs hdfs
o 2wee Pankaj 0 hdfs k160-hdp26-ga:B. MNov-23-19 13:35 hdfs hdfs
(] ats = anka] :ffrack160-hdp26-ga:B... MNov-23- : TWXTW...
=] avro_file i Radhika 0 hdfs://rack160-hdp26-qa:8... Dec-23-19 18:20 rer-... hdfs hdfs
#)(] Binary_Files 71  Rochak 0 hdfs://rack160-hdp26-ga:6.. Dec-06-19 16:45  rwxr-.. hdfs  hdfs
(] dataguise$

[} RochakmaskOut 0 hdfs:/frack160-hdp26-qa:8... Dec-03-1% 11:22 rexr-... hdfs hdfs
] dataguise225
#1070 d_maskout = Sukhmani 14830  hdfs://rack160-hdp26-qa:8... Oct-23-19 15:53  rw-r-.. hdfs hdfs
= ] encrypout_sukhmani = SukhmaniData 0 hdfs://rack160-hdp26-qa:B... Dec-08-19 22:36  rwxr-..  hdfs hdfs
(3 encryt_sukh (| Swati 0 hdfs://rack160-hdp26-qa:B... Dec-10-19 13:26  rwxrw... hdfs hdfs
=[] gbtable ~
] hdfs_maskOut < 5
] hdp - Page |1 ofd || b |[Bl | 2 Displaying 1 - 20 of 62
Cancel

1. Select Directory: Select the directory from the Select directory pane. The right
pane next to Select Directory pane will display the list of all Files and Folders.

2. Select the File/Directory from the right pane.

3. Select: Click the Select button, if you want to include the file or directory.

4. Refresh: Click the Refresh button to update the current page with updated
information.

5. Cancel: Click the Cancel button, if you do not want to save the changes.

e Save: Click the Save button, if you want to save the changes.

e Close: Click the Close button, if you do not want to save the changes.
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13.3.2.4 RC/ORC Files

Edit a Structure
To edit a structure. Click Hadoop > Structure Management > RC/ORC Files > Edit Structure.
The below image shows the user interface for creating a structure.

Add Structure

Structure Name: | rc

Description: | re

Number Of Header Rows: | 0 :
Structure Type: RC 2
File Pattern: | *|
Save Close

e Structure Name: Edit the name of the structure. This field accepts letters, symbols and
numbers. The structure name should be unique.

e Description: Edit the description for the structure name.

¢ Number of Header Rows: Select the numeric value from the list box.

e Structure Type: Select the structure type from the given options.

o File Pattern: Edit the File Pattern in the text box.

e Save: Click the Save button, if you want to save the changes.

e Close: Click the Close button, if you do not want to save the changes.

Edit Column info for a Structure
To edit a column for masking.

Click Hadoop > Structure Management > RC/ORC Files > Edit Column.

The below image shows the user interface for adding a column for masking.

Add Column X

Column Number: |1

Litd

Sensitive Type: ABA Routing number |

Complex £
Structure:

Save Close

e  Column Number: Select the column number from the Column Number list box.
e Sensitive Type: Select the Sensitive Type from the drop-down.

e Complex Structure: Select the option from the Complex Structure drop-down.
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Save: Click the Save button, if you want to save the changes.

Close: Click the Close button, if you do not want to save the changes.

Edit a Directories
To edit a database. Click Hadoop > Structure Management > RC/ORC Files > Edit Directory.

The below image shows the user interface of the creating a database.

Add Directory

Structures:

Source Directory:

fAnkit/AVRO

text

Browse

Save Close

Source Database: Edit the name of the directory or you can click the Browse button

to search for directory.

Structures: Select the structure from the Structures drop-down.

Browse: Click the Browse button to search for the directory or you can manually

enter the name of the database.

Hadoop File Browser

o Refresh

Select Directory

e.g /dirl/dir2

=] Root
] aba_maskOut
@ (] Akshay
@ (] Aman
[ [ Ankit
= (] app-logs
= apps
®(Jats
=] avro_file
(] Binary_Files
(] dataguise$
] dataguise225
(] d_maskOut

[ encrypt_sukh
] gbtable

=] hdfs_maskOut
@[ hdp

Cancel

[ encrypout_sukhmani

Search File/Directory

Akshay

Aman

Ankit
Binary_Files
KarmanmaskOut
Pankaj

Radhika

Rochak
RochakmaskOut
Sukhmani

SukhmaniData

ocoEDOCCOODOOOO

Swati

~

Page 1

hdfs://rack160-hdp26-qa:B...

hdfs://rack160-hdp26-qa:B...
hdfs://rack160-hdp26-qa:B...
hdfs:/{rack160-hdp26-qa:8...
hdfs:({rack160-hdp26-qa:8...
hdfs://rack160-hdp26-qa:B...
hdfs://rack160-hdp26-qa:B...
hdfs://rack160-hdp26-qa:8...
hdfs:/{rack160-hdp26-qa:8...
hdfs://rack160-hdp26-qa:B...
hdfs://rack160-hdp26-qa:B...

hdfs:/frack160-hdp26-qa:5...

Nov-22-19 10:36
Oct-23-19 16:41
Dec-12-15 15:05
Oct-24-19 16:36
Aug-23-19 12:28
MNov-23-19 13:35
Dec-23-15 18:20
Dec-06-19 16:45
Dec-03-19 11:22
Oct-23-19 15:53
Dec-08-15 22:36

Dec-10-15 13:26

[ 15 Recursive

s I N [T ey

TWXT-

TWXr-__.

TWNT-.

TWXr-__.

TWXr-__.

FWNT-.

TWXr-__.

-r—...

TWXr-__.

hdfs
hdfs
hdfs
hdfs
hdfs
hdfs
hdfs
hdfs
hdfs
hdfs
hdfs

Displaying 1

>

- 20 of 62

1. Select Directory: Select the directory from the Select directory pane. The right

pane next to Select Directory pane will display the list of all Files and Folders.

2. Select the File/Directory from the right pane.

3. Select: Click the Select button, if you want to include the file or directory.
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4. Refresh: Click the Refresh button to update the current page with updated
information.
5. Cancel: Click the Cancel button, if you do not want to save the changes.
e Save: Click the Save button, if you want to save the changes.

e Close: Click the Close button, if you do not want to save the changes.

13.3.3Files

To access Structure Management in Files. Click Files > Structure Management.

To know the process of editing a structure for Text, Sequence, AVRO, RC/ORC and Parquet
Files, click Hadoop .

13.3.4AWS

To access Structure Management in Files. Click AWS > Structure Management.

To know the process of editing a structure for Text, Sequence, AVRO, RC/ORC and Parquet
Files, click Hadoop.

13.3.5Azure

To access Structure Management in Files. Click Azure > Structure Management.

To know the process of editing a structure for Text, Sequence, AVRO, RC/ORC and Parquet
Files, click Hadoop.

13.4 List a Structure

13.4.1RDBMS

This section will explain the screen of the Structure Management.

The below screenshot shows the user interface for Structure screen.
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Add | Edit Structure

(&) Add Structure | | - 2 Refresh

Add/Edit Column Info for a Structure

Databases

() Add Database | - 2 Refresh

e Add/Edit Structure:

The Add/Edit Structure will display the list of all structure that you have created. It
includes information about structure like ID (system generated), Structure Name,
Description of the structure.

Add / Edit Structure

() Add Structure | | = 2 Refresh

e Add/Edit Column Info for a Column:
The Add/Edit Column Info for a Column will display the list masked column list. It will
display the information such as Task Name, Column Name and Sensitive Type.

Add/Edit Column Info for a Structure

e Databases:

The Database pane will display the list all databases that you have added. The details
include Connection Name, Database Name and Structure.
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Databases
(&) Add Database || 2 Refresh

13.4.2 Hadoop

This section will explain the screen of the Structure Management for Text, Sequence, Avro,
RC/ORC and Parquet Files.
13.4.2.1 Text Files

The below image shows the user interface of the Text File section.

Select Cluster: Hadoop Cluster
Add / Edit Structure

() Add Structure # Edit Structure | | | (5 Delete Structure | | 2 Refresh | )

1 se sq Default N =

<
Add/Edit Column Info for a Structure

) Add Column | Import Structure ) = Refresh
F & -

Directories
(&) Add Directory || ) 2 Refresh

e Add/Edit Structure:

The Add/Edit Structure will display the list of all structure that you have created. It
includes information about structure like ID (system generated), Structure Name,
Description of the structure, Text Structure, Column Delimiter, Array Delimiter, etc.

Add | Edit Structure

(&) Add Structure _» Edit Structure | || (&) Delete Structure | 2 Refresh |

1 se sq 5 *

Default:
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e Add/Edit Column Info for a Column:
The Add/Edit Column Info for a Column will display the list masked column list. It will
display the information such as Column Number, Column Name and Sensitive Type.

Add/Edit Column Info for a Structure

(2 Add Column || 2 .# Import Structure || () 2 Refresh

e Directories:
The Directories pane will display the list all databases that you have added. The details

include Source Directory and Structure.

Directories
1) Add Directory | - 2 Refresh

13.4.2.2 Sequence Files
The below image shows the user interface of the Sequence File section.

Select Cluster: Hadoop Cluster
Add [ Edit Structure
() Add Structure & = Refresh

List of Structure Fields

Directories
(&) Add Directory | - 2 Refresh

e Add/Edit Structure:
The Add/Edit Structure will display the list of all structure that you have created. It
includes information about structure like ID (system generated), Structure Name,

Page 470

DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

Source Directory.

Add | Edit Structure

(&) Add Structure | || 2 Refresh

List of Structure Fields:

The List of Structure Fields will display all list of fields name which you have defined
while creating a structure. The panel displays information such as Field Name, Field
Type and Sensitive Type.

List of Structure Fields

Directories:
The Directories pane will display the list all databases that you have added. The details
include Source Directory and Structure.

Directories
(& Add Directory || - =] 2 Refresh
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13.4.2.3 Avro Files

The below image shows the user interface of the Sequence File section.

Select Cluster: Hadoop Cluster .
Add [ Edit Structure

() Add Structure r = Refresh

List of Structure Fields

Directories

(2 Add Directory | - = Refresh

e Add/Edit Structure:
The Add/Edit Structure will display the list of all structure that you have created. It
includes information about structure like ID (system generated), Structure Name,
Source Directory.

Add / Edit Structure

() Add Structure || - 2 Refresh

e List of Structure Fields:
The List of Structure Fields will display all list of fields name which you have defined
while creating a structure. This pane displays information such as Field Name, Field Type
and Sensitive Type.

List of Structure Fields

Field Type Sensitive Type
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e Directories:

The Directories pane will display the list all databases that you have added. The details
include Source Directory and Structure.

Directories
(&) Add Directory || .- o Refresh

13.4.2.4 RC/ORC Files
The below image shows the user interface of the RC/ORC screen.

Select Cluster: Hadoop Cluster .

Add / Edit Structure

(& Add Structure | | - = Refresh

<

>
Add/Edit Column Info for a Structure

e
Directories
(&) Add Directory || ) + Refresh

e Add/Edit Structure:

The Add/Edit Structure will display the list of all structure that you have created. It

includes information about structure like ID (system generated), Structure Name, File
Pattern, Source Directories and Structure Type

Add [ Edit Structure

=) Add Structure P 2 Refresh
F °
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e Add/Edit Column Info for a Column:
The Add/Edit Column Info for a Column will display the list masked column list. It will
display the information such as Column Number, Column Name, Sensitive Type and
Complex Text Structure Type.

Add/Edit Column Info for a Structure

G e s e

o Directories:
The Directories pane will display the list all databases that you have added. The details
include Source Directory and Structure.

Directories
(&) Add Directory || _ 2 Refresh

13.4.3Files

This section will explain the screen of the Structure Management for Text, Sequence, Avro,
RC/ORC and Parquet Files.

To know more about this screen, refer to section Hadoop.

13.4.4AWS

This section will explain the screen of the Structure Management for Text, Sequence, Avro,
RC/ORC and Parquet Files.

To know more about this screen, refer to section Hadoop.

13.4.5Azure

This section will explain the screen of the Structure Management for Text, Sequence, Avro,
RC/ORC and Parquet Files.

To know more about this screen, refer to section Hadoop.
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14 Output Directory
14.1 Concept

The Output Directory page is used to define the output directory for masking results.

This page shows the source and destination directories to which each have been
mapped.

The user can designate a new destination directory or edit an existing one by clicking
the appropriate button on the screen.

If no destination directory is defined, then DgSecure will create a sub-directory for the
masked values.

14.2 Create a Source Directory

This section will explain the process of creating, editing and deleting a source directory.

14.2.1Hadoop

To create a source directory. Click Hadoop > Output Directory > Add Source Directory.

The below image shows the user interface for creating a source directory.

Source Directory for Masking
Source Directory:  jdey Browse
Branch Podnt: fdew
Destination "
Directory: JncMaskOut
Save Close

e Add Source Directory: Click the Add Source Directory button to select the directory
from the Hadoop File Browser.

e Browse: Click the Browse button to select the directory for masking.
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Hadoop File Browser *
2 Refresh
Select Directory Search File/Directory [ 15 Recursive Y
=11 Root Akshay hdfs://rack160-hdp26-qa:8... Mov-22-19 10:36
= [ aba_maskOut 7 Aman 0 hdfs:/frack160-hdp26-qa:8... Oct-23-19 16:41  rwr-..  hdfs hdfs
& [ Akshay
& Aman (] Ankit 0 hdfs:/frack160-hdp26-qa:8... Dec-12-19 15:05 rerw...  hdfs hdfs
= ] Ankit [} Binary_Files 0 hdfs://rack160-hdp26-qa:8... Oct-24-19 16:36 renr-... hdfs hdfs
= [ app-logs 3 KarmanmaskOut 0 hdfs://rack160-hdp26-qa:B... Aug-23-19 12:28  rwxr-..  hdfs hdfs
40 2w kaj hdfs k160-hd) hdfs hdfs
[ Jats =3 Pankaj 0 :ffrack160-hdp26-ga:B... MNowv-23-19 13:35  rwxrw...
@ ] avro._file (] Radhika 0 hdfs:/{rack160-hdp26-qa:8... Dec-23-19 18:20 rwxr-...  hdfs hdfs
0[] Binary_Files ]  Rochak 0 hdfs:/frack160-hdp26-qa:B.. Dec-06-19 16:45  rwar-..  hdfs hdfs
] dataguises
(] RochakmaskOut 0 hdfs:/frack160-hdp2?6-qa:8 Dec-03-19 11:22 renr- . hdfs hdfs
(] dataguise225
@ £ d_maskout =]  Sukhmani 14830  hdfs://rack160-hdp26-qa:8.. Oct-23-19 15:53  rw-r—.. hdfs hdfs
# [ encrypout_sukhmani ] SukhmaniData 0 hdfs://rack160-hdp26-qa:8.. Dec-08-1922:36  rwur-.  hdfs hdfs
(& (] encrypt._sukh ] Swati 0 hdfs:/frack160-hdp26-ga:.. Dec-10-19 13:26  rwrw.. hdfs  hdfs
= (] gbtable ~
] hdfs_maskOut < »
= T hdp \, Page 1 of4 || b | B[ Displaying 1 - 20 of 62
Cancel

%+ Refresh: Click the Refresh button to update the Hadoop File Browse dialog
box with updated information.

%+ Select Directory: The Select Directory pane will list down all the available

directories. The right pane will display list of all Files and Folder for the
selected directory.

+» Cancel: Click the Cancel button, if you do not want to save the changes.

% Select: Click the Select button, if you want to include the selected directory for
masking.

e Branch Point: The Branch point will display the selected directory name.

o Destination Directory: The Destination Directory will display the name of the
destination folder name.

e Save: Click the Save button, if you want to save the changes.

e Cancel: Click the Cancel button, if you do not want to save the changes.
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14.2.2Files

To create a source directory in Files. Click Files > Output Directory > Add Source Directory.
To know the process of creating a source directory, refer to section Hadoop.
14.2.3AWS
To create a source directory in Files. Click AWS > Output Directory > Add Source Directory.
To know the process of creating a source directory, refer to section Hadoop.
14.2.4Azure
To create a source directory in Files. Click AWS > Output Directory > Add Source Directory.

To know the process of creating a source directory, refer to section Hadoop.

14.3 Edit a Source Directory

14.3.1Hadoop
To edit a Source Directory. Select the Source Directory which you wish to edit.
Click Hadoop > Output Directory > Edit Source Directory.

The below image shows the user interface for editing a Source directory.

Source Directory for Masking
Source Directory:  JAman Browse
Branch Point: JAman
Destination
S /ncMaskOut

Save Close

e Source Directory: To Edit the Source Directory, click Browse button to select a new
source directory.

e Browse: Click the Browse button to select the directory from the Hadoop File Browser.
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Hadoop File Browser X
& Refresh
Select Directory Search File/Directory [T] 1s Recursive £
== Root. fll | Akshay 0 hdfs:/frack160-hdp26-ga:B... Mov-22-19 10:36  rwur-...  hdfs hdfs
() zba_maskOut £  Aman 0 hdfs:/fracki60-hdp26-qa:B.. Oct-23-19 16:41  rwoa-.. hdfs  hdfs
&[] Akshay
50 Aman (] Ankit 0 hdfs: /frack160-hdp26-qa:8. Dec-12-19 15:05 WX, hdfs hdfs
[ Ankit = Binary_Files (] hdfs:/frack160-hdp26-ga:8... Oct-24-19 16:36 rwxr-...  hdfs hdfs
i (O app-logs =) KarmanmaskQut 0 hdfs:/frack160-hdp26-qa:8... Aug-23-19 12:28 rexr-..  hdfs hdfs
@ 2 aoms kaj hdfs k160-hdj hdfs hdfs
0] ats 2 Pankaj 0 :/frack160-hdp26-ga:8... Mow-23-19 13:35 WX
&[] avro_file [ Radhika 0 hdfs:/frack160-hdp26-qa:8. Dec-23-19 18:20 rwxr-. hdfs hdfs
= (] Binary_Files ) Rochak 0 hdfs:/frack160-hdp26-qa:8... Dec-06-19 16:45  rwoa-.. hdfs  hdfs
[ dataguise$
[ RochakmaskOut 0 hdfs:/frack160-hdp26-qa:8... Dec-03-15 11:22 rexr-..  hdfs hdfs
= (] dataguise225
%77 d_maskOut =2 Sulchmani 14830 hdfs:/frack160-hdp26-qa:8. Oct-23-19 15:53 w-r—. hdfs hdfs
(] encrypout_sukhmani () SukhmaniData 0 hdfs://rack160-hdp26-qa:8... Dec-08-19 22:36  rwxr-..  hdfs hdfs
1 (] encrypt_sukh 7 Swati 0 hdfs:/rack160-hdp26-qaB... Dec-10-19 13:26  rworw.. hdfs  hdfs
@ (] gbtable ~
@ [ hdfs_maskOut < >
& 7 hdp » Page |1 of4 || b | Pl | [ Displaying 1 - 20 of 62
Cancel

% Select: Click the Select button, if you want to save the changes.

@,

¢+ Cancel: Click the Cancel button, if you do not want to save the changes.

e Branch Point: The Branch Point text box will be updated with the updated selected
directory name.

e Destination Directory: The Destination directory name will be updated accordingly to
the selected directory name.

14.3.2Files
To edit a Source Directory. Select the Source Directory which you wish to edit.
Click Files > Output Directory > Edit Source Directory.

To know the process of editing a source directory, refer to section Hadoop.

14.3.3AWS
To edit a Source Directory. Select the Source Directory which you wish to edit.
Click AWS > Output Directory > Edit Source Directory.

To know the process of editing a source directory, refer to section Hadoop.
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14.3.4Azure

To edit a Source Directory. Select the Source Directory which you wish to edit.
Click Azure > Output Directory > Edit Source Directory.

To know the process of editing a source directory, refer to section Hadoop.

14.4 List an Output Directory

14.4.1Hadoop

This section will explain the screen of the Output Directory.

The below screenshot shows the user interface for Output Directory.

Select Cluster: HW v
Masking Source Directories
() Add Source Directory | | () Delete Source Directory # Edit Source Directory + Refresh

Source Directory Branch Point Destination Directory

fAman fAman [ncMaskOut

e Masking Source Directories: This pane displays the list of all the source directory and
the basic details such as the Branch Point and Destination Directory.

You can add, delete, edit the source directory by clicking an appropriate button.

++» Add Source Directory: Click the Add Source Directory button to select the
source directory from the Browse button.

R/

+» Edit Source Directory: Click the Edit Source Directory button to edit the
information of Source Directory by updating the selected directory from
browser window.

% Delete Source Directory: Select the Source Directory which you want to delete.
Click the Delete Source Directory button.

14.4.2Files

This section will explain the screen of the Output Directory for Files section.

To know the process of editing a source directory, refer to section Hadoop.
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14.4.3AWS

This section will explain the screen of the Output Directory for AWS section.

To know the process of editing a source directory, refer to section Hadoop.

14.4.4Azure

This section will explain the screen of the Output Directory for AWS section.

To know the process of editing a source directory, refer to section Hadoop.
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15 Access Control

15.1 ACL Management

An access control list (ACL) manages user access to encrypted data. DgSecure’s ACL
Management function controls which users can run decryption tasks. The ACL Management
page displays the available roles and users. The groups/users can be entered manually, chosen
with the LDAP browser, or it can come from the Hadoop Control IDP.

Roles are created and managed on the Role Management page.

If using Hive Decryption, the contents of the file will be stored in the Hive DB table after
decryption.

Access the ACL Management page from the menu under Access Control > ACL Management.
The ACL Management page is described below.

I

The top panel displays roles that have been created as well as their ID description. Select a role
in order to view or edit which users are assigned to it. To copy the current ACL to another cluster,
select the desired cluster from the dropdown on the left side of the screen. Once the cluster is
selected, click the Copy ACL to Cluster button. In order for the operation to be successful, the
clusters must have the same Groups/Users List.

CDHS5 Kerberos HA || HW23 Kerberos HA
Roles List

-~

Refresh

1 Business Analyst BA Technologies

The bottom panel lists the users that compose the access control list. There are three different
ways, this list is populated.
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LDAP/LDAPS: When the cluster is configured with LDAP or LDAPS on the Hadoop Clusters page,
the users list is generated by selecting groups/users from the LDAP Object Viewer. To access the
LDAP Obiject Viewer, click the LDAP Object Viewer button. The LDAP Object Viewer uses object
classes defined in DgAdmin on the LDAP Object Class Management page to internally search the
tree. Object viewer behaviour is determined in DgAdmin on the Settings page. When both
LDAP/LDAPS and the Hadoop Control IDP are configured on a cluster, priority is given to
LDAP/LDAPS users.

Hadoop Control IDP: When DgSecure's Hadoop Control IDP is installed on the cluster, the ACL
user list shows all Linux users with permissions on the cluster.

Manual Entry: Users can be added manually in addition to - or independent of - LDAP and the
Hadoop Control IDP. A user that is added manually must already exist on the cluster.

Groups/Users List

Refresh
=) buck_rogers{buck_rogers}
=) james_herman{james_herman}
=] lois_lane(lois_lane}
=] root{root}

15.2 Role Management

A role defines a user's ability to run both dynamic and bulk decryption tasks in DgSecure. A
user with a role missing appropriate permissions that attempts to decrypt a HDFS file cannot
successfully decrypt the data in that file. Once a role is created, users can be assigned to that
role on the ACL Management page. A user can have multiple roles.

There are two parameters that can be used to restrict a role's permissions: sensitive type, and
day/time.

Access the Role Management page from the menu under Access Control > Role
Management. The Role Management page is described below.
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Manage Roles

) AddRole | Refresh | |(J) DeleteRole () Update ACL

1 analyst Marketing Research

Edit Sensitive Types Access Permissions

»

Save Refresh

g
g

Full Access for RegexGroups [&] ~
ABA Routing number "=

Address ]

Bank Number "

Card Swipe Data "&

cMi1 ] v
Edit Days Permissions 2
SetTime  Refresh

Sun ~

The top panel is where roles are created or deleted. Once a role is created, it is listed in the
top panel along with its ID and description. Select a role to view or edit its details in the panels
below.

(&) Add Role Refresh @ Delete Role

3 qa Ja

e gal ga

5 hdfs hdfs

5 dataguise dataguise
7 root roo

Use the Edit Sensitive Type Access Permissions panel to identify which sensitive types a user
has permissions to decrypt.

Edit Sensitive Types Access Permissions

»

Save Refresh

Full Access for RegexGroups
ABA Routing number
Address

Bank Number

Card Swipe Data

M

]DDDDDI
@

Use the Edit Days Permissions panel to identify the days and times when a role is allowed to
decrypt. When no time restrictions are set, a role is able to decrypt at any time.
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Edit Days Permissions &
Refresh

Fri 06:00:00-23:45:00 ~

Sun 06:00:00-12:00:00,14:00:00-18: 30:00

Men
Sat
Thu

Tua
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16 Privacy
16.1 Concept

Regulations such as the European Union’s General Data Protection Regulation (GDPR) and
California’s Consumer Privacy Act (CCPA) are forcing organizations worldwide, to revisit their
Data Privacy policies and practices. Other privacy regulations around the world are likely to have
data subject rights as their core principles. While there are minor variations in the specific types
of information involved and the conditions under which these rights are to be respected, the
fundamental requirements are similar.

Dataguise has the following features within the Privacy module of the DgSecure product, to
scan, process and retrieve information related to Data Subjects from source systems and to
generate useful DSAR reports.

Privacy — The Privacy Screens combine information about Data Subjects with information about
systems and users to show the various situations including exposure to third party user risk, and
cross border transfer risk. There is also a “Subject Search” screen where an individual Data
Subject’s data can be retrieved. This is an interactive, ad-hoc retrieval of Data Subject
information which can be used as a manual DSAR data retrieval mechanism. However, in this
document, we describe the automated DSAR capability in DgSecure. The Privacy Screens are
described in more detail in the Privacy section of the DgSecure User Guide.

Automated DSAR Capability — The European Union’s General Data Protection Regulations
(GDPR), give an individual the right to request access to his/her personal information that an
organization is handling, and the purposes for which this information is being used. This right
is called the Right of Access (RoA). Similarly, an individual can also request the erasure (RtE) of
his/her personal information being stored in the organization’s repositories, subject to
applicable laws.

i. RoA (Right of Access): Right of Access allows the Data Subject to retrieve
their personal data which the organization has obtained or processed. The
organization must provide information about the Data Subject that it has
processed, collected or that has been transmitted to a third party. In RoA,
the organization must provide a copy of the data being stored about the
Data Subject in their repositories.

ii. RtE (Right to Erasure): The Right to Erasure is also known as the Right to
be Forgotten under GDPR. It allows the Data Subject to request the
erasure of all their personal data which is being processed or stored by
the organization. The scope of the erasure will be subject to other
applicable laws.

The Automated DSAR capability in DgSecure enables DSAR requests to be processed
in an automated fashion at pre-determined schedules, while still allowing for a
manual inspection and approval/rejection by a Data Protection Officer (DPO).
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16.2 Components of DSAR and Privacy

Data Group

DgSecure uses the notion of Data Groups or Data Source Groups to provide
isolation between different sub-organizations within an organization. It is a form
of multi-tenancy, just for the DSAR capability. Data Group, Data Source Group
and Groups are synonymous under the Privacy module.

For example, an organization might be a conglomerate which has two businesses, one
selling Toys and another selling Medicines. The Data Subjects pertaining to these two
businesses are different, and so are the systems that contain the Data Subject information.
In this case, the administrator would create two Data Source Groups, one for Toys and the
other for Medicines. Systems containing Data Subject information for the Toys business will
be added to the Toys Data Source Group. The list of Data Subjects for the Toys business will
also be associated with the Toys Data Source Group. Identifiers will be associated with the
Data Subjects in this Data Source Group and rules for searching for these identifiers will also
be associated with this Data Source Group. A similar set of associations will be made for the
Medicines business. Note that any overlaps in systems or Data Subjects can be handled by
associating them with both Data Source Groups.

Most organizations will just need one Data Source Group to be defined, and all the systems,
Data Subjects and rules will be assigned to that single Data Source Group.

Data Subjects

A Data Subject is an entity that has identifying information such as name, address, email ID,
SSNO, and CCNO. These pieces of identifying information are called Identifiers. The name
and datatype of an identifier are specified while creating an the identifier in DgSecure. The
values of identifiers for a given Data Subject are entered while adding that Data Subject to
the system. The rules defined in Data Group helps in identifying the Data Subject’s entries
in the source systems while retrieving the data in response to a DSAR request.

For example, in the below table, Jane Doe, John Doe and John Douglas are the Data Subjects.
These Data Subjects have identifying information such as the Name, SSNO, Region in which
they reside, and Email IDs.

MName SSNO Region email_id
Jane Doe 09867537 |California |jane.doe@gmail.com
John Doe 03567812 |New lersey |john.doe@gmail.com
John Douglas |05648375 [New Jersey |john.doe.30@gmail.com

In DgSecure, there are three ways to add the Data Subjects:

a. Manual Entry
b. By uploading a file containing data subject details, with known format
c. By uploading a file containing data subject details, with unknown format
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iii. Identifiers
To establish an identity for a Data Subject, we need to know its identifying attributes or
features. Name, Phone, SSNO, CCNO, Email, Phone Number, etc. are examples for
identifying features of a Data Subject. Such attributes are known as Identifiers. The values
for identifiers are provided at the time of adding the Data Subject. Identifiers serve as the
basic building block in finding Data Subjects. There are 21 predefined Identifiers.

There are three types of Identifiers within DgSecure.

1. Strong ldentifiers: These identifiers help in identifying a Data Subject
uniquely. These strong ldentifiers are also the ones required to retrieve
information related to the Data Subject multiple sets of systems.
Examples of strong identifiers are Credit Card Number, Social Security,
and Email Address.

2. Weak Identifiers: These identifiers help in further defining a Data Subject
but are not by themselves enough to uniquely identify a Data Subject.
Examples are Region, Zip Code, and Name.

3. Mandatory Identifiers: Mandatory identifiers are mandatory only for the
Privacy Screens and not for the Automated DSAR flow. They are used for
slicing and dicing the Data Subject information in the Privacy Screens.
Mandatory identifiers can be either Strong or Weak. Examples are Region,
Country, Zip Code, Department, and Organization.

MName SSNO Region email_id

lane Doe 09867537 |California  |jane.doe@gmail.com
John Doe 03567812 |Mew Jersey |john.doe@gmail.com
John Douglas |05648975 |New Jersey [john.doe.30@gmail.com

E.g., in the above table Jane Doe, John Doe and John Douglas are the Data Subjects. The
attributes of the Data Subjects i.e. their Name, SSNO, Region and email_id are the
Identifiers. The email_id and SSNO are the Strong ldentifiers since they uniquely identify
each Data Subject. The Region is a Weak as well as Mandatory Identifier.

16.3 DSAR Workflow - Overview

The DSAR Workflow diagram provides an overall view of the process to be followed while
generating DSAR reports using the Automated DSAR flow.
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When a DSAR request comes in to DgSecure, the system has two ways to scan the Data Subject’s
data:

1. Quick Scan: With this option, the user performs a standard detection with a policy consisting of
strong identifiers (as the diagram depicts above). When a DSAR request is processed, only those
columns in the tables where strong identifiers are found, will be searched. This is far more
efficient and accurate than the alternative, namely, Full Scan, described below.

2. Full Scan: Here, based on the strong identifiers specified, DgSecure will scan every column in all
relevant Data Sources (see below for a discussion of Data Groups) purely based on the values
passed in, and return with the information.

*Note: The Full Scan option will be deprecated in version 7.2 and will be discontinued in
future releases of the DgSecure.

The DSAR workflow diagram above summarizes the process which need to be followed for
generating a DSAR report, using Quick Scan. The following are the pre-requisites to configure
DSAR:

e Add Identifiers

e Add Connections

e Add Data Groups

These pre-requisite steps are covered in detail in sections 4.2 to 4.4 below.
Based on the above diagram the methodology is as follows:

4. Create Policy with Strong Identifiers: The initial step is to create a policy
with the Strong Identifiers used for Data Subjects in the Data Group. The

Page 488 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

16.4
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Strong ldentifiers are added by including the corresponding Sensitive
Types while creating a Policy.

5. Create Detection Task with the Policy: Once policy has been defined, the
next step is to create a detection task with this policy.

6. Execute Detection Task: The columns containing the Strong ldentifiers
will be detected when we execute the detection task. The results can be
refined by tweaking confidence factor parameters, using the remediation
workflow to eliminate common false-positive situations, and setting up
the threshold for the confidence factor. These topics are covered in the
Detection Task section of the DgSecure User Guide.

7. Execute Build Metadata Task: After the detection results for the target of
interest have been generated, we will schedule and execute the “Build
Metadata” task on the detection task instance that was just executed. The
“Build Metadata” task copies the list of columns containing the strong
identifiers to the database associated with the Privacy IDP.

8. Execute API: The last step is to connect the detection results with the
Quick Scan columns. This is done by executing a REST API call on the
Privacy IDP.

Now, the system is ready to accept DSAR requests and process them efficiently. The above steps
are the overall flow for executing DSARs. In the following sections we will go into one-time setup
of the Privacy IDP, Data Source Group, Identifiers, and Rules, which are necessary to process
DSARs.

DSAR

Perform the following steps to configure DSAR in DgSecure.

*Note — Steps 1 to 7 are one-time configuration steps, last 2 steps, Request RoA/RtE and View
Report are the ones that will be performed repeatedly as DSAR requests come in.

Add IDPs

Add/Edit Identifier

Add Data Group

Create Connection - DSAR

Add Data Subject

Create Task

Build Metadata and Use API to Populate Quick Scan Columns
Schedule RoA/RtE

Request RoA/RtE

10. View Report
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16.4.1 Add IDPs

To add an IDP, login into the DgAdmin. To Access the IDP screen, click IDP Management >
IDPs > Add IDP. The IDP Management panel will appear.

IDP Management
IDPs 3
Add IDP Edit IDP Delete IDP Refresh Test Connection IDP Properties ﬁ Save IDPs to File E, Save IDPs to PDF
1 DBMS Detection 192.168.1.65 DEMS Detection IDP Active None 02/18/2020 [
05:00:07
2 DBMS Masking localhost BEEE DBMS Masking IDP Active Mone 02/18/2020 = hod
04:59:55
22 Hadoop Detection localhost 8111 Hadoop Data IDP Active None 02/18/2020 ) hod
04:59:54
24 Azure Data IDP 52.167.126.253 8111 Azure Data IDP Inactive  Mone D hod
25 Azure Cloud IDP 13.68.17.227 8081 Azure Cloud IDP Inactive MNone ) ©
26 Hive localhast 9380 Hive IDP Active  Mane 02/18/2020 ] &
04:59:54
27 d2 localhost 8889 DBMS Detection IDP Active None 02/18/2020 = ©
04:59:57
28 Files 192.168.5.65 8222 File IDP Inactive MNone [ ©

Follow the below steps to add an IDP:

1. Click the Add IDP button. The Add / Edit IDP dialog box will appear.

Add/Edit IDP O X
Hame: Privacy_IDP ICP Type: Privacy IDP %
Hostname | IF: 192.165.1.35 Port: 8384 ':

g Save

l. Enter the descriptive name for the IDP in the Name textbox.
1. Enter the hostname or IP address of the IDP’s host machine in the
Hostname/IP textbox.
1. Select the Privacy IDP as the IDP Type from the drop-down.

V. Enter the port number which the IDP will use to send and receive
information.
2. Click Save.

16.4.2 Add/Edit |dentifier

To access the ldentifiers screen, log into the DgSecure Application. Click Privacy >
Configuration > Identifiers > Add Identifier button. The Add/Edit Identifier panel will
appear.
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PRIVACY MANAGEMENT | COMFICURATION > ADD/EDIT IDENTIFIERS

IDEMTIFIER NAME DENTIFIER DESCRIPTION
BieShor e DS AR Emai

O s samparory B STRONG IDENTFIER

SELECT SENSITIVE TYFE

SELECT DATATYPE SELECTED OFERATOR
SELECTED IDENTIFIER
DATATYPE OFERATOR ACTIONS

-]

KN
There are 21 pre-defined Identifiers. Below are their names:
First Name Driver_License_Number Home_Address_Street
Middle_Name Passport_Number Home_Address_City
Last_Name Cell_Number Purchase_Date
NationallD Home_Phone_Number Home_Address_State
Username Product_Purchased Home_Address_Zip_Code
Other_Info Country CustomerID
Email Credit_Card_Number Home_Address_County/Province

To add a new identifier, follow the below steps.

1. Enter the name of the identifier in the Identifier Name text box.
2. Enter the description of the identifier in the Identifier Description
text box.

3. If the identifier is mandatory, check the Is Mandatory checkbox. At the
time of creating a Data Subject, value for these Identifiers must be
provided.

4. If the identifier is a strong identifier, check the Strong Identifier
checkbox. Strong identifier is the identifier that value must be present at
the time of scanning.

When the Strong ldentifier checkbox is selected, the Select Sensitive
Type, Select DataType, Selected Operator fields and Selected Identifier
pane will be visible.
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SELECT SENSITIVE TYPE

Emsl Addrass:

SELECT DATATYPE SELECTED OPERATOR

SELECTED IDENTIAER

DATETYRE DRERATOR ALTIONG

STRING EQUALS r |

5. The Sensitive Type field will appear only if you have checked the Strong
Identifier checkbox. Select the sensitive type in the Select Sensitive Type
drop-down.

[0 ABA Routing number
[ Address

Bank Account

O CreditCard

O CustomFName

[ Dates

6. The DataType field will appear only if you have checked the Strong
Identifier checkbox. Select the data type in the Select Datatype drop-
down.

The available data types are: String, Numeric and Date.

SELECT DATATYPE

Select Type

string
numeric
date

7. The Selected Operator field will appear only if you have checked the
Strong Identifier checkbox. Select the operator in the Selected Operator
drop-down.

The list will display the available operators based on the selected
DataType.
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SELECTED OPERATOR

contains
starts with
ends with

In the above screenshot, the listed operators are displayed when
DataType = ‘String’ is selected.

8. Click the Add button to add the datatype. The added datatypes will be
available in the Selected Identifier panel.

9. Click Save.

SELECT DATATYPE

Sedect Type

DATATYPE

STRING

SELECTED OPERATOR

OPERATOR

EQUALS

ACTIONS

To edit a Datatype or Operator, click . To delete a DataType or Operator,

click @,

16.4.3 Add Data Group

To access the Data Groups screen, click Privacy > Configuration > Groups > Add Group
button. The Add/Edit Data Group screen will appear.

PRIVACY MAMAGEMENT : CONFICURATION > ADD/EDIT DATA CROUPS
DATA CROUP DATA CROUP DESCRIPTION
BikeStoreEmail Email
GROUP INDEX EXPIRE IN CREATE RULE
1] Bike St OSAREmail RULE BUILDER
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To add a new Data Group, perform the following steps:

1. Enter the name of the Data Group in the Data Group text box.
2. Enter description of the Data Group in the Data Group Description
text box.

3. Enter the expiry days of the Data Group in the Group Index Expire In text
box. The Group Index Expire In is the expiration time (in days) of this
group’s Data Subject-related information (including transactional data),
stored in the Privacy IDP’s database.

If a Group’s data expires, then existing scan results (which have not yet
been approved by the DPO) for Data Subjects in that Group become invalid
and the status of these Data Subjects changes to Incoming state.

4. To create the rule for the Data Group in the Create Rule text box. Click
Rule Builder button.

{ ] AND oR

Select Identifier -

SEIeCT an option -

Rule Query -

( Emall_DSAR ) AND ( FName_DSAR )

i. Select at least one strong identifier in the Select Identifier drop-
down.

ii. The query will be displayed in the Rule Query text box.

iii. Click Save.

5. Click the Save button. This will save the Data Group and it will be available
on the Data Group screen.

PRIVACY MANAGEMENT : CONFIGURATION > DATA GROUPS
[} GROUP NAME CROUP DESCRIPTION GROUP EXPIRY AULE ACTION
a BikeStoreEmail Email 100 BikeStoreDSAREmMail Lyry.
FNLNPrivacy FirstName LMame for Privacy 100 ( FMame_Privacy AND LName_Frivacy ) ®Zd
Emai Email 100 Email_DSAR ® 0
1 FNameLName FName and LName 100 ( FName_DSAR AND LName_DSAR ) ®Zd

To view the details of a Data Group, click ®. To edit a Data Group, click ¥ To delete
a Data Group, click @,

The Rules are used when a search for identities is being executed on the target data
stores, in response to a DSAR request.
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16.4.4 Create Connection - DSAR

For each Group created as described in the above sections, create Connections to all
databases within which the RoA and/or RtE scans have to be executed.

To add a connection, click Privacy > Configuration > Connection Manager > Add New
Connection tab.

PRIVACY MANAGEMENT : CONFIGURATION > CONNECTION MANAGER

ALL CONNECTIONS ADD NEW CONNECTION

Connection Type Hostname/|P Address
SQL SERVER & sqi x
Connection Name Port Number
Test 1433
Authentication Method IP Address
© 5QL Server 192.168.1 65

O Windows | nati
i s Impersonation Data Croup

© Windows
BikeStoreEmail H
User Name Password
Admin | asassssas

[0 Connection string o

Enter connection string here

Search Schema/DB name m SELECTED DATABASES / SCHEMAS

A
E

CANCEL

1. Select the connection type from the Connection Type drop-down. It
displays all the supported database types: Oracle, DB2, Hive, Oracle,
Teradata and SQL.

Connection Type

| DB2
Hive
Oracle
S0QL SERVER
Teradata

2. Enter the Connection Name. This field accepts letters, numbers,
symbols, and holds up to 256 characters. The name must be unique
for each individual connection.

*Note — The Connection Type and Connection Name cannot be edited
once created.
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10.
11.
12.
13.
14.

15.

Enter the Hostnames and IP address of the database.
Enter the Port Number.

Select the Data Group.

Enter the database User Name.

Enter the database Password.

Enter the IP address.

Select the Authentication Method according to the Connection Type.

*Note — The SQL Server, Windows Impersonation and Windows
authentication method are available when SQL server is selected as
Connection Type.

Following are the available authentication methods:

e SQL Server
e Windows Impersonation
e Windows
Enter the URL.
Select the Type either ‘Basic’ or ‘TNS’.
Enter the Service ID.
Enter the Service Name.

After completing all entries, click Fetch Metadata. A list of all databases
on the server will appear under the Filter by Database pane.

Check the checkbox next to the database name to select it. Click the Add
button to add the databases in Selected Database/Schemas panel.
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[ eikestoras
M cecustomers

[ cecustomers_casy

SELECTED DATABASES / SCHEMAS

[ pecustomers

16. The selected databases will be added to the Selected Databases/Schemas

list.

[_] DBCustomers

SELECTED DATABASES / SCHEMAS

17. Click Remove if you wish to remove any selected Databases from the
Selected Database/Schemas panel.

18. Click the Save button to save the changes.

19. The Connection is now ready. You can view the list of all connections in

Connection Manager screen.

PRIVACY MANAGEMENT . CONFICURATION > CONNECTION MANAGCER

ALL CONNECTIONS ADD NEW CONNECTION

D CONNECTION NAME CONNECTION TYRE
9 CustomerDB SOL Server

8 BikeStoreDSAR S0L Server

7 S0LServerQuickscan S0OL Server

& TeradatsEmai Teradata

5 S0LServerEmail SOL Server

3 SOLServer SOL Server

HOST NAME/URL CONNECTION IDP
34.223.113.04 GDPR
34.223.113.04 GDPR
35.230.136.84 GDPR
152.64.73.15 GDPR
35.239.136.84 GDPR
35.239.136.84 GDPR

ACTIONS
F&a

ray |
F&0
F&a
Z&a

r 8-

To view the Connection details, click ®.
Connection, click @,

To edit a Connection, click . To delete a
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16.4.5 Add Data Subject

To access Data Subjects screen, click Privacy > Configuration > Data Subjects > New Data
Subject tab. The New Data Subject panel will appear.

PRIVACY MANACEMENT / CONFICURATION / DATA SUBJECTS

DATA SUBJECTS MNEW DATA SUBJECT

@ Manual O Flle with known format O Flle with unknown format

DATA SUBJECT NAME

Danette_williams

STROMC IDENTIFIERS

IDENTIFIER

Email *

IDENTIFIER ATTRIBUTES
NAME
First_Name *
Last_Nama *

Courtry *

OBLIGATIONS

OBLIGATION NAME

CDPR-Compliant

CCPA-Compliant

asdsadd

OTHER INFO

Customer

DATATYPE

STRING

DATA CROUP

dg_email

OPERATOR VALUE

EQUALS

DESCRIPTION VALUE
First Nama Danstta
Lest Nama

Country uK

VALUE

There are three ways in which you can add new Data Subject. These are:
1. Manual

2. Upload File with Known Format — Files with Known Format are files that conform to
the standard (or sample) format for Data Subjects supported by DgSecure. Format here
refers to the sequence of identifiers in the file. XLS, XLSX, and CSV files of Known Format
are supported.

3. Upload File with Unknown Format — Files with Unknown Format may have the
identifiers in any sequence. They do not conform to the standard (or sample) format
supported by DgSecure. The association between the headers in the file and identifiers
is made after the upload. Only CSV files of Unknown format are supported.

To add a new Data Subject, follow the below steps:

1. Manual: Select the Manual option to provide all the required information
manually. Perform the following steps to create a Data subject manually:
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PINERT-S e Sl NEW DATA SUBJECT

PRIVACY MANACEMENT / CONFIGURATION / DATA SUBJECTS

® manua O Fiiewith known format ()
DATA SUBJECT NAME *

Danette_williams
STRONG IDENTIFIERS

IDENTIFIER

Email

IDENTIFIER ATTRIBUTES
NAME
First_Mams *
Last_Nams *

Country *

OBLIGATIONS
OBLICATION NAME

COPR-Compliant
CCPA-Compliant

ssdzsdd

Flle with unknown format

OTHER INFO DATA CROUP *
Customer dg_email

DATATYPE OPERATOR VALUE
STRING EQuaLs danette_williar

DESCRIPTION VALUE

First Nama Danatte

Lazt Nams Wilisms

Country v

VALUE

Enter the name of the Data Subject in the Data Subject Name text
box.

Enter extra information of the Data Subject in the Other Info text
box, if any.

Select the Data Group from the Data Group drop-down. This will
display the list of Strong Identifier and Identifier Attributes
associated with the selected Data Group.

Enter the values of the Strong Identifiers. This field will appear
only if you are creating the Data Subject manually.

IDENTIFIER

FName_DSAR *

LName_DSAR*

STRONC IDENTIFIERS

DATATYPE OPERATOR VALUE
STRING EQUALS Shivani
STRING EQUALS Guptal

V.

Enter the value of the mandatory lIdentifiers in the lIdentifier
Attribute list.
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NAME

First_Name *

Last_Name *

Email *

Country *

IDENTIFIER ATTRIBUTES

DESCRIPTION VALUE

First Name Shivani

Last Name Gupta

Personal Email Address gupta.shivani1402@gmail.com

Country India w

VI. Select the value for Obligation from either TRUE or FALSE.

OBLICATIONS.

OBLIGATION NAME

COPR-Compliant

CCPA-Compliant

VII. Click Save.

2. Upload File with Known Format: Select the File with Known Format

option to upload the information from the file.

Perform the below steps to create the Data Subject by uploading a file.

PRIVACY MANACEMENT : CONFICURATION > DATA SUBJECTS

DATA SUBIECTS MEW DATA SUBJECT

O Manual @ File with known format O File with unknown fermat
DATA CROUR DATA SUBJECT FILE

B the servir path of the file. Only xdsx. <1 m m

ke 52 or ek el

I e [y

l. Select the Data Group from the Data Group drop-down.

. To download a sample file, click the Download Sample File button
in the bottom of the screen. This file contains the column headers
for the selected Data Group, based on which you will enter the
data.
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*Note — The Download Sample File button will be enabled only
when you select a Data Group from the Data Group drop-down.

Insert

Page Layout

DataSubjectSampleFile (1) - Excel

Farmulas Data Review View Q Tell me what you want to do...

il - - —

D J Cut Calibri M A AT == - %WrapT&n‘t General =;e 2 ,_;
P B Copy C d'IFD Cel
aste . I u - - | M. - =E= = €= a= Merge & Center - e o, €0 00 onditional Format as el
- ~ Format Painter - < == B £ e Formatting = Table~ Styled

Clipboard [P Font 7} Alignment [P MNumber 7} Styles
Al ~ f || first_name*
A B | C | D E | F | G | H |

1 first_name*llast_name" email® country* fname_dsar-string-equals-1 Iname_dsar-string-equals-2 Otherinfo
2

Fill the data in the downloaded sample file as per the specified
format and save it on your local machine.

While uploading the Data Subject information through file,
specify the Obligation format as defined below:

[{"obligationName":"GDPR-Compliant","value":"F"},
{"obligationName": "CCPA-Compliant","value": "T"}]

Where ‘T’ stands for True and ‘F’ for false

DataSubjectSampleFile (1) (1) - Excel

Formulas Data Review View Q Tell me what you want to do...
o X Cut o ol=— = E T Bx 2 X AuteSum - A
Calibri S AN === - EWapTet General = F ¥ = & @ ¥
PPEE'COW = My = 2] C d' | Fi pt Cell \EEIrt [‘JzEllet F t EF‘”‘ S.Zrt&F d &
=3 . I U~ i~ - o E== S Merge & Center = ©7- 05 2 2 % onditional Formatas Cel nsel elete Formal 0l in
+ ¥ Format Painter L 2 o Formatting Tabler Styles~  ~ M M & Clear~ Filter = Select
Clipboard ] Font [F] Alignment [F] Number [F] Styles Cells Editing
G1 & J« | Obligations
A | & | ¢ | D | E | F G
1 |Datasubject Name first_name* last_name* email-string-equals-21 country® Otherlnfnlobligatinns
2 |Danette_william Danetter  Williams  Dwillatti@illinois.edu  United St Customer [{"obligationName": "GDPR-Compliant","value": "T"},{"obligationName": "CCPA-Compliant", "value™: "F"}]
3 |Debra_Burks Debra Bruks Debra.burks@yahoocon United St Customer [{"obligationName": "GDPR-Compliant","value": "F"},{"obligationName": "CCPA-Compliant","value": "T"}]
V. Click the Browse button to upload the saved file from your local

machine.

*Note — Only xlIsx, xIs and csv file are allowed.
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PRIVACY MANAGEMENT : CONFICURATION > DATA SUBJECTS

DATA SUBJECTS NEW DATA SUBJECT

© Manual (@) File with known format () File with unknown format

DATA GROUP DATA SUBJECT FILE

BikeStoreEmal . DataSubjectSampleFile.csv m m

Note s Last data subject saved successfully. please download log file for more details

V. Click the Upload button. The data for Data Subject will be
available on the Data Subjects tab.

T T
PRIVACY MANAGEMENT : CONFICURATION > DATA SUBJECTS
Ll  MEw DATA SUBJECT | casm |

[m] FIRET HAME CROUD HAME OTHER INFD PDF STATUS ACTIONS
E Diamate, Willss [ Cuntomer i Dt » 7
[m] Dbea_Burks B #SaraEma Custsma » ¥
[m] Sandeep_Singh (e Teleracket »
[m] Em B adid - F
[m] Pramahema Aderin, Garsrate Feport - i
[m] FHLNPrivasy Analysn M Dt ® F

3. Upload File with Unknown Format: Select the File with Unknown Format
option to upload information from an unknown file format.

Perform the below steps to create Data Subject by uploading a file
format.

PRIVACY MANACEMENT : CONFICURATION > DATA SUBJECTS

DATA SUBJECTS NEW DATA SUBJECT

O Manual O File with known format @ File with unknown format

DATA GROUP DATA SUBJECT FILE

FNameLName N DataSubjectSampleFile.csv EEEEE KR

l. Select the Data Group from the Data Group drop-down.

. Create a csv file on your local machine which will contain the
details of Data Subject.

*Note — Only csv file is allowed.
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A DataSubjectSampleFile - E
Insert Page Layout Formulas Data Review View @ Tell me what you want to do...
& - * —
B b Cut Calibri A ==l ®-  EwapTe General
Ey Copy -~ —
Pafte ¥ Format Painter I U~ = = = | e 3= Merge&Center P A ]
Clipboard P Font P Alignment [} Mumber
F10 - I
A | B | C | D | E F
1 |first_name® last_name® email® country® bikestoredsaremail-string-equals-6  Otherinfo
2 |Danette Willatt dwillattl@illinois.edu United States dwillattl@illinois.edu Customer
3 Debra Burks debra.burks@yahoo.com United States debra.burks@yahoo.com Customer

Click the Browse button to search the file from your local
machine.

DATA SUBJECTS NEW DATA SUBJECT

O MANUAL O FILE WITH KNOWN FORMAT @ FILE WITH UNKNOWN FORMAT

DATA CROUP

BikeStareEmail

DATA SUBJECT FILE

V.

Click the Upload button to the csv file. The uploaded data will
appear in the Uploaded Data Subject File Columns panel.

PRIVACY MANAGEMENT - CONFIGURATION > DATA SUBJECTS

DATA SUBJECTS. NEW DATA SURJECT

O Manual (O File with known format (@ File with unknown format

DATA CROUP DATA SUBJECT FILE
FNameLName B DataSubjectSampleFile.csv m m

UPLOADED DATA SUBJECT FILE COLUMNS
FIRST_NAME® LAST_NAME" EMAIL COUNTRY* FNAME_DSAR-STRING-EQUALS-] LNAD
shivari qupta gupta@deraguise.com India shivani qups
“ v

[ cven | o] comomiooms

Once the file is uploaded then tag the file columns headers with
the Strong ldentifiers.

*Note - Identifiers in ‘bold’ are strong Identifiers. Identifiers with
‘*” are mandatory Identifiers. Identifiers in ‘bold’ with ‘*’ are both
strong and mandatory Identifiers.
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To tag file columns with the Strong Identifiers.

a. Click on the drop-down above of the column headers.

UPLOADED DATA SUBJECT FILE COLUMNS

FIRST_NAME" LAST_NAME*
Shivani Gupta

Tania Thakur
Gunjan Bhatnagar

EMAIL*

shivani.gupta@gamil.com
tania thakur@gmail.com

gunjan.bhatnagar@gmail.com

COUNTRY"

India
India

India

BIKESTOREDSAREMAIL-STRING-EQUAL-6

shivani gupta@bike.com
tania thakur(@bike.com

gunjan. bhatnagar@bike.com

b. Select the Strong Identifier from the given list.

UPLOADED DATA SUBJECT FILE COLUMNS

FIRST_NAME * ¥ | LAST_NAME*
FIRST_NAME® LAST_NAME"
Shivani Gupta

Tania Thakur
Gunjan Bhatnagar

¥ | NoSelection

Middle_Name

MationallD

Driver_License_Mumber

Passport Mumber

COUNTRY*

Indiz
Indiz

India

BIKESTOREDSAREMAIL-STRING-EQUAL-6
shivani.gupta@bike.com
tzniz.thakur@bike.com

gunjan bhatnagar@bike.com

VI. Click the Save button to save the changes. The saved Data

Subjects will be displayed on the Data Subjects tab.

PRIVACY MANACEMENT | CONFICURATION » DATA SUBJECTS

a| FIRST MaME CEOUR HAME oTueR mEC POF STATUS ACTIONS
T BaalteaEna = =
Sy Boelionelma T ® 7
i BasitoreEma .
” Ea * @
Eaaitaies '+ P - =
B o ste Rzt .
£ [ *
O Famalliame admin ererice Fig * @
. 7

16.45.1

Add Obligation

To access Add New Obligation screen, click Privacy > Configuration > Obligations > Add
New Obligation tab. The Add New Obligation panel will appear.
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PRIVACY MANAGEMENT / CONFIGURATICN / OBLIGATIGN
LIS ADD NEW OBLICATION | peLETE |
obpugation Name Description EXpIre In (vears)

Email Obligstion for sending emails 1
Other Information v
/dist/index htm|#/8/systemns m m

To add Obligation, follow the below steps:

1. Enter a unique name for Obligation. This field supports both the numeric and character
values.

195.  Enter the description for the Obligation.

196.  Enter the numeric value for Expire In (years). Once Obligation expires then you
will not be able to send any notification to the user.

197.  To enter Other Information, click the next to the heading on right side of
the screen. This will open the Other Information panel.

BT MANALEMENT

SosgaTon HEme Bscripaion Expes iIn

Enter the information for the Name and Value field under Other Information panel.
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Other Information

Name Value
Marketing

Name Value

Sales 7 &

i. To delete Name and Value field, click @ button.
ii. To add more fields for Name and Value, click Add button.

198.  Click Save to make the changes effective.
199. Click Cancel, if you do not want to save the changes.

16.4.6 Create Task
The next step is to create a task for scanning the data.

To access the Task screen, click Privacy > Configuration > Task > Add Task button.

ADD TASK

TASK NAME

Privacy

SCAN TYPE
®quick CFULL

TASK DESCRIPTION
Privacy_sql

DATA GROUP

Email

CONNECTIONS
B Select All Connections

. CustomerDB
. M TeradataEmall

. O sQLServerEmall

1. Enter the Task Name and Task Description. The Task Name accepts both
numeric and character value.

2. Select the Scan Type. There are two ways in which scanning can be done.

1. Quick Scan: This option results in only the columns in the Quick Scan
column list being scanned. The Quick Scan columns are populated from
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6.

the discovered columns during either a Detection Task execution
(described in the beginning of this document) or during a Full Scan
execution. You can also manually add columns to the list of Quick Scan
columns. This feature reduces the scan time.

*Note: To create the Quick Scan columns from the Detection Task
results, visit Section 18.4.7, Build Metadata and Use APl to Populate
Quick Scan Columns.

2. Full Scan: This option scans the entire database irrespective of the
user selection.

Select the Data Group from the drop-down. The list of all the Data Groups
will appear in the drop down.

Connections for the selected Data Group will be displayed in the
Connection panel. Select the required connections.

Save the Task. The target data sources will be the ones that are included
via the connections in this task.

The task will now be listed in the list of tasks under the Tasks screen.

[[¥) TASK NAME

5 BikeStoreDSARFUll Full Scan

4 SQLServerFNLNQuick SQL Server - GROUP: FNameLName_Privavy
Teradata_Email

2 SQLServerFul Emai S0L Server Email Full Sean

1 S0LServerFull

PRIVACY MANAGEMENT : CONFICURATION > TASKS

TASK DESCRIPTION ACTION

®
k)

Teradata Email

@ & & ®
N R R R

S0LServer Ful

To view the Task Details, click ® . To edit details of a Task, click =

16.4.7 Build Metadata and Use API to Populate Quick Scan Columns

This step populates the IDP’s repository with detected results metadata using the Build
Metadata Task, and then subsequently uses a REST API call to connect the metadata to
Quick Scan columns

Before executing this API, perform the following steps:

1. Create Detection Connection

2. Create and execute the Detection Task

To populate the Quick Scan columns, perform the below steps:

16.4.7.1 Add System (Optional Step)
System Information adds metadata about each target system. This an optional step for
Automated DSARs, whereas it is mandatory for the Privacy Screens. This is addressed
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in detail in the Privacy section of the DgSecure User Manual.

16.4.7.2 Create and Execute the Build Metadata Task
The Build Metadata task is used to push the DBMS discovery results from the
controller to the IDP’s repository.

To create a Metadata:

1. Go to the Scheduler and select the module Build Metadata from the
Select Module drop-down.

Salect Moduls: Build Matacata v
Task Scheduler

| | Refresh Start Date: 04/07/2020 18:42:00 |70
Wl — e

[¥] TDDiscovery
Schedule Type: | Once ~
V] SOLServerDiscovery uie Trpe:

[[] DEMS_API Build Partial Index Map: Ei)

Reset Schedule

Pagz 1 of 1 o] Displaying 1- 3of 3
Scheduled

S e S N TN TS T A -

Mo rows b displsy

Partial Index Map

R

2. Select the required task.
3. Select the task schedule start date.

4. Select the end date for a task. If the task is scheduled forever, select no
end date.

5. Select the schedule type. The available options are:

3. Weekly: Select this option to perform the task on the selected days of
the week.

l. Select the days of the week to perform the task.
Il. Select the daily frequency of the task. Select Occurs once at and
mention the time, if you want to perform the task once in a day.
I1. Select Occurs every and mention the hours, start time and end
time, if you want to perform the task in every few hours.

4. Hourly: Select this option to perform the task in every few hours.

1. Select the time interval.

2. Monthly: Select this option to perform the task on the selected
days of the month.

3. Select days of one or more months to perform the task.
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Select a specific weekday of one or more months to perform the
task.

Select the frequency of the task. Select Occurs once at and
mention the time, if you want to perform the task once in a day.
Select Occurs every and mention the hours, start time and end
time, if you want to perform the task in every few hours.

5. Daily: Select this option to perform the task daily.

7.

V.

V.

Select the frequency of the task in the Recurs.

Select Occurs once at and mention the time, if you want to
perform the task once in a day.

Select Occurs every and mention the hours, start time and end
time, if you want to perform the task in every few hours.

6. Once: Select this option to perform the task only once.

Click the Schedule button to complete the action.

Scheduled tasks will appear in the bottom panel. You can reschedule a
task by editing them from this screen. You can delete a task also.

16.4.7.3 Populate the Quick Scan columns
Use the below API to populate Quick Scan columns from the detection results which are
copied by Build Metadata. This APl will create the Quick Scan columns internally.

URL:

http://hostname:port/GDPRAgent/services/GDPRAgent/buildDsarQuickScanColumns?controll
erid=controllerld

The “controllerld” is generated while installing DgSecure.

Sample Call:

http://localhost:8080/GDPRAgent/services/GDPRAgent/buildDsarQuickScanColumns?controll

erid=dataguise

*Note: Host and port should be of Privacy IDP.

Request Body:

[

}s

"discoverConnId":3,
"privacyConnId":12,

"privacyDataGroupName":"Customer_1
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{
"discoverConnId":16,
"privacyConnId":12,
"privacyDataGroupName": "Human_Resource"
}
CURL Command:

[root@azuredataguise-VM dataguise]# curl --location --request POST
"http://localhost:8884/GDPRAgent/services/GDPRAgent/buildDsarQuickScan

Columns?controllerid=dataguise’ --header 'Content-Type: application/json'
--data

"[{"discoverConnId":7,"privacyConnId":8, "privacyDataGroupName":"grpl"}]"

{"message":"Quick Sacn Columns updated

sucessfully”,"response”:null, "result":"SUCCESS", "resultCode":null}

16.4.8 Schedule RoA/RtE

Once the task and the request are ready the next step is to schedule the task.

To schedule a task in DSAR, access the Scheduler screen. Click Scheduler from the side
menu.

1. Go to the Scheduler Screen.

2. Select Privacy from the Select Module drop-down.

Salect Module: Privacy hd
Task Scheduler
l Exescution Type: SCANNING S

Wl —

[ Tersdatz_Emai Start Date: 04/07/2020 18:21:00 |(8| © End date
SQLServerFullEmail @ Mo end date

L ServerFull
S saneri Schedule Type: Wieekly "
SOLServwerFNLNGuick
BikeStoraDSARFul [¥] Monday [¥] Tuesdsy [] Wednesday  [¥] Thursday
[7] Friday [¥] Saturday [7] Sunday
Page 1 of 1 & Displaying 1- 5 of 5 -

3. Select the required Task.

4. Select the Execution Type either Scanning or Erasure. For RoA, select
Scanning as the Execution Type. For RtE, select Erasure as Execution
Type.

ExecuSon Ty'p-r Lo

SCAMNMING

ERASURE

5. Select the Start Date and the End Date.
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6. Select the Schedule Type from the drop-down. The available options are:

7. Weekly: Select this option to perform the task on the selected days of

the week.

Select the days of the week to perform the task on specific days.

Select the daily frequency of the task. Select Occurs Once at and
mention the time, if you want to perform the task once in a day.

Select Occurs every and mention the hours, start time and end
time, if you want to perform the task in every few hours.

Hourly: Select this option to perform the task in every few hours.

Select the time interval.

Monthly: Select this option to perform the task on the selected days
of the month.

Select days of one or more months to perform the task.

Select a specific weekday of one or more months to perform the
task.

Select the frequency of the task. Select Occurs once at and
mention the time, if you want to perform the task once in a day.

Select Occurs every and mention the hours, start time and end
time, if you want to perform the task in every few hours.

. Daily: Select this option to perform the task daily.

Select the frequency of the task in the Recurs.

Select Occurs once at and mention the time, if you want to perform
the task once in a day.

Select Occurs every and mention the hours, start time and end
time, if you want to perform the task in every few hours.

11. Once: Select this option to perform the task only once.

7. Click on the Schedule button to complete the action.

8. The list of scheduled tasks will appear in the Scheduler tab in the
bottom panel.
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Scheduled

Task ID Module Type Schedule m Execution Type Start Date End Date Daily Frequency
BikeStoreDSARFull GDPR Weekly Thursday SCANNING 2020-02-20 15:.. Occurs once at: 00:00
4 SQLServerFMLNQuick  GDPR Weekly Wednesday SCANNING 2020-02-05 10:... Qccurs once at: 00:00
3 Teradata_Email GDPR Weekly Monday SCANNING 2020-01-20 11: Occurs once at: 00:00
z SQLServerFulEmail GDPR Weekly Monday ERASURE 2020-01-20 09:... Occurs once at: 00:00
1 sQLserverfFull GDPR Weekly Monday,Saturday SCANNING 2020-01-20 09:... Occurs once at: 00:00
Page 1 of 1| [ || Bl | [ Displaying 1 - 5 of 5

At this point, the system is ready to receive DSAR requests.

16.4.9 Request RoA/RtE

RoA and RtE Requests can be either manually entered or can be generated via the API, which
in turn will be called by a front-end intake Ul. The front-end intake Ul will typically be
designed by the organization implementing the automated DSAR flow, and will be embedded
in an authenticated customer- or employee-facing portal.

To generate a request for RoA/RtE, perform the below steps.

16.4.9.1 Submit the Request Manually

To request RoA/RtE manually, click Privacy > DSAR Workflow > DSAR Applications
screen.

1. Click the DSAR Application screen.

PRIVACY MANAGEMENT : DSAR APPLICATION

DATA SUBJECT NAME DATA GROUP OTHER INFO LAST ROA DATE LAST RTE DATE PRE-FETCH DATE B oA B RTE [] PRE-FETCH DATA ACTIONS
Danete_Willar Email Customer 2020-02-21 02:20:56 a a -
Debra_Burks BikeStorsEmail Customer 2020-02-21 23:34:31 2020-02-20 14:25:58 [m} [m] -
Sandeep_Singh Emai Telemarkst 2020-02-20 14:25:28 o [m] [m] -
Roberto_Tamburelle Emai Finance 2020-01-20 22:57:01 o m] m] ®
Ken_Sznchez ENzmeLName Admin [m] O O 3
Terri_Duffy FNLNPrivacy Analyst 2020-02-05 23:58:15 o [m] [m] @

2. Select the RoA or RtE checkbox corresponding to the Data Subjects for which
you want to perform RoA/RtE. Click the Save button.

3. Onsaving the request, the Status of the Data Subjects will be in Incoming state
in ROA/RtE screen under DSAR Workflow. This screen is typically visible to the
DPO.
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4. The Status of Data Subject in RoOA/RtE are:

i No Data: If the status is No Data, it means that no data was found
in the target database when scanning was completed.

200. Erased: If the status is Erased, it means that the data of selected Data Subject
has been deleted in the target data stores.

201. Review Pending: If status is Review Pending, it means DPO or Admin have to
review the data after report has been generated. Once reviewed, they can approve
it.

202. Incoming: If status is Incoming, it means the Data Subject is scheduled for
processing. When the scheduled task gets triggered, the status of Data Subject will
change to Incoming state.

PRIVACY MANAGEMENT : DSAR WORKFLOW > ROA

DATA SUBJECT NAME OTHER INFO STATUS DATA CROUP ROA DATE DATA ACTIONS
Daneste_Willatt Customer [ Ho Data | Ema 20200221 02:20:56 Mo Data -

] Debrs_Burks Customer [ Review Pending | BikaStoreEmai 20200221 23341 Generute Report -

] Sandeep_Singh Telarnarken Ema 2020-02-20 122528 Gerseeate Ruporn -
Robars_Tamburells Firance [ Erased ] Ema 2020-01-20 223810 Erased -

[m] Ken_Sanchez iudmin [ Foview Pending | FMameLMame 0GR OE-20:38 Generate Repon -

(] Terri Duffy Analyst [ Review Pending | FHLNPrivacy 2020-02-05 23:58:15 Gererate Report -

PRIVACY MANAGEMENT : DSAR WORKFLOW > RTE

DATA SUBJECT NAME OTHER INFO STATUS DATAGROUP LAST RTE DATE DATA ALTIONS

Rubens_Tamburelo Finanez [ Erased } Email 20200120 225701 Erased =

5. The DPO has rights to approve, disapprove, reject, freeze, or resubmit a
frozen request, by clicking the buttons provided on the top of the screen.

1. Disapprove: Click the Disapprove button, if RoA/RtE report is
approved mistakenly. A DPO can disapprove a report. The Data
Subject’s status will change to Review Pending, once it has been
disapproved.

2. Approve: Click the Approve button, if the RoA report is valid. The
DPO approves the scanned data. For RtE, approve means ready to
be erased. The step after this is that i) in the case of an RoA, a
report (which could be custom modified) will be sent back to the
source (typically the same portal where the web intake page was
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located) orii) in the case of an RtE, the data found is deleted from
the target data stores.

*Note on final report format served to end user:

If the incoming requests are generated via the intake APl which is
integrated with a web intake portal, custom coding and
interfacing with the web intake portal will be required for step i)
above, because the final format of the report is typically different
for each organization.

Reject: Click the Reject button to reject the RoA/RtE request. Data
Subject Requests with status as Review Pending can be rejected.

Freeze: Click the Freeze button, if the RoA/RtE report contains
false positive results. The DPO can freeze the request.
Downstream processing will not take place in this case.

Resubmit: Click the Resubmit button, if the Data Subject’s report
status is Frozen or In-Error.

In RoA, when the Resubmit button is clicked the status of the
Data Subject will change to Incoming state i.e. ready to be
scanned, if it was in Frozen or In-Error state.

In RtE, when the Resubmit button is clicked the status of the Data
Subject will change to Review Pending i.e. ready to be approved in order
to be erased, if it was in In-Error state.

16.4.9.2 Submit the Request via API (integration with Intake Web Page)

A request for RoA/RtE using can be submitted using the API described below.
This APl will submit a request for RoA or RtE. This APl is typically called by
an Intake button on an authenticated web page from where a logged in Data
Subject can make an RoA or RtE request.

Endpoint URL:

http://host:port /dgcontroller/services/vl/products/Privacy/request/

Sample Call:

http://localhost:8088/dgcontroller/services/v1l/products/Privacy/request/

Header Parameters:

sessionld

Request Body:

{
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"requestType":"ROA",

"identifierValues":["robO@adventure-works.com"]

Here “requestType” can be either RoA or RtE.
“identifierValues” are the values of Strong Identifiers.

Response Body:
It will provide a request ID which user can use for generating and downloading the report.

16.4.10 View Report

The last step is to view the report. The report can be generated or downloaded either
manually or via API.

16.4.10.1 View the Report Manually
You can view the processed report in:

1. Data Subject
2. RoA (Request of Access)
1. Data Subject:

To view the report in the Data Subject screen, click Privacy > Configurations >
Data Subjects tab.

PRIVACY MANAGEMENT - CONFIGURATION > DATA SUBJECTS

NEW 0ATASUBIECT [ oaee |
(m] FIRST NAME GROUP NAME OTHER INFO PDF STATUS ACTIONS
(m] Danette_Willstt Email Customer No Data L
[m} Debra_Burks BikeStereEmai Customer Generate Report @« &
o Sandeep_Singh Email Telemarket Generate Report ® @
[m] Roberto_Tamburelle Email Finance Erzsed « &
a Ken_Sznchez FHzmeLhzme Admin Generare Report ® Z
[m] Terri_Duffy FNLNPrivacy Analyst Generate Report - @

lkems per page: 20 1-60of6 -
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This screen will display the basic details of the Data Subject such as First
Name, Group Name, Other Information of the Data Subject, PDF Status.

To view the details of a Data Subject, click ®. To edit a Data Subject, click .

You can also generate report for each of the Data Subject by clicking on the Generate
Report in the PDF Status column. Perform the following steps to generate a report for
the Data Subject.

DATA SUBJECTS NEW DATA SUBJECT

FIRST NAME
Danette_Willawt
Debra_Burks
Sandeep_Singh
Roberto_Tamburello

Ken_Sanchez

Ooo0DOoOD0ODOoo0Oo

Terri_Duffy

CROUP NAME OTHER INFO
Email Customer
BikeStoreEmail Customer
Email Telemarket
Email Finance
FNamelName Admin
FNLNPrivacy Analyst

PDF STATUS

No Data
Generate Report
Generate Report
Erased
Generate Report

Generate Report

ACTIONS

5]

N R

3

% @ & & @ @
]

5]

Go to the Data Subjects screen. Click on the Generate Report

hyperlink in PDF Status Column.

Select the File Type from the given option. Click Generate button.

a. PDF
b. Excel
c. CSV

SELECT FILE TYPE

@PoF T OExcELg OV &

The status in the PDF Status column will change from Generate

Report to Download Report.

Click on the Download Report and specify a location where the

report need to be saved.

The Final report will provide the scanned results.
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Scanned Data Results
Generated By @ sdmin O 2000-00-07 0:55 4 450

Dats Subject : Debra_Burks

! E - . =T rm:
Juis Lty [T | Lt b | T bl P I { I |
i I

L bt Ly Lot | T ——— T Jimsiuend P Iy

Cannaimiin Numa: i PR Hanl wamst (o) TP Addrass:
L
ey i S R T e e

2. RoOA

To view report in the Data Subject screen, click Privacy > DSAR Workflow >
ROA.

PRIVACY MANAGEMENT . DSAR WORKFLOW > ROA

I T T T

DATA SUBJECT NAME OTHER INFO

STATUS.

DATA GROUP

RO DATE DATA ACTIONS
[m] Danette_Willatt Customer [ nio Data ] Email 2020-02-21 02:20:56 Mo Data @

[m] Debra_Burks Customer ElkeStoreEmall 2020-02.21 23:3431 Generate Report

[m] Sandesp_Singh Telemarket Email 2020-02-20 142528 Genersts Report @

[m] Roberto_Tamburello Finance Email 2020-01-20 22:36:10 Erased @

[m] Ken_Sanchez Admin FMameLNsme 2020-02-21 02:20:56 Generate Report

[m] Terri_Duffy Analyst FNLNPrivacy 20200205 23:58:15 Generate Report @

You can also generate a report for each of the Data Subject. Perform the
following steps to generate the report for Data Subject.

i Click on the Generate Report hyperlink in Data column.
ii. Select the File Type from the given option. Click Generate button.
1. PDF

2. Excel
3. CSV

SELECT FILE TYPE

@POFT Qexcerg: Qosvg
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iii. The status of the Data Subject Name in the Data column will
change from Generate Report to Download Report.

iv. Click on Download Report and specify the location where the
report needs to be saved.

V. The Final report will provide the scanned results.

Scanned Data Results
Generated By : samin O 2 5000-00-07 03: 3346453

Dats Subject : Debra_Burks

16.4.10.2 Accessing the Reports via API

The reports can also be generated and downloaded via the APIs.

1. Generate areport
This APl will submit a request to generate report. A report can be generated in
three file formats i.e. PDF, Excel and CSV.

URL:
http://host:port/dgcontroller/services/vl/products/Privacy/report/generae

Sample Call:
http://localhost:8088/dgcontroller/services/vl/products/Privacy/report/gener
ate

Header Parameters:
sessionld

Request Body:

{
"requestld":5,

"format":"PDF"
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}

The “requestld” is the ID generated using the first API: http://host:port
/dgcontroller/services/v1/products/Privacy/request/.

Response Body:
It will display a success message on the screen.

2. Download the Report
This APl will post a request to download a report which is generated using the
above API. This APl will download the report in any of specified file format i.e.
PDF, Excel and CSV.

URL:
http://host:port/dgcontroller/services/v1/products/Privacy/report/download

Sample Call:
http://localhost:8088/dgcontroller/services/v1/products/Privacy/report/down
load

Header Parameters
sessionld

Request Body:

{
"requestld":5,

}

The “requestld” is the ID generated using API:
http://host:port /dgcontroller/services/v1l/products/Privacy/request/.

Response Body:
In case of success, file will be downloaded on the host machine.

16.4.11 Search Obligation

This is the main screen where the end user of DgSecure can select obligations and get lists of data
subjects falling within its scope, can select a data subject and get all obligations affecting that data
subject.

On entering the obligattion name in the search box, we can get the list of datasubjects associated with
that obligation.
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@ obsgstion (O Data Subject | comn-comprans

DATASUBIECTS
saasag
R

ok Semath

For getting the list of obligations associated with the datasubject, we have to provide the strong
identifier value of the datasubject in the searchbox.

O Otigation (@) Data Subject | jonmpdstapuivn oo =

OBLICATIONS
wasag

LEPR gt

16.5 Configure Privacy

Perform the following steps to configure Privacy in DgSecure:

*Note — Steps 1 to 7 are one-time configuration steps, and the last 2 steps, Execute Task and View
Report, are the ones that need to be performed repeatedly.

Add IDPs

Add/Edit Identifier

Add Data Group

Add Data Subject

Add System

Create Connection - Privacy
Create Task

Execute Task (As per the Schedule)

PNV R WN PR
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9. View Report

16.5.1 Add IDPs

To add an IDP, login into the DgAdmin. To Access the IDP screen, click IDP Management >
IDPs > Add IDP. The IDP Management panel will appear.

IDP Management
I1DPs 3
Add 1IDP Edit IDP Delete IDP Refresh | | Test Connection IDP Properties £ Save IDPs to File B save IDPs to PDF
1 DBMS Detection 192,168.1.65 DBMS Detection IDP Active None 02/18/2020 ]
05:00:07
2 DBMS Masking localhost 8888 DBMS Masking IDP Active None 02/18/2020 = ©
04:59:55
22 Hadoop Detection localhost 8111 Hadoop Data IDP Active  Mone 02/18/2020 0 °
04:59:54
24 Azure Data IDP 52.167.126.253 8111 Azure Data IDP Inactive MNone D hod
25 Azure Cloud IDP 13.68.17.227 8081 Azure Cloud IDP Inactive MNone [} hod
26 Hive localhost 9980 Hive IDP Active  Mone 02/18/2020 | o
04:59:54
27 dz localhost 8880 DBMS Detection IDP Active Mone 02/18/2020 = hg
04:59:57
28 Files 192.168.5.65 8222 File IDP Inactive MNone [ <

Follow the below steps to add an IDP:

3. Click the Add IDP button. The Add / Edit IDP dialog box will appear.

Add/[Edit IDP =0F3
Name: Privacy_IDP IDP Type: Privacy IDP ¥
Hostname | IP: 192.165.1.35 Port: a4 ':

Clase Save

1. Enter the descriptive name for the IDP in the Name textbox.

2. Enter the hostname or IP address of the IDP’s host machine in the
Hostname/IP textbox.

3. Select the Privacy IDP as the IDP Type from the drop-down.

4. Enter the port number which the IDP will use to send and receive
information.

4. Click Save.
5.

16.5.2 Add/Edit Identifier
To access the Identifiers screen, log into the DgSecure Application.

Click Privacy > Configuration > Identifiers > Add Identifier button. The Add/Edit Identifier
panel will appear.
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PRIVACY MANACEMENT | COMFICURATION > ADDJ/EDIT IDEMTIFIERS

IDEMTIFIER HAME IDENTIFIER DESCRIPTION

BikeStereDSAREmail Emai

[ issascarory [ STRONG IGENTFIER

SELECT SENSITIVE TYPE

SELECT DATATYPE SELECTED OPERATOR

SELECTED IDENTIFIER

DATATYRE OFERATOR ACTIONS

STRIMG EQUALE r -]

7.

To add a new identifier, follow the below steps.

8. Enter the name of the identifier in the Identifier Name text box.

9. Enter the description of the identifier in the Identifier Description text
box.

10. If the identifier is mandatory, check the Is Mandatory checkbox. At the
time of creating a Data Subject, value for these Identifiers must be
provided.

11. If the identifier is a strong identifier, check the Strong Identifier
checkbox. Strong identifier is the identifier that value must be present
at the time of scanning.

When the Strong Identifier checkbox is selected, the Select Sensitive
Type, Select DataType, Selected Operator fields and Selected Identifier
pane will be visible.

SELECT SENSITIVE TYPE

Ernil Addeass

SELECT DWTATYPE SELECTED OPERATOR

SELECTEDIDENTIAER

DATEMPE DRERATOR ACTIONG

STRING EQUALS 20
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12. The Sensitive Type field will appear only if you have checked the
Strong Identifier checkbox. Select the sensitive type in the Select
Sensitive Type drop-down.

[0 ABA Routing number
[ Address

Bank Account

[ GCredit Card

O CustomFMams

[ Dates

13. The DataType field will appear only if you have checked the Strong
Identifier checkbox. Select the data type in the Select Datatype drop-
down.

The available data types are: String, Numeric and Date.

SELECT DATATYPE

string
numeric
date

14. The Selected Operator field will appear only if you have checked the
Strong Identifier checkbox. Select the operator in the Selected Operator
drop-down.

The list will display the available operators based on the selected
DataType.

SELECTED OPERATOR

contains
starts with
ends with

In the above screenshot, the listed operators are displayed when
DataType = ‘String’ is selected.

15. Click the Add button to add the datatype. The added datatypes will be
available in the Selected Identifier panel.
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SELECT DATATYPE SELECTED OPERATOR

SELECTED IDENTIFIER

DATATYPE OPERATOR ACTIONS

STRING EQUALS e

To edit a Datatype or Operator, click . To delete a Datatype or Operator,
click @,

16. Click Save.

16.5.3 Add Data Group

To access the Data Groups screen, click Privacy > Configuration > Groups > Add
Group button. The Add/Edit Data Group screen will appear.

PRAVACY MANAGEMENT : COMNFICURATION > ADD/EDIT IDENTIFIERS
ICEMTIFIER MAME IDEMTIFIER DESCRIFTICH
Blie 51 0o 0 SAE g Ersd

[ = mancarosy [ STROMG DENTFER

SELECT SENSITIVE TYPE

SELECT DATATYFE SELECTED CFERATOR

SELECTED IDENTIFIER

DATATYRE QRERATOR ACTEONS
STRING DOUALS Fa -]

To add a new Data Group, perform the following steps:

17.

19.

20.

21.

18. Enter the name of the Data Group in the Data Group text box.
Enter description of the Data Group in the Data Group Description text
box.
Enter the expiry days of the Data Group in the Group Index Expire In
text box. The Group Index Expire In is the expiration time of the group
in days.
To create the rule for the Data Group in the Create Rule text box. Click
Rule Builder button.

Page 524

DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

( ] AND oR

Select Identifier -

Select an option -

Rule Query -

( Emall_DSAR ) AND ( FName_DSAR )

vi. Select at least one strong identifier in the Select Identifier drop-
down.
vii. The query will be displayed in the Rule Query text box.
viii. Click Save.

22.Click the Save button. This will save the Data Group and it will be available on
the Data Group screen.

PRIVACY MANAGEMENT : CONFIGURATION > DATA GROUPS
D GROUP NAME GROUP DESCRIPTION GROUP EXPIRY RULE ACTION
4 BikeStoreEmail Emai 100 BikeStoreDSAREmail ®Za
FNLNPrivacy FirstName LName for Privacy 100 [ FName_Privacy AND LName_Privacy ) ®Z0
Emil Emai 100 Email_DSAR ®Za
1 FNamel Name FName and LName 100 ( FName_DSAR AND LName_DSAR ) ® Z o

To view the details of a Data Group, click ®. To edit a Data Group, click ¥ To delete a Data
Group, click @,

16.5.4 Add Data Subject

To access Data Subjects screen, click Privacy > Configuration > Data Subjects > New Data
Subject tab. The New Data Subject panel will appear.
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PRIVACY MANAGEMENT : CONFICURATION > DATA SUBJECTS

DATA SUBJECTS NEW DATA SUBJECT

DATA SUBJECT MAME *

Danette_Willatt

STRONC IDENTIFIERS
IDENTIFIER DATATYPE

Email_DSAR*

IDENMTIFIER ATTRIBUTES

NAME

First_Name *
Last_Name *
Email *

Country *

@ MANUAL () FILEWITH KNOWN FORMAT () FILE WITH UNKNOWN FOR!

OTHER INFO
Customer
OPERATOR
EQUALS
DESCRIPTION
First Name
Last Name

Perzonzl Email Address

Country

DATA CROUP *
Email s
VALUE
dwillatt] @illingis.edu
VALUE
Danette

Willatt

dwillart] @illinois.edu

United States

There are three ways in which you can create new Data Subject. These are:

1. Manual

2. File with Known Format

3. File with Unknown Format

To add a new Data Subject, follow the below steps:

23. Manual: Select the Manual option to provide all the required information
manually. Perform the following steps to create a Data subject manually:

24.
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PRIVACY MANAGEMENT . CONFICURATION > DATA SUBJECTS

DATA SUBJECTS NEW DATA SUBJECT

DATA SUBJECT NAME * OTHER INFO DATA CROUP *
Danette_Willatt Customer Email

STRONG IDENTIFIERS
IDENTIFIER DATATYPE OPERATOR VALUE

Email_DSAR *

STRING EQUALS dwillatt] @illinois.edu

IDEMTIFIER ATTRIBUTES

MNAME DESCRIPTION VALUE

First_Name * First Name Danette

Last_Name * Last Name Willatt

Email * Peraonal Email Address dwillatt @illinois.edu

Country * Country United States v

25. __oven ||

1. Enter the name of the Data Subject in the Data Subject Name text
box.

2. Enter extra information of the Data Subject in the Other Info text
box, if any.

3. Select the Data Group from the Data Group drop-down. This will
display the list of Strong Identifier and Identifier Attributes
associated with the selected Data Group.

4. Enter the values of the Strong ldentifiers. This field will appear
only if you are creating the Data Subject manually.

STRONC IDENTIFIERS
IDENTIFIER DATATYPE OPERATOR VALUE

FMName_DSAR *
STRING EQUALS Shivani
LName_DSAR *

STRING EQUALS Guptal

5. Enter the value of the mandatory ldentifiers in the Identifier
Attribute list.
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IDENTIFIER ATTRIBUTES
NAME DESCRIPTION VALUE
First_Name * First Name Shivani
Last_Name * Last Name Gupta
Email = Personal Email Address gupta.shivani1402@gmail.com
Country * Country India
6. Click Save.

26. File with Known Format: Select the File with Known Format option to upload
the information from the file.

27.

28. Perform the below steps to create the Data Subject by uploading a file.

29.

PRIVACY MANACEMENT : CONFICURATION > DATA SUBJECTS

DATA SUBIECTS HEW DATA SUBJECT

O Manual @ File with knewn format O File with unkngwn fermat

DATA CROUR DATA SUBJECT FILE

BikeStoeeErmail B B the servir path of the file. Only xdsx. <1 m m

w0 | e

31.

1. Select the Data Group from the Data Group drop-down.

2. To download a sample file, click the Download Sample File button
in the bottom of the screen. This file contains the column headers
for the selected Data Group, based on which you will enter the
data.

Note — The Download Sample File button will be enabled only
when you select a Data Group from the Data Group drop-down.
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- DataSubjectSampleFile (1) - Excel
Insert Page Layout Formulas Data Review View Q Tell me what you want to do...
o —
D % Cut Calibri === &~ P Wrap Text General - - 7 ’_;
R Copy - Y
Paste : B I U- === =3 EMerge&Center - T+ 05 9 | %8 f¢ Conditional Formatas Cel
- ' Format Painter - - < o Formatting ~ Table~ Styles
Clipboard [P Font [P} Alignment [P MNumber [P} Styles
Al o I first_name*
A B | © | D | E | F | G | H |
1 .first_name‘llast_name" email* country® fname_dsar-string-equals-1 Iname_dsar-string-equals-2 Otherinfo
2

3. Fill the data in the downloaded sample file as per the specified
format and save it on your local machine.

- DataSubjectSampleFile - E
Insert Page Layout Farmulas Data Review View Tell me what you want
& Yy L j—
D %CUt Calibri 11 ~| A A - == ‘p/" %WrapT&lﬂ: General
Ey Copy ~ R
Pafte ¥ Format painter | B 1 4~ - DA === E=3= ElMegedCenter - FE - % 3
Clipboard ra Font ra Alignment [P} Mumber
F10 ~ ¥
A | B | C | D | E F
1 |first_name® last_name® email* country® bikestoredsaremail-string-equals-6 Otherinfo
2 |Danette willatt dwillatti@illinois.edu United States dwillatti@illinois.edu Customer
3 | Debra Burks debra.burks@yahoo.com United States debra.burks@yahoo.com Customer

4. Click the Browse button to upload the saved file from your local
machine.

Note — Only xIsx, xls and csv file are allowed.

PRIVACY MANAGEMENT : CONFICURATION > DATA SUBJECTS

DATA SUBJECTS NEW DATA SUBJECT

(O Manual (@) File with known format () File with unknown format

DATA CROUP DATA SUBJECT FILE

BikeStoreEmal . DataSubjectSampleFile.csv m m

Note : Last data subject saved successfully. please download log file for more details

5. Click the Upload button. The data for Data Subject will be
available on the Data Subjects tab.
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PRIVACY MANACEMENT ;: CONFICURATION > DATA SL'EIECTIS I
PP aatll oW DATA SUBJECT | casm |
[u] FIRST HAME CROUP NAME GTHER INFO POF STATUS ACTIONS

E Dareie_ wilss [ C— Mo Dats ®

o Dabru Burks BassueEma Custome Setarate Fepen = ¥

[m] Sandees_ngh (e Telemacke Gerwrate Report ®

[m] = Em B B - F

[m] Pramahema Ademin Gersrate Fepart - i

[m] Teeri_Dully FHLNPrivasy Analysn ® F

32. File with Unknown Format: Select the File with Unknown Format option to
upload information from the unknown file format.
33.

34. Perform the below steps to create Data Subject by uploading a file format.
35.

PRIVACY MANACEMENT : CONFICURATION > DATA SUBJECTS

DATA SUBJECTS NEW DATA SUBJECT

o Manual o File with known format @ File with unknown format

DATA GROUP DATA SUBJECT FILE

FNameLName N DataSubjectSampleFile.csv EEEEE KR

36.

1. Select the Data Group from the Data Group drop-down.

2. Create a csv file on your local machine which will contain the
details of Data Subject.

Note — Only csv file is allowed.

>

DataSubjectSampleFile - E

Insert Page Layout Formulas i i @ Tell me what you want to do...
& - * —
D %CUt Calibri 111 ~| A A - == @/“ %WrapT&lﬂ: General
0 Ey Copy -
aste - = = = | e 3= - | 2. 0
- ¥ Format Painter ra === === Merge & Center % * G
Clipboard Pl Font F] Alignment [F} Mumber
F10 - b2
A | B | C | D | E F
1 [first_name® last_name® email® country® bikestoredsaremail-string-equals-6 Otherinfo
2 |Danette willatt dwillatti@illinois.edu United States dwillatti@illinois.edu Customer
3 Debra Burks debra.burks@yahoo.com United States debra.burks@yahoo.com Customer

3. Click the Browse button to search the file from your local
machine.
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DATA SUBJECTS NEW DATA SUBJECT

O MANUAL O FILE WITH KNOWN FORMAT @ FILE WITH UNKNOWN FORMAT

DATA CROUP DATA SUBJECT FILE

BikeStoreEmail * DataSubjectSampleFile.csv

4. Click the Upload button to the csv file. The uploaded data will
appear in the Uploaded Data Subject File Columns panel.

PRIVACY MANAGEMENT - CONFIGURATION > DATA SUBJECTS

DATA SUBJECTS. NEW DATA SUBJECT

O Manual O File with known format @ File with unknown format

DATA GROUP DATA SUBJECT FILE

UPLOADED DATA SUBJECT FILE COLUMNS

FIRST_NAME" LAST_NAME" EMAIL

FNameLName B DataSubjectsampleFile.cev

shivani supts qupta@dataguise.com

COUNTRY FNAME_DSAR-STRING-EQUALS-1 LNAR

Indis shivani upt

[ ooca | o | comoouons

5. Once the file is uploaded then tag the file columns headers with

the Strong and Mandatory Identifiers.

Note - Identifiers in ‘bold’ are Strong Identifiers. Identifiers with
‘*” are Mandatory Identifiers. Identifiers in ‘bold’ with ‘*’ are both

Strong and Mandatory Identifiers.

To tag file columns with the Strong and Mandatory ldentifiers.

a. Click on the drop-down above of the column headers.

UPLOADED DATA SUBJECT FILE COLUMNS

EI .

FIRST_NAME" LAST_NAME" EMAIL

Shivani Gupta shivani.gupta@gamil.com
Tania Thakur tania.thakur@gmail.cam
Gunjan Bhatnagar gunjan bhatnagar(@gmail com

COUNTRY" BIKESTOREDSAREMAIL-STRING-EQUAL-6
India shivani gupta@bike.com

India tania.thakur@bike.com

Indis gunjan bhatnagar@bike com

b. Select the Strong and Mandatory Identifier from the given

list.
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UPLOADED DATA SUBJECT FILE COLUMNS

FIRST_NAME * ¥ | LAST_NAME®
FIRST_NAME® LAST_NAME"
Shivani Gupta

Tania Thakur
Gunjan Bhatnagar

No Selection

Middla_Name

MationallD

Driver_License_Mumber

Passport_Number

COUNTRY*

Indiz
Indiz

India

BIKESTOREDSAREMAIL-STRING-EQUAL-6
shivani gupta@bike.com
tania.thakur@bike.com

unjan bhatnagar@biks com

6. Click the Save button to save the changes. The saved Data
Subjects will be displayed on the Data Subjects tab.

EIRST MAME

PRIVACY MANACEMENT | CONFICURATION » DATA SUBJECTS

EEOUB MAME

BOE LTATUS ok

Bieltorebra
Bediarela

[

Dats

=
BiaSrewEmna
E=a

E~a
Friameltiame

FHLNPTIvacy

N Qe R R

16.5.5 Create Connection — Privacy

For each Data Group created in the above sections, create connection with the database

where you want to scan the sensitive data.

To create a connection, access the Connection Manager. Click RDBMS > Connection Manager

> Connections > New Connection tab.
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Follow the below steps to create a connection.

37.Select either On-Premises or Cloud option from the Location drop-down.
38. Select Detection from the IDP drop-down. A connection designated for
the Detection IDP only applies to Detection tasks.
39. Select the connection type from the Connection Type drop-down. It lists
down all the supported databases types.

Note — The Location, IDP and Connection Type cannot be edited, once the
connection has been created.

40. Enter unique Connection Name. This fields accepts letters, numbers,
and symbols.

41. Check the SSL checkbox if you want to make your connection secure.

42. Select the Connection Type either Basic or TNS.

1. TNS Name: Enter unique TNS name.

Note: The TNS Name field will appear only when you select the Connection Type
as TNS.

43.
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44

45.
46.

47.
48.
49.
50.

51.

52.

. Enter the Host Name or select the IP address from the Host Name drop-down.
You can also search for the hostnames and IP addresses of databases by Find
DBMS tasks.

Enter the IP Address for the connection.

Enter the Port Number for establishing a connection. You can also edit the port
number later, if required.

Enter the Service ID (SID) or Service Name.
Enter the database user name.
Enter the database password.

Check the Use Connection String checkbox, if you want to enter the Connection
string.

The Connection String text box will appear only when you have checked the Use
Connection String checkbox.

The Connection String specify the information about the data source and
the means of connecting to it.

Use Connection String:

Connection String: jdbc:oracle:thin: @//<hostname=:<portnumber:{ <servicename:

Select the Authentication Method according to the Connection Type.

53.

54.

Note — The SQL Server, Windows Impersonation and Windows authentication
method are available when Connection Type SQL server is selected.

55.

56.

57.

Following are the available Authentication Methods:

1. SAQL Server
2. Windows Impersonation
3. Windows

Click Fetch Metadata. A list of all databases on the server will appear under the
Filter by Database pane.

Filter by Database

Schema/DB name Fetch Metadata
W
AEPrivacy

+| | AdventureWorks201 TBAK
DGMask
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58.To select a database, check the checkbox next to the listed database. Click the
Add button.

59.The selected databases will be added to the Selected Databases/Schemas list.

Selected DatabasesSchemas

. Database Sohema Mame

AdventureWorks2017

60.To remove a database from the Selected Database/Schema list, click Remove
button.

61. Click the Save button, if you want to save the connection.
62. Click the Cancel button, if you do not want to save the connection.

63. Click the Test button, if you want to test the connection before using it to
ensure that the connection has been established.

64.0nce the Connection is ready. It will be available on Connection Manager
screen.

Connections New Connection

Select Group: | Connection IDP v|||# Edi @ Test = Refresh (&) Delete
Detection SQLServerDiscovery SQL Server 35.239.136.84 Detection
Masking 1 TeradataDiscovery Teradata 153.64.73.15 Detection

Connection Overview

Connection Mame: SQLServerDiscovery Connection Type: SCL Server -
Host Name/URL: 35.239.136.84  IP Address: Port Number: 1433

Database:

AdventureWorks2017

Authentication Method: SOL Server

User Name: sa

Last Updated Time: 01/1%/2020 23:59:03 ~
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16.5.6 Add System

To access Systems screen, click Privacy > Configuration > Systems > New System tab. The New

System screen will appear.

There are two ways in which you can add a new System.

1. Manual

2. File Upload

65. Manual: Select the Manual option to provide all the required information of the System

manually. Perform the following step to add a system manually:

SYSTEMS NEW SYSTEMS

®

SYSTEM NAME

Voltsillam
SYSTEM OWNER
Services

COUNTRY

Indonesia

PRIVACY MANACEMENT . COMFICURATION > SYSTEMS

SYSTEM TYPE

Sales

CONTROLLER

Marketing

RETENTION PERIOD

e %

CLASSIFICATION

Public

PROCESSING PURPOSE

DSAR

HOST/TNS NAME

Thyroid Assist

66. Enter the details for creating a System such as System Name, System
Type, Classification, Owner of the system, Controller, Processing
Purpose, Country, Retention Period and Host Name.

®
SYSTEM NAME SYSTEM TYPE CLASSIFICATION
Y-Solowarm Marketing Public
SYSTEM OWMER CONTROLLER PROCESSINC PURPOSE
Marketing Marketing Internal
COUNTRY RETENTION PERIOD HOST/TNS NAME
Thalland A 10 Prevacid
i. System Name: Enter the name of the system. A System is a host on which
there can be single or multiple database servers.
ii. System Type: Enter the category of the system.
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iii. Classification: Enter the classification of the system.
iv. System Owner: Enter the owner of the system.
v. Controller: Enter the controller name of the system.

vi. Processing Purpose: Enter the Processing Purpose for which system is
created. E.g., HR data, Employee data, etc.

vii. Country: Select the country name from the drop-down. This field specifies the
name of the country in which system is located.

viii. Retention Period: Enter the numeric value. This field defines the period,
when retention needs to be done on the system.

ix. Hostname/TNS Name: Enter the Hostname or TNS Name. This field should
contain unique hostname.

67. Click Save.
68.
69. The System will be created and the basic details of the System will be
displayed in the System screen.

PRIVACY MANAGEMENT : CONFIGURATION > SYSTEMS

MNEW SYSTEMS
SYSTEM NAME SYSTEM TYPE HOST NAME CLASSIFICATION SYSTEM OWNER ACTIONS
¥-Solowarm Marketing Prevacid Public Marketing & £ T
Alpha HR DELFLEX Confidential Services @® o
Cardguard Engineering DYNA-HEX 4 Confidential ® [ T
Voyatouch HR FORTAZ Confidential Business Development & @ o
Namfix Sales ZOFRAN Secret Training ® £ o
Voltsillam Zales Thyroid Assist Public Services ® £ O
Viva Marketing Lisinopril and Hydrochlorothiazide Secret Training ® # T
Sonsing Sales Lachesis Mutus Kit Refill Secret Human Resources & & o
Zamit HR Cataracts Confidential Engineering ® £ o
HRPrivaie windows 35.239.136.84 Private Preeti ® £ o
BikeStoreDB SQL Server 34.223.113.94 Confidential Services ® @

ftems per pags: 20 -11of z

To view the System details, click ®. To edit the System details, click ¥ To delete the System,
click @,

70. File Upload: Select File Upload option to create a System by uploading
information through a file.
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71.

PRIVACY MANAGEMENT : CONFIGURATION > SYSTEMS

O Manual @ File Upload
SYSTEM FILE

72.

Perform the following steps to add a System:

1. To download the system sample file, click the Download Sample
File button in the bottom of the screen.

2. Fill in the data for the System in the downloaded sample file as
per the specified format and save it on your local machine.

= SystemSampleFile - Excel
Insert Page Layout Farmulas Data Review View @ Tell me what you want to do...
L] - - —
b Cut Calibri [ e s =E=E ®- EwapTe General - P 4
ER Copy ~ y')
Paste - === == v | 2 +0 00 Conditional Format as
= * Format Painter  © T Y - - T/ Merge & Center % 2 |7 38 Formatting= Table~
Clipboard P Font P Alignment P MNumber [P Styles
Al ~ S || System Name
A B | e | D | E | F | G H | | | ] |
1 |System Name !System Type Classification System Owner Controller Processing Purpose Country Retention Period HostMame
2 |Y-Solowarm  Marketing  Public Marketing Marketing Internal Thailand 10 Prevacid
3

3. Click the Browse button to search the location of the saved file
on your local machine.
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PRIVACY MANAGEMENT : COMFIGURATION = SYSTEMS

() Manual (@ File Upload
SYSTEM FILE

4. Click the Upload button to upload the csv file. This file contains
the information of the System. Once the file is uploaded, the
system details will be added on the Systems screen.

PRIVACY MANAGEMENT - CONFICGURATION > SYSTEMS

SYSTEMS NEW SYSTEMS

SYSTEM NAME SYSTEM TYPE HOST NAME CLASSIFICATION SYSTEM OWNER ACTIONS

¥-Solowarm Marketing Prevacid Public Marketing @ [ @
Alpha HR DELFLEX Confidential Services & [ 7T
Cardguard Engineering DYNAHEX 4 Confidential Services ® [ @
Voyatouch HR FORTAZ Confidential Business Development & & 0
Namifix Sales ZOFRAN Secret Training ® [ g
wohtsillam Sales Thyroid Assist Public Services @ [ @
Viva Marketing Lisinopril and Hydrochlorothiazide Secret Training & F 0
Sonsing Zales Lachesis Mutus kit Refill Secret Human Resources ® [ @
Zamit HR Cataracts Confidential Enginesring & [ o
HRPrivate windows 35.239.136.84 Private Preeti ® £ o
BikeStoreDB 5L Server 34722311394 Confidential Services = [F @

temsperpage: 20 1-110f11

«Q

16.5.7 Create Task

Detection task identifies sensitive data in known databases. If the database IP address
and port numbers are already known, a Detection task can be run immediately. If this
information is not known, it can be found using a Find DBMS task.

To access the New Detection Task screen, click RDBMS > Detection > Tasks > New
Task tab. The New Task panel will be displayed.
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= 0 mational Identification Numbers
[F] UK Mational Insurance Number
7] Htalian Fiscal Coda
[] Franch INSEE Code
[] Spanish NIE Code
[ Switzerland AHV-Nr Code
7] Denmark CPR Mumber
Social Security
Social Security # (Digits Only)
Social Sacurity # (Space Separation)
Sodial Security # (Dash Separation)

Tasks || Mew Task || Sampling Configuration
Task Name: Privacy Task Description: Privacy_buildmetadata Task Type: Detection
Sampling Configuration: Top 1000 rows n [7] Advanced [7] search Views [T Exit on first hit [T] Incramental
Compliance Policies
] HIPAA DBEMS [7 per pBMs ] p11_DBMS [7] GDPR_DBMS
Pre-defined and Custom Sensitive Types Browsa Connactions @ Test Datzbass Object Filter (S Delete
O L ] o =
Full Names Full Names [¥] SQLServerDiscovery SQL Server 35.232.135.84

National Insurance Number for UK
Fiscal code for Ttaly

INSEE code for France

NIE code for Spain

AHV-Nr code for Switzerland

CPR. Number for Denmark

e.g. 232883211
e.g. 232 B8 3211
e.g. 232-88-3211

2 0 Telephone
[} Telephone {Digits Only) £.g. 8776320522
Cancel Save Save and Execute
The New / Edit Detection Task screen is divided into four panels which are described
below.
1. Task List
2. Compliance
3. Pre-defined and Custom Sensitive Type
4. Connections
1. Task List
This panel displays the Task Name and Task Description. Both fields accept
letters, numbers, and symbols, and hold up to 256 characters. The name must be
unique for each individual task. The task name cannot be edited once a task is
created. Altering the Task Name and clicking Save As will create a new task.
Select the sampling configuration type from the Sampling Configuration drop-
down. By default, there are three options.
5. Top 1000 rows: Select this option to sample the top 1000 rows for
sampling.
6. Read Top 5% of data: Select this option to sample the top 5% data
for the sampling.
7. Full: Select this option to do the sampling of the entire database.
Check the Advance checkbox to define the sampling configuration.
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Sampling Configuration
Mame: * | Sample_1_500 Dhescription: Sampling for first 500 Set Sampling Config as Default:  []
| Show Advanca Sampling Details

To: Sy Top >

ik

Table Row Count Rangs: * |1 Type:

¥ £

By: * Fimars TV |

Tap 1000 R

Diaravi

HNote:
1. Top and Battom sampling opsions are not suppontad for Teradats, Aster DB, Sybase and Sybass I connections,
2. Random and Bottom samgling options are not supparted for Snowflake, Informix DB and Splice Machine connactions.
3. Random sampling option is not supported for MySQL connection.

Cancal Save

i. Enter the Name and Description of the Sampling Configuration.

ii. Set Sampling Config as Default: Check the checkbox if you want to
set the sampling configuration as default.

iii. Show Advance Sampling Details: Check the checkbox to set the
advance setting of sampling configuration.

iv. Enter table row count range start value in Table Row Count Range
box. This value specifies the starting range for sampling.

V. Enter table row count range end value in To box.

vi. Select the Type of the sampling from the given options. There are
four options. These are:

a. Top: Select the Top option in the drop-down. It will process the
records from the top of the database.

b. Bottom: Select the Bottom option in the drop-down. It will
process the records from the bottom of the database.

c. Random: Select the Random option in the drop-down. It will
process the random records in the database irrespective of
their position.

d. Complete: Select the Complete option in the drop-down. It will
process entire database.

Page 541 DgSecure User Guide © Dataguise, Inc. 2020



JATAGUISE

vii. Select the type by which data is to be scanned in the By drop down.
The options are:

8. Rows: Select Rows from the drop-down, if you want to see the
number of records sampled.

9. Percent Select Percent from the drop-down, if you want to see
the percent of records sampled.

viii. Select the value of rows or percent in the Value. Click Save button
to save the configuration.

2. Compliance Policies

The Compliance policies panel is where all DBMS policies are listed. You can select
any number of the policies while creating a New Task. When a policy is selected,
the sensitive types associated with that policy are automatically selected in the
Pre-defined and Custom Sensitive types panel.

¥ HIPAA DEMS PCI_DBEMS PII DEMS GDPR_DEMS

3. Pre-defined and Custom Sensitive Type

When a policy is selected, the sensitive types associated with that policy are
automatically selected in the Pre-defined and Custom sensitive types panel. It is
also possible to add sensitive types to a task independent of a policy. Clicking the
checkbox in the upper left corner of the panel selects all sensitive types. The
sensitive types are categorized by sensitive group; each group expands and
collapses by clicking on the +/- button next to the group name or by clicking the
group name itself.
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Pre-defined and Custom Sensitive Types

Full Mames Full Mames

= [ mationsl Identification Numbers

UK Nabianal Insurance Numbear Mabianal Insurance Number for UK
Ialian Fiscal Code Fiscal code for Ialy

French INSEE Code IMSEE code Tar France

Spanish NIE Code MIE cade far Spain

Swilzerland AHW-Nr Code AHV-Nr code for Swilzerland
Denmark CPR Numbsr CPR Murnber far Denmark

2 [ social Security

Sacial Securily # [Digils Dnly) e.g. 232883211
Sacial Securily ¥ [Space Separation) e.g. 232 88 3211
Sacial Securily # [Dash Separatian) &g, 232-B8-3211

= [ Telephone
Telephane {Digits Only) e.g. BFIE330532
Telephane [Space Separation) e.g. B77 632 0532
Telephane [Dash Separatian) e.g. 877-632-0522
Telephane [Dal Separation ) £.g. 877632 0532
Telephane {Standard) e.9. {B77) 632-0522
Telephane [Standard wilhoul Spaces) e.0. (EF7E32-0033

4. Connections
The Select Connections panel is where the user selects the RDBMS connection(s).
There is no limit to the number or type of the connections that can be selected.
The connections that appear in this panel are those which have been created on
the Connection Manager screen.

Browse Connections o Test Databasa Object Filter
l___
[¥]  sQLServerDiscovery SQL Server 35.239.136.84

Click the Database Object Filter button to filter certain tables and/or columns
out of the search. When filters are defined, only those
Databases/Tables/Columns that match the filter are scanned.
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Tables/Columns Filter ®
Connection List
=[7]4=3 Mysal_conn Tabla Mame | Select Table Operator > And Column Name | Select Column Operator | v OR o Add
[E] E] allexps
[C] =] alltypes selected Filters
[C] ] email
[C] =] invaliddata
St L e T T N
D 5 large [O] Mysgl_conn.allexps,My. contains contains
[ = tist_test
[C] =] telephone
O] =] test
Test Filter
T T T S [ S
Mysgl_conn allexps ssn ssn -
Mysql_conn allexps t1 name
Mysql_conn allexps t1 state
Mysqgl_conn allexps t1 s=n
Mysgl_conn allexps t1 country
Mysgl_conn allexps 110 name
Mysgl_conn allexps t10 state
Mysql_conn allexps t10 ssn
Mysql_conn allexps t10 country
Mysql_conn allexps t11 name
Mysal_conn allexps t11 state
Mysgl_conn allexps 11 ssn
Mysgl_conn allexps 11 country .
Cancel Save

Once you will create a task, schedule it.

16.5.8 Execute Task (As per the Schedule)

The next step is to schedule, and execute the detection task as well as build the metadata.

The Metadata summarizes the basic information about the data. It makes finding and working
with particular instances of data easier. The Build Metadata task is used to push the DBMS
discovery results from the controller agent to the Privacy agent repository. It also saves the
system, database, schema, column and regex information into agent repository.

Once the task has been scheduled, the results will get generated automatically and It will push
those results on the Privacy IDPs.

To schedule a task and to create Metadata, access the Scheduler screen. Click Scheduler from

the side

bar. The Scheduler screen will be displayed.
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Salect Module: Build Matadata v
Task Scheduler

| | Refresh Start Date! 04/07/2020 18:42:00 |79
Bl — o

[¥] TDDiscovary
[¥ SQLSsnverDiscovery
[ DEMS_APIZ Build Partial Indax Map: (V]

Schedule Type:  |Once ¥

Aasat Schadule

Page [1 of 1 Displaying 1 - 3 of 3

Scheduled

T S N s R T N T R A e
e S R

Partial Index Map

T

To schedule a Task, follow the below steps.

73.Go to the Scheduler and select the module Build Metadata from the
Select Module drop-down

74.Select the required task.
75.Select the task schedule start date.

76.Select the end date for a task. If the task is scheduled forever, select no end
date.

77.Select the schedule type. The available options are:

i. Weekly: Select this option to perform the task on the selected days of
the week.

1. Select the days of the week to perform the task.

2. Select the daily frequency of the task. Select Occurs once at and
mention the time, if you want to perform the task once in a day.

3. Select Occurs every and mention the hours, start time and end
time, if you want to perform the task in every few hours.

ii. Hourly: Select this option to perform the task in every few hours.

4. Select the time interval.

5. Monthly: Select this option to perform the task on the selected
days of the month.

6. Select days of one or more months to perform the task.

7. Select a specific weekday of one or more months to perform the
task.

8. Select the frequency of the task. Select Occurs once at and
mention the time, if you want to perform the task once in a day.

9. Select Occurs every and mention the hours, start time and end
time, if you want to perform the task in every few hours.
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iii. Daily: Select this option to perform the task daily.

10. Select the frequency of the task in the Recurs.

11.Select Occurs once at and mention the time, if you want to
perform the task once in a day.

12.Select Occurs every and mention the hours, start time and end
time, if you want to perform the task in every few hours.

13. Once: Select this option to perform the task only once.

78. Click the Schedule button to complete the action.

79.Scheduled tasks will appear in the bottom panel. You can reschedule a
task by editing them from this screen. You can delete a task also.

80.
16.5.9 View Report

Using the Subject Search screen, you can view the report for any Data Subject as per the
specified Strong Identifier in the Search text box. It is an interactive way to access the report
for any Data Subject.

To access the Subject Search screen, click Privacy > Subject Search.

The Subject Search screen allows you to view the report based on the given Strong Identifier.
It displays the list of all the databases in which the Data Subject is detected.

PRIVACY MANAGEMENT - SUBJECT SEARCH

LAST SCAN: Tue Mar 312020

To locate an identity, enter a unique identifier and click the search button

i m

81. Enter the strong identifier and click Search. The Results pop-up will

appear.
PRIVACY MANAGEMENT : SUBJECT SEARCH
LAST SCAN: Wed Mar 04 2020
To locate an identity, enter a unique identifier and click the search button
e ——— [ semacn |

86. Choose the identity in the RESULTS pop-up. Click Ok.
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87.

RESULTS x

(8 TERRI_DUFFY

88.
89.

90.The detailed data will be displayed showing the Objects name and Data
Retrieval Options.

PRIVACY MANAGEMENT - SUBJECT SEARCH

LAST SCAN: Tue Mar 312020

To locate an identity, enter a unique identifier and click the search button

IDENTITY MATCH SYSTEM NAME SYSTEM TYPE ©OBIECTS CONTAINING THE IDENTITY
Temi_Duffy HRPrivate windows SELECTALL DATA RETRIEVAL OPTIONS
ADVENTUREWORKS2017.PERSON. PERSON VOLUME
© umiTeD
@ EXTENSIVE
© ALLDATA

SCOPE
(@ SELECTED OBJECTS

(O ALL OBJECTS IN ALL SYSTEMS
FORMAT

QO POF =

@ ExceL g

Ocv B

[J SCAN REFERENCES

DATE

3/9/2020 E

The left pane will display the matched Identity along with the System Name and System Type
to which the identity is related. The middle pane will display the list of all the Objects i.e.
tables in which the information for matched identity exists. The right pane will display the
Data Retrieval Options.

91. Select the Objects by checking the check box next to each object name. The
listed objects contain the data for matched identity.

OBIECTS CONTAINING THE IDENTITY

SELECTALL

ADVENTUREWORKS2017.PERSON.PERSON

92.
93.

94.Select the Data Retrieval Options and click Get Data. It will appear the Report
tab.
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DATA RETRIEVAL OPTIONS

VOLUME

(O uMITED
(® EXTENSIVE
() ALL DATA
SCOPE

(@ SELECTED OBIECTS

() ALL OBIECTS IN ALL SYSTEMS
FORMAT

() POF =

(® EXCEL g

Qcsv B

[0 SCAM REFERENCES

DATE

5/9/2020 B
95.

96.

97.The options available in Data Retrieval Options pane are:
98.

i Volume: Select Limited, Extensive or All Data option in volume.

1. Limited: Select Limited option, if you want to scan only the first two
records of identifier in the selected object.

2. Extensive: Select Extensive option, if you want to scan the first 10-
15 records in the selected object.

3. All Data: Select All Data option, if you want to scan the entire list of
selected objects.

ii. Scope: Using the Scope option you can specify the Objects i.e. tables
that need to be selected for generating a report. There are two
options.

1. Selected Objects: Select Selected Objects if you want to select few
objects.

2. All Objects in All Systems: Select All Objects in All Systems if you
want to select all the listed objects.

iii. Format: You can download the report in any of the specified format.
There are three options available for format:

1. PDF
2. Excel
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3. CSV

iv. Scan References: Check the Scan References checkbox, if you want to

look for the foreign key references in the other objects. Using this
option, the foreign key which are associated in other objects are also
selected for the scanning.

V. Date: Select the date for which you have received a request from the
customer. DPO or Admin who operates on DSAR Application needs to
put this date manually before clicking GET DATA.

99. To download the Report, click Privacy > Reports > SAR.

PRIVACY MANAGEMENT : REPORTS > SAR

IDENTITY REQUEST RECEIVED DATE DATA RETRIEVAL START DATE DATA RETRIEVAL COMPLETION DATE VOLUME SCOPE FORMAT REPORT

Terri_Duffy 2020-03-16 11:49:33 2020-03-16 06:22:25 2020-03-16 06:22:33 limited selectedObject csv

Terri_Duffy 2020-02-07 15:38:32 2020-02-07 23:41:05 2020-02-07 23:41:10 allViolume allobjectsinAllSystem PDF

Terri_Duffy 2020-02-07 15:35:46 2020-02-07 23:37:43 2020-02-07 23:37:48 allValume allobjectsinAllSystem csv REPORT

Terri_Duffy 2020-02-0509:42:55 2020-02-05 17:44:53 2020-02-05 17:45:02 allValume allobjectsinAllSystem PDF DOWNLOAD_REPORT
100.

101.
1. Select the report you wish to download and click Download_Report
hyperlink in the Report column.
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Appendix A: Verifying Hadoop Results

Verify that Hadoop tasks are finding targeted sensitive data by comparing the Task Results file or
Detailed Results file with the file on which the task was run.

Task Results files can be found at hadoop fs -cat /dataguiseS/results/(taskname)/(task_instance_ID)

Detailed Results files can be found at hadoop fs —cat
/dataguiseS/results/(taskname)/(task_instance_ID)/summary_results_structured/

The specific contents of the task results file differ slightly according to file type, and whether the file is
treated as structured or unstructured.

Task Results files show the type and location of the discovered sensitive element. However, the
discovered sensitive data element’s actual vale can be suppressed by setting the
results.suppressRealValues property in the HDFSIDPConfig.properties file. For instance, if DgSecure
discovers the email address dataguise@dataguise.com when this property is turned on,
dataguise@dataguise.com will not appear in the results file. Please see the Installation & Configuration
Guide, section 3.1.1 HDFS IDP for more information.

Task Results

Task results are available for tasks run against both structured and unstructured file types. The
information displayed in the file varies according to the type of file that was scanned.

The format of a task results file is the same for structured text, structured Sequence, Avro, RC/ORC, and
Parquet files.

When reading the files, please note that all offsets are from the beginning of the file.

Unstructured Text Files:
Begin offset of Line, End offset of Line, Begin offset of sensitive item, End offset of sensitive item,

*Unstructured Sequence Files:
row # (within the map), col # (always 1), 0, O,

*Note: A Sequence file where the value field is unstructured text is considered “unstructured”.

*Structured Files of All Types:
row # (within the map), col #, sensitive item count, and whether the discovered item is a dependent or
not (a numeric string representing the sensitive type ID = yes, a 0=no)

*Note: A separate results file is created for each map:
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Here is an example task results file for the scan of an ORC file:

hdfs://centos.cdh503:8020/user/hive/warehouse/orc_userdatatest/000000
0 -————- (PATH OF ORIGINAL FILE)

SSN-D 1 2 1 0 410312381

Name 1 6 1 0 BRIAN

EmAdr 1 7 1 0 BRIANxxx@gmail.com
ABA 2 2 1 0 312765553

Name 2 6 1 0 ERIK

EmAdr 2 7 1 0 ERIKxxx@gmail.com
ABA 3 2 1 0 343583325

Name 3 6 1 0 EDWARD

EmAdr 3 7 1 0 EDWARDxxx@gmail.com
Name 4 6 1 0 DAVID

EmAdr 4 7 1 0 DAVIDxxx@gmail.com
ABA 5 2 1 0 686222131

Name 5 6 1 0 TOMMY

EmAdr 5 7 1 0 TOMMYxxx@gmail.com
ABA © 2 1 0 211333981

Name 6 6 1 0 SEAN

EmAdr 6 7 1 0 SEANxxx@gmail.com

Detailed Results

Field Results are only available for Detection tasks run against structured files. This file shows each
sensitive type discovered, the type of scan (full vs incremental), the ratio of matched to total rows,
and the number of columns in which sensitive data was found.

When the sensitive data was discovered using a Dependent expression, the Field Results file treats the
Dependent expression as one expression. In the field column, multiple column numbers would be
displayed. Also, each sensitive comprising expression would be listed in the SensitiveType column.

Filed(s): Match/Total Rows | SensitiveType || Sample Mode
Column 2: 156/13474 [ NPI || Full scan.

Column 3: 13318/13474 | | Telephone (Digits Only) | | Full scan.
Column 1: 2973/13474 | | Social Security # (Digits Only) | | Full scan.
Column 12: 10495/13474 | | ABA Routing number || Incremental scan.
Column 0: 13474/13474 | | Credit Card # (Digits Only) || Full scan.

NPI found in 1 column(s).
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Social Security # (Digits Only) found in 1 column(s).
Telephone (Digits Only) found in 1 column(s).
ABA Routing number found in 1 column(s).

Credit Card # (Digits Only) found in 1 column(s).
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Appendix B: EDI Transaction Set

Currently, Dataguise uses EDI transaction set 837 “Healthcare claim”. In order to alter the transaction
set being used, please contact Dataguise Professional Services.

The transaction set is used to parse data in the EDI file format. The parsing starts from the tag of each
EDI line and is based on the value of each column or the position of each column. Once parsing is done
for an EDI line, the sensitive data in that line is detected. Dataguise sensitive type ID is also called
regex ID under some documentations.

The EDI transaction set is combined with menu.txt and multiple dictionary files. Menu.txt is the
catalog for all dictionary files. Menu.txt can contain multiple lines and each line defines one column of
a tag.

One directory file can contain multiple lines and each line defines one value for the related column.

menu.txt format:

[EDI tag]*[EDI column number (start from 0)]*[dictionary file name]

dictionary file format:

[EDI value for the column defined in menu.txt](+[offset from such column]):[Dataguise sensitive type
ID list (split by ',')]J#[comments]

Example 1:

menu.txt:
NM1*8*Identification Code Qualifier.txt

Above line means: 1if an EDI line starts with tag "NM1", we look up
dictionary file "Identification Code Qualifier.txt" for how to process its
column 8.

Identification Code Qualifier.txt:

34 (+1):4,5,6#Social Security Number
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Above line means: if column 8 has value "34", its next column (+1) can
contain Security Security Number (whose sensitive type ID is 4, 5, or 6)

Here is an EDI line which will match above dictionary entry:

NM1*IL*1*Duo*John*X*Mr**34*365118888*12*05

Example 2:

menu.txt:

N4*4*country.txt

Above line means: if an EDI line starts with tag "N4", we look up dictionary
file "country.txt" for how to process it coumn 4.

country.txt:
~(+0) : 77#Country

Above line means: regardless what value is on column 4 (this is meaning of
~), its current column (+0) can be country name.

Here is an EDI line which will match above dictionary entry:

N4*Fremont*CA*94538*USA
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Appendix C: Error Messages

Error Text

Task does not exist

Cluster Name does not exist

Scanlocation does not exist

Cluster name should not be null

Cluster name should not be blank

Cluster does not exist

Policy does not exist

Specified path doesn't exist

Unable to find the task

Specified task type does not exist

No results found!

Unsupported JSON

Input JSON is malformed

Syntax Error

Special characters are not allowed except underscores

The system cannot find the path specified

No cluster has been added to session

Access denied

Task Status

Unable to get details of instance id

Please remove the trailing slash(es) in scanlocation

No such Hadoop policy found

No policy specified

Both excludelListFilePath and excludedScanPathList cannot be specified
Path specified to Exclude File list does not exist

Please select only .txt file for Exclude File list

Unsupported tasktype

Special characters are not allowed except underscore

Search Parameters can only be specified for Auto Discovery tasks
File Extensions in excludedFileExtensions should start with .
Either deleteExclusionList should be set to false or excludeListFilePath should not be
specified

Structured flag cannot be set to true for {Row Encryption, Discovery, Detection} tasks
OutputColumnForm can only be specified for {columnar masking} task
DeletelnputFiles cannot be specified

Search Parameters must be specified

discoveryCriteria must be specified

fullFileScan must be specified

fileModifiedBefore can never be greater than today's date

File Modified Date Range is invalid.

Scan location not associated with any structure therefore verifyStructure cannot be set

Error Code
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129

130
131
132
133
134
135
136
137
138
139
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to true

Scan Location are not part of any domain; 140
Validation Error 141
Text Structure Validation Error 142
Sequence Structure Validation Error 143
structure does not exist 144
Column Number can't be repeated within the structure 145
Field Name does not exist 146
columnNumber cannot be less than 1 147
Either columnType or complexStructureName must be specified in column definition 148
Only one of columnType or complexStructureName could be specified in column

definition 149
encKeyDesc does not exist 150
Server not reachable 151
domain does not exist 152
directory path does not exist 153
Only directories are allowed to be specified 154
Cannot update scanpath which is not yet associated anywhere 155
Entity and Key Value not exist 156
Structure verification failed for given Task Type 157
outputDir cannot be specified with structure definition 158
outputDir must be specified 159
outputDir cannot be blank 160
branchPoint cannot be specified with structure definition 161
branchPoint must be specified 162
Database does not exist 163
Please provide database 164
Table does not exist 165
Please provide table name 166
samplingType is not set 167
samplingValue is not set 168
At least one Policy must be specified 169
Task name in command is different from the task name defined in JSON file 171
Table does not exist in database 172
Table does not exist in given database 173
column does not match in Table 174
Table does not exist in tableName List 175
encKeyName does not exist 176
fpEncKeyName does not exist 177
At least one Policy/Expression must be specified 178
Invalid computecluster name 179
At least one Connection to Search must be specified 180
sampleDataStart cannot have value - {Complete} with useSafelList set to true 181
useSafelist can only be set for {discover with count} tasks 182
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Table Filter should only contain letters, numbers and _
Column Filter should only contain letters, numbers and _
No connection name found

No policy name with name

Invalid Tasktype or Connection IDP value

Group Name does not exist

connection already exists

Database Name does not exist

Schema does not exist

Invalid Command, cannot specify cluster name

Unable to get the task information

Session is no longer valid

Invalid input
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Appendix D: Role Based Access Controls

Role-based access control (RBAC) is a method of regulating access to computer and/or network
resources based on the roles of individual users within an enterprise. In this context, access is the
ability of an individual user to perform a specific task, such as view, create, or modify a file.

Users belonging to a specific role create a policy and members of other roles will not have access to
these policies. The user creating the policy will have access to set permissions on the custom policies —
Create, Update, Read, D. These users will have privileges to create and manage structures, policies,
and sensitive types. Admins will be able to define global policies (open to all users) and if a private
policy needs to be opened to the public, an Admin will need to be contacted. Tasks will not be
executed nor be able to be modified if they contain a policy that the user does not have access to.

Users with “DEFAULT” role have “Product” and “Owner” access by default on Policies, Sensitive Types,
Domain, Structures, etc. This means they are able to see the objects created by themselves in addition
to the predefined ones. They can also be given access to objects created by others.

Under “Owner Access” permissions, every role type user will be able to access their own created
items.

Under “Full Access” permissions, every role type will be able to access all items — those created by
themselves and others.

To provide access on individual items (task, policy, connections, structures, etc) to specific role types,
Super_Admin can set the “R,U,D,E” permissions as required.
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Appendix E: Voltage SimpleAPI

In order to use the Voltage SimpleAPI to obfuscate your sensitive data with DgSecure, please follow
the instructions below.

1. Create CustomProtectionDefinition.json file with following parameters for the sensitive types on
which we need to enable VolProtection

[{

"sensitiveType": "Credit Card # (Digits Only)",

"customProtectionDetails": [{

"protectionName": "VolProtection",

"paramsList": ["TaskType","ProtectionType","Format","ldentity","SharedSecret"]
1]

b

{

"sensitiveType": "Credit Card # (Space Separation)",

"customProtectionDetails": [{

"protectionName": "VolProtection",

"paramsList": ["TaskType","ProtectionType","Format","ldentity","SharedSecret"]
1]

1]

A. Put the CustomProtectionDefinition.json file under directory .../webapps/dgcontroller/

B. Update CustomProtectionConfig.properties file at .../HDFSIDP/expandedArchive/WEB-
INF/classes/com/dataguise/Hadoop/util/

Setting up the configuration properties:

a. policyURL=https://voltage-pp-0000.dataprotection.voltage.com/policy/clientPolicy.xml

This could be different on production environment.

b. trustStore with root certificates must be available on all nodes of cluster at the same path
with resetting the permissions to be world-readable.

c. Update the trustStore property with the trustStore path.
Ex: trustStore=/opt/voltage/trustStore

d. Provide the cache path for caching the cryptographic keys and other centrally managed
information in file.
cache =/opt/voltage/cache
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Other properties are optional.
C. Put VolProtection.jar file under .../HDFSIDP/expandedArchive/WEB-
INF/plugins/custom_protecion
. Restart tomcat.
E. Restart HDFSIDP service.

F. Create Masking/Encryption policy for VolProtection task by setting the protection
parameters.

Acceptable values for VolProtection parameters are:
TaskType: It could be one of the following-

a. Protect
b. Access
C. Digest

ProtectionType: Acceptable values for ProtectionType parameter:-
For TaskType Protect/Access:-

a. FPE
b. AES

For TaskType Digest:-

DigestMD5
DigestSHA1
DigestSHA224
DigestSHA256
DigestSHA384
DigestSHA512

-~ D Q N C W

Format: It is the FormatName which is defined for FPE on voltage appliance.
Example: AlphaNumeric

Identity: authIdentity is defined for particular FormatMapping on voltage
appliance.

Example: test@test.int or

test@voltage.com
SharedSecret: Shared secret to be used for Key Server authentication.
Example: “voltage123”

G. Create a domain and associate above policy to it along with the input
directory.

H. Create a structure for an input file.

I. Create and execute structured Protection(Masking/Encryption) task on
input file with VolProtectionPolicy.
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Appendix E: Snappy Files Support

In order to run masking/encryption on Snappy Compressed file type, following these steps.
1. Copy the following files from your cluster:

a. libsnappy.so

b. libsnappy.so.1

c. libsnappy.so.1.1.4

2. Copy the above files to a location of your choice on the machine where DgSecure is installed:

Ex. /usr/java/jdk1.7.0_67/lib/amd64

3. Update the jetty-embedded.properties file as follows
(/.../Dataguise/DgSecure/IDPs/HDFSIDP):

JavaOptions=-Dhdp.version=<HadoopVersion> -Djava.library.path=<path selected in step 2>
Ex. JavaOptions=-Dhdp.version=2.3.4.0-3485 -
Djava.library.path=/usr/java/jdk1.7.0_67/lib/amd64

4. Restart the HDFS IDP before running your next task.
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Appendix F: Lightweight Primitives

These are created to ease the task creation process for users that keep the task type, options, and
policies remain the same, whereas the directory paths and their corresponding structure definitions
are the things that change per task.

The lightweight primitives take advantage of this information and we can create a task template with
the repeated details: task type, task options, and policies, and stores these details into the database.

Lightweight Primitives

Task Template: The key new primitive is the Task Template. The Task Template defines the following:

1. Tasktype
2. Task options
3. Policies

The Task Template is stored in the database.

Structure Definition: With the lightweight primitives, the create structure statementis not
needed. The JSON file description of the structure is still created as a file, and passed on with scan

paths to execute a task template. Structures are not stored in the database, as the create
structure statement is never executed.

There is no “Task Definition” in the lightweight primitives set.

Task Instance: Gets created for each execution of a task template.

In an abstract sense, the task template gets executed as follows:

execute task template (ListOf<scan path, structure for scan path>)

Initially, Task Templates will only be supported for Hadoop, and only from DGCL. Later, support will be
extended to S3, GCS, DBMS etc., and also support from the Ul will be available.

Usage of the Lightweight Primitives
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1. Create/copy a JSON task template file, containing the task type, options, and policies, in the
local file system where DGCL executes
2. Create/copy a JSON structure definition file in the local file system where DGCL executes.

From DGCL:

create hadoop task template from <task template file>

run hadoop task template (
{“scanpathl”, “structureFilel”},
{“scanpath2”, “structureFile2”},

{“scanpath3”, “structureFile3”}

Here, structureFilel..3 refer to files that describe the structure in JSON format. Additionally, we will
explore the ability to plug in the structure JSON in the run task template statement, so that the
structure file is not needed.

From a database storage perspective, only the task template and details for each task execution (i.e.
task instance) are stored. There is no storage of task definitions or structure definitions. The task
template definition (which will be a JSON description), will contain additional options to control what
will be saved in the database, further reducing the storage requirements for the executing task.
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Appendix G: Key-Pair Authentication for Snowflake
Connections

To configure the public/private key pair:
From the command line in a terminal window, generate a private key:
$ openssl genrsa 2048 | openssl pkcs8 -topk8 -inform PEM -out rsa_key.p8

OpenSSL prompts for a passphrase used to encrypt the private key file. Record this passphrase. You will
input it when connecting to Snowflake.
From the command line, generate the public key by referencing the private key:
$ openssl rsa -in rsa_key.p8 -pubout -out rsa_key.pub

Copy the public and private key files to a local directory for storage. Record the path
to the files.

*Note that the private key is stored using the PKCS#8 (Public Key Cryptography
Standards) format and is encrypted using the passphrase you specified in the previous
step; however, the file should still be protected from unauthorized access using the file
permission mechanism provided by your operating system. It is your responsibility to
secure the file when it is not being used.

DgSecure will then apply AES encryption layer above this encrypted private key and
store it on the Agent side:

DBMS Detection Agent (\dgDiscoverAgent\ WEB-

INF\ classes\ com\ dataguise \ discoverAgent\ keystore \ <username>.txt);

DBMS Masking Agent (\dgAgent\ WEB-

INF\ classes\ com \ dataguise \ Worker \ Masker \ PrerequisiteFiles \ keystore \ <usernam
e>.txt)

Assign the public key to the Snowflake user using ALTER USER. For example:
alter user jsmith set rsa_public_key="MIIBIjANBgkqh...";

DgSecure:
Authentication Type: Username-Password
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@ Username-Pazsword
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Data Subject Rights

Authentication Type: Key-Pair
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Private Key path and passphrase are required to authenticate.
NOTE: Private Key should be placed on Agent side.

Case a: Private Key path contains the private key

Agent looks into the specified location for the private key. If found, Agent uses it and stores it
in AES encrypted format (location above-mentioned).

Note supreme priority is given to the ‘Key Path’ such that Agent always stores the updated
private key as provided by the user.

Case b: Private Key path does not hold the private key

Agent is unable to fetch the private key from the specified location. Agent looks for the
private key on its side (<username>.txt) and tries to authenticate using it.

‘Test Connection’ and running of (Detection or Masking) task demands establishing a
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connection with the specified database using the mentioned credentials; hence this forces to
store the encrypted private key in AES encrypted format on Agent side.
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Appendix H: Detection in Kerberized Clusters

Following are the config properties required for YARN-specific Kerberos Configurations, which we need
to configure in the spark.properties file available at the location:

.../HDFSAgent/expandedArchive/WEB-INF/classes/spark.properties

On IDP deployment machine.

e spark.yarn.principal
Principal to be used to login to KDC, while running on secure clusters.

e spark.yarn.keytab
The full path to the file that contains the keytab for the principal specified above.
This keytab will be copied to the node running the YARN Application Master via the YARN
Distributed Cache,and will be used for renewing the login tickets and the delegation tokens
periodically.

e spark.yarn.access.hadoopFileSystems
A comma-separated list of secure Hadoop filesystems your Spark application is going to access.

For example,
spark.yarn.access.hadoopFileSystems=hdfs://nn1.com:8032,hdfs://nn2.com:8032,
webhdfs://nn3.com:50070.

The Spark application must have access to the filesystems listed and Kerberos must be properly
configured to be able to access them (either in the same realm or in a trusted realm). Spark
acquires security tokens for each of the filesystems so that the Spark application can access
those remote Hadoop filesystems.

e spark.yarn.kerberos.relogin.period
How often to check whether the kerberos TGT should be renewed. This should be set to a value
that is shorter than the TGT renewal period (or the TGT lifetime if TGT renewal is not enabled).
The default value should be enough for most deployments.
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Appendix |: SL Masking

Configure SL Masking for Kerberos User in Oracle

To perform SL masking, we need to create a database user to load the library into; this user is identified
externally by the kerberos user.

To create a user, follow the below steps before masking is run:

1. Create a new user which is identified externally by Kerberos user. The username
must be same and should be without domain name. The names are case sensitive.
Following is the command:

create user <KRBUSER_NAME> identified externally as '<KRBUSER@EXAMPLE.COM>'

For example,
create user ORAKRB identified externally as 'ORAKRB@DGAD.COM’.

2. Give the grants required for masking to <KRBUSER>; e.g. ORAKRB. The grants can
be found under prerequisites folder for oracle in DgMaskerAgent installation.

Steps 3-4 are specific to SL masking

3. Load the jar file in <KRBUSER> using below command.
4. loadjava -user sys/sys -schema ORAKRB <location for DgFPELib.jar>
where ORKRB is the <KRBUSER> as specified in the step 1 example.
5. Give grants mentioned in GrantsToAccessJavaFromRDBMS.sql to <KRBUSER>.

Run the masking task.

*Note: During SL masking task execution, if an error related to run time permission
is encountered then provide the grant specified below and re-execute the task.

Call dbms_java.grant_permission( ‘ORAKRB’,’SYS:java.lang.RuntimePermission’,

i

‘accessClassinPackage.sun.misc’,”)

Where ‘ORAKRB’ is the Kerberos user i.e. <KRBUSER>
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Enabling SL Masking in Oracle

Some pre-requisites are required before executing SL masking and Encryption/Decryption in Oracle for
‘On-Premises’. Follow the below steps to executing SL masking in Oracle:

1. Open GrantsToAccessJavaFromRDBMS.sql file from location: “.../x.x.x/x.x.x.0.0.0_x_DD-M-
YYYY/PrerequisiteScripts/Oracle/”.

This file has grant scripts that are needed to access java function from RDBMS. Follow the
steps written in this file to provide the grants.

2. Copy DgFPELib.jar file to Oracle server location.

Windows location:
C:/Program Files/Dataguise/DgSecure/Agents/DgMaskerAgent/expandedArchive/WEB-INF/lib

v s Wb
Home Share View
- i » ThisPC » Local Disk (C) » Progeam Files » Dotaguse » DgSecure » Agents » DgMasketAgent » expandedArchive » WEB-INF » b
Name v Date moddied
# Quick access
| asm-31
B Desktop v — ’u z
g commons.codec- 1.7 50r
.
¥ Downloads - &y commons-configuration-1,10ar
% Documents |4 commons-tang-2.6 jar
= Pictures o |44 commons-lang3-3.1.Jar
conf ’ (& DB2.jee
Documentation_»  Uiks dbjccjer
logs ¢ #9 dbpcc _hoense_cujar
(44 DB2ZOS jar
logs
| &4 dgCommon jar
@& Onelrive i
I This PC
3 30 Otjects (4 dgStructureParser jar
B Desktcp 3 flegon-2.1 jar
i Documents (A gren 222 e
& Downloads L# gson-2.550¢
) Music |44 hibernate-core-4.3.11,Final jor
s - 410,
£ Pictures |4 hbernate-validator-4.3.0.Final jar
4 jackscn annctaticns- 2.9.0 ja¢
B Videos ¥
A9 jeckson-core-2.9.0jor
= Local Disk (C) |4 jackson-core-2.9.8 5ar

Linux location:
/opt/Dataguise/DgSecure/Agents/DgMaskerAgent/expandedArchive/WEB-INF/lib
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fopt/Dataguise/DgSecure/AgentsDgMaskerAgent/expandedArchive WEB-INF/lib/

MName Size Changed
v 2217 20H
| &5 &sm-3. 1 ar 43KB 400020
comimons-codec- 1.7 jar 2 KB 27 M0
commons-configuration-1.10,jar 355 KB
|#n commons-lang-2.6.jar ZTRKB 273020
| comimons-langd-3.1.jar KB 2
| &y DB2 jar MN4KB 2
|fn dbZjccjar 1X5K8 273020
ydb2jee_license_cu.jar 1KB 2
|y DBZZOS5.jar HER 2
|#n dglommaon,jar 1IEB KB 27 3020
Prot I 951KB 2
|5 | DgFPELib jar | 114KB 2
|#n dghlasiangFunctionsLib jar J03TKB 273020
y dgStructureParser.jar 12 KB
| Negson-2.1.jar BOKB 2
| g.]-'.nn-.?..‘_ .?._|.'|: 185 KB

3. Toload jar file, execute below mentioned command.

Windows: execute the below command from command prompt, using the same username
and password with which connection is created in Connection Manager in DgSecure.

loadjava -user <username>/<password> <location of DgFPELib.jar file>

For e.g. loadjava -user hr/hr D:\DgFPELib.jar

Linux:

loadjava(space)-user(space)Dg-user(dgmasker)/Dg-user(password)(space)location of the JAR
file e.g./opt/FPE/DgFPElib.jar.

For e.g. loadjava —user dg_fhp_31/dg_fph_31 /jar/DgFPELib.jar

1

&P oracle@hdp-gachdl:~ Lo | B S

In the above screenshot, the dg_fph_31 is the masking user. This user is used to create
connection for masking.

Enable Random-SL Masking Support for HBase

The system has been enhanced to provide Random SL Masking support to HBase. This maintains the
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consistency of the repetitive values while masking. The repeated sensitive information spotted during
the detection task in the database will be masked with the same value throughout to maintain
consistency.

To support this functionality, the following property has been added:

overwriting of y table, which (s

e would be skipped, Lf s

ing engine type, default value
dg.cnengine = S

The file in which the above mentioned property exists can be located under:

<Installation_Directory>/Dataguise/DgSecure/Agents/HBaseAgent/expandedArchive/Web-
INF/classes/HBaselDPConfig.properties

Perform the following steps to provide Random SL Masking support in HBase:

1. Create a new policy for HBase. While selecting the sensitive type, select the Random option
for Protection option and check the Consistent checkbox for the selected sensitive type.

Pokcy | e Polcy

Inciude GOPR Dashbodrd View

2. Create an HBase task. Go to HBase > Tasks > New Tasks.

Select Cluster  WW v 10P Status: CEIED

Task Name Task Description Task Type

Cell Version

Al @ Specity Version

3. Save and Exceute the task.

4. Verify JAR file is uploaded or not, check JAVA folder in DG User (dgMasker).
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5. Run OracleJavaFunctionDDL file in Dg User (DgMasker).

Windows location: The script is available under following location

‘C:\Program Files\Dataguise\DgSecure\Agents\DgMaskerAgent\expandedArchive\WEB-
INF\classes\PrerequisiteFiles\Scripts\Oracle’

] v  Oracle
_ Mome Share View
“ v 4 « Program Files » Dotaguste > DgSecure » Agents » DgMaskerAgent » expandedirchre » WEB-INF » classes » Prerequistefiles » Scnpts » Oracle
Name e Date meddied Type Seze
o Quick access -
8 Oesitop 3 JB CREATE JAVA FUNCTIONS ORACLE sql Microsoft § 169 48
D creste_usersql KB
& Downlosds * R create_user_indaidual_grants.sql 158
= Documents 7 D create_user RDS.sq K8
& Pictures ¢ B dg_cups_util_header.sql B
conf ¢ D dg_hash_body_wrapsql
Documentation # 9Bl dg_hash_heades.sql
o o B dgon bty wapsa
Foe 3 R dg_ora_header.sgl
B dg_oea_util_body_wrap.sql
@ OneDrive OB dg_oea_util_headersql ;
0 This b B 0G_Pre_check sgl
B dg_util_mask_header.sql 5¥B
3 30 Objects B OropScriptssql ke
B Oesiacp B GrantsToAccesslavaFromROBMS.sql KB
5 Documents B MetaDataWrapper.sql 11K8
‘_ 0 toads Moot 20l st £2 KB
D Music I 2 OractelavaFunctionDDL sql Microsoft SOL Ser.. 27xe
& Pictures ol setup.sql Macrozoft SUL Ser. U KB
s | StepsToExecuteStMasking.doc DO File 8K8

Linux location:
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‘/opt/Dataguise/DgSecure/Agents/DgMaskerAgent/expandedArchive/WEB-
INF/classes/PrerequisiteFiles/Scripts/Oracle’

6. Set “JAVA_JIT_ENABLED" to true.

Once the permission has been granted, below mentioned masking options will be available for SL
masking:

a) Regular Expression

b) FPM

c) IntelliMask

d) Random (All available masking options)
e) NPI

Upon selecting SL option in DgSecure, the Consistent (C ) and Unique (U) options gets selected
automatically. However, for some of the masking options only Consistent (C ) is selected and Unique
(U) is disabled; and they cannot be selected manually. These masking options are:

a) Regular Expression
b) Intellimask
c) Random (Address Line 1, Address Line 2, First Name, Last Name, First and Last Name,

Email Addresses, City, State Country and Random String)
If you want to generate Consistent Unique data for Regular Expression, Intellimask and Random
(Address Line 1, Address Line 2, First Name, Last Name, First and Last Name, Email, Addresses, City,
State, Country and Random String). You can apply FPM or Shuffle masking with SL option.

There are some other important points related to SL:

1. SL option does not allow to select persistent dataset from sync window.
2. SL option is not supported with Custom masking.
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Appendix J: Configure Multiple SQL Server
Instances in DgSecure

DgSecure supports detection on multiple SQL Server instances. To connect with multiple instances, the
Detection IDP must have access to the SQL Server to get a list of all the available instances. To achieve
this an sqlcmd utility must be installed on the machine where the Detection IDP is installed. To
download sqlcmd utility, click on the following link:

https://www.microsoft.com/en-us/download/details.aspx?id=53591
There are two ways to obtain the list of SQL Server Instances:

1. Execute the following .net function, after executing the function call this function from the

.Collections.Generic;
.Ling;

. Text;
.Threading.Tasks;
.Data.Sqgl;

.Data;

namespace ConsoleApplication?

{

class Program
{
static void Main ()
{
using (DataTable sglSources =
SglDataSourceEnumerator.Instance.GetDataSources ())

{

foreach (DataRow source in sglSources.Rows)
{
string servername;
string instanceName =
source ["InstanceName"].ToString() ;

if (!string.IsNullOrEmpty (instanceName) )
{

servername source["InstanceName"] +

"\\" + source["ServerName"];

}

else
{

servername
source ["ServerName"] .ToString () ;

}

Console.WriteLine (" Server Name

servername) ;
Console.WriteLine (" Version

source ["Version"]) ;

Console.WriteLine () ;

}
Console.ReadKey () ;
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*NOTE: Following are limitations to using the above mentioned .net function:
e SQL Server Browser must be running at the time of execution of this function else
incorrect information may be displayed.

e Only the named SQL Server instances will be listed.

2. Execute the sqlcmd-L command to get the list of available instances. The code to execute this
command through java is as follows:

Runtime rt Runtime.getRuntime () ;
Process pr rt.exec("sglcmd -L");

BufferedReader input = new BufferedReader (new
InputStreamReader (pr.getInputStream())) ;

String line=null;

while ((line=input.readLine()) != null) {
System.out.println (line) ;

}

int exitVal = pr.waitFor () ;

System.out.println ("Exited with error code
"texitVal) ;

*NOTE: The command ‘sglcmd-L’ can only be executed on SQL Server machine containing MS
Tools. To install MS Tools click on the following link:
https://docs.microsoft.com/en-us/sgl/linux/sqgl-server-linux-setup-tools
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Appendix K: Confidence Factor

MISSCOUNT = TOTALCOUNT - (HITCOUNT + NULLCOUNT);

CONFIDENCE =100 * (HITCOUNT - MISSCOUNT) / (TOTALCOUNT -
NULLCOUNT)

IF ISHEADERMATCH)

CONFIDENCE += HEADERWEIGHTAGE - REDUCTIONFACTOR *
(TOTALCOUNT - NULLCOUNT) / TOTALCOUNT;

Here, TOTALCOUNT refers to the row scanned and HITCOUNT refers to the match count.
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