MEDSTACKICONTROL

Technical Overview

MEDSTACK View, documentation at support.medstack.co

MedStack Control is an easy-to-use, turnkey compliance orchestration platform that gives healthcare
developers unprecedented power and flexibility to create and deploy compliant applications.
Each element of our security architecture ties back to ISO 27001 and is then mapped to privacy
frameworks and industry standards such as HIPAA, PIPEDA and SOC 2.
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e Real-time container management interface e User permission-controlled views and 2FA
e Built-in, auto-configured data security and management
privacy controls ¢ Integrated active compliance monitoring and
e Code-generated and auditable policies in YAML audit logging tools
Run and deploy Single-tenant Pass-through Turnkey solution for = Managed services
Docker architecture billing on cloud creating and utilizing  and integrations
applications on Azure infrastructure cloud services catalogue

Instantly deploy your
app on compliant
architecture.
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INFRASTRUCTURE AND DEVOPS
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VIRTUAL MACHINE LAYER

DOCKER SWARM INGRESS

AVAILABILITY

MANAGED LOAD BALANCER

TERMINATE MANAGED HTTPS
HTTPS CONNECTIONS CERTIFICATES

DOCKER OVERLAY NETWORK

ENCRYPT ALL CLUSTER NETWORKING

APPLICATION NETWORK LAYOUT

SEGREGATION OF LOG COLLECTION INTRUSION DETECTION
APPLICATION SERVICES AND SHIPPING SYSTEM

APPLICATION PRIMARY WEB SERVER OR PROXY CONTAINERS

OPTIONAL MODSECURITY / LOG COLLECTION INTRUSION DETECTION
WAF AND SHIPPING SYSTEM

APPLICATION CONTAINERS

APPLICATION HARDENING LOG COLLECTION INTRUSION DETECTION
AND SHIPPING SYSTEM

HOST INTERFACE

DOCKER LAYER

STORAGE LAYER

STORAGE NETWORK INTERFACE

NETWORK WHITELIST / BLACKLIST CLUSTER ISOLATED VPC

OBJECT STORAGE AND VOLUMES

ENCRYPTION AT REST

LRS/CRS/+

REPLICATION

BACKUP STORAGE DATA STORAGE

AGAINST OVERWRITE
VERSIONING PROTECTION
AGAINST DELETION AND CORRUPTION
APPLICATION CONTROLS

PHYSICAL DISK MEDIA

SERVICE DESTRUCTION

Privacy compliance
and security by design.

MedStack configures your cluster
architecture for compliance by design.
Running your Docker application on a
MedStack-provisioned environment
ensures cloud compliance from the
virtual network layer through the
virtual machines and storage layers
that power your application.

Host Interface

e AES-256 encryption in transit

e HTTPS connection termination

e Automated SSL certificate management

Docker Layer

e Threat Stack IDS installed on all nodes

e ELK stack logs and monitors application
environments

Storage Layer

e AES-256 encryption at rest

e Automated backups of hourly, daily,
weekly and monthly snapshots

e Redundancy in primary and secondary
regions

MedStack powers leading healthcare technology companies:
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Ready for a demo? Email us at sales@medstack.co




