
The Worst Case
How AzERE can support your 
disaster recovery strategy
in case of a successful  ransomware attack
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RANSOMWARE

Ransomware is a type of malware from cryptovirology that 
threatens to publish the victim's personal data or 
permanently block access to it unless a ransom is paid off.
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Surprises @ work
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Experiences from the field

Digital Communication is broken

Processes are not in place, time is 
running away

Missing trust in on existing infrastructure

Greenfield for AD Domain is almost impossible

Identities are starting point for restore
Domain Controller is the foundation for 
most (legacy) application

External parties delaying restore
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Experiences from the field
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Introducing AzERE
Azure Emergency Response Environments 
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Goal of AzERE
— Design a solution that protects critical business services and withstands a successful ransomware attack.

— Critical business services consists of

— Active Directory

— Identities 

— Optional: A defined set of critical business applications

— After a successful ransomware attack, the RTO for the most critical services should be only a few days

— An automated process to provide a collaboration platform to a subset of users within the first hours after 
the attack.

— Strong focus on REGULAR fire testing

— The environment is built with 100% DevOps including Infrastructure as Code with terraform. 
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Non-goals of AzERE
— The solution is not a backup replacement.

— This solution is not a complete business continuity and disaster recovery (BCDR) strategy. AzERE can be a 
part of your BDCR strategy to quickly recover from a successful ransomware attack.

— Mail / Exchange is not considered as a critical business service. Even though email is critical in the day-to-day 
work, the importance of mail is the ability to receive and send new emails. Old and archived data can be 
restored later in time.


