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SSH Made Easy!



Cloud adoption is making 
companies move to a zero -

trust networks.

99% of compromises involve 
a stolen credential 1

Linux servers do not use Active 
Directory Accounts.

Companies are spending millions of 
dollars on improving their corporate 
identity.

Stolen SSH credential 
attacks are on the rise.

Thousands of keys are leaked on 
GitHub each day. 2



IN THE 
NEWS



WHY GO 
PASSWORD LESS?

Passwords are no longer secure 
due to brute force attacks.

72% of individuals reuse passwords 
in their personal life while nearly half 
(49%) of employees simply change or 

add a digit or character to their 
password when updating their 

company password every 90 days. 

Microsoft recently announced that a 
staggering 44 million accounts were 
vulnerable to account takeover due to 
compromised or stolen passwords.

Compromised passwords are responsible 
for 81% of hacking -related breaches, 
according to the Verizon Data Breach 
Investigations Report.



Keys must be manually life cycled.

Hard to keep inventory of which key 
gives access to who. 

Engineers donɅt follow best 
practices to protect the keys.

Current Linux Systems are protected 
in two ways:

o Creating an account for production 
and sharing the credentials among 
engineers. 

o Creating accounts for each 
engineer in each of the servers.

Linux servers in large corporations have 
between 50 and 200 SSH keys.

o 90% of those keys are not used.

o SSH keys never expire.

o 50-200 keys per server.

No Advance Identity Protection

o Conditional Access

o Smart Alerting

o Just in Time Access



Engineer creates the key. Engineer goes to a site 
and learns how to 
create an SSH key. 

Each User Gets an Account

Sends it to security team or 
server admin to be added to the 

server.


