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About Us

Anti-malware Engine Threat Integrations 

Ransomware Study R&D Center

No Signature Dependency 
Environment learning

75+ Alliance Partners
60+ Research Projects

100+ Ransomware 
Responders Taskforce

             Simulation Learning

Scrutiny Swatbox

Vortex Spectral Browser

Highest ZERO Day detections Intelligent Real-time 
Sandbox Detection

Attack Mitigation and 
Sanitization

A Non-Chromium browser 
enabled with Scrutiny Engine

Company Verticals Products & Services



Cyberstanc’s 
Trajectory

Mach37, USA01

75+ Engine Integration

Polyswarm, OPSWAT,, Hybrid 
Lab , ISAC 
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Accreditation
AMTSO/MRG-Effitas, 
Maryland Tech Council, 
Virginia innovation 
partnership Corporation 
(VIPC)
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Scrutiny Inception

SDK Mobile, Linux, 
SCADA/OT Engine
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CS Vortex

Futuristic, Accurate Cybersecurity

07

Govt-Funded 
Cybersecurity Cohort

DSCI Excellence
Awards 2021/2022

04

Spectral Browser
(Scrutiny powered Zero 
information gathering)

05



1. Lack of Effective Security Management in 
Organizations.

2. Lateral Movement Mitigations during Endpoint 
and Network Data Transfer.

3. Insufficient Protection for Sensitive Data Transfer 
in Remote and Multi-Network Environments.

4. The Importance of Data Sanitization in Preventing 
Security Breaches and Leaks.

5. The Need for a Standard Framework for 
Sanitization and Advanced Malware detection.

Problem Statement 

Sophisticated Malware and Vulnerability 
Infections 



A Futuristic Cybersecurity with Unmatched 
Threat Detection and Sanitization

● Advanced protection is essential for corporated 
against cyber and supply-chain attacks.

● Proprietary engines extract IOCs and threat 
information from files, documents, images, and 
unknown file types at scale and speed.

● Inspired by the peacock's natural abilities, 
Cyberstanc Vortex excels at catching all kinds of 
cyber threats and provides actionable 
intelligence, reducing the need for 
time-consuming sandboxing.

● Simulation Intelligence and Signature-less 
detection capabilities for better protection 
against cyber threats.

Cyberstanc Vortex 



Unlocking the Power of Cross-Simulation 

Threat Detection and Mitigation with Vortex

● Easy API integration and agent-based use cases for 
endpoint, network, email, DMZ and storage protection.

● Covers most grey areas that attackers target or plan 
to exploit in the future.

● Highly obfuscated and real-world malware techniques, 
including macro malware, VBA, VBS, PowerShell, 
DOCx, Calendar files.

● Emphasizes transparency, interpretability, and 
accuracy in its approach to detection.

● Advanced malware simulation and evidence-based 
detection platform.

System Architecture



High-volume scanning 
Fast and accurate threat detection

● File upload size upto 1GB.
● 50,000 scans/Day 
● MIME type detection regardless of file suffix.
● Common archive and media file formats 7Z, ACE, 

GZIP, LZIP, ISO, RAR, TAR, ZIP
● Microsoft Office Files: DOC, DOCM, DOCX, DOT, 

DOTM, DOTX, PPSX, PPT, PPTM, PPTX, XLS, XLSM, 
XLSX

● Email Files: EML, MBOX
● Malware Installation File Types: .exe, .dll, .bat, .cmd, 

.js, .vbs, .jar, .py, .scr, .reg, .ps1, .hta, .chm, .lnk, .msi

On-Premises Only



Cyberstanc Vortex vs. VirusTotal 

Cyberstanc Vortex's detection accuracy is much 
faster than traditional anti-virus solutions, as it 
reduces the number of artifacts that need to be 
sandboxed, saving time and resources. Reduce the 
risk of false positives. 

Examining metadata, file structure, and 
relationships between files to identify threats with 
simulation intelligence. 

Actionable intelligence to security teams, which 
includes detailed information on the nature of the 
threat, including the type of malware and its 
behavior. In contrast, VirusTotal only flag a file as 
suspicious.

Vortex places great emphasis on transparency and 
accountability in its detection designed and built. 

Technical Comparison
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Flexible Options for Vortex
Cloud and On-Premises

● Cloud deployment options include AWS, Azure, 
or Private Cloud for scalability and flexibility.

● On-premises deployment requires installation on 
own servers or hardware.

● Average processing time per scan is around 3-5 
seconds, varies based on input mix.

● The Advantages of Pay-as-You-Go for Disaster 
Recovery and Sanitization Services.

Deployment 

Window/Ubuntu  
8 vCPUs, 
16GB RAM, 
32GB SSD

Private Cloud
Azure/AWS
10,000 
scans/Day



Scrutiny Engine

Scrutinize Files in early stage

A lightweight agent compatible with all endpoint security 
control and empower detection by adding advanced and 
effective anti-bypass and exploits detection.

Features

• Scrutiny avg. scan time (0.8secs) 

• Multi-tier Detection Approach for complex and 
sophisticated malware

• Pre-attack Scenario detection, Before any 

damage

• Cross-platform support Windows/Linux/IoT devices

• Ease of deployment with SDK, Cloud & Hybrid 
networks with internal Apps and Secure zone.



Precision Detection

Partnership Highlights

• Research upgrades: Achieved 80% detection rate, 

surpassing 30-70% by other Anti-virus.

• Critical infrastructure scanner: Designed for 

Scada/OT networks.

• Scrutiny Engine: Operates in Hybrid-Analysis Lab 

for comprehensive threat examination.

• Effective protection: Guards against 

state-sponsored APTs.

• Signature-less pattern matching: Enhances 

accuracy and efficiency in threat detection.

Critical Infrastructure Protection
Competing with World-Top class Anti-malware vendor



Predictive Security

Partnership Highlights

• Effective anti-bypass and exploit detection capabilities.

• True signature-less detection for identifying first-seen 

malware.

• Top-list engine selected through rigorous testing on 

Testnet.

• Only 14 engines remain out of the initial 60+.

• Scrutiny engine delivers over 100,000+ unique 

detections every day.

• Promoted to "CS Arbiter" role for groundbreaking 

detection.

 Crowdsourced Threat Detection
Secured one of the top engines and Arbiter role in detection 



Collaborative Intelligence 
 A New Horizon

Research and development: A significant portion of our funding will be allocated towards the research and 
development to stay ahead of the evolving threat landscape.

Enhancing technology: We aim to enhance our existing technology by investing in stealth approach.

Team and infrastructure expansion: We plan to invest in expanding our team and infrastructure for proper support 
and new use-cases.

 Secure Tech 
Collaborations

● Conduct regular strategic R&D and analysis to identify 
potential malware, rootkits vulnerabilities and improve 
existing systems.

● Investing in state-of-the-art and sophisticated 
approaches to enhance security.

● Team and Infrastructure: Secure-tech framework for 
better support and new pro-type development.

● No-Data Acquisition Policy: Designed with user privacy in 
mind, our platform does not collect any data from the user 
or their system.



Project TImeline

Integrating Threat Intelligence Capabilities:
Timeline for Vortex Implementation
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