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Data Security for Cloud




HCLTech’s Cloud Data Security services help customer
address the challenges of their critical data security in a
public cloud/ hybrid cloud environment by identifying the
key elements and implementing the right security controls
around the data thereby adhere to privacy and

compliance requirements.
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CHALLENGES

= Control of data and complete visibility in a public/ hybrid cloud

= Optimization of cost of security associated with critical/ non-critical data

= Adhering to regulatory and privacy compliance requirements when apps/ data migrated to cloud

IDEAL SOLUTION

Right data classification
Well-defined data security architecture
Data governance, threat detection & prevention for data on cloud

Right key management to prevent data loss

DESIRED OUTCOMES

» Complete visibility across data residency and data security requirements
* Meet global regulatory compliance requirements

* Enable customer in the entire data security lifecycle journey




HCLTech
Cloud Data Security

HCLTech provides comprehensive
approach for data security & governance

HCLTech’'s Cloud Data Security services help customer
address the challenges of their critical data security in a
public cloud/ hybrid cloud environment by identifying the
key elements and implementing the right security controls
around the data thereby adhere to privacy and
compliance requirements.

COMPREHENSIVE

HCLTech services encompasses across Advisory,
Implementation & Operational services focusing on MANAGED DATA
purposeful collection of data, controlled by data owner, SECURITY
visible to data subject and used responsibly by business
owners.

“Skin in the game” through managed
data security

We enable customers in the journey in the
comprehensive roadmap for Microsoft Purview
deployment in environment, starting with Green field to
E3 capabilities and then moving to full E5 deployment

Strong partnership with Microsoft & Strategic intent which
helps easy adoption of Microsoft data security solutions

hcltech.com



HCLTech Cloud Data Security + Microsoft Purview

Microsoft Purview and HCLTech Cloud Data Security capabilities together provide a well-defined security architecture to protect the
enterprise data on cloud and secure it based on criticality through the different features of Microsoft Purview solution. Since Microsoft
solutions meets most of the requirements of the cloud data security framework, it enables customers quickly adopt a robust security solution

for their critical as well as non-critical data on cloud.

DATA GOVERNANCE BUSINESS SUCCESS

RISK DETECTION & MANAGEMENT

Right data classification and tagging with Strong data governance with end-to-end Enjoy business success with least CAPEX &
security controls implemented based on  the visibility and help meet regulatory compliance OPEX through implementing only the
criticality of data on cloud. requirements required data security controls.
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Customer success: Techem
Complete visibility of enterprise security posture

DATA LABELLING IN DOCUMENT LABELING IN
MULTIPLE LANGUAGES SAAS APPS RIGHT SECURITY POSTURE

Custom configuration using labels Capabilities enabled to label Provided Overview of the current
in multiple languages and making documents in SharePoint and security posture for client and

policies accordingly for ease of OneDrive for Uniform experience. recommendations for continual
use for users to label documents improvement

and emails seamlessly.
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