
Print date: 23 March, 2023

 

 

Deploy Signum 
SaaS Azure



Deploy Signum SaaS Azure

Table of Contents
Step 1 - Select Product ___________________________________________________3
Plan Options__________________________________________________________________________ 4

Step 2 - Subscribe to Signum SaaS _______________________________________ 4

Step 3 - Activate the Subscription_________________________________________8

Step 4 - Set Up the Portal Account _______________________________________10

Step 5 - Choose Options for Signum Deployment __________________________12

Step 6 - Login to Signum SaaS ___________________________________________ 15
Access Signum _______________________________________________________________________ 17

Next - Visit the Signum SaaS Portal ______________________________________ 17
 



Deploy Signum SaaS Azure

DOCUMENT STATUS: 
CONFIDENTIAL

3(18)
 

•
•
•
•
•
•
•

•

For Signum Software as a Service (SaaS), subscribe through Azure Marketplace and access the 
Signum SaaS in Keyfactor's environment.

Signum SaaS is offered in the Azure Marketplace pricing model as a SaaS subscription. The 
subscription options allow you to leverage the elasticity and global presence of the service as you 
scale your infrastructure. After subscribing to Signum SaaS on the Azure Marketplace, users are 
directed to the Keyfactor SaaS portal to register, create an account and select Signum SaaS 
configuration details. 

The following steps outline how to deploy Signum SaaS Azure:

Step 1 - Select Product
Step 2 - Configure Signum SaaS Contract
Step 3 - Activate the Subscription
Step 4 - Set Up the Portal Account
Step 5 - Choose Options for PKI Deployment
Step 6 - Login to Signum SaaS
Next - Visit the Signum SaaS Portal

Step 1 - Select Product
Browse to the Azure Marketplace and search for "Signum SaaS" or "Keyfactor" to display the 
Signum SaaS product options.

The Signum SaaS products have different plans with regards to location and key storage on the 
Plans + Pricing tab. 

Signum SaaS - Signum SaaS in the US Region with HSM Backed Signing Keys 

https://azuremarketplace.microsoft.com/en-us
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Signum SaaS - Signum SaaS in the EU Region with HSM Backed Signing Keys 
Signum SaaS - Signum SaaS in the AP Region with HSM Backed Signing Keys

Note that the SaaS products are fully hosted and managed by Keyfactor and require no customer 
maintenance. For other Signum product options, please contact sales at sales@keyfactor.com.

Plan Options
Select the Plans + Pricing tab, and select the region to deploy. 

Signum SaaS: Is deployed with a Signum server, Web Application Firewall, Azure SQL database 
and a Fortanix HSM for key storage. 

Click the product listing desired. For example, if the U.S. region of Azure is desired to have 
the PKI deployed to, select the  Signum SaaS in the US Region with HSM Backed Signing 
Keys product option and click Get it Now.

A dialog is displayed asking you to give Microsoft Permission to share your account 
information with us. We will never sell your information, only use it to provide you with 
support and service notifications. Check the consent box, and click Continue.

Step 2 - Subscribe to Signum SaaS 
To configure the Signum SaaS subscription, follow these steps:

mailto:sales@keyfactor.com
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Select the desired plan in the Plan list and click Subscribe:

Azure needs to create a resource group in your account to keep track of the subscription. All 
assets will be deployed in the Keyfactor tenant when the provisioning starts. Create a 
resource group with the Create new link. Select a location for the resource group. This will 
not affect the location of the deployment, only this resource group for Azure. In the SaaS 
details section, specify the following options:

Name: Give this deployment a name.
Billing Term: Select if you want this to be month-to-month or annual.
Recurring billing: Select if you want this to auto-renew at the end of the year. We recommend 
setting this to on since selecting no can deactivate your deployment, taking it offline if it is not 
renewed before it expires.
Review the Price + payment options to make sure they are correct. The values in the example 
below are shown for testing purposes only.
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3. Once the options are selected, click Review + subscribe.
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4. Click Subscribe.
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5.

6.

1.

The subscription will take a few minutes to complete. You will see a progress screen like the 
following:

Once completed, click Configure account now.

Step 3 - Activate the Subscription
You are redirected to a new page to grant permissions to the SaaS landing page. Click 
Accept.
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2.

3.

On the page that shows the details of the subscription, click Activate.

The landing page will process the request to activate the subscription with Azure. Click SET 
UP ACCOUNT.
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Step 4 - Set Up the Portal Account
Specify the organization details on the Signum SaaS Registration page.

Choose to view the terms of use, and then click Register.
A confirmation email will be sent to the account specified in the Email Address field and 
must be confirmed to continue. The email will come from <support@az.keyfactorsaas.com>. 
You can add that email address to your address book to prevent the message from being 
accidentally categorized into the junk folder.

If your organization has more than one deployment, use the same organization 
name to make the different deployments all roll up to the same account. The 
specified names must match exactly and for example, "Acme, Inc." will not match 
"Acme Inc".



https://www.keyfactor.com/terms_and_conditions_of_use/
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3.

4.

A confirmation page confirms a successful registration.

In the confirmation email, select Confirm Email to confirm registration.
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If successful, the portal will show that your email address was successfully confirmed. Sign 
back into the Signum SaaS portal to continue the registration process. Enter the registration 
credentials and click Sign In.

Step 5 - Choose Options for Signum Deployment
Next, specify additional information required for the Signum deployment.

Specify the following additional details required to provision your PKI:
Domain Name: This domain name will be added to public DNS. All URLs end with 
“app.az.keyfactorsaas.com”. This will be the domain you access your Signum deployment on.
Customer Admin Password: Create a new password that will be used to access the Signum 
application administration interface.

Add Source IP: This IP range is allowed access to the Signum system. Simply Google "What is 
my IP" or add the CIDR based address block to that will be allowed to access the Signum 
installation. This should be the external IP address you are using to access the internet and not 
an internal NAT'd IP. If unsure, enter "0.0.0.0/0" to change this later. This will allow all IPs 
access to the web pages of the Signum, but not access to the admin portion of the system (this 
requires the Signum Customer Admin credential).

Once you enter this password, we will no longer display, store or provide this 
password back to you.  We recommend you store this password in a 
password vault like 1Password, Last Pass, or other password storage utility.
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2. Click Deploy Signum.
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3.

4.

You are redirected to the Signum SaaS portal. 

You will see the provisioning progress bar start:

It will continue on showing you updates as the deployment progresses:

Depending on the options selected, this process can take approximately 30 minutes to 
process. In the background, the environment is being prepared from scratch based on the 
provided information. 
Once complete, the progress will show 100% and a panel will show allowing you to access 
the newly created Signum installation. Clicking these links will open a new tab in the 
browser. The following Customer Admin Credentials panel will show only once, click X or 
Close to proceed. If this dialog is closed, the links and directions are available under the 
Support tab in the Signum SaaS Portal.
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5. Once you click close, you will be presented with some data about your Signum deployment 
in the Signum SaaS Portal Dashboard:

Step 6 - Login to Signum SaaS
To access the deployed Signum SaaS, the Customer credentials need to be entered into the login 
screen.  The password for this was chosen during the Signum options screen.

Access the login screen by clicking the link in the Credentials panel:
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Click Continue to proceed the password entry screen.  The password will be the same password 
you chose during the Signum deployment options.  Once logged in, you will be at the Signum 
Dashboard:
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Access Signum
Access Signum going forward by using your previously specified domain name according to the 
following example:

https://<Domain Name>.<region>.app.az.keyfactorsaas.com

Next - Visit the Signum SaaS Portal
Next, visit the Signum SaaS portal to navigate Signum SaaS and display information regarding the 
Signum SaaS installation, see Navigating Keyfactor SaaS Portal.
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If you need further assistance, please contact the Keyfactor Support Team. During regular 
business hours, support can be reached at support@keyfactor.com or at (877) 715-5448.

 

User guides and related documentation from Keyfactor are subject to the copyright laws of the 
United States and other countries and are provided under a license agreement that restricts 
copying, disclosure, and use of such documentation. This documentation may not be disclosed, 
transferred, modified, or reduced to any form, including electronic media, or transmitted or 
made publicly available by any means without the prior written consent of Keyfactor and no 
authorization is granted to make copies for such purposes.

 

Information described herein is furnished for general information only, is subject to change 
without notice, and should not be construed as a warranty or commitment by Keyfactor. 
Keyfactor assumes no responsibility or liability for any errors or inaccuracies that may appear 
in this document.

 

The software described in this document is provided under written license agreement, contains 
valuable trade secrets and proprietary information, and is protected by the copyright laws of 
the United States and other countries. It may not be copied or distributed in any form or 
medium, disclosed to third parties, or used in any manner not provided for in the software 
licenses agreement except with written prior approval from Keyfactor.

 

http://support@keyfactor.com
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