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Microland’s MDR.-Services




Dynamic Challenges in today's Cyber world i o

DYNAMIC THREAT VECTORS
Evolving nature of threats with DDOS,

Zero Day Exploits, Ransomware,
Supply Chain Attacks

FROM DIGITALTO

PHYSICAL REALM REMOTE WORK & CLOUD
Higher with advent of loT ADOPTION
and connected devices Rapid adoption of cloud and remote
working have created multiple
vulnerabilities and risks

@)

GEO-POLITICAL

State actors, Information wars and
proactive cyber offence by states

SPECIFIC VERTICALS
&u TARGETED
National Critical Industries are
being increasingly targeted

DYNAMISM in (Utilties. Energy, Healthcare)
CYBER WORLD




Modernize Security Operations for a Dynamic World MICR®LAND'
Leveraging a next-gen SIEM Making digital happen

Scale
Al /ML Capability

» Seamless integration Wlth
Cloud and on-premise Minimize false positives
+ Collect data at cloud scale using Analytics and
Threat Intelligence
Investigate with Artificial
: : Intelligence

Cloud Native
* Rapid Deployments
* Lower TCO

Azure Sentinel

Enrichments

Automation e User Behavior Context

+ Automated Threat Response * GeolP

e Builtin orchestration
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Microland’'s Managed Detection & Response (MDR) Services MICR@®LAND'
Powered by Azure Sentinel @ Making digital happen

M 24x7 Alert Monitoring, Detection and Investigation
q % 24x7 monitoring of events & incidents, respond to

suspicious & malicious events
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Ottawa
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Incident Response
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Alerting with Analytics Rules
Data Analysis with Workbooks
Threat Intelligence
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/ Automation
Melbourne ,\Q/ Automated Response using built in Playbooks

Creating & Managing Automation Rules

Alpharetta
Texas
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Threat hunting Queries
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Automating Deployment & Configuration Management -
Azure Sentinel as code

Azure Sentinel Administration

Cyber Security Cyber Defense  Customers across
Role based access controls

Analysts Centers Industries
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Tenant Management
Log collection Monitoring
Auditing

© 2022 MICROLAND LIMITED 4

R
°

0,
°



Microland's Azure Sentinel Professional Services MICT@LANLY

Making digital happen

» SIEM Assessments for Hybrid Architecture
* SIEM Maturity Assessments

Architecture and Design

» Azure Sentinel Architecture
CO“SUlt » Data Collection Models

* Automated Response Design
* Threat hunting templates

e Multi Tenant Architecture

Azure Sentinel Implementation

* Azure Sentinel Tenant setup

* Log Source Onboarding

* Build Custom Connectors

* Analytics Rules and Alerts

* Dashboards and Workbooks

* Playbooks for automating workflows with SOAR

Build
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MICR®LAND'
Making digital happen

Microland’s Approach to Modern SOC with Azure Sentinel

Cloud Managed and Intelligence Driven
TR E

vAzure AD Identity

Protection Information
Raw Data
. Microsoft Microsoft Microsoft
M ft
D:f:;:i’c;r Defender / Defender & Defender
for 0365 for Endpoint for Identity for Cloud apps

Data Fusion

@ Defender for Cloud
@ Case

Management

Microsoft Threat
Intelligence @

010101
i
0,

—

Automation

Vulnerability
Management

Visibility

MicroShield is our comprehensive platform stack that provides SecOps analytics along with threat intelligence and response modules for protection
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Competencies & Solutions on Microsoft MICROLAND

Malina Adiaitnl hannen

Innovating with Microsoft

. Gold Datacenter Gold Data Analytics Advanced u i’
M IcrOSOft Gold Cloud Platform Gold Windows & Specializations 2 5 OO+ professionals e
Gold Cloud Productivity Devices *  Windows & SQL server o o Finalist
Pa rt ner Gold Application Gold Messaging Migration to Azure and 30% revenue deliveriny
Development Gold Communications * Azure Virtual Desktop services across multiple .
=. Microsoft Gold Collaboration and Gold App Integration * Analytics (Qualified) Microsoft platforms and B -

Content Gold Security

Expert MSP (Qualified) technologies

Select Co Sell Ready Solutions

IntelliGeni AlOps Platform (IP Co Sell)

Now2Cloud (Co Sell)

SmartMigrate (/P Co Sell)

Azure Virtual Desktop(/P Co-Sell)

Incubathon
Now2Cloud service enabled by SmartMigrate is an integrated Intelligeniis an Al & ML powered Microland SmartWorkspaces BB Moot 2021- 1st
our readiness Assessment tooling platform for project & automation platform for managing offers fully managed, secure, Runner up
Framework helps Enterprises technology management complex IT systems. It focuses on consistent, and high-performance Smart
evaluate and make the right specifically designed to run improving the resilience of cloud-based workspaces on AVD Health
choices & leverage cloud factory-based Lift & Shift managed environments to detect to end users on any device, M
technologies optimally to migrations efficiently at scale. incidents early and resolve Facilities- 10T

incidents fast.

anytime & anywhere

MBFRESSENSH R Eiution
(IP Co Sell)
Specializes in Industrial 10T with
unique IT-OT expertise to
design, build and deploy
Connected Enterprise, Smart
Factory and Industrial

Managed Security offering Windows 10 (W10) Deployment Factory
Solution & Office 365 Evergreen Adoption
Service Offering (Co Sell prioritized
Microland’s Windows 10 Migration & 0365
services enable efficient upgrade of the
end-user operating environment and

support the platform

SmartRollout Dynamics Services AP| Based Data Transformation

Service includes rollout services, Solution for Azure

custom development, upgrades,
integrations, consulting and
managing their implementations as
a managed service for Dynamics 365

Consolidates VA, Sec Ops,
detection & response
deployed on Azure under a
single pane of glass & reduces
the burden of defining &

Data Transformation Solution
helps customers move their
existing database/Big
Data/Data warehouse to Azure

About Microland

Gartner

Magic Quadrant for Public

1SG

Delivery Accreditations| Case study on Microsoft

ISO 27001:2013  Bs 10012 | Website ‘Leaders’ in ‘Private/Hybrid
ISO 20000-1:2011 GDPR Microland helps Ealing Council go digital, | €loud Infrastructure Cloud - Data Center
improving user experience and reducing Me.magef:I.Serwce Providers, | solutions and Services’
costs Asia Pacific 7

4500"' employees 32+ years

Strong presence in
Americas, EU, India & AU
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Decades of service delivery for
100+ clients across Geos & verticals




32 100+  20%+

Years of Thought Customers Growth Rate
Leadership across Industries

90% 9% 4.3

Millennials NPS Average CSAT

MICR2LAND
Making digital happen

Digital Services Fabric

Networks Cloud DC Cybersecurity Industrlal loT Application Workplaceé

@ % 9 B O W

—  Advisory Design Build Manage :
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