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1 2 3 4 5Start End

At this stage, attackers are seeking 
access credentials that can be 

exploited.

EnumeraçãoEnumeration Escalada de Privilégios/PersistênciaPriviledge/Persistence Escalation

Customers typically take 14-60 
days to identify this type of 

compromise.

DetecçãoDetection

Attacker compromises 
infrastructure/credentials through 

Phishing or Malware.

Compromise Resource Theft

Attacker performs Global Admins MFA 
change, creation of new accounts and 

elevation of privileges.

In order to mine cryptocurrencies, the 
attacker compromises existing virtual 
machines and new virtual machines 

with malware.

Security Layers: Perimeter Awareness

Azure AD: Sign In Logs

Azure AD: Audit Logs

Azure Activity: Operations Logs

CDC: ATTACKER ACTIONS



About: TTPs Tenants Compromised
Domain: Enterprise ATT&CK v11
Platforms: O365, Azure AD, SaaS e IaaS

CDC: TTPs – Mitre ATT&CK
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We perform quarterly penetration tests on 
Microsoft Azure platforms mapping 

vulnerabilities and recommending solutions.

Pentest Access and Identity Management

With a team focused 24x7 on detecting and responding 
to security incidents using Microsoft Sentinel as a SIEM 
tool, we are able to detect the initial stage of an attack 

in less than 30 minutes (test VM).
Alert: User Creation, Elevation of Privileges, Virtual 
Machine Creation.
Automation: Credencial blocking, notification of specific 
individuals.

SOC/CSIRT

24x7 Azure AD monitoring, focusing on Sign -in 
attempts,  Apps & Service Main activities with 
unusual signs that indicate compromise. This 

monitoring stops the attacker in the initial phase.

Identity and Access Management

24x7 Azure AD monitoring focusing on anomalous behavior. 
This being creation of new users with administrative 

privileges or non- interactive activities of Apps & Service 
Principals. This monitoring indicates that the environment has 

already been compromised and the attacker is persisting.

24x7 behavior and activity monitoring caused by Azure subscriptions 
and their resources (if available MDC). Through this service pack, we 

are able to identify anomalous Azure activities. For instance, the 
creation of a VM. This is the impact stage, leading to financial losses to 

the customer.

Enummeration

Compromise

Privillege/Persistence Escalation

Resource Theft

Detection and Response

Workload Compliance and Security

CDC: Cloud Target Solution – CTAntifraud
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IntegrateCollect

IOCs

Azure Active 
Directory Premium

Machine learning, 
UEBA

Pre-defined Queries, Azure 
Notebook

Microsoft Azure
Azure Lighthouse

Playbooks Data Search

Tenant 1 Tenant 2

Tenant X

CDC: Cloud Target Solution – CTAntifraud


