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Microsoft Defender
for Endpoint

A unified endpoint security platform for
prevention, post-breach detection,
investigation, and response.

Microsoft Defender for Endpoint is a complete security solution powered

by the intelligent cloud that protects endpoints from cyber threats,
detects advanced attacks and data breaches, automates security
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Agentless and cloud-powered — built
into Windows 10, requires no
deployment or infrastructure; Always
up to date.

Unparalleled optics - built on the
industry’'s deepest threat insights and
shared signals across domains
enables synchronized defense and

. . . . faster response.
incidents, and improves security posture. It offers a rich set of APIs to P

build integrated solutions. Security and data privacy are the priorities of
the platform.

Automated security - out of the box
automation enables security teams to
go from alert to remediation in
minutes—at scale.

How Netskope integrates with Microsoft Defender for Endpoint

Netskope is able work with Defender to ensure that one solution has confirmed as valid attack indicators, both know — reducing the
time to respond to sophisticated attacks launched against or from endpoint or cloud resources. Netskope does this by automatically
exchanging indicators of compromise with Microsoft Defender for Endpoint on a periodic, as-configured basis. Shared indicators
include malicious URL, IP addresses used maliciously, and malware file hashes. An additional reduction in the attack surface is brought
about by detecting and acting on the presence or absence of the Defender endpoint software for policy decisions, dial the amount of

cloud and data access based on the protection posture of the endpoint.
e Learn More

CUSTOMER BENEFITS
Visit our Microsoft Webpage

https://www.netskope.com/partners/
« Automation: Enable orchestrated sharing of indicators without adding work to microsoft

- Defense in depth: Reduce the likelihood that of either platform failing to neutralize
an attack

SecOps teams.

Contact
« Zero Trust: sharing indicators and dynamically pivoting security postures delivers

continuous conditional access to sensitive cloud resources

The Microsoft Intelligent Security Association (MISA) is an ecosystem of independent
software vendors and managed security service providers that have integrated their Member of
security solutions with Microsoft to better defend against a world of increasingly M iCI’OSOft | ntelligent

sophisticated, fast-moving threats. ; oI
aka.ms/MISA Security Association
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