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detection, and UEBA data from cloud and on-premises identities.

Userfentity Pushdata
behavioral

analytics

Endwint Signal device compliance

management

m

Credential
management

Push data

Provisioning/
Entitlements

Draitlof
D O
it

IDaaS

Endpoint
managemenr

Authenticate
successfully

Access policy

Define access

package

—_—

(]

Push data )
Attestation

Signal device compliance

Evaluate
policy

Endpoints

Architecture
[4] Controls
Grant access MEA
PiM
nuthon_zatlnn CAS-B Reporting &
engine Insights:
Limited sessions o
T0U =" sign-inlogs L
e ! Log data
- Audit logs
— - Require Real-time
Flag risk fation diation: Risk detections
] . Password reset
Block access
Risk detections
fincl. UEBA) b
-
Report
risk @
Push data
User/entity Push data
behavioral ' SIEM
analytics
On-premises identity Security operations

Draft v1.01
Dr. Ofaf Cames
07/07/2022



4/

Continoys complianeeassesment Jfifinous compliance assessment update

T -.ction

Preventative----  Score

"(Uipdates 24/h after control implementation)

mandatory—Pattern o ction Pass/fail-—- Stalrel Action ID ComplianceAssetid
(Ii’yeveqtative == Score —_— m—— ‘ii‘i?&&i? Y - ;
eretioniry Preventative <__/ ScmP‘I Sone”
Compiones et mindaoy S| mandatorreemen. Lot SR / Technical Global
ampuance 1---°- Tt actions cores €ac - H H
Bageline Detective —mmmen S . . tion :.:m:;]:med}: %egion P actlo ns —Action Pass/ifail—p Score
discretionary mprovement . orea Hardware/Software/Fimware (Scores once
Corrective P.réi}i@f}tatl\fe 39‘3[& e per action)
y  mandatory score | discretionary . ——g——
CG 1 —
oy St . E— . |
- Detective . _ Group
I' mandatory Impro\_fement / | Non-Te_chmcaI | action Pasamir—" Score
Comp iance Pl Servieenow processes Polcig Action actions (Scores each
soct | Bseazline socs Detective ople _ time
) . Scpre Improvement | nplEmentecg
L discretionary Actiis
Contd SNOW ; l
Framewfk Corrective [ S 7 5 -
mandatory Cm&gﬁ | ocumentation
(1664domairlls) bTSC/TSPC d Operatlonal
controls est praclices
Corrective
discretionary @
S A
Servicenow Procedures
1 - N
N People Processes Policies
SOC1 SOC 2 SOC 3
: I I -
SNOW
Controls
Framework
A
[ ] ComplianceAssetld
16 domains TSCITSPC

(64 controls)

best practices

SOC 2
Score




Account Management - Identifying Account Types

Action ID: 1002

(D Tnis action & managed by Microsoft and cannot be edited. learn more

Overview < ) ) .
Implementation ~ Testing  Standards and Regulations Documents
Details X Test status
. e Passed

Implementation Status Test Status
Alternative Implementation Passed

Test date
possible points Managed by Sun Nov 14 2021
27 Microsoft

Testing notes
Action scope Action type Procedure 1:Passed Determine if the organization:
Global Technical

¢ defines information system account types to be identified and selected to support organizational missions/business functions

Products Documents Examine:
Azure 0

Access control policy; procedures addressing account management; security plan; information system design documentation; information system configu

name of the individual associated with each account; list of conditions for group and role membership; notifications or records of recently transferred, ser
L mr th e o § Ao shook A L S - . + P "W S




Account Management - Identifying Account Types

Action ID: 1002

@ This action 5 managed by Microsoft and cannot ke edited. Leam more

Overview

Details

Implementation Status

Alternative Implementation

possible points
27

Action scope
Global

Products
Azure

Test Status

Passed

Managed by
Microsoft

Action type

Technical

Documents
0

Implementation Testing

Filter 7 . Filters

Regulation: Any v

)  Control

v SO0(2(

System processing

Standards and Regulations Documents

Control D

PIL3

Control family

Additional Criteria For Processing Integrity

Regulation

soc2



	Architecture: Enterprise-Scale Cybersecurity Compliance Pattern -draft- v1.04
	Enterprise-Scale Cybersecurity Compliance Pattern
	Pattern: AADEA
	 Continous compliance assessment update
	Action ID: 1002-a
	Action ID:1002-b
	Design Process


		2022-12-29T21:57:03-0500
	Dr. Olaf Cames




