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Regulation: 
Control ID: 
Control Familiy: 
Action ID: 
Pattern: 

S O C 2  
Pll .3  
Additional Criteria For Processing Integrity 
10 02 
Azure AD Entitlement Managemen t (AADEA) 

l.Credential manage me ntcontrols authentication. 
2.Provisionin gandentitlement mana gementdefine the access package, as sign users to resources, 
and push data foratt esta tion. 
3.Theauthorization engineevaluates t

heacce ss po/icyto determine ac cess. The engine also 
evaluatesrisk detec tio ns, includinguser/entity behavio

ral 
analytics (UEBA)dat a, and checks device 

compliance forendpoint management. 
4.lf authorize

d
, 
the user or device 

gain
s access perconditional access pol

icies a nd controls. 
5.lf authorizati

on fails, users can dorea/-time remediationto unblock themselves.
6.AII session data is/oggedfor analysis and reporting. 
7.The S O C  team'ssecurity information and  event  management system (S/EM)receives all log, risk 
detection, and U E B A  data from cloud and on-premises identities. 
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Continous compliance assessment update 
(updates 

24/h 

after 
control 

implementation) 
- - - - a t t e r n - - - - - - - - - - - - - - - - - - - - - - -  - - - - - - - - - - - - -  - , c t i o n ID---ComplianceAssetld 
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A 
Account Management - Identifying Account Types 
Action ID: 1002 

(D This action is managed by Microsoft and cannot be edited. learn more 

Overview 

Details 

Implementation Status 
Alternative Implementation 

possible points 
27 

Action scope 
Global 

Products 
Azure 

Test Status 
Passed 

Managed by 
Microsoft 

Action type 
Technical 

Documents 
0 

< Implementation 

Test status 

• Passed 

Test date 
Sun Nov 14 2021 

Testing notes 

Testing Standards and Regulations 

Procedure 1 :Passed Determine if the organization: 

Documents 

• defines information system account types to be identified and selected to support organizational missions/business functions 

Examine: 
Access control policy; procedures addressing account management; security plan; information system design documentation; information system configu 
name of the individual associated with each account; list of conditions for group and role membership; notifications or records of recently transferred, ser 
..,1 ,..., ,... ,... ,.,-+h +h ,.. ,..,..,......,,., ,...,f +h ,-.. ·,... ,-,1 ·,,·,-,1 , ,.., I .., ,. ,. ,.., ,.. ·.., +,.., ..-1 ,.,·+h ,.. -, ,- h ..,,.,.,..., ,n+• ..,,.,.,..,.,. ..,, ,+h n .. ·'7 ., ...- ,.., ..., ,..,.,,.,....,.,-,1 ,.. . ..,,.,.,...,, ,n+ ,.....,,.,.,..,..,,..,.,,.....,,....,+ ,.,..,......,,...1· .., ..., ,. ,., ,.,.,,,· ,.. ,.,,. . ·,.., ,; ,..., ,. ,....., .., +·,... ,... 
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Products 
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Test Status 
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Documents 
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Filter Reset 7 .  Filters 

Regulation: Any v 

) Control 

v S0(2 (1) 

System processing 

Standards and Regulations Documents 
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