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Devoteam
Denmark

400+ technology, management,
change, evangelists and
developers across 9 divisions,
empowering you to imagine
and realize better change and
become a leading digital
company.

+ 4 Value Accelerators

Working with the Partner pillars for
Multidisciplinarity.

Digital

Impulse

Tech

salesforce

DIGITAL BUSINESS APPROACH
9 SOLVING CLIENT ISSUES WITH A BUSINESS TRANSFORMATION STRATEGY

DIGITAL TRUST APPROACH
9 FACING CYBERSECURITY CHALLENGES INTO CLIENT'S DIGITAL JOURNEY
I I I I I

DIGITAL PRODUCTS APPROACH
9 SHAPING PERFORMANT PRODUCTS & REMARKABLE EXPERIENCES
| | | | |

DATA FIRST APPROACH
2 TURNING DATA INSIGHTS INTO IMPACT
IS I I I

with 9.000+ colleagues in Europe



devoteam
M Cloud

Devoteam
M Cloud Denmark

A leading partner for premium Consulting, Accelerators and
Managed Services for Microsoft Azure and M365.

Delivering digital excellence for our customers across the Microsoft
portfolio.

100 400

devoteamers across certifications
Denmark

Gold

Microsoft AZzure

Expert
Partner p
B2 Microsoft M S P



Devoteam M Cloud: a preferred partner in EMEA
Sized for agility and trust

Dedicated Microsoft
experis

Certain ckill setis present

Gold

Microsoft Azure + 125 M€ Revenue
Partner Expert +1000 Experts
MSP + 1950 Certifications

B Microsoft

Our expertise

16 Gold competencies

w 9 Advanced specializations:

Windowsand SQL

Change & Adoption Kuberneteson Azure

migration
Low Code Development Calling for Teams Meetmgﬁ_and Roomsfor
eams
Application

Threat Protection Teamwork Deployment

Modernisation

v FastTrack Ready

v

Direct Reseller (CSP)

Cloud and Hybrid Managed Services with own IP

v

Authorized Training Partner

2019-2021
Partner of the Year Award




Smart Security
Assessment

Smart way to measure your security
according to leading benchmarks.

Gol

Mi.crosoft ?f};'éft
Partner V<P

B8 Microsoft

Devoteam help customers improve their security and compliance by intelligently assessing their environments to
identify weaknesses and opportunities for improvement.

BENEFITS

A clear picture of
your security
compliance!

Prioritized

remediation plan!

Covers ISO27001
CIS and NIST

KEY FEATURES

« Azure Security Benchmark analysis with current Secure

Score and a prioritized remediation plan.

* ldentify security posture misconfigurations and
unprotected workloads.

+ Estimated Implementation effort and potential User
Impact for resolving reported issues.

« Details of threats that can impact you based on your
current level of security.

* Full gap analysis based on well-known frameworks.

ACTIVITIES

«  Workshop with interviews of relevant stakeholder.
+ Devoteam consultant assess relevant Azure Tenant.
* Report delivery and session about the findings.

OUR APPROACH

Uses latest industry methods.
Applies Microsoft guidance.
Focuses on automation.

Includes:

Reports on healthy vs unhealthy
resources.

Proposes remediations based on
your risk profile and Cloud.
Security maturity level.




Microsoft Defender for Cloud and the
secure score is not an exhaustive list
of possible security configurations
and architecture.

Our assessment adds the “missing”
link of people and processes combine
with your risk profile.
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g Azure Defender
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Security alerts

e Regulatory compliance

Current compliance by passed controls

SOCTSP 6/13
1SQ 27001 I 11/20
PCI DSS 3. I 35742
Azure CIS... I 21/24

Improve your compliance >

"4  Inventory
Unmonitored VMs
% 0 To better protect your organization, we recommend

installing agents
Total Resources

12

Azure Security Benchmark
score

X
VAN
Insights

Most prevalent recommendations (by
resources)
?5. All network ports should be rest... 2
;i Adaptive network hardening rec... 2
;5' Install endpoint protection solut... 2
"?EA Management ports should be cl... 1
Controls with the highest potential increase
[=) Enable MFA +20% (10pt]
[=) Remediate vulnerabilities +12% (epn
[=) Secure management ports +8% @p

View controls >

Azure Security Center community

a Join the Azure Security Center
community on GitHub to interact with

other customers and experts and learn,



Smart Security Assessment

What do we do

Our consultant does :

Capture data from Align controls with
customer environments well-known frameworks
devoteam

Interview with key personal

Rapport
& conclusion



Risk Profile

Prioritize your improvement journey

Defined as “essential cyber
hygiene,” the foundational set
of cyber defense Safeguards
that every enterprise should
apply to guard against the
most common attacks.

Typically, small to medium-
sized with limited IT and
cybersecurity expertise to
dedicate towards protecting
IT assets and personnel.

7R

7

Level 2

Enterprise employs
individuals who are
responsible for managing
and protecting IT
infrastructure.

Enterprises often store and
process sensitive client or
enterprise information and
can withstand short
interruptions of service. A
major concern is loss of
public confidence if a
breach occurs.

Level 3

Enterprise commonly
employs security experts
that specialize in the
different facets of
cybersecurity.

Assets and data contain
sensitive information or
functions that are subject
to regulatory and
compliance oversight.

Successful attacks can
cause significant harm to
the public welfare.



devoteam

M Cloud

Interview

e The assessment part of the interview
included questions about maturity of the

customers processes and governance.




Structured
improvement plan

Workshop

In Many cases the most
practical solution will be for the
customer application teams to
follow specific practices and
implement the
recormmendations on their
own.

We will provide certified
engineers with expert domain
knowledge to lead workshops
and provide walkthroughs of
possible approaches, working in
your environment where
practical.

Professional Services

As our consultants help
other customers, we have
applied our knowledge to
estimate which issues we
can actively solve on your
behalf, with reduced
involvement from you, and
how many hours will be
typically required

You can also use our
estimates to help decide if
you want to
develop/implement these
recommendation

Managed Compliance
service

* Subscribe to Devoteam
Managed Compliance
service to implement key
governance functions that
will autonomously address
security compliance issues.

* It will prevent or resolve
them automatically where
possible, or alert application
owners and request
remediations




Our promise

Helping you to adopt
cloud enterprise-wide
and explore Its
untapped value.




