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1.1 5 7358 Bl B 7 B

O #J Azure ] R ERE A SHERRIRFE (e.g. owner, contributor) - - FERUA MFA SR ERERGI LUESRE LT
gt‘f%zM?FA;f ¢réz/]%J %@ﬁﬁ%”ﬁLﬁiﬁﬁD& BRE  BeREZAHENSENSEENE [DEE dlIsEs
R AL I e

> FEBTHMELIRSERERNEES  ERRSEREHAZENEHRNBNE - A Hard-coded E AREIEFFE - SLEHAHERBES
ME=FEILER SERWBZERINREHEANERELENMATER - BA MFA o] KigfEEXEE R INRILAIER -

> Reference URL: Azure AD Multi-Factor Authentication overview - Microsoft Entra | Microsoft Learn

O 258 Azure AD #4778 (conditional access) IR IR A= EZRAIRHFETERBMRIEIRIET - HINZEKRERER
REERERGE T - Al AT IP SEE - RERETBEETEARR

> Reference URL: What is Conditional Access in Azure Active Directory? - Microsoft Entra | Microsoft Learn

O #18 Azure AD B2 Azure EREIRIEIESBEEZ/\EREL need-to-know JRE - ZRIEIABAEIRFEER - B
Lﬁa@ﬁﬁ%ﬁ,;ﬁﬂx?ﬁtﬁﬁ’]?—ﬁ% BR P 712 Bk fEL Bz -

O 1@24% Azure AD S & AEIEZEZE=FERF (Emergency Account) - fiLEEIE SR E A IR R AT MFA #6500 Eh
(BIMNBERKEZZRER - EILHBRAERFRAABETH MFA) - SRERZEXIERZEA Azure Ir1E - B
AERESMBRFPERREREZE R MEA -

> Reference URL: Manage emergency access admin accounts - Azure AD - Microsoft Entra | Microsoft Learn



https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-howitworks
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://learn.microsoft.com/en-us/azure/active-directory/roles/security-emergency-access
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1.2 PEE=E

O FHERCSER Azure BIRAMZER public network access (Il Storage Account, Database, Azure KeyVault)
IE © HRIRAEDFTAR public network FHEFE - RINBEBKEER brute-force F A ZEMEE
HVSINE token MITEAFI - |RREMERING -

O FiER Azure EIREZEEREMBEMHUEZEEEIEITE (e.9. NSG, Azure Firewall, VNet...) - RS ESUREIE - &
AR EREERENERART - TEAEERAETEEXERE -

O FREIESEREBEFK - HWEAZEXE (layer 7) BUAH web application firewall DIFEIE R & OWASP top 10 HEA|
40 SQL injection / Cross-site scripting %5 ; 559ME1E3E A #EPE DDoS FhEFESK - BhERS Azure DDoS
Protection Plan @& LRI (Azure DDoS E AR ETEE = B EFELAE)

1.3 ElnfiEX T EE R B EH

O Defender for Cloud - CSPM oI iRIB—#AFRRAILERENE - IBIRIKNEFRGHTHERE - RESFHE B A
EmRIFERNVARREEEETEBNREE  WHHAEREEN—EEECHNHHEEREREERESZE - &
ZRELZEM - 558 %E Defender for Cloud WEZEEZEH - WETEZNEBEERRIRESENER -

> BAR! BERIAESRERKLEEH Defender for Cloud X RH E BT (e.9. BRERIRSEAREIA MFA, #8188 RDP port 3389/ SSH 2255 4%
AR Internet FREFE - ERHEER KR https 11%...)

> Reference URL: Security posture for Microsoft Defender for Cloud | Microsoft Learn

O Defender for Cloud — CWP EEtRBI RIS EEL1E v server B PaaS RIS BN B 2R BT A LTSS - I
EEZEEMBENEERAE - Mo DIRBIRIEDTFTAZIR workload (5140 Defender for Server, Defender for

A

App Service, Defender for DNS, Defender for Storage, Defender for Container...) BRI FERVE PR EFE T -

» Reference URL: Enable Microsoft Defender for Cloud's integrated workload protections - Microsoft Defender for Cloud | Microsoft Learn



https://learn.microsoft.com/en-us/azure/defender-for-cloud/secure-score-security-controls
https://learn.microsoft.com/en-us/azure/defender-for-cloud/enable-enhanced-security
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14 ERERInEZE

O

O 0O 0O

smEae VM server EZ R (MFERMEE - HEGENHEBZZ M ER -
a7 VM server 2L BEE R B 2 &MES (virus pattern) -
am 70 VM server E%351HES EDR #2 R 5% (e.g. Defender for server) - FHEERMMPIEENERTS -

t& o BESx/)ME VM server FREI9MNEAIAVAEES port - IR EBES T R RIESE R ZF HELHIMRER RS
FFAY port (e.g. RDP:3389, SSH:22, SMB:445) FE B P NITEREINE - bR M ERERBAVLEMSS - 10
EER A EFIELERFBINHR B EENKRIR -

AIIE Azure IRIE LBHERAR KA IjJHbJ B AR=% - A% Domain Controller - Bﬁaﬁkﬁgﬂlﬂ%’“$
HEAmEEARBRICEAIIENERES - TFEIRLSE EE%% TR H B AR AISy TEHERZ 2 7FL_I:
& ¥ AD oz R - RoEERER Mlcrosoft Defender for Identity EEIED 4T -

o b

1.5 [ERENL=E
O ARPNERAEZEXENBASEZHEER (e.g. encryption key + database connection string ~ API token...) -

O

BV REFIEE ﬁﬁaﬂiﬁ“‘}ﬂﬁ/\éTLXT?HY%U?E%'H*H
v foHATR(EEN - RREIERAE AT public repository ~ W EZ O FERI A S HER -
v RHIREE : ML Azure KeyVault FHUEELEHSENLIR{IEFEIEE - & hard-coded FriE sl RIE RIIME & fs -

am e e AETUAT S IR TN EE AR B2 EX CVE Z2 R (e.g. Apache log4) iRifd) -
AERERER LRI MITI5 RS (SAST/DAST) Fik 2S5 B mIEE
e A e AR docker image ERTLZE R (e.g. BXA Defender for Container i8{E& g8 AKS £%)
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1.6 ERZZEHER
O BEXSHBEAIEZNERMBERAMINERE  BERSEEHENSE—ERBN  WEEBREANHTEH -

O ERXRERERNEEHBEREPEANBEESIRE (e.g. @FEEMIRE, Azure App Service) - DB B AFBIRIE -
R WEEFEEE I IEEUE - ILIMNEERZIESBER TLS L2 SiBFHRANEREZZMHE -

O SZERVEZSRIEED - ¥R Azure Backup IRZEFIXENZEIRE R (e.g. Azure VM, SQL server, Azure
storage...) FERUA Azure 10 - WARBPAERVEREREBHIRECERNRTE ; BIMNIREMABREZTNE -
application artifact - license th B EMF HE R IRE -

O BREGENASERNTNERRENR  LBEEORBEMNEHENN T BIENTERRE RTO (RERE
5 12) A RPO (K524 B 1) PRrE SR REER -

1.7 SHEEETEIEE

O ERFEoENNEBIEHEG  mE e RERNKEBRE - W ABRNEBRENRE - BEHHEBARNEG
BR - EELSREER alert EHRIZEEESEZEEZEEK - AIWNAIEEE 1.3 Frie2 oI $tH45E workload
REVBH ERE B 2B -

O BRELZEGFEREEESHT - aJiE#R SIEM 5 (e.g. Microsoft Sentinel) 2R&E 2 =18 8 22008 H 575
(e.g. Windows Security Event, Network Log) - ZHIERFIRIEFTNEFIERN - WEMKNEZEZERREFHISE -

0 WREXEEECSIATEY  WERGHERER 1/2/3 REEASKBRAE - B - ELXSHRBHHARERR
TESAERFE  EELAFENELZSHRER  SEFUBEATRSSHEERER -
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= HRED

> TREEMEZAIERZTITE - WIRIEHEM !

> R EBESEREREEESHR - oiE SIEM 5 (eg . Microsoft Sentinel) 73 TR RREIER - DT HER#
P& ERIIED - I*ETJ’E?KEKHXE)?E’JE-%ME%H%%tlj%baﬁ@ﬁ’]li EEHIED 1§Jﬁl]
B Azure AD sign-in logs & audit Logs

B  Workload access logs (OS level, application level)

m Network data (NSG flow log, Azure Network Watcher
EESHFNETIERF

> REABSTEREETERNERREENEEZRE - RLXTE=SBKIRHBRER -
{EE

=N fTEE
FEE SR TMPLE =4 - BIun74 Defender for Cloud 5 Microsoft Sentinel FiEA S EEHER NS A S
BER - o HET L EE L ETHENETIER -

> HoE

WA BRET D HELIETRE LR EF - WIRBRFAEZE L RPEF K]
> BRHNBK BB - BARESHRE MDD FBEDITER

BB AINTE X KM BRAE - L ¢ @M ol DR AT iR BN AR EE - ER KBS HPRE

SRESTRE
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38 thll 72 £ & [ 0 AR PR L BB

=B BRIEITE R TR - IERTEM VM Server - BUSHIREEECIEASHY Snapshot Image - LGS - &
W EAM R H 18 IR o R RS EES TR - WEES (AW - oz Zan< ~ IP ik ~ oz & ﬁ“
g~ SEMAEBEENZIESR) -

B IEEEREREERSMM - LB IHERSENEN(BIN - R45528 dump B - Windows %
203 - BXEAFHER)

SEZMHBAXZEENEL R (BINKAFENZMAVTES] - MS-ISAC - EERHNZEZHERS) - HRNEE
M) REGS B LA RIVE BRI EZEN - LUahINBIFE LB AN R R ABIE -

a0 Al H B W HAPR S K O AH A 2 A8 EANR SR (Tl BE t B ¥ EE 1 EAF IR %)
SDIRBCHERNKNBERASTENME - £ RET M OJERNBZEEEQBENEE - BREWE
ZHEEAREM credential/ZHERDEE - IJH: ZIREMERZNEZEIR (BT VPN, remote access
server, single sing-on resources...) - & %3548 credential ZEHE ATTRBERINNIT -

ainAMAREMIEENELBRIE LS (Ph5E8ES - EDR ~ IDS ~ IPS &) MtEEH - S XZEE
HM%%*HE@XIQ%%EE}F s I W E R RN AN SSRGS -
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> $ETJ§%%?E/HE%%E’J?%f@%%r‘ﬁif‘&ﬁﬂ”ﬁﬂi PUREBEBRZFNELIRE (BIMNER - £ - EWHEERKETEE
SBEH) - BolkE - BE®H pre-configured standard image 2RIMERERE L4 - UEDREER -

> —BERRBCSFEWTHRER (BEBHRMBENEBZZRBF A ENEBRRRLE) - # PMREBRUESHE
ENRMBEBHEEEK - WHEREIHEEERREH security controlfYANE ZBETRIER - BLERERF
o] BEEIFR BT OS / Application / Library patch ~ FFAREREEEH -« SEREVE M TR ARKENNE L FaFA A -

O AARIKEE M 2 1

v" Microsoft Security Best Practices: Microsoft DART ransomware approach and best practices | Microsoft Learn

v BB G RIERE R0\ TWCERT/CC =i EEE 2 [ B & (antiransom.tw)

v US CISA (Cybersecurity & Infrastructure Security Agency): Ransomware Guide | CISA



https://learn.microsoft.com/en-us/security/compass/incident-response-playbook-dart-ransomware-approach
https://antiransom.tw/page-2.html
https://www.cisa.gov/stopransomware/ransomware-guide
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Azure Well-Architected Framewor

Azure Well-Architected Framework @—#HIEE[RA - o] DIARKHK

=Z0m workload B9arE - IMERBEEAAEMER | oJ52 - &
=M AREL - EHEE - JEE - BRIEERZEZMREM -

O] 5| EMERGTZ B IR E - B=Z=S LRk - &
JRB - DURIIEIEYETE Azure I=IB | -

https://aka.ms/wellarchitected/framework
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Microsoft | Docs

Azure Product documentation

Azure [ Architecture

Azure Architecture Center

Browse all Architectures

s new

> Application Architecture Gi

Microsoft Azure Well-Architex

Overview

ice Efficiency

slity
security

> Design Pattems

» Al + Machine Leaming

» Analytics

Containers

» Databases
Developer Tools

* DevOps
High Availability

» Hybrid

» Identity
Integration

* Internet of Things
Management and Governance

* Media

Download PDF

Documentation

Architecture

amework

QEA  Code Samples

Leam Azwre -~ Develop v Resources

[ Bookmark

Microsoft Azure Well-Architected Framework
/2019 + 9 minutes toread « S G X P @

e
The Azure Well-Architected Framework is a set of quiding tenets that can be used to improve the quality of a workload. The
framework consists of five pillars of architecture excellence: Cost Optimization, Operational Excellence, Performance Efficiency,
Reliability, and Security

To assess your workload using the tenets found in the Microsoft Azure Well-Architected Framework, see the Microsoft Azure Well

Architected Review

Pillar Description

Cost Optimizatior Managing osts to maxmize the value delivered.

Operational Excellence Operations processes that keep a system running in production
Performance Efficiency The ability of a system to adapt to changes in load.

Reliability The ability of a system to recaver fram failures and cantinue to function.
Security Pratecting applications and data from threats.

Cost Optimization

When you are designing a cloud solution, focus on generating incremental value early. Apply the principles of Build-Measure-Learn,
to accelerate your time to market while avoiding capital-intensive solutions. Use the pay-as-you-go strategy for your architecture,
and invest in scaling out, rather than delivering a large investment first version. Consider opportunity costs in your architecture, and
the balance between first mover advantage versus "fast follow". Use the cost calculators to estimate the initial cost and operational
costs. Finally, establish policies, budgets, and controls that set cost limits for your solution

Cost guidance

* Review cost principles
* Develop a cost mode

s Create bud. and alerts

o Review the cost optimization checklist


https://aka.ms/wellarchitected/framework
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Microsoft Cloud Security Benchmark

Supported

Enabled By Default Configuration Responsibility

“g Filter by title

M C S B False Not Applicable Not Applicable
Microsoft cloud security benchmark -
( ) Introduction Feature notes: While data identification, classification, and loss prevention features are not yet
~ MCSE Controls (v1) available for App Service, you can reduce the data exfiltration risk from the virtual network by

Overview of MCSB controls remaoving all rules where the destination uses a 'tag’ for Internet or Azure services.

Network security Microsoft manages the underlying infrastructure for App Service and has implemented strict

- EinlRIBZAEBROIBEEE - B A& AT PIRIE S LT
WIEARET - HUBZUEANSHAREEERNRE - EAEH

Identity management controls to prevent the loss or exposure of your data.

Privileged A - . . PP .
rivileged Access Use tags to assist in tracking App Service resources that store or process sensitive information.

Data protection

o

Asset management Configuration Guidance: This feature is not supported to secure this service.

Logging and threat detection

TSRS - RMOABATEREE - HRET OP-3: Encrypt senitiv data in trasi
osture and vulnerability management
Endpoint security Featu res

ReiE N —RRAERAFE - R RIE Mz = HARER ¥ REE

Backup and recovery

DevOps Securit . . .
P Y Data in Transit Encryption

Governance and Strategy

« Security baselines for Azure (MCSB v1) Description: Service supports data in-transit encryption for data plane. Learn more.

. I\/ICSB B8 7 —RIWARLEEE - AATCTRoIEEUNEER
AL IE security baseline - 2ZHEEREMUA U EERIRIEA L -

Overview of security baselines R I
Supported Enabled By Default Configuration Responsibility

APl Management
True False Customer

\

App Service

Azure Advisor Configuration Guidance: Use and enforce the default minimum version of TLS v1.2, configured i

Azure Analysis Services TLS/SSL settings, for encrypting all information in transit. Also ensure that all HTTP connection
Azure App Cenfiguration requests are redirected to HTTPS.

Azure Arc enabled Kubernetes . .
Reference: Add a TLS/SSL certificate in Azure App Service
Azure Arc-enabled Servers

Microsoft cloud security benchmark | Microsoft Learn



https://learn.microsoft.com/en-us/security/benchmark/azure/

Azure EZF54E"{EIES] (3/3)

Microsoft Defender for Cloud

7= Microsoft Defender for Cloud | Recommendations -

L Search T,‘ Refresh v Download CSV report 'i' Open query E Govemance report (preview) &7 Gides & Feedback

B REEREE T S B RE F R CE I E R AVIREE FIEZ =R (e
EE{CRV L EREE BN D EIm AR R BRI I9R Eééﬁ%%nﬁu%

General

Secure score recommendations  All recommendations
Q Ovenvie e —

@ Getfing started @ Amre 0 AWs (o] cle3

WBLE S [l FpAH AR 22 i ? eUAE PR IR &R _£? /REE L ? Defender for ‘ T:Tiﬂ 0 45% 7= 1051 N KLY -

Cloud B ERNEERes - MENEEEZ R CEYE Quick Win!

. Cloud Security Explorer (Preview)
 workbooks £ Search recommendations Recommendation status == Nane . Severtty == None X 77 Add fiter More (4 Show my items only: ()
& Community

¢ Diagnose and solve problems © Name 1, Maxscore . Cument score T Pote.. Ty Status %y Unhealthy resources Insights

Defender for Cloud oA B &) B 5& #1141 Azure 5] BT E R4

Cloud Securiy ) EnableMFA 10 13311 +15% Ontime 2 of 8 resources -
o o . .. ccury posture ) Secure management po 8 s QIIRRNET +3% @ Cwerdue 160185 .
RERRTE - BRIRAABNAERRTER - 2B prioritize £/ 1%9‘6@313 e L e e =
A y . N _.:u:. O Workioad protactions > Apply system updates 5 w2100 +39 * Overdu 72341 "
>91 HERTIRHERNSER - 1 ERFHSEREER—EDE - - L e e e -
TR N Web Appication should onl * Oyerdu 20 - 4
m G —HERM (BERIRIBENZ AN © ‘

What is Microsoft Defender for Cloud? - Microsoft Defender for
Cloud | Microsoft Learn



https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-cloud-introduction
https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-cloud-introduction

Microsoft Security
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© Copyright Microsoft Corporation. All rights reserved.
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