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Microsoft 365 Insider Risk Quick Start
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Established in 2001, Edgile is headquartered in Austin, TX SailPoi .
i . _ h ailPoint Admiral
and delivers technology-enabled security and privacy TOP DELIVERY PARTNER
services.
Edgile has deep expertise with highly regulated clients in @ SailPoint
sectors like financial services, healthcare, and insurance. Jetemify &1
In December of 2021, Edgile was acquired by Wipro and is e E
now part of their 8000-person Cyber Security Practice.
Senior Team Highly Specialized  Core Competencies § Microsoft Azure |~ —— servicenow.
] . Cloud Aacgzcs: zé:ftglnfo Integrated Risk
= Average of 10+ = |dentity and Access = Advisory Premise Apps Mahagement
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experience irrEnEred [l Strategy _ Microsoft
L 9 = Implementation Partner s
= Nationwide firm Management _ B Microsoft e
Wlth eXtenSIve Blg . : Managed SerVICe 20 MICROSOFT SECURITY Partner
= Cloud Security SYSTEM INTEGRATOR
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Microsoft 365 Insider Risk Quick Start

Workstream Outcomes

) ) Discovery and analysis of data in a client Microsoft 365 tenant, identification and
J Discovery & Design interview of priority stakeholders, gather Insider Risk management requirements,
and enable advanced audit in Microsoft Purview.

Delivery of an initial configuration of one associated Microsoft Information
j IRM Configuration Governance preservation for a prioritized IRM requirement.

. : Monitor, analyze, and report on Insider Risk Profiles performance (false positive,
@ IRM Performance Mon itoring confidence, trigger behavior, etc.) and refine detections.
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Purview IRM Architecture

0s ©
&
MDCA
M365 App Controls
Sensitivity
Labels

M365 App Controls

KD &

Investigation

Case Creation

Validation of Events

Policy Configuration '-;\‘:‘e
A

- . . . I W
DLP Policies ‘General Indicatorg HR Connector
' Policies Policies
~ ~/ Termination
T Events
HR o Performance
Software Reviews
Sensitive Insider Risk E |rE1fr:rFr)r|10£oen
""""" Information » Man agem ent «
Types o (I RM)
. U . Defender for I
' Endpoint | o
‘ Indicators  —— M365
............ ] Applications |
Response A TRy
°
Automatic and Manual Workflows “ Q *
Response Remediation @ --------------- Ingf:g?cr)rs

Power Automate

Manager Alerts

Training

Data Protection

— 1,

edgile
I

a wipro company

Cloud Upload
App Control
USB Drive
Network
Print

Clipboard

UEBA

Physical Access

MCAS

© 2022 Edgile — All Rights Reserved.



-
— 1,

edgile
I

a wipro company

Timeline, Cost, and Projected Effort

Quick Start ({2 weeks) Future

Discovery &

o -

@) RV Performance
J Monitoring Update
I Team, Edgile support

Projected Quick Start Timeline: 12 Weeks

Edgile Resources Client Resources/ Support
= 1 x Project Lead = Project Manager
= 1 x M365 Security Engineer = Business Analyst
= 1 x M365 SME = M365 Administrators
= SMEs as required = Change Mgmt. Support
= Data Governance Working Group

Fixed Price: $300,000
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In closing, Edgile offers...

= Atop-5ranked security and compliance consulting partner with Healthcare expertise

= Unique and award-winning capabilities that exactly match VSPs Data Governance needs

= A cost-effective consulting partner who understands VSP and is committed to your success
= Objective recommendations based on what is best for you

= Aleading expert in GRC and controls mapping to M365 solutions

= Managed Services and relevant capabilities that, if desired, can support your long-term vision

© 2022 Edgile — All Rights Reserved.



Thank yo\u

Q&A




a wipro company

Driving Alignment Between Business and Security
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