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Microsoft Sentinel

Microsoft Sentinel is a scalable, cloud-native solution 
that provides:

• Security information and event management (SIEM)

• Security orchestration, automation, and response (SOAR)

Microsoft Sentinel delivers intelligent security analytics and 

threat intelligence across the enterprise. With Microsoft Sentinel, 

you get a single solution for attack detection, threat visibility, 

proactive hunting, and threat response.

Microsoft Sentinel is your bird’s-eye 
view across the enterprise alleviating 
the stress of increasingly sophisticated 
attacks, increasing volumes of alerts, 
and long resolution time frames.

Microsoft Sentinel 
Cloud-native 
SIEM+SOAR

Collect 
Security data across 

your enterprise

Investigate 
Critical incidents 

guided by Al

Detect 
Threats with  
vast threat  
intelligence

Respond 
Rapidly and 
automate 
protection
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CGI’s Managed Microsoft Sentinel service offering

Consulting
Assess customer 

environment, identify existing 

security implementations 

and report on any gaps and 

vulnerabilities 

1
Run and maintain
Monitor level one and level two 

incidents, follow up with incident 

report procedures and apply 

our own threat intel intelligence 

mechanisms
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Systems integration
If the client has a Sentinel 

license but no expertise to 

configure and implement the 

solution – we address this gap 

and address vulnerabilities
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Breach response
Prepare client teams to deal with the 

threat and respond effectively through 

simulation training 
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As a Microsoft managed 
security services provider 
(MSSP), CGI partners with 
Microsoft to implement 
Sentinel for a range 
of clients across the 
country. As the core of 
a security operations 
center (SOC), the CGI 
team’s implementation 
of Sentinel is based on 
a four-tiered approach.  
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Managed Microsoft Sentinel services offering tier

CGI’s managed Sentinel 
security services help  
commercial and 
government organizations 
manage their security 
needs—from compliance 
and audits to policies 
and architecture. Our 
local, dedicated teams 
are backed by strong 
global capabilities.

Start your security journey with our 

“Essential” tier; by onboarding 

Sentinel services for a managed 

security information and event 

management experience. This tier 

provides initial readiness assessment 

and basic setup of Sentinel.

With the “Advanced” tier, you 

can add an advanced layer 

of management, which is 

forerun by a security operations 

assessment.

As part of the “Premium” 

tier, CGI security consultants 

will implement threat hunting 

and provide guided incident 

response, followed by guidance 

for remediation so that the 

environment is threat free.
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Unique features of CGI’s managed Microsoft Sentinel service 

Complete 
Microsoft 
ecosystem 
visibility and 
optimization
We ensure centralized visibility 

and account for risks across 

your cloud ecosystem. Our 

Microsoft security experts 

optimize your cybersecurity 

controls and overall posture.

Unparalleled 
threat 
detection 
and response
Our experts will build 

a responsive security 

operation by combining 

cutting edge technology 

to stop and remediate 

cyber threats across 

your environment.

Maximum ROI 
on Microsoft 
cloud 
investments
Unlock the full potential 

of the controls and 

tools that exist within 

Microsoft Sentinel 

and benefit from our 

cybersecurity experts 

who become a 24/7 

extension of your team.

Highly certified 
expertise
We have highly trained 

and certified Microsoft 

cloud engineers who 

tackle your environment 

with confidence. 

Reduce time of 
detection and 
fatigue
We offer the optimal best 

practices implementation of 

Microsoft Sentinel, and help 

you reduce time of detection 

and fatigue from the explosion 

of alerts.
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About CGI
Insights you can act on

Founded in 1976, CGI is among the largest IT and 
business consulting services firms in the world.

We are insights-driven and outcomes-based to help accelerate 
returns on your investments. Across hundreds of locations worldwide, 
we provide comprehensive, scalable and sustainable IT and business 
consulting services that are informed globally and delivered locally.

About CGI’s cybersecurity services
For more than 25 years, CGI has been helping organizations 
across the globe achieve the most appropriate and effective levels 
of protection for their changing business. Through our team of 
1,800 cybersecurity professionals, nine security operations centers, 
and two certification and test labs, CGI provides a diversity of 
services including strategic and technical cybersecurity consulting, 
engineering and architecture, advanced Managed Security Services 
and Incident Response. With CGI, public and private sector 
organizations gain a powerful and dynamic cyber force multiplier.

cgi.com/canada
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