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Objective

Kovair DevOps is an enterprise application specially built to streamline CI&CD for an
Organization.

A CI/CD pipeline helps you automate steps in your software delivery process, such as initiating
code builds, running automated tests, and deploying to a staging or production environment.
Automated pipelines remove manual errors, provide standardized development feedback loops
and enable fast product iterations. This document describes all the top-level features,
configuration and setting description with the architecture details.

Overall Architecture

Following diagram shows a high-level architecture of the platform. It is purely built on Java with
Maria Db as the repository.

KOW/AIR

N
ﬁ Web Interface

Agent Service -~ Host2

“9 Plug-in Framework

Agent Service - Host1

v
\
JAVA Middle Tier

‘ JPA + Hybemate

,»,

KOWAIR
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Overall System Components

Following diagram show the primary components of DevOps platform. It includes the Repository,
Core framework, Web interface, Rest API Interface and Agent Services.

Plugins

E Web Server | ﬁ B @
0 ||

Web Browser
e Exem@on Host

Sy 5 3O
&

Execution Host

qu

DevOps Core & Plugin Framework g
& |®

=l

Execution Host

Database- Maria DB

\-—rﬁ

DA

Email Client

Component Pre-Requisite
~ Component  Pre-Requisite  SupportedOS

DevOps Application » Open JRE 1.8 1. Windows 2012 64bit Server
» Apache Tomcat 8.5 or above and above.
» Maria DB 10 2. Windows 10 64bit
3. Linux CentOS 7.3 and above
Execution Host Agent » Open JRE 1.8 1. Windows 2012 64bit Server
Service » Should run with Domain Admin user and above.
» Proper Application URL and credential = 2. Windows 10 64bit
should be provided on 3. Linux CentOS 7.3 and above

Configurtion.ini
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Email Service

Module Hierarchy

Open JRE 1.8

1. Windows 2012 64bit Server

Should run with Domain Admin user and above.
Proper Application URL and credential 2. Windows 10 64bit

should be provided on
Configurtion.ini

3. Linux CentOS 7.3 and above

For a given Project there could be one or more Releases associated with it. Platform considers
each release has one pipeline associated with it. Thus, pipeline level data could be rolled-up for
release status and therefore for Project.

Release 1.0

1

]

Pipeline 1

=

FProjects

L

(e

Release 2.0

=]

Pipeline 2

User

Release 3.0

=]

Pipeline 3
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Pipeline Hierarchy

Pip;jine
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Functional Details

All functional details of the application and agent service are described below.

Login Page:

After successful installation and starting the application, user can access the login page URL.

Ex URL: http://192.168.12.159:8080/KovairDevops
Default User Name and password: admin/admin

Forgot password will send email one standalone URL to reset the password. Email setting should
be preconfigured to access this functionality. After successful login user can see the pipeline list

page.

© Kovair Software, Inc. 2019 8 Kovair DevOps Release Notes Nov 19 V1
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DB Support

Following databases are supported :

Database Database Version Prerequisite

Type (Tested)

Maria DB 10.3.16

Microsoft SQL | 2012 DIl name : sqljdbc_auth.dll
Server if system is 32 bit then,

Location : basedirectory/SQLDependency/x86.
if system is 64 bit then,

Location : <Deployed
Directory>\KovairDevopsApplication\KovairDev
opsApplication\webapps\KovairDevOps\WEB-
INF\classes\SQLDependency\SQLDependency\x
64.

Work : Put the dll in
<tomcat_installation_path>/bin and
<Java_lJre_Path>/bin

Jar name : sqljdbc42.jar

Location : <Deployed
Directory>\KovairDevopsApplication\KovairDev
opsApplication\webapps\KovairDevOps\WEB-
INF\classes\SQLDependency\SQLDependency.
Work : Put the jar to the
<tomcat_installation_path>/lib

Note : After updating all the files, Please restart
the tomcat server.

Error may faced if above steps not followed:
1.Error : This driver is not configured for
integrated authentication.
ClientConnectionld:aa2bc91a-4e89-461c-8d14-
de65e5104151(if dll is not placed properly)
2.(Error In log)Native Library sqljdbc_auth.dll
already loaded in another classloader (if jar not
placed properly)

| |
| sqljdbc*.jar -->tomcat*/lib |

| |
| sqljdbc_auth.dll --> tomcat*/bin |

© Kovair Software, Inc. 2019
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Oracle

11g

Run the follwing command in administrative
mode at application server

mvn install:install-file -Dfile="<path of
ojdbc6 jar>\ojdbc6.jar" -
Dgroupld=com.oracle -
Dartifactid=0jdbc6 -Dversion=11.2.0.3 -
Dpackaging=jar

Example:

mvn install:install-file -
Dfile="E:\Saheli\tfs\DevOps\KovairDevOps.2
.0\Utility\Applnstaller\KovairDevopsApplicati
on\KovairDevopsApplication\webapps\Kova
irDevOps\WEB-
INF\classes\OracleDependency\ojdbcé.jar" -
Dgroupld=com.oracle -Dartifactld=0jdbc6 -
Dversion=11.2.0.3 -Dpackaging=jar

Database Configuration

Please Provid the following details to configure database:

Maria DB:

© Kovair Software, Inc. 2019
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Database Configuration

DB Type* =  MariaDB v
Hostname * 192.168.11.252
Port * 3306

Username * & kovair

Password * %

e © © © © ©

Database Name | = = A_Devops2

Create Database \/ | Create DB Success!Successfully created the Database!
Save and Restart

DB Type: Database Type : MariaDB

Hostname: Database Host Name. Ex: 192.168.11.252 or db-devops
Port: Database Port no. Ex: 3306

Username: Database login username.

Password: Database login password.

Database Name: Database name (Existing or New)

SQL Server:

© Kovair Software, Inc. 2019 11 Kovair DevOps Release Notes Nov 19 V1
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_ _ e
N
Database Configuration N 03

DB Type * M3 SQL Server v

Server Name * db-omni

2]

Auth Type * WINDOWS v
Username = & | Your User Name

Password * % Your Password

e ¢ ¢ ¢ ¢ ©

Database Name * % = A_Devops3

Create Database || Create DB Success!Successfully created the Database!
Save and Restart

DB Type: Database Type : MS SQL Server

Hostname: Database Host Name. Ex: 192.168.11.252 or db-devops

Auth Type: WINDOWS/SQL

Username: Database login username.(Required only if Auth Type is set to SQL)
Password: Database login password.(Required only if Auth Type is set to SQL)

Database Name: Database name (Existing or New)

Oracle:

© Kovair Software, Inc. 2019 12 Kovair DevOps Release Notes Nov 19 V1
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Database Configuration

1

DBType* =  Cracle v
Hostname * M | oracleiigin kovaircom
Port* & 1521

Username * & = ADevops
Password * %

DB Identifier * % SID v

¢ ¢ ¢ © © © ©

Database Name * % orcl

Validate Connection Success! Validated successfully!
Save and Restart

DB Type: Database Type : MS SQL Server

Hostname: Database Host Name. Ex: oraclellg.in.kovair.com .

Port: Database Port no. Ex: 1521

Username: Database login username.(Required only if Auth Type is set to SQL)
Password: Database login password.(Required only if Auth Type is set to SQL)

Database Identifier : Database unique identifier, Oracle SID, Service Name is the unique name that
uniquely identifies your instance/database.

Database Name: Database name (Existing)

Note: In case the database is a new database ‘Create Database’ checkbox needs to be checked and
database needs to be created by hitting ‘Create DB’ button prior to the ‘Save and Restart’.

L
El Oracle DB Type does not support ‘Create Database’ while configuring. Database
should be created manually prior to the configuration.

© Kovair Software, Inc. 2019 13 Kovair DevOps Release Notes Nov 19 V1
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Pipeline Page
This page will show all the pipeline list with Last Run, Last executed on, Linked project, release
and status details.

Manual Task for logged Overall Dashboard
in user
Menu N / —
_; ovaark DevOps B % | Dashbosrcs | Release aamin Iy

Pipeline

Select Projects ¥ /| Select Releases M

Last Executed On

L Quick Search J L New Pipeline J

Menu ltems

On Menu bar it consists 3 top level Items.
e Pipelines
It will show the Pipeline list page and from this page one can create/execute new pipeline.
e DevOps Analytics
For report and dashboard
e Administration
User, Project, Release and Server settings are done from here.

Pipeline Preview

Last Run = Last Executed On = Project & Release Status 5
©0 DDD 123EEEEE yy Stopped Jun 01,2020 09:19 Default Project rel99 o] Planning @ = E
©O Snow A\ Failed Jun 01,2020 10:29 Project 004 kov © Planning @ = =
co Slack A Failed Apr 23,2020 18:45 Praject 004 ABCD © Planning @ = =

In Pipeline list page there is an icon cO . To view a pipeline representation user should click on this
icon. User will be redirected to a page of pipeline preview.

© Kovair Software, Inc. 2019 14 Kovair DevOps Release Notes Nov 19 V1
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= = -, Release ]

= iowvaark DevOprs S % Dashboard Release. 2amin 2
Slack Release - ABCD Project - Project 004 RUN : Slack#155 @ M Queue @ (&
. Stage 1 5 Task(s) =
1. Start 2. task 3. TASk AA 4. Task BB

(] A

4.1 BB Sub1
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User

e User can be created only with email.

Create User @

“Email Address{es)

sampleuser@domain.com
User Email Message Actions
“User Group(s)
(S ] *®
| *Admin Group ||

[] Notify to the user(s)  (Please enable the mail configuration)

“The passweord for the initial login is same as the emailid of the user. Itis highly recommended to change the password after first login.

e Multiple emails can be used separated by comma (no space).

e While creating the user select minimum one group.

e Users can belong to multiple groups.

e Default password is same as email. Upon login for the first-time user will be
required to Set the password.

e From user list user details cannot be modified. Only groups can be added or
removed.

Update User

*Email Address(es)

admin@kovair.com

*User Group(s)

| = Admin Group |

e User can edit their details only from account settings.
Update User

Email* admin@kovair.com

Full Name* | admin| lﬁ

User Name* admin

Password” . @
Confirm Password® preeen e5)
Group(s)

| Admin Group |

Note: Email password reset link is not available for use. It will be implemented in future builds.

© Kovair Software, Inc. 2019 16 Kovair DevOps Release Notes Nov 19 V1
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e User can be deleted by clicking delete option from action menu. Any activity
(i.e createdBy , modifiedBy etc.)performed previously by a deleted user will
remain as it is after its deletion. The user will not be available for further such
activities but previous activities will show this name.

Group

e Groups are used for Access control throughout the applications. There are two major
types of permission

Permission Details Access Modes and description

Type

Application Applicable to administration e Full - Full access

Permission specific pages i.e. Project, User, e View - Read only
Group, Release, Dashboard, e Hide - Hides the module from
Server, Plugin administration menu.

Project Applicable to all items belongs e  Full — Full access

Permission under project i.e. Release, e Execute - Execution & View only.
Pipelines e View - View only.

“All Project” underneath project
permission if configured will
apply to all the project in the
application

e Groups can be created with name and description. From group details page permission
needs to be set.

Overview @

Sample Group

Sample Group

Application Permission @
VIEW HIDE VIEW HIDE

VIEW HIDE VIEW HIDE

Project Permission © p

Name Description Access Actions

All Project EXECUTE VIEW

e Details of Admin group cannot be modified.
e A user can be added into multiple groups.

© Kovair Software, Inc. 2019 17 Kovair DevOps Release Notes Nov 19 V1
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e If user has conflicting permission, then highest permission will always win.
Priority as following — FULL > Execute > View > Hide
Example such as below.
Consider a user who is added to Group 1 and Group 2.

Permission in Group 1 Permission in Group 2 Final Permission
Project A — View Project A — Full Project A - Full
Project A — Execute Project A — Full Project A - Full
All Project — View Project A — Not specified Project A - View
All Project — Full Project A — View Project A - Full

e In Project List of Administration page will only consider Application Permission (Manage User,
Group and Project). And will allow modification to any project if Permission is granted as FULL. It
will not consider the project specific access.

e Modification access details for any user will take effect only after re-login. Consider a scenario: a

user is currently logged in and administrator modifies its access from FULL to View. So, the user

will still be having Full access until he logout and logs back in again.

All Project Full access will supersede any other project level access.

If user is assigned to many groups and its access inheritance is not clear, then take
a look at conflicting permission points above and determine from where he is
getting the access.

© Kovair Software, Inc. 2019 18 Kovair DevOps Release Notes Nov 19 V1
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Plugin
This page is responsible to upload/delete the tool plugin. Each Execution agents contains
plugins for execution.

Click to Access help
Document

Plugin Version 3 Tool Version
Deploy e AnsiblePluginV. 1.0 VD Ansible Utiliny =
Build & ANTPIuginV. 1.0 VA0 At On-premises =
Utility u CustomCommandPluginV 1.0 V1.0 CustomCommand Utility i
Projects

New Project is top level entity where each Releases are linked. User can provide the user access
on project level. Project can be Edited, Deactivated and Deleted if not linked with any release.

Releases

Each Release connected with one Project.

<« C Y @ localhost:8083/KovairSmartDevops/releases/#page-1#pageSize-10#sortByField-startdate#direction-DESC w $ @ M

Create Release

Release Name®  Rejease Name

Release description
Description

Projects® | projectoo2

Planned Start Date” Planned End Date™

Actual Start Date Actual End Date

© Kovair Software, Inc. 2019 19 Kovair DevOps Release Notes Nov 19 V1
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User needs to provide Release Name, Description (Optional), Project, Planned StartDate and
Planned End Date to create a release.

Initially a Release Status is “Pending”. When user clicks on “Start Release”, “Actual Start Date”
will be current UTC date-time.

(# Edit

P Start Release

m Delete

H A pipeline should be associated with a release to start a release. Only one
pipeline can be associated with a release.

When user will click on “End Release”, "Actual End Date” will be current UTC date-time and the
release will be in “"Completed” state.
Pipeline will be in read-only mode for a completed release.

H Default Release can’t be used in a pipeline.

Release Calendar

This is a calendar view to manage all releases. Using this calendar user can get a clear picture of a
release. User can track when a release was planned and when it is started. Release calendar
contains month, day and week view. All releases can be seen from this calendar. To view
completed release user need to click “Show Completed” checkbox. Orange color bar indicates
completed releases and green color bar indicates all other releases. Archived releases will not be
the part of release calendar.

© Kovair Software, Inc. 2019 20 Kovair DevOps Release Notes Nov 19 V1



KOWZ7\ITR

= My Release i
= owvaark DevOpr 24 ) Dashboard (o Release admin Iy
Release Calender @ show Completed [ Select Projects v)
Info
| <> Not Completed .January 2020 Month Day ‘
Completed
“Double click day cell for day view. Tue Wed Thu Fri Sat
30 31 1 2 3 4
@ saneli
2 more +2 more +3 more ~4more +4 more ~4more +4more
5 & 7 8 [} 10 1
@ sunkig_Copy
4 more +9 more +3 more 11 more +11 more +10 more +7 more
12 13 14 15 16 17 18
@ sonkirg_Copy
7 more +7 more +7 more 6 more +6 more 5 more +5 more
19 20 21 22 23 24 25
O Archived Release 001
4 more +4more +4 more ~4more +4more ~4more +4more
26 27 28 29 30 31
© Archived Release 001
+4 more +5 more +5 more “3more +3 more +2more +1 more
4 5 6 8
© JKP Release 001

By clicking any release following popup will show the basic details of the release.

Archived Release 001

Project : p1l

Planned Start Date : 2018-12-29
Planned End Date : 2020-01-31
Actual Start Date :

Actual End Date :

€ Archived Release 001
+4 maore +5 maore

L
El Double click on day cell shows Day View.

© Kovair Software, Inc. 2019 21 Kovair DevOps Release Notes Nov 19 V1
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Server
Any of two types of Mail Server can be added

Exchange

Feature:
1. Email monitoring —
Prerequisits — Email Service needs to be installed/configured and running.
Action Supported - Show pipeline list, Run Pipeline(Start/Stop), View pipeline status.
Mail Monitoring — only those user whose email is subscribed will be eligible for
invoking the actions supported.
2. Send Email notification— - Manual task — Assign(During Run), User add, User forget, User reset
3. If the pipeline run is initiated through email and email notification will be sent to the subscribed
user every time the pipeline status is changed i.e.- Queued --> Running --> Failed/Passed from
the application side. This may not maintain the mail chain of the initiated run mail.

Note:
1. For email monitoring configured username(email) should not be used to send mail for
actions.
= owvaark DevOps LA Dashbows Relesse. asmn 1
m Mail Server Configuration cD
Server Type XCHAN v
License
EWs un
Database

User Name

Password
Acd User Availabie Users Sudscrided Users
v o v P

User Name Emit User Name Eman

© Kovair Software, Inc. 2019 22 Kovair DevOps Release Notes Nov 19 V1
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SMTP

Feature:
1. Send Email notification— - Manual task — Assign(During Run), User add, User forget, User reset
Note:

1. Test connection will send a mail to email id which is configured in the email. So to and from email
id will be same.

2. Prior to saving the configuration, use Test connection to verify that your SMTP is working
correctly or not. Monitor the mail by which SMTP is registered. If you can see the test mail sent
by application you can be sure that your SMTP connection is working properly.

Mail Server Configuration [on @]

Server Type SMTP v

SMTP Server smtp.gmail.com

Port 465
Email sahelidebnath728@gmail.com

Password

Send Test Mail

Save Cancel

© Kovair Software, Inc. 2019 23 Kovair DevOps Release Notes Nov 19 V1
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License
License are generated by a separate client tool based on the machine key. To generate License,
one need to install the application and provide the Machine key for generation of License.
¢ Machine Key - This is a instance identifier should be sent to Kovair support for
generating license.
e License Key - This license key should be sent by Kovair support. Upon receiving the
license apply it as soon as possible.

Apply New License:

&  VMOgLIUBUrR33wJIBe3WIWZ]qjTrY6OZXAZImk2+A=

Rules & Disclaimers

1. License Key must be applied within 3 days of generation otherwise they will get stale
and cannot be applied.

2. Once license expired, the existing logged in users will be able to run the application
except executing a pipeline. But if the user has logged out then it will not be able to log
in.

3. Applying license to the application where existing license is already activated and
application is not expired - then it will overwrite the existing one completely. The
application will show the newly license details

4. If count of application users is decreased when applying license to an existing running
system, then the already enabled users will not be deactivated.

5. If user reduction is required, then it has to be done manually.

6. License expiry date cannot be a past date from the day of license setup.

7. Altering server datetime(backdate) may expire license. Altering server time zone will not
have any effect on this.

© Kovair Software, Inc. 2019 24 Kovair DevOps Release Notes Nov 19 V1
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License Details:

Applied Date : Tue, 05 November 2019

Expiry Date : Wed, 06 November 2019 (1 day(s) remaining)
User Count : 5

Status : License Applied

Pipeline Configuration
Creation of pipeline will be available from the pipeline list page. One can create pipeline from
scratch or can create from an existing one. The application provides the facility for both.

RSV or Derive From

For New pipeline application will automatically add one stage with a system task. System task is
Manual type task which says the pipeline will only execute manually.

Pipeline Name

* 4 Progect Default Proje..

- - : ©cEd =
. Siage 1 Stage Name

1. Start 2. taski., o 3, task4 o 4, task3 - Add Next Task

T e * B custencan + B cusiercen + B cusercen

” o Delete Stage
; task2 Add Parallel Task

Note : Parallel task will be added after last parallel task.

L]
| Any delete of Task Stage Pipeline is an irreversible action. So be
careful before deleting the above items during pipeline configuration

Add Task

Add task will allow user to configure the partial job with input and output parameters. User can
select required plugin for the given categories.

© Kovair Software, Inc. 2019 25 Kovair DevOps Release Notes Nov 19 V1
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q - N ® Help Message

Category | [ st:m Tool*  Sewecia Prgn - damaage

BULD Operation”

DEPLOY Input Parameters” J - ——:‘l

TESY Output Parameters '

< Pre Condition ™ ! —
MANUAL Post Condition '

ALM Execution Host'  Defaull Host -
UIRLITY Email Notification Configure

Proceed if Failed?

[ -

Each plugin exposes with certain operation and for each operation user need to provide the
required parameters to execute the task. User can set up precondition and post condition for
each task. During execution application will execute the condition and if any condition failed
then entire pipeline execution will be failed. A User Intimation message will show if the
required plugin is not installed.

Execution host is responsible to define the Agent address where user need to execute the specific
task. Each Agent service contain one configuration.ini file where user need to mention the
application URL and credential.

© Kovair Software, Inc. 2019 26 Kovair DevOps Release Notes Nov 19 V1
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Execution Host

Execution Host* Dynamic Host - Override

Two types of execution host can be selected,

® Static Host - This hosts are automatically filled by the agent is installed and configured. Agent
service should be started to populate the list.

® Dynamic Host - The value can come from input/output variable of earlier task or can be typed
manually. Please note : if dynamic host contains blank value after evaluation, the task will be failed.
If proceed if failed is checked then the pipeline will continue execution. The agent must be
configured and running at dynamic host.

Override Host

Override Execution Host $[cghfghyjr#58#5CustomCommand$ExecuteCMDCommandsCommandOutpt A 1]

Disclaimer : if host(Static/dynamic) is invalid/not running/uninstalled/unreachable then the pipeline
execution will be stuck at the task. While the task status will remain in progress or Queue for execution
host.

Proceed If Failed? - This option give users a choice whether or not to skip the failed

status of a task. If the option is checked the failed status of a task will be ignored by the agent
and the execution will proceed to the next task otherwise the execution will failed as soon as any
of the task failed to execute.

If the last task of the pipeline is set to proceed if failed, then it will have no effect until one or
more task precedes it.

The task may be failed for three scenarios :
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1. If pre-condition fails
2. If task fails to execute
3. If post-condition fails

The effect of Proceed If Failed? checkbox on the above failures are:

Failure Type

Checked

Pre-Condition

If the precondition fails the present task will not be
executed rather it will switch to the next task if ‘Proceed
If Failed’ is checked.

Task Execution

In both cases if execution is success or failure the task
will proceed for execution.
execution outcome will reflect on overall task status.

Post-Condition

In both cases if condition is passed or failed the task will
proceed for execution

execution outcome will reflect on overall task status.

Email Notification :

It is recommended that parallel task should be assigned with
different Agent.

User can set users/groups to receive email notifications whenever a task is passed or failed.

Key Features:

® To receive email notification, email server settings is mandatory.
® Both SMTP and Exchange server can send task completion notifications.

® Email notification will be send strictly when a task is passed or failed and not for stopped

status.

Both users and groups selections will work at a time.

® Only those users/groups will be available in the list in which the pipeline being configured

has access,admin user will not be the part.

® Sample mail body:

© Kovair Software, Inc. 2019
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Pipeline #10 | Task #50 | FinalStatus ©
iniieRsES——
. ]

Hello User(s)

Please get the details of the task executed

Pipeline Id 10

[Task 1d 50

[Task Name Task 003
|Agent LAPTOP23

Execution Status||Passed

Execution Time |/1s

NOTE: This is a system generated mail. Please do not reply.

Thanks
Kovair Devops Support

Users Configuration:

Individual user email can be set to receive email notification.The admin user is not included in
this list. Each user configured will receive a mail whenever a task is passed or failed.

Notify To

Available Users Selected Users
v £ search v £ search

Name Name

vinitmishra798@gmail.com - sahelidebnath798@gmail.com

m Close

Group Configuration:

Individual groups can be set to receive email notification. All users which belongs to the
configured group will receive email notification whenever a task is passed or failed.
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Notify To

( USERS

Available Groups Selected Groups

v £ Search v £ search
Name Name
Admin Group - VIEWACCESS

custom112

Note :

The group list that appears in the group configuration can easily be verified by referring the
project under which the pipeline has been created.

Just open the project list in the application and search for the project under which pipeline is
being created, one can find a list of groups against the project. All those groups will be available
for configuration.

Project Name % Creation Date % Modification Date Release Count Group(s)

Demo Project May 11,2020 12:21  May 26,2020 17:57 | ACT:1 | ARC:0 | | Admin Group| [VIEW ACCESS | [custom112 |

And the users that belong to the above groups can be configured for mail.

— H Both users and groups can be configured at a time.

Execute Pipeline
Pipeline can be executed from pipeline configuration page as well as from the list page using

action Menu. User can see the Live console during the pipeline execution from s lcon.

Resume Pipeline

Pipeline can be resumed from pipeline configuration page as well as from the list page using

»

action Menu. To resume the task from the configuration page just click on icon.
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The resume option will only be available when the last run of a particular pipeline is failed or
stopped.

The pipeline will be resumed from the first stopped or failed task in the pipeline.

In case of parallel task, all the task in a given order will be resumed if any one of the task is failed
or stopped in that order.

Trigger pipeline from another pipeline :

User can trigger pipeline from another pipeline using KovairDevops plugin. Just like other plugins this
plugin also expose some method to be used in task. Currently only one method “ExecutePipeline” is
supported. User can use this method of the KovairDevopsPlugin to execute pipeline of any Devops
Instance.

Just fill in the proper details of the Devops instance and select a proper pipeline , save the task and
pipeline and run It. Pipeline mentioned in the task will be execute in the given instance.

Save Parameters

Template KovairDevops_Instance_1 - Enter Template Name
Kovair Devops Url* hitp:/flocalhost:8080/KovairSmartDevops - [}
Username * admin a e
Password * a e
Asynchronous -—-Select One-- v [:)
% Get Pipelines  [ESRULGH
Pipeline * Please Select N (]

Asynchronous option let the user decide whether the pipeline wait for the triggered pipeline to
complete or not. If set to 'YES' the main pipeline will wait untill the triggered pipeline completes
its execution otherwise it will switch to next task.

Start-End Release From Pipeline-list

By exploring the action menu of a particular pipeline user can start-end associated release by simply
clicking the options ‘Start Release’/’End Release’.
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P4 A\ Failed Jan 09,2020 13:50 rtyuio dsdsd @ Plannina A = ®
» Run

fail Notificati. + Passed Jan 10,2020 12:48 p1 R7 © p| W Resume ]
@ Start Release

P2 ddd A\ Failed Jan 09,2020 12:04 Default Project NewReleaseFromKovair (@ p| @ Archive =
o Delete

SonarQube Test A\ Failed Jan 08,2020 18:07 p1 R6 ®© pP| D Change History =

Run Status

After Start the pipeline one run record created with Queue Status and after Agent collect the first
task and change the Status to Running.

After Successful execution of all task the Status is Success. For any failure the Run status will
Failed.

From Pipeline List page user can see the last three run status with quick Graph. For more Runs

user can click on “Show More Runs Page". User need to Click on expand (& menu to see the
Report.
For “Run Duration” Graph system shows only last 10 completed pipelines.

Run Summary All

# Run Name Run Status Run By Start Time Duration Console
10 I « Passed admin Sep 26,2019 10'54 12s u W Passed
¢ Failed by
] Stopped admin Sep 26,2019 1053 455 a I Stopped
7 Pipeline_1#7 « Passed admin Sep 26,2019 10:50 14s u
now More Run
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Delay Indicator

Pipeline:

Show Condition over actual start Condition over actual end date | Release Status

warning? date and planned start date of | and planned end date of
Release Release

No If Actual start date=Planned If Actual end date=Planned end | Completed
start date date

Yes If Actual start date>Planned If Actual end date=Planned end | Completed
start date date

Yes Actual start date=Planned start | Actual end date>Planned end Completed
date date

Yes Actual start date>Planned start | Actual end date>Planned end Completed
date date

Yes Actual start date>Planned start | Planned end date=Today’s date | In progress
date

Yes Actual start date=Planned start | Today’s date>Planned end date | In Progress
date

Yes Actual start date>Planned start | Today’s date=Planned end date | In Progress
date

Yes Actual start date>Planned start | Today’s date>Planned end date | In Progress
date

No Actual start date=Planned start | Planned end date=Today’s date | In progress
date

No Today’s date=Plannes start date | Today’s date=Planned end date | Planning

Yes Today’s date>Plannes start date | Today’s date=Planned end date | Planning

Yes Today’s date=Plannes start date | Today’s date>Planned end date | Planning

Yes Today's date>Plannes start date | Today’s date>Planned end date | Planning

© Kovair Software, Inc. 2019
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Release:
Planned Start Show Planned End Date Show Release Status
Date(Condition) Warning? | Prompt (Condition) Warning?
Today’s date=Planned start No Today’s date=Planned No Planning
date end date
Today’s date>Planned start Yes Today’s date>Planned Yes Planning
date end date
Actual Start date>Planned Yes Today’s date>Planned Yes In Progress
Start date End date
Actual Start date=Planned No Today’s date=Planned No In Progress
Start date End date
Actual Start date>Planned Yes Actual end date>Planned | Yes Completed
Start date End date
Actual Start date=Planned No Actual end date=Planned | No Completed
Start date End date

Pipeline & Release Archival:

Release Archival:

User can now archive unnecessary releases from the release list page.

To archive a release, follow the following steps:

B Navigate to release list page.

B Select a release to archive. Open the action menu by clicking on the icon =

8 v &

B Click on Archive, . &

B The release will be
releases.

hih

© Kovair Software, Inc. 2019

Edit

Start Release
Delete

Clone

Archive

icon indicates the release is archived.

archived. Please check the “Show Archived” checkbox to view archived
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YAML Support:

User can now download YAML from existing pipeline and use the same to create a new pipeline .
To download YAML of a pipeling, following are the steps:

B Navigate to pipeline list page.

B Select a pipeline to get YAML. Open the action menu by clicking on the icon =

Run

BY

Start Release
Archive

Delete

E* =1 |

Download Full YAML
D Change History
B Click on “Get YAML Script”
B A file containing YAML with yaml extension will get downloaded.

To create pipeline using YAML click on existing pipeline or click on create new Pipeline button.

Then click on the YAML icon shown below.

— [ Rel i
= ikowaark DevOpys 2%, , Dashboard Relesse. admin 1
=)

New 2 Release : R12 ~ < Project: Default Proje... RUN : New 2# @ c Back 9
. Stage 1 2 Task(s i @

1. Start 2. Task1 L

".::‘-‘\‘ Manual + u CustomCom +
+
+ st

A new page will open with a default YAML definition as below. User can create pipeline definition
manually or import previously downloaded YAML of another or same pipeline. If any error occurred
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while executing the YAML for existing pipeline then it will be reverted back to previous pipeline
definition.

Following are the options on YAML definition page :

° Import YAML File : User can import YAML file using previously downloaded YAML

file.
° Reset : Clicking on reset button will reset the YAML back to initial template.
° Save : Clicking on the save button will execute the YAML entered in the text box.
° Back : Back button will redirect the user to the pipeline definition page.
= oz DevOprs ST | Deshboar Rleme, aomn 1
YAML [ reset [ save [HESSE

nimal pipeline that you can customize to build and deploy your code.
hat build, run tests, deploy, and more:

10+ project:

11 name: "Default Project”

13- release:

18 stageorder: @
"$3242a8"

Points to remember while creating or updating the pipeline as below:

1. For new pipeline without import:
Allow changing project name and release name if valid in YAML (i.e. can override the Release and

Project Name that is previously selected in Ul)

2. For new pipeline with import:
Change in project name and release name will be discarded and previously selected project name

and release name in the previous Ul will be considered.

NOTE: Task id in the input parameter of YAML import must be validated by user manually as it
may be valid for exported pipeline and not for importing pipeline. Some inputs like pipeline
status and pipeline id are managed internally and user provided values will be discarded.
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3. For editing existing pipeline:

Changes of project name and release name in YAML is silently discarded and will not throw
validation to user

like "Project Name does not matches with existing project name of the pipeline", "release name
does not matches with existing pipeline release name”.

Any Pipeline linked with the release will also get archived along with the
release. Archived releases can only be cloned and deleted.

Pipeline Archival:

User can now archive unnecessary pipelines from the pipeline list page.
To archive a pipeline follow the following steps:

B Navigate to pipeline list page.

B Select a pipeline to archive. Open the action menu by clicking on the icon

Run

Archive

e Ny

Delete

. . D Change History

B Click on Archive. angE TEen

B The pipeline and the associated release will be archived .. Please check the “Show Archived”
checkbox to view archived pipelines.

i icon indicates the pipeline is archived.

Users can only view change history and delete the archived pipelines.
Pipeline will also archive the associated release.
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Manual Task

Manual task is an important feature that can be associated with pipeline. Manual task can be
assigned to a specific user. It will help pipeline to take manual approval to continue the further
task. During pipeline execution if any manual task approval is required then the pipeline will be in
paused state until task is complete for further execution.

Edit Task

2 * Manual Task @ Help Message
SCM Task For* V.Mishra(vinitm@hsbc kovair.com) - 1. Provide task name
2. Select a user for task
BUILD Subject” 3. Provide subject of the task

This is a manual task 4. Choose send email notification (optional)

DEPLOY
TEST
cl
4
ALM ¥ Send Email Notification

UTILITY

“ Cancel

Email Notification : If ‘Send Email Notification’ is checked for the manual task an email will be send to
the user’s email id for approval.
A preview of such mail is :
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Hello sdebnath,

It seems that you have a task pending for your approval.
Please review the task and pass or fail accordingly.
lgnore if already done.

Task Subject :
Please approve saheli

MOTE: This is a system generated mail.
To approve this task, please reply with the appropriate command as the subject of the mail with 'Accept’ or 'Reject’ text.

Example : Manual Task Notification For Pipeline #75 | Task #11 - Accept
*The bold text is to be appended to pass the manual task.This will take effect only when the email service is running.

Thanks,
Kowvair DevOps Support.

User can pass or fail the task by simply replying to the mail as follows :

Reply this email and append Accept/Reject in the email subject to Pass/Fail the task.
Example : Manual Task Notification For Taskld : #27 - Accept
*The bold text is to be appended to pass the manual task.

My o
From application user can clickon % Task(s) to see the assigned task for the specific

user and can Passed / Failed the task. User can also provide the comment for the Manual task.
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Manual Task | # rind by sunject

Title

& Open 1 1. Manual Task
Manual Task

&) Completed

Total Items: 1

Created On )
Sep 26,2019 12:58 Task Details
Title
Subject
Received On

Age

Comment

Report & Dashboard:

All reports are predefined format and can view on tabular view. User can Export the data as .CSV

file.

Overall Pipiline Summary

Pipeline Summary Defails

Overall Run Summary

Run Summary Details

Execution Summary Details

PipelineSummary

PipelineSummaryDetails

RunSummary

RunSummaryDetails

ExecutionSummaryDetails

Manual Task

Manual Task

Sep 26,2019 12:58

2m 26s

Completed task is visible in Completed section.

Dashboard are based on report output in graphical format.

2 layout Dashboard

© Kovair Software, Inc. 2019
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% | @ PostAttendee-Zoom X A Kovair Devops 1.0Rele X | G microsoft teams api- € X | + = X

* S @ & 2 u M

(3 Mail - Sourim Mitra - O % | (@) Post Attendee - Zoom X | W TortoiseHg

&« C Y @ localhost8083/KovairSmartDevops/dashboards/#tab-1

= M - Release —

= kowvaar DevOps 1. ) Dashboard 1 Release vinimishra7o8 2
Dashboard ': Select Projects v i‘ ( select Releases -)

a2 ® Tabs % T a5
Overall Pipeline Summary @ ()} Overall Run Summary 6 (]

W Failed W Failed
M Passed B Passed
Stopped

Completed Release Count & (| Overall Execution Duration Summary @ =]

|

H L Type here to search

3 Layout Dashboard

Kovair DevOps Release Notes Nov 19 V1
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(3 Mail - Sourim Mitra - O % | (@) Post Attendee - Zoom X | W TortoiseHg % | @ PostAttendee-Zoom X A Kovair Devops 1.0Rele X | G microsoft teams api- € X | + - x
&« C Y @ localhost:8083/KovairSmartDevops/dashboards/#tab-5 * @ @ & 2 u Mm
= M - Release it
= kowvaar DevOps B W " Dashboard o Release vintmishia798 1
Dashboard Select Projects ¥ || Select Releases -
Defautt % a2 Tabs Tab4 Tans NoName P
Overall Pipeline Summary & [m] Overall Execution Duration Summary @ [ ] Overall Run Summary & [}

0.0187

0.016

0.014

0.012

0.01]

B Failed o.008
W passed

Stopped

M Failed
0,005 W passed
0.004 —
0.002 —

0

B Run Duration

| |

H L Type here to search

User with “FULL" access can create multiple dashboard. Dashboards will be added as tab.
Initially there will be only “Default” tab. User can add new tab(s) and rename the existing tab.
User can add/edit/delete gadget into the dashboard penal using drag-drop.

Dashboards can be 2 paneled or 3 paneled.

YV V VY

User with “VIEW” access can only see the “Default” dashboard which contains 3
.l reports (Overall Pipeline Summary, Overall Run Summary and Overall Execution
E Duration Summary). No addition /modifications are allowed.

Add New Dashboard
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(3 Mail - Sourim Mitra - O % | (@) Post Attendee - Zoom X | W TortoiseHg % | @ PostAttendee-Zoom X A Kovair Devops 1.0Rele X | G microsoft teams api- € X | + = X
& C Y @ localhost8083/KovairSmartDevops/dashboards/#tab-7 * @@ & < u Mm
— — My - Release i

= kowvaar DevOps B W " Dashboard o Release vintmishia798 1
Dashboard | Select Projects ~ | select Releases v)

Defautt % a2 Tabs Tapa % E =

=4 New Dashboard

all Add New Graph

2 Paneled Report Add/Edit/Delete Section

© Kovair Software, Inc. 2019

43

Kovair DevOps Release Notes Nov 19 V1



KOWZ7\ITR

(3 Mail - Sourim Mitra - O % | (@) Post Attendee - Zoom X | W TortoiseHg % | @ PostAttendee-Zoom X A Kovair Devops 1.0Rele X | G microsoft teams api- € X | + - x
&« C Y @ localhost:8083/KovairSmartDevops/dashboards/#tab-1 * @ @ & xu M
= —| My N i1y Release o
= kowvaar DevOps L " Dashboard o Release vintmishia798 1
Dashboard Select Projects ¥ || Select Releases -
Default o T2 Tabs Tana Taps
D Search V ® 2 Panel 3 Panel
a
x x
Overall Pipeline Summary Overall Run Summary
x x
J
e

Overall Execution Duration Summary

Completed Release Count

3 Paneled Report Add/Edit/Delete Section
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@ Mail - Sourim Mitra - O X | (@ Post Attendee - Zoom X | W TortoiseHg X | @ PostAttendee-Zoom X A Kovair Devops 1.0Rele: X G microsoftteams api-¢ X | + = x
<« C {} ® localhost8083/KovairSmartDevops/dashboards/#tab-1 * @ @ & v U Mm
= = My R ;
— KOWZ7\ITIR DGVO[M =) Tawk(s) , Dashboard A vinitmishra798 1
Dashboard Select Projects ¥ ||_Select Releases ~
oo [+ rrowion]
o 2Panel @ 3Panel
xX x x
]
Completsd Relsase Count
Overall Pipsiine Summary Qverall Run Summary
x x x

Overall Execufion Duration Summary Release Efficiency Average Release Duration Over Time

H £ Type here to search

Overall Execution Duration Summary - Run Duration must be greater
than one minute.

Filters:

Reports & Dashboards can be filtered based on projects and releases. User need to select the projects
and releases from the dropdown provided on the these page. Based on the selected items the data will
be shown.

Key feature of filters:
® Project filter will contain only those projects which have non archived release associated with it.
® Release filter will contain only those releases which have non archived pipelines associated with it.

® Release filter will be reset on changing project selection.
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Reports

Following are the reports that are part of this release, explained below.

Completed Release count

Description: Comparison between total release count and completed release count.
(Completed Release count means, releases have actual end date). If There is no completed
Release count present then the blue bar will not be shown

Tabular Report — Graphical Report

Completed Release Count All Release Count

10 14
completeaReicsse ot O]

10
0
14

T T T T T T 1
] 2 4 € ] 10 12 14

M Completed Release Count B All Release Count

Average Release duration over time
Description Average release duration based on Year-Month.

Tabular Report — Graphical Report

Year-Month Average Release Duration

2019-9 30
2019-10 4.875
2019-11 15
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Average Release duration over time @ (|

30

254

20

15

10

g6Vl

avv o

W Average Release Duration

Release Completion
Description Release completion (Planned vs actual).

Tabular Report — Graphical Report

Planned End Date Actual End Date

Default Release

Release 001
Release 002
Release 003
Release 004
Release 008
Release 009
Release 010
Release 011
Release 012

© Kovair Software, Inc. 2019

11/21/2019
10/22/2019
10/22/2019
10/22/2019
11/2/2019
11/2/2019
12/2/2019
12/12/2019
2/12/2020
10/26/2019

47

11/6/2019

11/3/2019

10/26/2019
10/26/2019
10/22/2019
10/21/2019
12/6/2019

10/22/2019
10/22/2019
10/22/2019
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2042-11-187

2033-3-19

2036-7-18 -

2033-5-18

2030-3-17 -

2027-1-15

2023-11-15

2020-9-12 |
CHa

T T T T T T T T T T T T T T L}
L1} 2 4 [ ] 10 12 14

¥ Planned End Date B Actual End Date

o The Releases that are NOT completed (Actual end date is not
El present) those releases are ignored

Release Efficiency
Description Release Efficiency (Count of Manual Tasks Vs Automation Tasks). Consider only
executed pipeline.

Tabular Report — Graphical Report

Release Title Automated Task Count | Manual Task Count

Default Release Pipeline 001 2

Release 010 Pipeline 002 3 0
Release 011 Pipeline 003 2 0
Release 012 Pipeline 004 3 0
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Release Efficiency @ a

0 1 2 3 1 5 3
B Automated Task Count B Manual Task Count

Number of Release per Month

Description This report gives an idea of how many releases are present per month. Releases
count depends, when it's been created (creation date).

Tabular Report — Graphical Report

Month-Year Release Count

Sep-19 3
Oct-19 9
Nov-19 1

September-2019 October-2019 Movember-2019
B Release Count
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Top 10 longest Release

Description 10 longest releases based on actual start date and actual end date. To view the
data of this graph, the release duration must be greater than 1 days.

Tabular Report — Graphical Report

Release Duration(in Days)

Release 008 30
Default Release = 16
Release 009 15
Release 001 13
Release 002 5
Release 003 5
Release 004 0
Release 010 0
Release 011 0
Release 012 0
Release 008
Default Release
Release 009
Release 001
Release 002
Release 002
Release 004
Release 010
Release 011
Release 012
iIJ ,IE 1I0 1I5 2I0 2‘5 3I0 I
M Release Duration(in Days)

Top 10 longest Pipeline

Description Top 10 Longest pipeline. Longest pipeline of duration after considering only
last Run (in days). To view the data of the graph, Pipeline associated last run duration must
be greater than 1 days

Tabular Report — Graphical Report
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Run Duration(in Days)

Pipeline 002 = 11
Pipeline 003 ' 10
Pipeline 001 3
Manual 3
Test 1 3
Test 2 2
Pipeline 004 1

Pipeline 002

Pipeline 003

Pipeline 001

Manual

diyety

sfvwfgar

Pipeline 004

1 T T T T T T T T T T T i
o 1 2 3 4 5 & T 2 3 10 11 12

B Run Duration{in Days)

Average Task Duration by Project

Description Average task duration by project, considering only last Run (in minutes). To
view the data of the graph, average tasks duration belong to a project must be greater than
1 minute.

Tabular Report — Graphical Report

Avg Task Duration (in Minutes)

Default Project 2.6

Arpan Projects 0
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Avg. Task Duration by Project € m |

284
2.6
2.4
2.2

2
1.8
1.6
1.4
1.2

14
0.5
0.6
0.4
0.2

0

-0.2

T 1
Default Project Arpan project

M Avg Task Duration(in Minutes)

Top 10 Longest Phase

Description Top 10 longest phases(stages). Longest phases of duration after considering
only last Run (in seconds). To view the data of the graph, Stage associated tasks of last run
average time duration must be greater than 1 second.

Tabular Report — Graphical Report

Phase Duration (in seconds)

Pipeline 002-Stage 1 840
dtyety-Stage 1 45
Pipeline 004-Stage 1 4
sfvwfgwr-Stage 1 1
bjhj-Stage 1 1
sfvwfgwr-Stage 2 0
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Top 10 Longest Phases €@ 8

Pipeline 002-5tage 1

diyety-Stage 1

Pipeline 004-5tage 1

sfwwigwr-5Stage 1

bijhj-Stage 1

sfwwigwr-5Stage 2

T T T T T T T T 1
o 100 200 300 400 500 0O FOO 200 900

M Phase Duration{in seconds)

Release Progress on Timeline
Description Data for all releases progress on timeline

Tabular Report — Graphical Report

Actual Start Date | Actual End Date | Planned Start Date | Planned End Date

Default Release 10/21/2019 11/6/2019 10/21/2019 11/21/2019
Release 001 10/21/2019 11/3/2019 10/21/2019 10/22/2019
Release 002 10/21/2019 10/26/2019 10/21/2019 10/22/2019
Release 003 10/21/2019 10/26/2019 10/21/2019 10/22/2019
Release 004 10/22/2019 10/22/2019 10/21/2019 11/2/2019
Release 008 9/21/2019 10/21/2019 10/21/2019 11/2/2019
Release 010 10/22/2019 10/22/2019 7/7/2019 12/12/2019
Release 011 10/22/2019 10/22/2019 7/15/2019 2/12/2020
Release 012 10/22/2019 10/22/2019 10/6/2019 10/26/2019
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Release - Default Release

Actual EEENGEEEEEIE)]
RENIGWM Default Release(Planned)

Oct22 Oct24 QOct 26 Oct 28 Oct30 Nov 1 Nov 3 Nov 5 Nov 7 Nov 9 Nov 11 Nov 13 Nov 15 Nov 17 Nov19  Nov21

Release - Release 001

I Release 001(Actua

Planned - Release 001(Planned)

Tue Wed Thu Fii Sat Sun Mon Tue Wed Thu Fri Sat Sun
1022 0021 13
Disclaimer

Filter in Dashboard page

® By default fetches all the project data irrespective of Select All or unchecked Select All filer, only if
configured database not contains any legacy data

® |[f legacy data present in the database, then Select All and UnSelect All filtered data may differ.

Additional Services

Agent Service:

Agent service is responsible for Execute Configured task in pipeline. One Service can connect
multiple tool via deployed plugins in agent path. At a single point of time one agent can connect
one Application server. Configuration.ini should be configured correctly to start the service.

Configuration.ini

Baseurl=http://1592.1658.11.155: 8080,/ KovairDevops
Username=admin
Fassword=En+T/57wE=04lIPFFFeiuig==

Email Service:

Email Service is connected to Application for various operation. Once the user subscribed the email.
User can send proper action as Email subject to dedicated Application email address.

Supported action via Email:
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1.

5.
6.

List Pipeline All active pipelines owned by you will be send to you.

Start [Pipeline_Id] Pipeline id provided by you will be executed automatically.
Stop [Pipeline_Run_Id] Pipeline run provided by you will be stopped automatically.
Status [Pipeline_Run_Id] Current pipeline run status will be send to you.

Last Status [Pipeline_ld] Last pipeline run status will be send to you.

Check Health Checks if the server is active or not.

Kovair Email service should be installed and configured correctly to use this functionality. As well
as Email service configuration should be Enabled in application server.

Logs

Application Logs are available in <Tomcat Path> / AppLog
Agent service Logs are available in the agent host

Disclaimer/ Additional Notes:

Menu - Server > Mail Server - Server Type: GMAIL not yet implemented
Multilanguage is NOT supported throughout the application.

New /Updated Plugin should be installed manually in Agent Path.

All plugins are tested in Windows Only.

If user tries to access a shared application URL with some filters applied then user will be
redirected to that main URL automatically after user logs in with filters removed. But if
already logged in to the application and then tries to enter the URL then the filters will work
properly.

URL encryption is not supported yet so if user changes the filter in URL with some invalid
data then the filter will not work.

If any task created parallelly fails, the pipeline execution will wait until all task parallel to the
failed task completes execution. Overall Status will be failed.

Special characters that are supported for condition are -- 1@#% " &(){}{}"/|<>\

If Database connection is lost due to network interruption the database connectivity will be
lost. The tomcat needs to be restarted.

During Manual Task execution if pipeline get stopped manually, then also manual task can
be viewed from manual task section with stopped status.

Any condition change during edit task operation will overwrite the previous configured
conditions.

Spaces are not supported in quick search.
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_CurrentTaskld is a restricted string, try not to use this. During Condition settings make
sure _CurrentTaskld text should not be remain in condition section during add task.
Otherwise condition will not work.

e Change in configuration of task under a pipeline, all the tasks followed by changed task,
configuration need to be changed manually. (Only applicable for pre and post condition)

e When task is cloned user need to refresh the pre-post conditions and the reference
parameters.

e Currently user needs to manually verify the task references if the task is deleted. References
include the task parameters getting used in output/input/conditions of other task.

e In case user removes the selected output parameters of some task then the post condition
of that task will be removed automatically and user need to re-configure it again , if the
removed parameters are used as a reference to some tasks then the user have to manually
update such post conditions.

e If a new task is added/deleted from a pipeline which is in a resumable stage, the new task
will not execute on resume as it was not a part of the last run.In that case user need to re
run the pipeline.

e Changes done in input parameters will only be considered while resuming pipeline. No
other changes (changes in Pre/Post condition,output parameters) will be considered until
the pipeline is re-run.

e ALM type tool template hold the password type data.

e The option to take reference from other parameters not includes lookup type field of alm
plugin and are not supported in pre and post condition also.

e Generic error will show for jira plugin execution. Execution type can be authentication, or
field name field value related anything.

e Parallel task will be added after last parallel task.

e The lookup type fields(get data from api calls) of alm type plugin are exposed as singline
text field at pre and post condition side. Other plugin lookup which doesn’t perform any
api call exposed as lookup.

e If the SMTP configuration give BadCredentials error even if your credentials are correct try
increasing the smtp timeout value in application.properties file.

e Task id in the input parameter of YAML import must be validated by user manually as it
may be valid for exported pipeline and not for importing pipeline.

e YAML validations are added for ProjectName, ReleaseName, Stage Name, Task Name and

Tool Security Mandatory Parameters. Tool parameter values and all other inputs should be

validated by user manually.
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