
Redis: Getting started
How to start using Redis

👋👋 Welcome on Stackhero's documentation!

Stackhero provides Redis instances that are ready for production in just 2 minutes!

Including TLS encryption (aka SSL), customizable domain name, persistency, backups and updates in just a

click.

Try our managed Redis cloud in just 2 minutes

Redis is a powerful and extremely fast in-memory database.

It can be used as a cache system, a key/value database, to sort data in realtime or as a publish/subscribe queue and

events system.

We have published some code examples to let you see how you can connect to your Redis instance.

You will find them on the following git repository: https://github.com/stackhero-io/redisGettingStarted.

Improve Redis security

There is two things to harden Redis security that are very important. You really should do them to maximize your

Redis security.

Encrypt Redis communications (TLS)

Per default, Redis does not encrypt communications.

On Stackhero we have added TLS encryption out of the box.

To use it, simply declare on your Redis client that is should use TLS encryption and use the port 6380 to connect to

your instance, instead of the port 6379 which is not encrypted.

Good news, you have nothing else to do, we have handled the difficult part on our side.

Protect your Redis from brute force attacks

Your Redis is protected with a password. This password is automatically pre-defined per Stackhero to be really

strong.

If you change it, you should define an extremly complicated one.

Redis is fast and unfortunately does not have a brute force attack protection. This means that an attacker can try

up to 150,000 passwords combinations per second!

To limit that, we don't allow to define a password with less than 16 characters (4.5231285e+74 possibilities) and

Improve Redis security

◦ Encrypt Redis communications (TLS)

◦ Protect your Redis from brute force attacks
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we define per default a 64 characters password (9.61963e+111 possibilities!).

But, per security, and to definitely avoid brute force attacks, we invite you to configure Stackhero's firewall (in

"Security shield" tab) to limit connections to only your IPs. This is very important and will improve a lot your

security!

Other articles about Redis that might interest you
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