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INTEGRATION INTERFACES

Introduction

Internet of Things, or 10T, is a very wide term for the
technology that has been with us since early 2000s
and for the last 10 odd years has been constantly
evolving to reach the point of being called the next
Industrial Revolution. As a leading loT software
vendor, AVSystem believes that there are 2 main
aspects at which you should look at Internet of
Things: devices (“Things”) and data these devices
generate.

The first aspect includes all the connected smart
things such as sensors, actuators, computer
devices, gateways and more. The number of loT
devices reaches nearly 10 billion in 2019 and all of
these things have to be managed and maintained
through their entire lifecycle.

AVSystem loT Portfolio Overview

Bootstrap FOTA | SOTA Configuration
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The second aspect tightly linked to the first one is
the amount and quality of data generated by those
billions of smart things. This data is precisely the
entire potential of all “things” inthe Internet of Things
and thus it needs to be harnessed and orchestrated.

As a result, one can say that if all the devices are
properly managed and all the data is properly
used, any business can unleash the full power
from loT. The role of AVSystem in the Internet
of Things is to provide tools to make it happen -
device management and application enablement
solutions.

Analytics Reporting Alerting

Service
Activation

Geofencing Workflow
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Device Management in loT

Device management is the first and most important thing to think about when building services around IoT.
Thanks to a proper device management system, you can ensure security for your devices and establish secure
telemetry channels for data from these devices.

Secure
Interop / o o o o IILEG ]
(Bootstrap)

e o o o» FOTA/SOTA o o o o» Configuration

Testing

Lightweight M2M

OMA SpecWorks' Lightweight M2M is a sophis-
ticated device management and telemetry pro-
tocol designed initially for resource-constrained
devices such as sensors and other devices run- LWM2ZM
ning on battery or with limited processing and
storage capabilities. LwM2M's simplicity and its
ability to work over low power wide area networks
as well as its robust security mechanisms and

well-defined object model makes it a perfect choice
for M2M communication in the Internet of Things -
WAN

CoAP
0SCORE

CloT

With the LWM2M 1.1 release the protocol has been
enhanced with even more mechanisms improving
its performance in the loT. AVSystem as an active
member of OMA SpecWorks always strives to keep
its solutions compliant to the latest version of the
standard.
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Coiote loT Device Management

Our flagship product for device management in loT By utilizing LwM2M, Coiote loT Device Management
is Coiote loT Device Management. It is a platform is able to provide a leading solution in device man-
that enables device management and telemetry agement and telemetry for all IoT devices — from
through OMA SpecWorks’ Lightweight M2M stan- small and simple sensors to big and complicated
dard (LWM2M). The platform also supports MQTT M2M gateways in various loT verticals.

for telemetry data handling.

Key Features:

G 2% B 5

Remote Fault - Firmware over Application
! Monitorin
configuration Management 9 the air Management

Why Coiote loT Device Management?

15 years of experience in large-scale device -+ Proven interoperability (best results at OMA
management SpecWorks' Test Fests)

Robust architecture — proven scalability, option to + Leading Device Management Technology
be deployed on-site or in any Cloud environment Stack in MachNation loT Device Management
(AWS, Azure, Google Cloud) ScoreCard

Easy integration with other systems (e.g. Coiote
loT Application Enablement, Amazon AWS, PTC
ThingWorx)
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Application enablement

Application enablement facilitates the creation of loT applications and allows organizations to scale to millions
of devices with very little code. A well-built application enablement platform saves significant development
time and money in the creation and operation of an loT solution.

Coiote loT Application Enablement

Coiote loT Application Enablement is a platform
that serves enterprises as a flexible, scalable, and
efficient pathway for bringing new IoT solutions to
market. Thanks to its strongintegration capabilities,

Coiote loT Application Enablement fits perfectly

Get one source of data

Integrate various platforms -
device management platforms
(such as Coiote IoT Device Man-
agement), 0SS platforms, etc. Co-
iote loT Application Enablement
is capable of collecting data
from various sources — devices,
assets and other platforms - to
process, aggregate and unify it.

©%

Visualize & analyze the data

Make your data easy to use by
building customizable and dy-
namic dashboards. With Coiote
loT Application Enablement you
can also view the data in sepa-
rate views (end-user, operation
team, admin etc.), monitor data,
maps and external Uls, analyze
it in realtime and download
ready-to-read report.

into any loT ecosystem. The platform also lets
users easily set up business rules and processes,
build complex dashboards and test the results in
runtime in a no-code environment.

Perform actions based on in-
tegrated data

Create fully customizable
workflows and dashboards
dedicated to your teams, de-
partments or customers. Per-
form event-based actions such
as service activation, geo-loca-
tion, monitoring, reporting and
more.



Anjay LWM2M SDK

Anjay is a free and open-source Software Develop-
ment Kit (SDK) that can be used to create an Lw-
M2M Client to help vendors of Internet of Things
equipmentimplement support for OMA SpecWorks'
Lightweight M2M on their devices and enable re-
mote management over LwM2M. Anjay together
with Coiote loT Device Management offer full sup-
port for LwM2M standard (Client and Server).

Technical Specification

Language standards

TLS libraries supported

LwM2M interfaces implemented

Support for multiple LwM2M Server connections

Pre-implemented LwM2M objects
Underlying protocols implemented

User guide, full APl documentation

C99
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Anjay is also available in a commercial version with
implemented support for the latest version of Lw-
M2M and more features including integration with
various operating systems such as: Intel, PowerPC,
ARM, Free RTOS, Thread-X.

OpenSSL, mbed TLS

Bootstrap, Register, Management and Information Reporting

Yes

Security, Server, Access Control

COAP (RFC 7252)

Observing Resources in COAP (RFC 7641)

CoAP Block transfers (RFC 7959)

CoAP over TCP, TLS, and WebSockets (RFC 8323)

Sphinx, Doxygen, code documentation

LwM2M Interoperability Program

and Professional Services

Having obtained in latest years the best results
in OMA TestFests in LWM2M Server and LwM2M
Client categories, AVSystem decided to create an
LwM2M Interoperability Program to deliver profes-
sional services related to LWM2M interoperability
verification.

The tests include execution of protocol-level sce-
narios, service-level scenarios as well as perfor-
mance/stability testing.

The extended portfolio of professional services
includes porting of Anjay LwM2M client to select-
ed target platforms (Linux, Android, Free RTOS,
Thread-X, Contiki, mbed0S), maintenance and sup-
port of OEM integrations, consulting and design
and preparation of LwM2M SDK customized for the
customer.
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Your next step

Grow and develop your business thanks to a long-term
partnership with AVSystem.

Contact us at sales@avsystem.com to find out more on
how we can help your business or visit
https://www.avsystem.com/products/iot-solutions/

About AVSystem

AVSystem is a vendor of Internet of Things and device
management software present on the market since 2006.
Our mission is to develop solutions that help enterprises
create and manage ecosystems of connected devices.
We offer platforms for device and network management,
loT application enablement, WiFi marketing, and indoor
location, as well as embedded tools.

As market leaders in loT device management, we manage
millions of devices worldwide. We focus on scalable
solutions based on standards such as LwM2M to help
companies speed up the time to market of their IoT projects.

Copyright © AVSystem
For more information, visit www.avsystem.com

- ’?s,nimmm g




a
Y
-
-
i =
s =
» & o =
»
L4 L
» mum3
. suuwni
" = 5 win
n e Catd
. ULl ~ ‘ -
: TN w Ky
L 4w g Ut U . -
| ymma n waad ! .
- YR RAL L L L m )
" - L N1} .
- »
: oy
" f
: iy hed

E‘('u CLEE i 3
iy puennsuusgoead 4 - 1 e, i§ '
-y suumEEe Y ! =" N L R =
u.uu-u-mu_l:::lh X C (XTI LR (<
FHEE R &
m azmu- | s \:: 3 .
L ERR » LS ;
iy v e
|
44 P =
1]
. "y . o
L}
- 1

nes
1 A

O
Ly

“ o d

|
&

DA\
)
§

-9
--
e

Y o
Fi
-

k|
L L
MEEEEEGS

-

= -
-

a

4

\

24

> wm *
> m * E -
] L U 1
> m LIETT
LT P
u Y
: U
» u
Ld
» U

ul. Raﬂzikowsv“
31-31



