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Security Dashboard

Microsoft Secure Score

Total score: 82/303

This score reflects the collective security state of your
identities, data, devices, apps, and infrastructure,

57 /203

25 /35

Mo data to show
0/ 65

Infrastructure Mo data to show

The Security & Compliance Center enables your organization to manage data
protection and compliance. Assuming you have the necessary permissions,

the Security Dashboard enables you to review your Threat Protection Status, cevenont

as well as view and act on security alerts.
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Microsoft Cloud App Security is a multimode Cloud Access Security Broker

CI O ud App Secu rity (CASB). It provides rich visibility, control over data travel, and sopbhisticated Cévenont

analytics to identify and combat cyberthreats across all your cloud services.
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Microsoft Cloud App Security is a multimode Cloud Access Security Broker

CI o ud App Secu rity (CASB). It provides rich visibility, control over data travel, and sopbhisticated Cévenont

analytics to identify and combat cyberthreats across all your cloud services.
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Azure Security Center

Security Center | Overview
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Azure Security Center is a unified infrastructure security management system that

as well as on premises.
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0 Getting things ready for your subscriptions. This may take a few minutes...
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5
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50 Unhealthy resources

Regulatory compliance

I PCIDSS 3.21 8 of 34 passed controls
IAzure CIS 1.1.0 (New) 13 of 26 passed controls

IAzure Cs1.1.0 11 of 14 passed controls

Resource health by severity
214 Compute & apps resources
5 I

=~ 1 Data & storage resources
Er

2 Identity & access resources
L

strengthens the security posture of your data centers, and provides advanced threat
protection across your hybrid workloads in the cloud - whether they're in Azure or not - cevenont
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Azure Sentinal

Microsoft Azure Sentinel is a scalable, cloud-native, security information
event management (SIEM) and security orchestration automated response
(SOAR) solution. Azure Sentinel delivers intelligent security analytics and
threat intelligence across the enterprise, providing a single solution for alert
detection, threat visibility, proactive hunting, and threat response..
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Compliance Manager

Compliance Manager offers a centralized dashboard for viewing standards,
regulations, and control implementation details and test results for
Microsoft service assessments. It also includes tools allowing you to
manage custom control implementations and compliance tracking specific
to your organization.

Compliance Manager Tour

Co®\venant
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Compliance Manager includes the following capabilities:
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Offica 365 - HIPAA Office 365 - HIST 808111

Compliance Score Compliance Score

Default Group
Office 365 - GDPR

Default Group
Office 365 - NIST 800-53

264 1868

Actions™ 1626 Adtions 12832

Created Maodified Created Modified
2/17/2020 2/17/2020 2/17/2020 217/2020

Customer Managed Actions Customer Managed Actions 0 of 215

Microsoft Managed Actions

Microsoft Managed Actions 853 of 853

Assessment Status Assessment Status

Default Group Default Group

Azure - GDPR Azure - 1SO 27018:2014

In In
Actions™ Progress Actions™ Progress
Created Maodified Created
2/17/2020 2/17,/2020 2/17/2020

Modified
2/17/2020

Customer Managed Actions

Microsoft Managed Actions 45 of 48

Customer Managed Actions

Microsoft Managed Actions

Default Group Compliance Score

Office 365 - 1SO 27001:2013

794

Actions™ 11078

Created Modified
2/17/2020 217/2020

Customer Managed Actions

Microsoft Managed Actions 232 of 232

Assessment Status

Default Group

Azure - 150 27001:2013
In

Actions™ Progress

Created Modified

2/17/2020 2/17/2020

Customer Managed Actions

Microsoft Managed Actions 231 of 231




Compliance Manager

Compliance Manager offers a centralized dashboard for viewing standards,

regulations, and control implementation details and test results for

Microsoft service assessments. It also includes tools allowing you to C vendnf
manage custom control implementations and compliance tracking specific www.covenant-tech.net
to your organization.

Compliance Framework Sections

Default Group f 853/1068 _ In Progress

Office 365 in-Scope Cloud Services

Microsoft Managed Controls

Customer Managed Controls

Access Control 0/67 Assessed
Audit And Accountability 0/22 Assessed
Awareness And Training 0/12 Assessed
Configuration Management 0/3 Assessed
Identification And Authentication 0/42 Assessed
Incident Response 0/14 Assessed
Personnel Security 0/29 Assessed
Planning 0/4 Assessed
Risk Assessment 0/1 Assessed
Security Assessment And Authorization 0/2 Assessed
System And Communications Protection 0/9 Assessed
Systermn And Information Integrity 0/3 Assessed

System And Services Acquisition 0/T Assessed




Compliance Manager

Compliance Manager offers a centralized dashboard for viewing standards,

regulations, and control implementation details and test results for

Microsoft service assessments. It also includes tools allowing you to C vendnf
manage custom control implementations and compliance tracking specific www.covenant-tech.net
to your organization.

Compliance Framework Tracking

Office 365 in-Scope Cloud Services
Microsoft Managed Controls

Customer Managed Controls

Access Control 0/67 Assessed ™

Controls / Articles Compliance Related Controls / Articles Assigned User Implementation Test date Test result
Score Status Date

Control ID: AC-1(a)(1) FedRAMP Moderate: AC-1(a)(1) Select = = Select.
Control Title: Access Control Policy And Procedures NIST 800-171:3.1.1 _
MiManage

CSA CCM301: GR 2 Documents
150 27001:2013:

Description: The organization: Develops, documents, and disseminates to
Assignment: organization-defined personnel or roles: An access control policy that
addresses purpose, scope, roles, responsibilities, management commitment,
coordination among organizational entities, and compliance

More

Controls / Articles Compliance Related Controls / Articles Assigned User Implementation Test date Test result
Score Status Date

Control 1D: AC-1(b)(1) FedRAMP Moderate: AC-1(bj(1] Select = B Select
Control Title: Access Control Policy And Procedures IS0 27001:2013: A.5.1.2 -
iManage

Description: The organization: Reviews and updates the current: Access contrel policy Documents

Assignment: organization-defined frequency

More

Controls / Articles Compliance Related Controls / Articles Assigned User Implementation Test date Test result
Score Status Date

Contral ID: AC-11(1) - FedRAMP Maderate: AC-11( Select = g Select

Control Title: Session Lock IS0 27001:2013: A.11. -
CSA CCM301: HRS-11, L, MO5-20 C4Manage

Description: The information system conceals, via the session lock, information Documents

previou sible on the display with a publicly viewable image.

More

Controls / Articles Compliance Related Controls / Articles Assigned User Implementation Test date Test result
Score Status Date

Control ID: AC-11(a) 6 FedRAMP Moderate: AC-11(a) Select = = Selects.
Control Title: Session Lock NIST 800-171:3.1.10 -
IS0 27001:2013: £.11.2.8 C4Manage

Description: The information system: Prevents further access to the system by
Documents

initiating a session lock after / nment: organization-defined time period of
inactivity or upon receiving a request from a user

More 3

Controls / Articles Compliance Related Controls / Articles Assigned User Implementation Test date Test result
Score Status Date

Contral ID: AC-11(b) - FedRAMP Moderate: AC-11(b] Select = g Select,

Control Title: Session Lock _
iManage

Description: The information system: Retains the session lock until the user N
Documents

reestablishes access using established identification and authentication procedures,
More

Controls / Articles Compliance Related Controls / Articles Assigned User Implementation Test date Test result
Score Status Date

Control |D: AC-14(a) . FedRAMP Moderate: AC-14(a) Select &5 £y Selecty

Control Title: Permitted Actions Without Identification Or Authentication




With Microsoft Threat Protection, Microsoft Defender ATP and various Microsoft
Defe nd er ATP security solutions form a unified pre- and post-breach enterprise defense suite that
natively integrates across endpoint, identity, email, and applications to detect, prevent, ceovenont

investigate and automatically respond to sophisticated attacks. www.covenant-tech.net

Microsoft Defender ATP
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Microsoft Defender ATP detected 'EICAR-Test-File (not a virus)' malware Automated investigations statistics

Microsoft Defender ATP detected 'EICAR-Test-File (not a virus)' malware 6/11/19, 8:15 PM 14 . 24
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With Microsoft Threat Protection, Microsoft Defender ATP and various Microsoft

Defender ATP

investigate and automatically respond to sophisticated attacks.
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Update Microsoft Windows 10 (05 and baslt-in applications)

security solutions form a unified pre- and post-breach enterprise defense suite that
natively integrates across endpoint, identity, email, and applications to detect, prevent, C
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