
Microsoft Cybersecurity 
Reference Architecture

The Microsoft Cybersecurity Reference Architecture (https://aka.ms/MCRA) 
describes Microsoft’s cybersecurity capabilities and how they integrate with 
existing security architectures and capabilities. www.covenant-tech.net



Security Dashboard
The Security & Compliance Center enables your organization to manage data 
protection and compliance. Assuming you have the necessary permissions, 
the Security Dashboard enables you to review your Threat Protection Status, 
as well as view and act on security alerts. www.covenant-tech.net



Cloud App Security
Microsoft Cloud App Security is a multimode Cloud Access Security Broker 
(CASB). It provides rich visibility, control over data travel, and sophisticated 
analytics to identify and combat cyberthreats across all your cloud services.
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Azure Security Center
Azure Security Center is a unified infrastructure security management system that 
strengthens the security posture of your data centers, and provides advanced threat 
protection across your hybrid workloads in the cloud - whether they're in Azure or not - 
as well as on premises. www.covenant-tech.net



Azure Sentinal
Microsoft Azure Sentinel is a scalable, cloud-native, security information 
event management (SIEM) and security orchestration automated response 
(SOAR) solution. Azure Sentinel delivers intelligent security analytics and 
threat intelligence across the enterprise, providing a single solution for alert 
detection, threat visibility, proactive hunting, and threat response..
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Compliance Manager
Compliance Manager offers a centralized dashboard for viewing standards, 
regulations, and control implementation details and test results for 
Microsoft service assessments. It also includes tools allowing you to 
manage custom control implementations and compliance tracking specific 
to your organization.
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Compliance Framework Sections
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Compliance Framework Tracking



Defender ATP
With Microsoft Threat Protection, Microsoft Defender ATP and various Microsoft 
security solutions form a unified pre- and post-breach enterprise defense suite that 
natively integrates across endpoint, identity, email, and applications to detect, prevent, 
investigate and automatically respond to sophisticated attacks. www.covenant-tech.net
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