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BRING YOUR OWN DEVICE (BYOD)
DEVICE MANAGEMENT
ACCELERATED DEPLOYMENT

The digital landscape is evolving and we need to adapt and ensure corporate
access can be managed on any device.

With the working landscape evolving, end users are expecting to work seamlessly on any device,
corporate or personal. Organisations face a challenge managing corporate data access from unmanaged
devices ensuring visibility and management.

Microsoft Intune has been developed to directly address these challenges, by allowing organisations to
enforce policies to applications as well as devices, this is known as Mobile Application Management
(MAM). With this, organisations can gain full control of the work data on any personal device ensuring full
visibility and control can be enforced.

Conditional Access with Microsoft Defender for Cloud Apps (MDCA) session control has also been
developed to control access to applications from not only unmanaged devices but from location, or user
type. Session control can further enhance the security of applications by enforcing controlled actions
ensuring corporate data can remain secure.

For more information please contact usat:enquiries@itcsecure.com or 020 7517 3900
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SOLUTION OVERVIEW WHY ITC

Over a typical 8-day engagement, ITC Secure will assist customers with ! ITC Secure (ITC) is an advisory-
: led cyber security services

«their installation and configuration of Microsoft Intune, identifying .
provider.

through workshops, the key requirements to meet the goals of the

business. Our experts will introduce the technologies (Intune, The company has a 25+ year
b , track record of delivering
Conditional Aceess, MDCA, AVD/W365) used for managing BYOD; business-critical services to over

working with you*to identify key objectives and challenges, providing 300 global blue-chip

organisations, bringing together

the best minds in security, a

demonstration. relentless focus on customer
service, and advanced

This workpackage will show how it provides business benefit, technological expertise to help
businesses succeed.

both a best practice solution for deployment, as well as . a

improves device management, saves' time, money and resources. At

the end of the engagement a documented roadmap is presented With its integrated delivery
model, proprietary platform, 24x7
fully managed state-of-the-art
the most out of your investment. Security Operations Centre, and
customer-first mindset, ITC
works as an extension of its

detailing any further next steps and any continued deployment, to get

customers’ teams to accelerate
KEY FEATURES their cyber maturity —
Organisational Discovery safeguarding their digital

» Agree current challenges and goals for BYOD ecosystem, securing their
management » business, and their reputation.
» Overview of Intune (MAM), Conditional Access,
MDCA, and AVD/W365 and how these meet modern

aorles chellEs s ITC serves global organisations

» OQutline specific requirements and formulate optimum from i.ts locations in the UK and
deployment plan. US with a world-class team of
cyber consultants, technical
Configuring and Testing Device policies designers, and cyber experts.
v — » iOS and Android App Protection Policies
j — . Conditio(r;al A(lz'ces.s Polici%s, eng)rcing qsing | The company is a certified Great
v — managed applications, an MDCA session contro Place to Work® employer, active
against MS applications such as Teams and

SharePoint Intuneber of the Microsoft

« AVD or W365 deployment for managed virtualisation Intelligent Security Association
(MISA) and winner of the Best

Security Company of the Year

= Roadmap for Development
— + Documentation on work achieved 2021, Best Workplaces™ 2022,
<5 + Review and test deploying policies Best Workplaces™ in Tech, and
» Proposed priorities for any follow-on work Best Workplaces™ for Wellbeing

2022.
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tangible benefits.

Pilot managing devices and users within EM, CA and MDCA

Member of
Microsoft Intelligent
Security Association

B Microsoft

Create policies for app protection, CA and session control, and AVD/W365

Review deployment and plan next steps

A key step in the longer cloud-first journey
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