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Cloud Security Posture Management (CSPM)

• Visualization of security posture of all cloud assets in a holistic 

way

• Identifying misconfiguration and cyber threats 

• Continuous monitoring of assets and remediation based on 

recommendations 

• Should be part of Cloud Operations
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Defender for Cloud
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Secure score recommendations - example
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Secure score recommendations
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Public Cloud Security Posture 
Analysis and Remediation as 
a Service

• Expert led one-time analysis and 

remediation of current situation

• Close co-operation with 

applications’ owners and/or 

vendors

• Ability to onboard customer to 

continuous monitoring and start of 

remediation service
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Scope

• Azure workloads that are 

deployed in customer’s 

Azure environment

• All workload types are 

supported

• Assessments uses only 

free Azure posture 

management features
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Phasing

Initial assessment 
with customer 

(1 hour)

Application 
resource and 

owner 
identification 

(if needed)

Per application 
actions

Closing Call

Timeline: Depends on applications and availability of 

customer/provider resources
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Initial assessment

• Overview for Defender for Cloud information

• Secure Score

• Recommendations

• High level configuration check for Defender 

for Cloud

• First application

• Identification

• Tags

• Recommendations → Actions



Non-Public

Application resource and 
owner identification (if needed)

• Information can be used in automated 

actions and is needed for per application 

actions in this service

• Every resource is mapped to application 

and owner is identified

• Documented in Tags: Application, Owner
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Per application actions

• Identify needed changes - Workshop if 

needed

• Work with application owner or 3rd party 

provider

• Implement changes or document exempt
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Example – Wordpress based website (PaaS)

Actions taken by Elisa

• Workshop with vendor to check if 
changes are possible

• Enable FTPS, HTTPS enforcement

• Exempt Private Endpoint requirements 
as virtual network is not feasiable

Time used (2 hours)

• 1 hour workshop with vendor

• 1 hour for changes and exempt 

documentation
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Pre-requirements

• All permissions are subscription-
level permissions

• Reader + Tag Contributor 
permissions for application 
resource and owner identification

• Security reader permissions for 
assessment phase

• Contributor permissions for 
enablement of Cloud Workload 
Protection and governance audits



Non-Public

Deliverables

All applications in Azure evaluated and security recommendations either 
Fixed or Exempted

Resources are mapped to applications and are documented in Azure 
(Tags)

Applications’ ownership is clarified and documented in Azure (Tags)

Documentation of findings and actions that have been taken
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Pricing

• 750€ fixed pricing for initial assessment and actions for 

the first application

• Next applications for time and material basis

• Estimate per application is 1-8 hours
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Optional work items

• Posture analysis for other public clouds by using 
Microsoft Defender for Cloud

• Continuous posture monitoring by Elisa with SLA 
backed start of remediation 

• Workload protection assessment and configuration 
based on Defender for Cloud – also in other clouds 
and on-premises

• Hardened landing zone configuration to avoid posture 
management affects afterwards
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