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FEAR LESS
ACHIEVE MORE

SCURITY

Secure Internet
and App Gateway

Member of

Microsoft Intelligent
Security Association

BB Microsoft

Gold
Microsoft
Partner

Gold Application Development
Gold Application Integration
Gold Cloud Platform

Gold Cloud Productivity

Gold Collaboration and Content
Gold Data Analytics

Gold Data Platform

Gold Datacenter

Gold DevOps

Gold Messaging

Gold Project and Portfolio Management
Gold Security

Advanced
Specialization

Microsoft
Partner

BB Microsoft

Analytics on Microsoft Azure

Kubernetes on Microsoft Azure

Microsoft Cloud Security

Microsoft Windows Virtual Desktop

Threat Protection

Windows Server and SQL Server Migration to Microsoft Azure




LAB?3 at a glance...

Office locations

. Employee locations

%
350+

PROFESSIONALS

NORTHERN
TERRITORY

250+

ENGINEERS

500+

CERTIFICATIONS
QUEENSLAND
WESTERN

AUSTRALIA

SOUTH
AUSTRALIA
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RED HAT NEW

LINKEDIN 2021 TOP
PARTNER AWARD

CRN IMPACT AWARDS
STARTUPS AUSTRALIA S|

NEW ZEALAND MICROSOFT
AUSTRALIA GROWTH BUSINESS
PARTNER AWARD TRANSFORMATION
TASMANIA D

OUR PURPOSE OUR VALUES

modernise and drive greater business value through
controlled, automated, and scalable cloud technologies.

STAND OUT THINK AHEAD BE TRUE TEAM UP

Challenge the future and be Look for new ways to achieve Speak with honesty, think with Be yourself, bring your best,
exceptional, why be anything else. more, never settle for less ‘ sincerity, act with integrity. \ together we will do great things




OUR DIFFERENCE

We believe getting our clients to the cloud is only the
beginning. We want to open their eyes to a new world of
possibilities to keep innovating, fearlessly.

INDUSTRY AUTOMATION INTELLECTUAL PARTNERSHIP
KNOWLEDGE FIRST PROPERTY ECOSYSTEM

We have extensive
experience
successfully
transforming and
migrating regulated
organisations to
Azure.

We have automated
just about everything
to accelerate the
delivery of our
services at speed
and with minimal
resources.

We have developed
significant intellectual
property, used to
jumpstart your
maturity.

Our close alliances
with key technology
suppliers ensures we
maximise your
product investments.

THE OUTCOME

A superior experience that leverages LAB®'s intellectual
property to ensure our clients long-term success.



OUR CAPABILITIES

LAB3 has deep expertise across 6 practice areas with matured solution and product offerings

MICROSOFT CLOUD SOLUTION PROVIDER

= - {2}- (Cf"?)}: @ o

CLOUD

Get to cloud and start
innovating fast and cost

effectively with 100+
automation modules.

* Azure Foundations
* Migration Services

* Cloud Optimization &
Modernisation

» Containers

+ Cloud Maturity
Assessment

Work securely
anywhere, anytime with
LAB® Nomad (Teams
Calling, Azure Virtual
Desktop).

* Modern Workplace
Products &
Customised
Solutions

* M365 Enablement
* Teams Calling

« Azure Virtual Desktop

* SRE Capability

SECURITY

We define everything as
code so you can get
faster applications with
greater flexibility.

* M365 & Cloud
Security &
Protection
Framework

* Microsoft Sentinel
« Threat Intelligence

« Consulting and
Forensics

* 24x7 Security
Operations Centre

+ Compliance
(ISM / APRA /
AESCSF

« CI/CD Deployments and Updates

« Skill Enablement

NETWORK

Solutions to ensure you
always have secure,
quality access to
business data and apps.

* Network Design &
[Transformation

« Software Defined
Network Solutions

» Cloud Network
Integration

» Fibre /NBN/5G

(%85, MANAGED SERVICES .

DATA, IOT & Al

Changing the way you

leverage Data, loT & Al
with unique, industry-

specific solutions.

* Modern Data
Platforms

« Artificial Intelligence
* Machine Learning

« API Automation

« Connected Factories
* loT Sensors

« Data & Analytics
Solutions

« Data Visualisation
(PowerBl)

—

APP INNOVATION

Changing the way you

build cloud native
applications.

* Application hosting
frameworks (PaaS)
« Cloud native

architectures &
accelerators

+ End-to-end DevOps

« Testing
« Ulux

« Frontel

development (I.E.
React, Angular,
pd SignalR)

N

Flexible Commercial
24/ 7 Support
SNOW Integration

nd

Frameworks




Secure by Design for LAB3’s Technology Practices

Qo -

LABS3 Security Consulting

LABS3 Security Fusion

LABS3 Security Insight

LABS3 Security
Operations Centre

CLOUD

Get to cloud and start
innovating fast and cost
effectively with 100+
automation modules.

Azure Security Gap
Analysis

Cloud Security Posture
Management

Policy and Governance

MICROSOFT CLOUD SOLUTION PROVIDER

MODERN
WORKPLACE

Work securely
anywhere, anytime with
LAB® Nomad (Teams
Calling, Azure Virtual
Desktop).

M365 Security Gap
Analysis

Extended Detection
and Response (XDR)

Endpoint, Data, 0365
Identity, Cloud Apps

(=)

NETWORK

Solutions to ensure you
always have secure,
quality access to
business data and apps.

Network Security Gap
Analysis

Secure Internet Gateway

(SIG)

Network Identity (802.1x)

bd
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DATA, IOT & Al

Changing the way you

leverage Data, loT & Al
with unique, industry-

specific solutions.

OT Environment
Discovery

loT / OT Behaviour

Analytics

APP INNOVATION

Changing the way you
build cloud native
applications.

Security Ent. Arch.
Framework

Dev. Security Blueprint

Application
Deployment Insights

-_ L | Sotiens 4 e

SIEM Integration

J

Microsoft Sentinel

[—L%

Incident Detection

and Response

LAB3 Threat
Intelligence

XDR Platform
Management

e ————

Forensics and
Threat Hunting




Cyber security is a way of life.
Secure your data, secure y

©

1.

WAR ROOM
REAL-TIME
COLLABORATION

Transparency, direct
communication
with investigators

2.

DATA
CUSTODIANSHIP

No data ever leaves
the Client tenancy

AUTOMATION

Deployment as code
and learnings from

one sent to all clients.

Industry specific
learnings

S

CONTEXTUALIZATION

Understand the threat
via contextual
enrichment

5.

CYBER VIGILANCE

Constantly monitor
and assess against
standards eg
OWASP

©.

FULL SERVICE

Consulting, dark web
reporting



Member of

End to end protection Trap Ui FesATINET

Sources Cloud Enabled Expert Security Compliant Security [SEC=PROTECTED]

E NM ‘ * Secure Internet

o é '1 Hybrid * Secure Remote Access

(a3 b I . * Secure Email

é yf ntegration * Managed Firewall

(o) + Cloud Access Security Broker

e Zero Trust

2
socC

O 4

> * Threat Intelligence
o o9 Threat . + Content Filtering
o Ty SIG Hosted in Managed in Protection + SSL Inspection

your tenant your tenant « Malware Defence

[ R — 'o « Behavioural Analytics

(2} ~ } Threat + Threat Intelligence

B . & . + Triage Real Time Alerts
\ Insight + Zero-day Detection



Secure Internet protection for your
cloud services

@ Internet

Benefits
Federal Agency
LTenant P . .
v' Dedicated in your
Applications LAB?® Managed SIG Private Links tenant
and Services 'I‘ro .
p
. Arure VWAN v' Reduce Ia1§ency for
° O @ cloud services
O/O\O 24x7 Vigilance with
=/ . A8 securlty a 4 v Reduce network
(0) ° Insight dh lexi
IPsec / SSL complexity
2|3 GoVLINK
R I 4 Policy Gl
o0—|=—0o Specialization
Or % Enforcement . Bout
g 3 A xpresstotte Microsoft | Threat Protection
Partner | Cloud Security

+ 4 Others

BB Microsoft




LAB3 Security Operations Centre
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Workplace

Identity, Endpoints,
Data, Enterprise Apps

LABS Security Platform Support

J’Q

.‘.
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Cloud

Azure, AWS, Google,
Paas, SaasS

iy

Aaure Stack HCl

» 0%

&
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fzure Stack Hub

Hybrid

On-premises, OT,
Networks, Building

LAB?* Managed Detection and Response

¥

Internet

Vs

o

SECURITY
OPERATIONS CENTRE
BY LAB3

had

Data collection,
enrichment and

e
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Automated
Response with
SOAR Platform

s Subscription
SECURITY INSIGHT

BY LAB®

Threat detection,
classification and
remediation

DevSecOps
enabled Life Cycle

analysis Mgmt by Code
g =
lios [ 8™ Ii2 lo2 153 127 |77 |28 67 I3
T Subscription
LAB3 THREAT INTELLIGENCE LAB?3 SOC Analyst Team A @ Your Security and IT Team
<« ECnriching events with information about 24x7 Australia / New Zealand % € O > Collaborate incident
{"f threats, and threat actors, in order to: based proactive alarm monitoring, A a response and strategy
* Mitigate and Prevent Harmful Events hunting and incident investigation planning

* Provide Incident Attribution
LAB3 Protected



. 1B
Delivery Roadmap

VIGILANT witH
INTELLIGENCE

ARCHITECTURE SIGN-OFF LIFE-CYCLE AUTOMATION INSIGHT IN YOUR ENTERPRISE LIVE SECURITY POSTURE
BUSINESS REQUIREMENTS GOVERNANCE HYBRID INTEGRATION TUNING / COST ANALYSIS PROACTIVE ACTIONS AND
REPORTING

GATHERING

= i

Azure Devdps e

-
Azure Sentinel | Data connectors

22 Deploymont Architacture ’

STARTING
POINT

SECURITY
ASSESSMENT
WITH GAPSS

[ O O O e

Accelerated Handover to Operations
4-8 Weeks

v

PROVEN METHODOLOGY

WORKPLACE AND CLOUD SECURITY UPLIFT WITH AUTOMATED WITH EXISTING LIBRARY USING 24X7 MANAGED DETECTION RESPONSE USING
LAB3 SECURITY FUSION LAB3 SECURITY INSIGHT LAB3 SOC
(POWERED BY AZURE SENTINEL)




FEAR LESS
ACHIEVE MORE




